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Abstract—Now-a-days, the public, mostly women and children
are facing much harassment from the societies. The unlawful
activities against ladies and children have been increasing signifi-
cantly, and regularly we find out about eve-teasing, sexual assault
cases, and attempt to molest or even killing after rape in public
places or open areas. Also, many cases had gone unwarranted due
to short pieces of evidence. In Bangladesh, the current statistics of
sexual assaults and various unlawful activities are proliferating.
To acknowledge these problems, in this paper, we have designed
an IoT-based (Internet of Things) embedded device that is able to
communicate with the law enforcement agency by dialing “999”
(An Emergency Telephone Number in Bangladesh) on demand.
The device contains Arduino Pro-Mini Microcontroller with a
GSM (Global System for Mobile communication) module and
can send SMS (short message service) with the victim’s present
area to the law enforcement agency and relatives via GPRS
(General Packet Radio Services). The proposed device’s form
factor is too tiny to carry out easily at anywhere and anytime. The
device features the “Plug & Play” functionalities, which means
one button to operate the entire device. Also, the device is cost-
effective so that people of every level can afford it at a reasonable
price.

Keywords—Anti-rape; IoT device; smart-safety device; women
safety; wearable device; GSM/GPRS

I. INTRODUCTION

Women reserve the option to be liberated from savagery,
badgering, and segregation. Eliminating the obstructions of
a hazardous domain can assist women with satisfying their
potential as individuals and as supporters of work, commu-
nities, and economies. However, the World Health Organiza-
tion (WHO) evaluates, about 35% of ladies worldwide have
confronted either physical or possibly sexual private assistant
mercilessness or non-associated sexual brutality throughout
their life. Furthermore, more than 15 million young ladies
matured 15-19 years have encountered rape [1]. Brutality
against ladies and kids does not separate by race, religion,
culture, class, or a nation. Recently, in Bangladesh, these types
of unlawful activities are booming rapidly. Every morning,
when we take the newspaper in hand, we find out various
rape cases, killing, and molestation against women. Also,
unlawful activities like kidnapping, hijacking, and robbery, etc.
are happening every day. According to the statistical report
of “Ain o Salish Kendra” (ASK), in 2018 to Aug. 2020 in
Bangladesh, more than 3000 women were raped, and 180
women were killed after rape [2]. Among those cases, only
the child rape cases were more than 600. Working ladies,
female understudies, and children especially confronted this
unfortunate incident.

At this moment, we can undoubtedly get to the necessary

information in real-time, from (nearly) whichever area we
are at. Due to rapid advancements in embedded systems, the
IoT-based devices are getting popular day by day because
of its flexible interactivity. IoT energizes the correspondence
between gadgets. It also makes robotics easy and minimizes
humanoid sweats that can save much time. Nevertheless, some
security and privacy issues also are there in the IoT system
[3]. So in this paper, we have designed an IoT-based device,
namely, “Anti-Molestation,” to ensure women and child safety
in daily life. The device can send SMS with the victim’s
current location to her friends and family. Also, the device can
make the call to “999” (Emergency Number of Bangladesh) as
on-demand. We have developed the device in such a way that
every level of women or people can afford it at a reasonable
price. Moreover, we designed the prototype model as too small,
and also it can be formed in a smaller device to use it in
a locket, hand-bag, and pocket or as a bracelet, etc. So the
contributions of our device are:

• It can send SMS with the current location.

• It can make a call by pressing a single button.

• The device is cost and power-efficient.

• The device overcome burst-transmission phenomenon.

The paper is formulated as six sections. In Section 2,
the previous work on women’s safety has been discussed. In
Section 3, we have discussed our system model and the overall
framework. In Section 4, the implementation details of our
device has been shown. In Section 5, the overall methodology
and results are discussed. Lastly, we have concluded the paper
by discussing the overall summaries and the scope of future
work.

II. RELATED WORK

By studying literature, we have come to know that many
works had done to ensure women’s safety by proposing various
IoT and Application-based devices [4]. A.Z.M. Tahmidul et
al. [5] proposed an application based wearable device. The
primary function of this device is to send SMS and the
victim’s current area to the closest police headquarters and
family members. The application interface is designed in such
a way that the map indicates a safe location to survive from
a criminal attack. This device is not user friendly for rural
women. Many of the girls from rural areas are not familiar with
mobile applications, or they may even not have a smartphone.
However, the form factor of this device is too large to carry
it easily. To avoid rape, another paper [6] also proposed a
smart mobile application “BONITAA” which also warped with
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various features such as SMS and location sending via GSM,
health supports, medical supports, counseling, self-defense
tips for the rape victims. To acknowledge the problem of
rural women, they integrated the “Bangla” language in their
application and tried to make it user friendly. However, the
problem is that the women who are not familiar with using
mobile applications may not relish the facilities of those
applications.

The author in [7] proposed a wearable device to ensure
women’s safety to avoid sexual assault. The method also
introduced a mobile application. They designed their device
using GSM, GPS (Global Positioning System), and the Wi-Fi
(Wireless Fidelity) module integrated with a Microcontroller.
The device is also able to make the call and send the location
to the pre-recorded numbers or the nearest police stations
to avoid unlawful activities. The main problem is that the
device needs the always-on internet for web server access.
They spent a lot on building such a device with a mobile
application. It can not be affordable for every woman in our
society, and also the application-based interface is not flexible
for all end users. In the paper [8], the author also proposed
a women safety device. The device also can send SMS and
location to the pre-saved phone numbers. To avoid sexual
manipulations, the authors integrated three push-buttons, GSM,
GPS, RFID (Radio-Frequency Identification), vibrator, buzzer,
and display with a Microcontroller. The main problem is that
their prototype model is too large to carry. The device also
contains three switches, which are very difficult to navigate
through those switches in a panic situation.

U. Rai et al. [9] developed a safety device using Raspberry-
Pi with a GPS module and a push button. When a girl presses
the push button, the device sends its longitude and latitude via
a GPS module. They also developed their location finder appli-
cation to identify the victim’s location. The prototype is simple
but large in size. Raspberry-Pi needs the always-on internet to
capture the location’s coordinates. N. R. Sogi et al. [10] also
proposed a Raspberry-Pi based IoT device. They called their
device as ”SMARISA” smart ring for women’s safety. The
device also can send the location, and additionally, it contains a
camera module. When a woman presses the button, the device
is activated, and the camera module captures the incident and
upload images in the local-host server and generate sound
with the buzzer. They also developed a mobile application to
communicate with the victim’s trusted one. The problem of
this device is that no GSM module was not considered, and
costly to develop such devices. Moreover, “Raspberry-Pi”, a
mini-computer, is also power-hungry. Various sensors, such
as pulse rate, motion, and temperature sensor, etc. are used
in [13], [14], [18]. Those devices might not work correctly
because of integration of various sensors in one module. The
sensors may generate wrong readings in any situation that can
activate the device. The form factors of those devices are also
too large to carry. Another device [11] developed to help the
victims from the teaser and molester. The device also sends
the SMS and current location to the family members of the
victim. Sensor-based devices are not efficient to use because
of its fault result generation.

T. Sen et al. [12] developed a women’s safety device with
Raspberry-Pi. The device contains a monumental architecture
with its camera module nerve simulator. The device can send

the victim’s location via GPS and GSM module. The authors
also developed an android application and local server to
maximize women’s security. Nevertheless, the problem is that
the device is too big and can not be carried out easily. V.
Sharma et al. [15] also developed a smart shoe to ensure
women’s safety. The authors used Raspberry-Pi and Arduino-
Uno Microcontrollers to implement their system. First of all, a
shoe base video capturing devices are not efficient to capture
correct frames. Besides, the use of Arduino Microcontroller
rather than Raspberry-Pi is inadequate in this case. Also, the
shock generation of 400KV can kill a human within some
minutes. Another work [16] was proposed for supporting the
women in danger. The device is also designed to send SMS and
location to relatives of the victim. The device is too huge with
its AAA size batteries and the large LCD screen. M. R. Ruman
et al. [17] also developed a safety device for women’s safety.
The device is also able to send the location of the victim and
can be rescued early. The device contains a shock generator
also. Integration of various extra facilities, the prototype is too
large to carry.

To acknowledge these problems, we have also built our
safety device to support the women and child. The device is so
tiny and can be carried out efficiently in daily life. Moreover,
our device is very much cost efficient that people of all levels
can afford it at a reasonable price. The device also has the
feature of “Plug & Play”. So, one operational button to activate
the device for all functionalities.

III. FRAMEWORK AND SYSTEM DESIGN

In this section, we have discussed the overall framework of
our “Anti-Molestation” safety device. The framework contains
two types of system design.

A. Working Framework

At first, we turn on the device, and when the system is
started, it will initialize the SIM800L module. Then the GPRS
and GSM module will ready to read the data from the user
when we press the button once it obtains the Geo-Coordinate
of the current location via GPRS. Then the system sends
the HTTP (Hypertext Transfer Protocol) POST request using
the “AT” attention command along with the Geo-Coordinate
location to the associated application server. Then the appli-
cation server sends the Geo-Coordinate location to the pre-
stored phonebook of the victim’s relatives and “999” via SMS
gateway. When we long-press the panic button, the system
is ready to call the pre-saved emergency phone number, or
“999” on demand. Here, Fig. 1 illustrates the overall working
framework of our proposed “Anti-Molestation” safety system.
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Fig. 1. The Working Framework for our Anti-Molestation Safety Device.
Here, “999” is the Bangladeshi Emergency Telephone Number, and the ”AT”

Denotes the Attention Command to Send Location via Geo-Coordinate.

B. Block Diagram and Components

The square diagram of the framework in Fig. 2 illustrates
overall hardware required for developing the gadget.

Fig. 2. The Block Diagram of our Device. The Block Diagram shows all the
Hardware we have used to Develop our Safety Device.

The main heart of this device is the Arduino Pro-Mini
Micro-controller to handle the entire mechanisms. A local-
host server is proposed for keeping the truck of every SMS
and deliver it to the adjacent police stations. A power supply
is needed to power up the device. We have used Li-Poly
(Lithium-Polymer) battery as a power supply. The block dia-
gram also contains a panic button to operate the entire device.
A SIM800L module has been used for taking advantage of
the GPRS and GSM functionalities. We have used a condenser
microphone and a speaker to communicate with the pre-saved
emergency numbers. All those components are integrated with
the Arduino Pro-Mini Microcontroller.

(a) Arduino Pro-Mini. (b) SIM800L Module.

(c) Panic Button. (d) 3.7V Battery.

(e) Microphone. (f) Speaker.

(g) Resistance.

Fig. 3. The figure shows the Necessary Components that we have used for
Developing “Anti-Molestation” Safety Device.

1) Microcontroller: A Microcontroller (Fig. 3a) is a min-
imized incorporated circuit proposed to oversee a specific
activity in a rather system. AA normal microcontroller fuses
a processor, memory, and I/O (Input-Output) peripherals on
a single chip. Here, we have used an Arduino Pro-Mini
Microcontroller, which is too small and can handle all the
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things we need.

2) SIM800L Module: We have used SIM800L GSM/GPRS
module (Fig. 3b) for calling and sending SMS functionalities.
The module is attached to the Microcontroller. This module has
a small form factor, and a Subscriber Identify Module (SIM)
is attached to it.

3) Panic Button: We have used a panic-button (Fig. 3c) to
perform “Plug & Play” features. The panic-button regulates
two functionalities like single press and long-press.

4) Power Supply: We have used a 3.7V Lithium-Polymer
(Li-Poly) rechargeable battery (Fig. 3d) to power the device.
We used this because of its small dimensions. Also, a charging
port is included to charge the device.

5) Condenser Microphone and Speaker: We have used a
condenser microphone (Fig. 3e) and a speaker (Fig. 3f) to
transmit the voice through the safety device so that the law
enforcement agency can hear the sounds around the prey.

6) Resistance and Some wires: We used a 10KΩ resistance
(Fig. 3g) for voltage regularization. Moreover, some wires
were used for making connections to the entire peripherals.

IV. IMPLEMENTATION DETAILS

In this section, we have discussed the step by step pro-
cedure of the overall hardware implementation of our safety
device. Here, Fig. 4 illustrates the circuit diagram of our safety
system.

Fig. 4. The Circuit Diagram of the Device. Here, S1, R1, and U1 denotes
the Switch, Resistance and Battery, Individually.

First of all, we need the Arduino Pro-Mini Microcontroller
to connect all peripherals because it is the heart and only one
thing that can operate all other hardware. Here, in Fig. 4, we
can see that SIM800L has several pins and the SIM RXD
pin connects with Arduino’s digital Input-Output (I/O) 10 pin
for serial communication. The SIM RXD is the receiver pin.

The SIM TXD is the transmitter pin and connects with the
Microcontroller’s Master Out Slave In (MOSI) pin for sending
data to the peripherals. We have used a rechargeable 3.7V Li-
poly battery to power up the whole device.

TABLE I. THE COST DISTRIBUTION OF USED COMPONENTS. WE
CALCULATE THE COST BOTH IN US DOLLAR AND BANGLADESHI TAKA.

Product Name Price
(USD)

Price
(BDT)

Arduino Pro-Mini 1.56 2

SIM800L 1.57 134

Panic Button 0.02 2

Li-poly Battery 1.09 93

Condenser Mic. 0.09 8

Speaker 0.02 2

10KΩ Resistor 0.05 5

Total (approx.) 4.40 USD 377 BDT

The positive wire of the battery is connected with the
Microcontroller’s VCC pin, and the negative wire is connected
to the GND pin. The Microcontroller has the Master In Slave
Out (MISO), and RAW pins are serially connected with the
switch S1 to on-off the device. A 10KΩ resistor is also used for
the voltage regulator. The SIM800L module has the MIC pin to
connect the condenser microphone and the SPK pin to connect
the speaker. To build this device, we have spent some money to
buy the necessary components. The total cost of developing the
“Anti-Molestation” safety device is approximately 400 BDT
or 4.42 USD. Here, Table 1 shows the cost distribution of our
necessary components.

The pictorial view of Fig. 5 illustrates the overall view
of the Anti-Molestation safety device. Fig. 5a shows the
dissection view of the entire device and Fig. 5b shows the
developed view of the device.

(a) Dissection View. (b) Developed View.

Fig. 5. The Developed Form Factor of the Anti-Molestation Device.

V. RESULT

In this section, we have discussed the methodology and
result of our Anti-Molestation safety device. When a prey
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presses the panic button, the SIM800L module call to the
“999” law enforcement agency number through the cell phone
tower, and by GPRS technology, the device sends SMS with
his/her current location and update it in the application server.
The authority notifies the nearby police station to rescue
the prey. Fig. 5b illustrates the form factor of our device
which is too small in size to carry anywhere easily. The
device can send location continuously. If the law enforcement
agency or police try to make a call to the device number, the
device automatically discard the call and again send SMS with
victim’s current location. Here, Fig. 6a, 6b, and 6c shows the
calling mechanism, location sending mechanism, and location
traced in map of our safety device accordingly. Moreover, our
device is so much power and cost efficient. The device runs a
long with a single hour charge. Our safety device has shown a
significant result among previous devices with the small form
factor.

(a) Making Call. (b) Sending Location.

(c) Location in Map.

Fig. 6. The Qualitative Result of our Safety Device which can make a Call,
send SMS with Location.

VI. CONCLUSION

In this paper, we have proposed and illustrated our device,
namely, “Anti-Molestation”, an IoT-based safety device. This
safety device aims to help women and children from being

harassed in any situation. The device can directly inform law
enforcement agencies to take legal actions against the culprits.
Also, the device can send the victim’s current position to the
nearest police station to rescue the victim.

The device is so much user-friendly, and people of all
levels can use it without any hassle at a low cost. Even
though we have built a sophisticated system, we still have some
limitations finding the victim’s actual location. Location can
be distorted up to 100 meters radius from the victim’s position
where he/she presses the button. We are trying to overcome
this issue as soon as possible. Moreover, we will also give our
product an aesthetic look so that we can take it to the mass
production level quickly.
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