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Abstract—Health Information Technology such as Mobile 

Health Record Management (MHRM) and Electronic Health 

Record (EHR) depend on each other in maintaining the patients’ 

medical record. For maintaining trust specifically in health 

information technology development, the relationship among the 

patients, providers and clinicians needs to be maintained. The 

present study consists of the understanding of the importance of 

the trusted elements of mobile health (mHealth) record 

management implementation in government hospitals. Covid-19 

pandemic situation force obeying the technological approach in 

healthcare delivery. Technology gives a big impact on healthcare 

industry that deals with confidential data and human life. The 

increased use of mobile in records management in the wrong way 

leads the practitioner and communities towards poor quality, 

security problems, and meaningless data. To fulfil this objective, 

the conceptual framework has been developed by producing the 

trust elements for the implementation of mHealth apps in 

hospitals. Secondary data have been used and analyses to justify 

the objectives of the study. The findings and discussion have been 

evolved on correlating the existing literature and the analyses 

data. Five trusted elements for MHRM have been found: 

Governance, Professional skills and competency, Mobile Health 

Records Management (MHRM), Sustainability and, 

Technological. This paper has evolved the use of electronic health 

records in the health organizations for the accessibility of trust 

data and timely access. The involvement success factors of trust 

elements avoid the petty problem, and inefficient process but 

giving users convenient and instant access to patients' records. 

Keywords—Electronic health record; mobile health record; 

records management; health information technology; records trust 

I. INTRODUCTION 

The advancement in the medical sciences has changed the 
customers’ awareness and transformed the organizations by 
providing health services in the competitive environment [1]. 
Sometimes the critical need of the health system cannot be 
achieved due to the lack of proper documentation of the 
required papers between the health providers, data processing 
and timely access [2]. Hence, the need of access to computer-
based information has been considered important. The EHR 
have been executed by hospitals at a rapid scale in recent years 
across the world [3] and defined as the digitalized format 
constituting a patient's health-related information that is stored 

in the computer [4]. This EHR helps to provide easier access of 
health information such as patient's medical history, their 
medication, diagnosis, radiology images, lab results and other 
related medical information to the authorized providers among 
practitioners. The government has also taken major initiatives 
concerning the regulation and financial stimulations in 
different countries such as the USA, UK and Denmark [5] and 
[6]. The implementation of EHR in hospitals involves the 
integration and availability of data of the patients by improving 
the cost-efficiency and establishing good relationships among 
the patients and doctors. Health care professionals is the 
primary function in maintaining the nature of the hospital for 
efficient service [7]. The implementation of EHR helps in 
providing quality care along with customer satisfaction, cost 
effectiveness and timely access for complete and precise 
information [8] and [9]. Although the studies have provided 
several advantages of EHR, its implementation in the 
healthcare organizations have been found to be quite complex 
as its success and productivity depends on various factors [10] 
and [11]. Dissatisfactions among the patients have caused new 
exchanges that fulfil their needs by offering them several 
medical services online. This can be resolved by adopting the 
mHealth that consists of important information on the patient’s 
medical history. The use of mHealth services has become 
efficient towards providing medical care. mHealth has been 
mostly used for disease investigation, treatment assistance, 
epidemic outbreak tracking and chronic disease management. 

The access to mHealth has been considered complex due to 
the need of infrastructure investment and implementation of 
several changes in the health system. It also requires the user 
adaptability for participation in the development of the system 
[12] and [13]. The success in the implementation of EHR is 
mainly contributed by factors related to organizational, 
technological, and human [12]. The human factors include 
establishing the teamwork for users’ participation along with 
selection of leadership, users gaining training for using the 
system and providing appropriate support for the promotion 
and maintenance of the system. Factors related to organization 
includes the involvement of clinical, administrative and 
information technology in the healthcare system. The training 
of knowledge and skills for working with EHR have been 
provided to the users along with the assurance of the 
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confidentiality and security of the data in the healthcare 
organization. The technological factors involve the usability, 
infrastructure, interoperability, adaptability, testing and 
regulation, standards, and policies of the healthcare system. 

Almost seven billion individuals are connected to this 
mobile network, and around 500 million people use personal 
mHealth apps around the world [14] and [15]. Hence, Hospitals 
and clinics can use this visibility and usefulness to reach out to 
patients in the most efficient way possible. The mHealth 
applications which helps in appropriate management, 
organization, documents’ tracking and maintaining the record 
for further medical practice has been found to be efficient [16]. 
Also, the mHealth services maintains the mobile files while 
managing the workflow using electronic healthcare record 
management. Mobile files are effective in managing and 
organizing the paper or system information of the patient’s data 
that helps in treatment procedure by further analysing the 
history. Trustworthiness of mHealth apps involves the trusted 
relationship established between the user and the mHealth app 
to benefit their health which is dependent on mobile health 
record data. Trustworthiness involves the attributes that are 
necessary for the individuals [17] such as honesty, competence, 
and reliability. These are some important trustworthy signals 
that must be maintained among the users while using the 
mHealth apps. Therefore, several healthcare models have been 
developed to cater the need of the increasing healthcare 
services. Trust elements for mHealth has been one of such 
models which has been considered as an important model in 
terms of effective accessibility, affordability, and usability. The 
use of mHealth in the hospitals have been capable of 
establishing good communication between the providers and 
the patients and help in improving the management system of 
the workflow in hospitals. The mHealth apps have been 
capable of providing effective communication streamlined 
between the patients, providers and caregivers allowing 24/7 
services as per the condition of the patients. 

II. LITERATURE REVIEW 

A. Concept of Electronic Medical Records and Mobile Health 

Records 

An EHR document has been considered as an official 
health document of any individual that is shared among 
multiple agencies and facilities. It is the digital version of the 
patient’s information, and many consumers are adopting the 
desire for mobile access to their health records. EHRs are real-
time records that available at an instant with security to the 
authorized users [18]. Health records consist of the medical 
and treatment history of the patients while an EHR system is 
the process of going ahead of standardized data collected data 
in the healthcare organization and is considered to be inclusive 
with a broader view of patient’s care. Therefore, an EHR 
basically consists of a patient's medical history, diagnosis, 
treatment strategies, medications, dates for immunization, 
allergies, images of radiology and laboratory tests [20]. Among 
all other types of data EHR also involves contact information, 
information concerning the visit of the patient to healthcare 
professionals, insurance information, family history, 
information regarding the patient’s condition if suffering from 
any disease, records of hospitalization and information 

regarding the surgeries. It also maintains an automated and 
streamlines provider workflow. One of the important and 
distinct characteristics of EHR is that all the information 
related to the health condition of the patient is present in the 
digitized format with the providers and the authorized 
providers are capable of managing this document by 
collaborating with other healthcare providers from multiple 
organizations [19]. Hence, it can be said that using EHR in the 
organization helps in building a healthier future for the nation. 

The mHealth record has been efficient in improving the 
quality concerning patient’s care and other related care 
provision [16]. The applications were created utilizing mHealth 
records, which aims to improve the accessibility and 
availability of medical records information to make it easier for 
hospitals and doctors to analyze patients' daily medical 
activities. The use of android and iOS platforms have 
contributed to the initiation of the mobile EHR application. 
The app's mHealth record involves inpatient, outpatient, and 
emergency patient information; operation schedule; verbal 
orders; medical consultation; searching patients; on-duty 
scheduling views; salary views; cafeteria menu; telephone 
directory; and groupware board [20]. Also, it has been 
analyzed that the development and adoption of mobile as a new 
platform in hospitals requires the cooperation of hospital 
executives. 

The program regulations for EHRs and MHRs such as 
Medicare and Medicaid have been evolved to meet certain 
criteria. These regulatory programs help EHRs and MHRs to 
meet specific standards and criteria to ensure the data are 
trustworthy [21]. The healthcare professionals from the 
hospitals and healthcare system are assured by using these 
regulatory programs that EHR and MHR consist of the 
technologies with technical capabilities, functions, and security 
for catering the important requirements. However, 
digitalization has disrupted the healthcare sectors in many 
ways. Previously, the documented files were used in the form 
of papers for storage, management and retrieval of data 
containing patient’s information as clinical perspectives. The 
transformation of a documented-based storage system into 
EHR has been proved to be efficient in the healthcare system. 
But this transformation has evolved various issues which have 
been faced by the providers that need proper resolution. Some 
major potential issues have evolved that consist of security 
issues, reduction in data flow, requirement for extra staff 
training and aspects of slowing down of the system while 
implementation of the data record of the patient. The findings 
were categorized under one general themes in Table I, Issues 
and Challenges of Trusted Mobile Health Records 
Management in Healthcare. Findings from the review are 
summarized in Table I and details framework of trust element 
MHRM are discussed in-depth in the following sections. 

Thus, according to [29] and [30], health information 
management in the healthcare industry is highly critical to 
develop a comprehensive process for health records 
management. Consequently, one of the strategies areas on 
Malaysia Planning - 11 (RMK-11) is to achieve a trusted 
foundation, integration, and interoperability on mobile 
application, system transformation, and future-readiness 
preparation. To achieve the strategies, various elements are 
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significant to be accounted in planning health records 
management to ensure data are trustworthy and accurate over 
the complete records lifecycle. Thus, this article concerns to 
provide trusted elements in handling patient data to avoid any 

difficulties and risks on mobile health records towards critical 
success for MHRM implementation. The analyses also provide 
a records management framework for readers to understand the 
sources of the elements. 

TABLE I. ISSUES AND CHALLENGES OF TRUSTED MOBILE HEALTH RECORDS MANAGEMENT IN HEALTHCARE 

Theme 
Types of Issues 

and Challenges 
Explanation Author(s) 

Issues and 

Challenges of 
Trusted Mobile 

Health Records 

Management in 
Healthcare 

Security 

The security of the data has been the major concern. The electronic records of the 

patient’s information can be hacked from the data storage system if the software 
containing those data is not updated timely and secured [22]. Therefore, a security audit 

of the healthcare organization is needed for maintaining the security of the patient’s 

record. The electronic health records are designed for streamlining the workflow of the 
healthcare organization. Hence, these streamlines are created by the developers who are 

sometimes responsible for creating clunky and difficult work. Also, the staff working 

with these complex streamlined workflows may require more time for entering the basic 
information or retrieval of the appropriate record in the system. The transformation of 

the paper-based information of the patients into a new electronic healthcare record 

system requires implementation of some additional work. Hence, appropriat instructions 

need to be given to the staff for handling EHR effectively. Therefore, insufficient 

knowledge and skills related to the handling of EHR may disrupt the proper functioning 

of MHRM in the healthcare system due to less efficacy in the workflow.  

[22] 

Data privacy 

Another major issue involves the data privacy of the patients. The stakeholders are often 
concerned with the patients’ data privacy of getting leaked due to the increase of 

cybercrime. Lack of appropriate planning and communication proved to be the issues 

that resulted in the failure of meeting the expectations of the customers adopting 
MHRM. 

[23], [24], [25], [26] 

Lack of 
technological 

knowledge 

Another major issue involves the lack of technological knowledge among the medical 

staff members for implementation of EHR [10] and [11]. Also, have several health 

workers have doubts concerning the value of the EHRs. They may show unwillingness 
to give up the documentation process. The staff are not aware of the technological 

advancement which results in delay in EHR implementation. The medical doctor finds it 

hard to fit with the workflow of the EHR. The software's usability is hampered by 
design defects or inadequate training. 

[10] and [11] 

Technology 

advancement 

The mHealth apps have been evident and it has been confirmed that almost 97,000 

mHealth apps have already been used across 62 app stores [27]. One of the reports has 
revealed that the global mHealth market was predicted to increase from $6.21 billion 

revenue in 2013 to $23.49 billion by the year 2018 [28]. The potential use of mHealth 

services in Malaysia has been considered as an alternative delivery channel. This 
increasing growth of mHealth has led towards the drastic change in the management of 

the health data with the paradigm shift from mainframe systems situated in the facilities 

of the healthcare providers towards the apps and other storage systems. It has evolved 
into a new openness. Previously, the devices were available only in the hospitals, but the 

development of mHealth apps has evolved flexibility by providing the clinicians with all 

types of useful resources for the treatment even if located remotely. Hence, this trending 
use of mHealth services has facing trust data concerns while maintaining the 

accessibility and cost-efficiency. The population of this new era is now completely 

dependent on the digitalized technologies and hence require ease for receiving care. 

[27] and [28] 

III. CONCEPTUAL FRAMEWORK 

A healthcare organization initiates mHealth services that 
majorly involves the clinicians and patients. The major trust 
elements involved while using mHealth apps by the clinicians 
includes the adoption of technology, time, awareness, and 
familiarity with the services. The data of the patients are 
presented and recorded in EMR and hence the maintenance of 
privacy and security is the major concern to provide trusted 
data while implementing mHealth services. Exploring various 
ideas, frameworks, concepts, and models from connected 
subject matter is important in selecting the best practise 
towards the goals of MHRM. The conceptual framework for 
the given study has been described below: 

A. A Trusted Electronic Records Management Framework 

Figure 1 explains the credibility and authenticity of 
electronic records that helps in determining the legacy of the 
electronic documents along with their effectiveness, 
preservation value and reproduction history. The activities of 
electronic record management are ensured by determining the 
evidence retention and utilization of information. An 
employment framework of electronic records trusted 
management based on critical business process management 
has been constructed by [31]. Yet, this framework is focusing 
on Government-Controlled Companies not in a healthcare 
environment as focusing on this study. In consideration of the 
foregoing, the principles of electronic records in any 
organization including healthcare, it is depending on the related 
trusted elements. Hence, the author believes, this model one of 
the models to consider off. 
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Fig. 1. A Trusted Electronic Records Management Framework [31]. 

B. MITHRIL Conceptual Model 

Security and privacy are perhaps the most pressing 
concerns when it comes to the use of mobile platforms in 
organization. Privacy refers to who has the authority to govern 
our personal data, whereas security refers to how that authority 
protects our data. There must have been concerns about 
security and privacy when mobile devices were first introduced 
to society. When mobile devices have been introduced to 
society, there must have been concern about the security and 
privacy of mobile platforms. [32] in figure 2 highlights, 
MITHRIL framework is used as a mobile access control 
framework that permits us to capture access control needs for 
specific users. This model has described the prevention criteria 
from the damage of personal data or information. MITHRIL 
framework which has two major components i.e MithrilAC 
and Heimdall also contains application analytic system that 
gathers mobile application metadata. 

MithrilAC in figure 2 is the main component of MITHRIL 
that manage access control on the device. The access and 
security classification which conduct for security reason and 
confidential only allows authorized person to access the data in 
the devices. The second component, Heimdall, detects and 
prevents infections on mobile devices, tablets, and computers. 
Using crowd-sourced policy rules such as malware threat for 
our devices, Heimdall intends to classify applications and 
generate an initial set of policy rules. Those threats will be 
sensed and blocked before it can manipulate our personal data. 
Thus, Heimdall work as a tool that classify the threats which 
may affect our devices especially the personal data or 
information. 

C. Conceptual Model for Clinician Mobile Health Readiness 

MHealth in figure 3 is the practice of providing medical 
treatment and public well-being through mobile devices. It 
benefits both the health care practitioner and the patient by 
increasing productivity and efficiency during the 
pharmaceutical procedure. The barriers of physicians and 
related healthcare organizations are assessed for the adoption 
of mHealth along with the use of EHR data of the patients. 

 

Fig. 2. MITHRIL Conceptual Model [32]. 

 

Fig. 3. Conceptual Model for Clinician mHealth Readiness [33]. 

Figure 3 shows, doctors, nurses, and pharmacists rely on 
mobile health to keep track of their patients. This technological 
implementation allows them to have consultations with their 
patients and to save all their patient information in digital form, 
making it easier for them to track down all the information they 
require. Simultaneously, this will reduce time in searching and 
retrieving the data in the mobile device. When their hospital 
number or identity card number is keyed into the system, all 
patients who register in the hospital will automatically appear 
in the system. In addition, mHealth create alertness to the 
health care professional and patients in dealing with medical 
treatment. Patients can just check at their smart phones to see 
what they need to do to improve their quality of health. When 
the doctors are not there, it serves as a personal advisor for the 
patients. 

D. Conceptual Operating Model for MMAs 

Figure 4 is model for Mobile Medical Apps (MMAs) has 
involved new ways for innovation with low cost healthcare 
delivery. This model involves the estimation of the MMA 
interactions with human physiology. Therefore, it is essential to 
have evidence of their trustworthiness i.e. maintaining privacy 
of health data, long term operation of wearable sensors and 
ensuring no harm to the user before actual marketing. 
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Fig. 4. Conceptual Operating Model for MMAs [34]. 

E. OAIS Functional Entities Model 

The Open Archive Information Systems (OAIS) is a type of 
archival system that employs both human and technological 
resources. According to [35] in figure 5, there are six 
functional entities in an Open Archival Information System, as 
mentioned by the Consultative Committee for OAIS. OAIS 
model can provide conceptual framework concerning the 
preservation and dissemination of digital assets. It defines a set 
of roles, processes, and functions relevant to long-term 
preservation. Thus, the OAIS model provides us with a 
common understanding of what the archives do when they 
preserve digital information objects. Furthermore, it has laid 
the groundwork for greater standardisation in the field of 
digital preservation, including the development of criteria and 
procedures for analysing and evaluating archival preservation 
and distribution practises. 

Figure 5 reveals the first functional entity is receiving 
information from producers and packages it for storage. The 
producer will do the Submission Information Package (SIP), 
then creates an Archival Information Package (AIP) from the 
Submission Information Package (SIP) and transfers the newly 
created Archival Information Package (AIP) to archival 
storage. Second functional entity is the archival storage 
function that serves as a repository to stores, maintains, and 
retrieves archival information. The third functional entity is the 
data management function that works to coordinates the 
descriptive information of the archival information package 
and the system information that supports the archive. The 
fourth functional entity is the preservation planning to support 
the archives material which make it accessible to the consumer. 
The fifth functional entity is the administration function to 
manage the daily operations of the archives. It handles the 
users need of the system. It works from the registration, 
searching, retrieving, and circulating of the archival material. 
The last functional entity is the access function through 
registering to the person in charge. This is to make sure the 
improvement of the security operation increasing to the 
maximum to keep the archival material stay on its place well. 

Preliminary high-level evaluation of aspects of trustworthy 
recordkeeping addressed in blockchain recordkeeping solutions 
based on a generic reference architecture and operating model. 

 

Fig. 5. OAIS Functional Entities Model [35]. 

Blockchain is a database that is controlled by a computer 
and is not owned by a single person. According to [36], 
blockchain is an open-source technology that allows for 
reliable, immutable records of transactions to be stored in 
decentralised, distributed, and automated ledgers that are 
publicly accessible. The government and the public sector are 
beginning to recognise the significance of this technological 
breakthrough. The blockchain system can help make 
transaction processes more efficient. 

Figure 6 shows the trusted documents, according to [36], 
must be accurate, reliable, and legitimate. To have the feature 
of evidence, these three traits must remain unified. Simply said, 
accuracy means that all the data in the records is correct for the 
operation. 

As a result, to clarify the significance of numerous concepts 
from diverse matters, the researcher separated the subject 
matter or theme into five associated subject matter or themes 
that address problems. This study reviewed five theories and 
conceptual models as state in figure 1, 2, 3, 4, 5, and 6 related 
to five elements: Governance, Professional Skills and 
Competency, Mobile Health Records Management (MHRM), 
Sustainability, and Technological. 

 

Fig. 6. OAIS Functional Entities Model [36]. 

These six models detail out the elements of best practices 
required to effectively manage the mobile electronic health 
records. As a result, [37] agrees that the lack of a proper 
standards aspect for mobile health record-keeping in mobile 
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systems is the primary reason why this topic continues to be 
debated. According to [3], to tackle this problem, the mobile 
device system needs precise policies, standardised elements for 
medical records coordination, and adaptive technology. It 
details out the elements of best practices required to effectively 
manage the mobile electronic health records. These attributes 
are encapsulated in the trusted environment whereby any short 
fall will implicate the organization and will lead to the risk of 

non-compliance. In other words, health records management 
should be recognized as a generic framework to the 
organization’s information strategy, especially in meeting the 
statutory legal and audit demands to ensure the trustworthiness 
of the records. Table II shows a list of 
frameworks/models/concepts/theories for use in this study that 
are linked to the MHRM's trusted elements. 

TABLE II. THE UNDERPINNING MODELS TOWARDS TRUSTED ELEMENTS OF MHRM 

Model Strengths related to the study Limitations related to the study 
Theme/Elements of the study related for 

this model 

1. A Trusted Electronic 

Records Management 
Framework [31] 

The trusted management and long-

term protection of electronic 
records in agencies. 

Records management is not 
recognized as a generic framework to 

the organizations’ information 
strategies as well as meeting the 

statutory legal and audit demands. It 

is also not recognized as a key role in 
safeguarding the business continuity 

of the organizations.  

1. Governance 

2. Professional skills and 
competency 

3. Mobile Health Records 
Management (MHRM) 

4. Sustainability 

5. Technological. 

2. Mithril Conceptual Model 

[32] 

MITHRIL assists user to protect 

their data or information in their 
devices. The advancement of 

technology helps us in our daily 

life which make everything easier. 

Although an obvious step towards 

better access control on mobile 

devices, it still did not allow dynamic 
access control.  

1. Mobile Health Records 

Management (MHRM) 

2. Sustainability 
3. Technological 

3. Conceptual Model For 

Clinician Mhealth 
Readiness [33] 

This technology adoption helps 

them conduct consultation to their 

patients. All the personal and 
medication of their patient will be 

kept in electronic form which this 

will be easy for them to trace all 
the information in need. At the 

same time, this will safely time in 

searching all the data about patient 
when all the data are kept at their 

mobile.  

Based on this model, the access and 
connectivity are the 10% barriers that 

were identified from the responses. 

While conversations touched on this 
topic at some point, it was not always 

in a way that access and connectivity 

was viewed as a barrier. For example, 
one participant talked about access 

and connectivity as a barrier. This had 

limited success.  

1. Professional skills and 

competency 
2. Mobile Health Records 

Management (MHRM) 

3. Sustainability 
4. Technological. 

4. Conceptual Operating 
Model For MMAS [34] 

The efficiency of this tools in the 

daily shows that this tool cannot be 

diminish. Patient and health care 

professional both need Mobile 

Medical Applications. For 
example, patient need a guidance 

by using Mobile Medical 
Applications meanwhile health care 

professional needs it as the result to 

diagnose. 

Focus on collecting physiological data 

for continuity process only and does 
not provide a model for health records 

management process. 

1. Governance 
2. Mobile Health Records 

Management (MHRM) 
3. Sustainability 

4. Technological. 

5. Preliminary High-Level 

Evaluation Of Aspects Of 
Trustworthy 

Recordkeeping Addressed 

in Blockchain 
Recordkeeping Solutions 

Based on A Generic 

Reference Architecture and 
Operating Model [36] 

The information, context, and 
structure of records must all be 

captured when they are created. If 

the details are not complete, the 
transaction cannot be completed by 

each party. Then there's 

consistency, which is a component 
of trustworthiness. To sustain 

efficiency in daily operations, all 

processes must be consistent. 

Focus on aspects of trustworthy 

recordkeeping addressed in 
blockchain recordkeeping solutions 

based on a generic reference 

architecture only and does not 
mentioned and provide an important 

model of recordkeeping life cycle as 

essential for records trustworthiness 
itself. 

1. Governance 
2. Professional skills and 

competency 

3. Mobile Health Records 
Management (MHRM) 

4. Sustainability 

5. Technological. 

6. OAIS Functional Entities 

Model [35] 

The process of this framework is 

stability because of In ingest, the 

process will be required receiving 
information from producers and 

packages it for storage. These 

entities serve as a repository for 
archive data, storing, maintaining, 

and retrieving it. It connects the 

archival information package's 
descriptive information with the 

archive's system information. 

Insufficiency of empirical research on 

the dimensions for health information 
model/framework. 

1. Governance 
2. Professional skills and 

competency 

3. Mobile Health Records 
Management (MHRM) 

4. Sustainability 

5. Technological. 
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Thus, this research solely focuses on the needs of trusted 
elements for the success factor of trusted elements for MHRM 
adoption of MHRM in healthcare organization. As described 
by other authors in the literature, the elements are crucial to 
ensure healthcare organization have a comprehensive rule and 
regulation of mobile device in term of standard, elements for 
records coordination, adoptive technologies, policies, and 
security [35]. Hence, the results are interesting and help to 
show the important theme/element for the trusted elements of 
MHRM are Governance, Professional skills and competency, 
Mobile Health Records Management (MHRM), Sustainability, 
and Technological. These themes/elements are based on other 
researchers' findings as a guide to advance the electronic 
records specifically in adoption into mobile for health records 
management in Malaysian. 

IV. SIGNIFICANCE OF THE STUDY 

The electronic health records and the mHealth records have 
been found to be effective in maintaining the personal health 
records of the patients in digitized format ensuring the safety 
and confidentiality of the data. These electronic health records 
are now present in the mobile format. mHealth records have 
enabled the patients to access their health information through 
internet and telecommunication devices. Hence, it has evolved 
the initiation of mHealth services for the ease of the patients 
and clinicians. The mHealth apps have the potential to help the 
patients and providers in identifying the medical conditions 
prescriptions accordingly from the different locations that helps 
in reducing the medical errors and enhances the improvement 
in health conditions during the emergency condition at the time 
of treatment with the new providers. The ease of access to the 
data of patients have been another major important 
characteristic of the mHealth services. The satisfying result 
from patients and management based on previous experiences 
of the implementation as discussed above demanding from the 
practitioners for enhancement of workflow process by using 
MHRM since the mobile device is beneficial in the collection, 
assessment, amendments, and transfer of data proficiently. 
Now, the medical conditions of the patients are recorded and 
submitted in digitized format that has helped the clinicians to 
treat their patients from remote locations. As a result, any 
adoption of technology for health records management in 
hospitals complied with the right principle such as trusted 
elements as suggest by author lead to trust, confidence, and 
secure feelings for users who involved in the health records 
process from the creation until disposal. This will be resulted in 
well-organized records, reduce file storage space, difficulties 
for updating reports at the workstation, and prevent manual 
handling of files that delay time for patients and wasted money 
in recruiting staff. This was because the usage of mobile will 
be easier, faster, and efficient. The petty problem such as 
distance workstations, delay time for data updating or 
inefficient process can be avoided through mobile device 
management, but also gives users convenient and instant access 
to patients' records. Besides, the cost efficiency is also 
maintained as the daily visit to the hospitals have been reduced 
due to access through mHealth apps in the mobile devices. 

V. LIMITATIONS 

The present study has also involved certain limitations 
include the unawareness of use of EHR among the patients and 
medical professionals that results in providing lack of 
important information while maintaining the patients' record. 
These issues give a big impact on accuracy, consistency, and 
integrity of the data. Another major limitation involves the cost 
as many of the healthcare system cannot bear the high cost 
software for maintaining the data security and confidentiality 
of the patients. This may result in the loss of important data 
from the electronic system. 

VI. CONCLUSION 

The implementation of trusted elements of MHRM has led 
to a positive impact on the health conditions of individuals. 
The existing knowledge and understanding about the trusted 
elements of EHR has helped in understanding the basic aspects 
of MHRM and its effect while adopting it in the government 
hospitals for enhancing the technology adoption. The literature 
review of the given study has provided evidence that has 
implicated the elimination of the traditional approaches in the 
healthcare system and adopted the technology perspectives for 
providing care to the patients with accurate health information. 
The important trusted elements have played a major role in 
maintaining the ethical consideration of using the mHealth 
record management in hospitals. These trusted elements in turn 
affect the healthcare environment and hence, the results 
implicated the positive impact of using mHealth services. Trust 
elements as mentioned all play a role in increasing the efficacy 
of a health organisation while maintaining a trustworthy data 
and smooth workflow. 
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