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Abstract—With the increasing demand for remote operations
and the challenges posed during the COVID-19 pandemic,
industries across various sectors, including logistics,
manufacturing, and education, have adopted virtual solutions.
Cloud-based robot control has emerged as a viable approach for
enabling safe remote operation of robots. However, along with
the benefits, there are also risks associated with cloud-based
robots. In this study, a secure cloud-based robot control system
using a blockchain system was developed. The robot utilizes
supervisory control to navigate via the internet. The
communication system of the robot relies on the ThingsSentral
cloud-based 10T platform; enabling communication between the
user via a GUI developed using Python Tkinter and the local
robot over the internet. To facilitate internet communication, the
robot in this study incorporates an ESP32 microcontroller, which
provides a low-cost and low-power system capable of connecting
to Wi-Fi. However, cloud-based control systems are susceptible
to cyberattacks, prompting the use of blockchain cybersecurity in
this study to mitigate the risks. The data sent by the supervisor is
stored within a private blockchain developed using Python,
simultaneously being transmitted to the cloud platform. The
developed security system addresses the risks associated with
cloud-based robot control systems, such as data tampering and
unauthorized misuse, by leveraging the Proof of Work (PoW)
and hashing mechanisms.

Keywords—Internet of Things (1oT); robot control; cloud
computing; cybersecurity; blockchain

I.  INTRODUCTION

Industries from a variety of sectors have adopted virtual
ways of conducting business in these challenging times due to
the enormous problems posed by social distance measures. As
a result, there is a huge increase in demand for robots that can
be operated safely and remotely for practical research in
academic settings. The ability to securely and easily control
robots from a distance has become possible thanks to cloud-
based interconnection, assuring the continuity of hands-on
learning experiences [1].

Cloud-based robot control refers to the practice of remotely
controlling robots through cloud computing infrastructure. In
order to enable effective and scalable control of robotic
systems, it includes utilizing the cloud's capabilities and
resources [2]. The robot offloads some duties or calculations to
the cloud, which can offer improved computational
capabilities, storage, and network connectivity, as opposed to
merely depending on onboard processing and control systems
[3]. Nowadays, autonomous vehicles or cloud-based robots are

mostly used in the service sector. There are many different
kinds of service robots, including robots for cleaning [4], [5]
and housekeeping [6], surveillance [7], entertainment [8],
rehabilitation [9], and so forth [10]. In Malaysia, service robots
have been widely used in restaurants to deliver food to
customers’ tables [11].

These days, residential robots are also substantially
included in service robots. In smart homes, restaurants, and
hospitals, it is crucial [12], [13]. Roombas [14], vacuum
cleaners [5], [15], lawnmowers [16], [17], waiter robots [18],
security robots, and sentry robots [19], [20] are a few examples
of residential robots. Domestic service robots are becoming
more and more common because of how convenient they are
and how much time they can save homeowners for other
things. To improve their usefulness and performance, they
frequently make use of cutting-edge sensors, artificial
intelligence, and cloud connectivity. Service robots are
becoming more and more popular, which will lead to concerns
regarding their security.

Because robot systems are networked and rely on software
control, guaranteeing cybersecurity is essential in this field.
However, because they are primarily focused on other issues,
many initiatives fail to take into account how susceptible robot
control systems are to cyberattacks. Frequently, projects create
their own cloud connections without paying enough attention
to security, potentially creating holes in coding frameworks
and other parts. Robots are integrated with the Internet as
cyber-physical systems, making them vulnerable to different
cybersecurity threats like malware, phishing schemes, and
illegal access [21]. Businesses and individuals must prioritize
cybersecurity precautions, such as using safe passwords,
keeping software updated, and utilizing antivirus and anti-
malware software, in order to reduce these risks.

Robots that are autonomous and connected to the cloud
have the risk of being misused by authorized users in addition
to being exploited by hackers. Robots connected to the cloud
execute user-issued orders. A security measure needs to be
implemented on the robot to ensure that the commands being
delivered are coming from the intended user. Blockchain
technology can assist in tracking the actions taken in response
to commands provided through the system's digital ledger. The
technology of blockchain is now gaining a lot of interest and
may help with 10T security challenges. Due to its decentralized
architecture, ability to provide data immutability, and non-
repudiation services, blockchain technology appears to be a
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promising approach for securing 10T and protecting user/data
privacy.

The advantages of blockchain  technology are
dependability, security, and efficiency. By limiting access to
authorized users, it guarantees the timeliness and accuracy of
information for users within a members-only network. A
blockchain transaction cannot be changed after it has been
recorded, not even by administrators. Time-consuming
reconciliations are no longer necessary thanks to the distributed
ledger, and smart contracts automate transaction execution
[22]. Block-based transactional data is stored in decentralized
databases called blockchains. Before being uploaded to the
blockchain, each transaction is first checked for accuracy and
encrypted by the parties involved or trusted nodes. Depending
on the access and encryption methods used, blockchains can be
either public or private [23]. There are lots of public
blockchain used currently, mainly used in cryptocurrency
transactions such as Bitcoin [24] and Ethereum [25] while
Hyperledger Fabric [26] is an example of private blockchain.

In this paper, we present a secure cloud-based robot control
using blockchain. The robot’s control system allows it to
navigate toward a designated and specified location while
having a security system to prevent cyberattacks such as data
breaches and misuse by authorized users. The paper is
organized as follows: The next section explains related works
on the types of robot control system and cybersecurity of
cloud-based robot. The following section presents the steps
taken to complete this study, the 10T platform used in this
paper (The ThingsSentral), and the development of a
supervisory control system. Then, the following section covers
the implementation and testing of the cloud-based robot control
system, and a performance test analysis of the supervisory
control system using blockchain technology. The last section
gives the conclusion and future work of the research.
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Il. RELATED WORKS

A. Robot Control Systems

There are numerous ways to control service robots. The
control system that is chosen depends on the particular needs
of the service robot application for which it is intended. For
instance, on-board control systems, LAN control systems, and
cloud-based control systems can all be utilized to operate
service robots [27]-[29]. The types of control systems and a
few instances of their use are presented in Fig. 1.

1) On-board control system: A control system called an
on-board control system is one that is built into the robot's
hardware. The robot has the ability to operate without external
systems. This kind of control system is widely used by
autonomous service robots, which are robots that can travel
and do tasks on their own thanks to sensors and algorithms.
Restaurant robots, cleaning robots, logistic robots, and social
robots are a few examples of robots with on-board control
systems.

In comparison to cloud-based service robots, on-board
control systems can offer real-time reactivity, a high degree of
autonomy, less latency or buffering, and better security. To
execute the command without error, applications of service
robots employing on-board control systems must be controlled
without buffer [6], [30]. ROS has some restrictions even
though it can be used as an on-board control system. Fully
autonomous robots may have several advantages for the user
[31], although initial setup may be laborious. The kinematics
computation may be aided by the use of coding, such as
MATLAB [32], to carry out a command, such as grabbing an
object with a robotic arm.

Types of control system

Fig. 1. Types of robot control system.
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2) LAN control system: In a LAN (Local Area Network)
control system, the robot is connected to a control station or a
remote device over a local area network. This approach is
frequently used by industrial robots and mapping sentry robots
[28]. The robot receives commands from the control station
via the LAN and reacts with sensor data and status updates.

LAN management mechanism service robots are machines
with remote controls connected to a local network. Due to their
connection to a single network, LAN control system service
robots may have various benefits over cloud-based and on-
board control systems, including reduced latency, high levels
of autonomy, and improved security. However, the drawbacks
of using LAN to control the service robot are limited external
connectivity and unreliable network conditions [33]. This can
be avoided by sending data to the server across multi-layered
networks or by adding additional relay nodes [34], [35]. This
strategy could be laborious, though, as the system's complexity
and price will skyrocket.

3) Cloud-based control system: In order to remotely
control and manage the behaviour of a service robot, the
control system uses cloud computing technology. Domestic
robots and sentry robots are a couple of the uses for cloud-
based service robots [29]. By fusing the robot's control system
with cloud-based servers, this approach enables the robot to
quickly access and process enormous amounts of data.

The use of cloud computing in standalone and remotely
networked mobile robot systems is the current focus of robotics
research. Real-time robot path planning with cloud-based,
computationally expensive evolutionary algorithms [36].
Recent studies show that cloud-based control system using loT
platform is increasingly popular. 46 10T platforms have been
described as open, whereas 25 systems are deemed to be open
by some research but not by the platforms themselves [37]. In
this study, the cloud platform used is The ThingsSentral cloud
platform [38]. ThingsSentral is a cloud platform developed by
the CAISER research group at the Faculty of Engineering and
Built Environment (FKAB), Universiti Kebangsaan Malaysia
(UKM).

B. Robot Cybersecurity

Service robot cyber security refers to the safeguarding of
service robots against cyberthreats such as malware, hacking,
and other cyberattacks. As service robots become more tightly
connected to the internet and other devices, the potential of
hacks increases [39]. Cyberattacks can take many different
forms. DDoS is the most typical [40]. The cloud robot will
cease operations if a DDoS attack is launched against its
server, which could cause a significant loss [41]. When
building service robots [42], secure coding techniques ought to
be applied to minimize the risk of vulnerabilities.

1) Authentication: Strong authentication mechanisms
should be used to increase the security of service robots [43].
It is essential to make sure that these robots are only
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accessible to those who are allowed. Passwords, biometric
authentication [44], face recognition [45], and other
authentication techniques can all be used. Users must supply a
legitimate password or passphrase for password-based
authentication in order to prove their identity. Biometric
identification verifies users by using distinctive biological
traits like fingerprints or iris patterns. To authenticate people,
face recognition technologies compare and evaluate facial
traits. Service robots can build strong security standards,
prohibiting unwanted access, and guaranteeing that only
authorized users can control and interact with the robots.

2) Encryption: Data encryption is another method to
improve the cyber-security of service robots in addition to
authentication. Communication between service robots and
their control systems should be encrypted to prevent
unauthorized data interception [46]. Secure communication
technologies that can be used for this include SSL/TLS and
VPN. The usage of service robots involves the use of
numerous sensors to collect a lot of data, some of which could
be sensitive. Through the cloud service, the data is sent to a
communication protocol [47]. In order to lower the danger of
cyberattacks, data transfer encryption must be robust. Users'
sensitive data can be well-protected by using encrypted data.

3) Blockchain: There is only a few research that has been
done on cloud-based service robots with blockchain
technology as the complexity of the system is high. However,
robotics and cloud computing relate highly to one another and
are becoming increasingly important as both technologies
evolve in the IR4.0 applications. Robotic system management
and deployment platforms can be made available by cloud
computing. Robotic systems can be centralized handled and
watched, allowing for real-time changes and upgrades, by
leveraging cloud-based software platforms. Some of these
applications are in the domains of smart city and smart
industry [48]. Therefore, we can also say that blockchain and
cloud computing relate to one another with blockchain and
robotics.

Blockchain is wused in cloud computing to build
decentralized storage solutions that are safe [49]. Blockchain-
based storage, in contrast to conventional centralized cloud
storage, eliminates single points of failure and potential hacker
targets [50]. Blockchain improves security and attack resilience
by dispersing data across a decentralized network. Blockchain
makes it possible to create secure and open identity
management systems in the context of robotics and cloud
computing [51]. Users can securely validate their identities
when using cloud services through decentralized and tamper-
proof records [52], [53]. Blockchain's incorporation into cloud
computing provides greater data security, less chances of data
tampering, and improved identity verification processes. Fig. 2
shows the basic operation of Blockchain.
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Fig. 2. Basic process of blockchain adopted from (URL:- https://www.centralcharts.com/en/gm/1-learn/1-cryptocurrency/42-trading/699-definition-of-
blockchain).

I1l. METHODOLOGY

Fig. 3 depicts the main flowchart of this study. The study
begins with the construction of robot using microcontroller,
actuators, sensors and power supplies. This study continues
with the development of the robot communication system with
the cloud platform ThingsSentral. After achieving satisfactory
result of the testing of communication system developed, this
study continues to the development of GUI control system. The
results achieved in this study depend on the GUI developed
and also the cybersecurity implemented in this study.

START

’ Robot Construction |

l

Development of Robot Communication System

-

Unsatisfactory
result

Testing the cloud-based communication system
with the robot developed

l Satisfactory result

Development of supervisory robot navigation
control system GUI

Unsatisfactory
result

Testing the GUI developed with the
cybersecurity implemented

Satisfactory result
END

Fig. 3. Flowchart of the study.

A. Development of Robot Communication System

This study uses cloud-based control system as its main
communication system. The robot developed, which is located
at FKAB, UKM must have the ability to be controlled from a
base station located elsewhere. This study uses ThingsSentral
cloud platform to send the command from the base station to
the robot. The data sent from the supervisor is stored inside the
blockchain at the same time it is sent towards the cloud
platform. This ensures the command sent by the supervisor as
blockchain transactions. Supervisors can also read data from
cloud platform such as latest data or distance. The robot reads
the data from cloud and sends sensor data to ThingsSentral to
be read by the supervisor. Fig. 4 shows the framework of this
study.

The software used to develop the communication system
between the robot and ThingsSentral cloud platform is Arduino
IDE and Python. Both the Arduino IDE and Python software
communicate to ThingsSentral web application using Web
API. Fig. 5 shows the ThingsSentral web application that was
used in this study.

reee
_-——ess
=7 Via Intemet

ThingsSentral ! Read
Cloud Platform ]

Framework of the study.

Fig. 5. ThingsSentral web application.
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Fig. 6. Schematic diagram of robot.
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The robot developed in this study relies on batteries or
direct current as its primary power source. The batteries supply
power to activate the motors, which are connected to the tires,
microcontroller, and sensors. The microcontroller chosen for
this research is the ESP32, which utilizes program memory and
data memory to store commands and data. Fig. 6 illustrates the
schematic diagram of the robot utilized in this study, featuring
the ESP32 microcontroller, actuators, and sensors such as
ultrasonic and speed sensors. For communication between the
robot and the user as a supervisory control system, the
ThingsSentral platform is employed. This cloud-based control
system allows the robot to be moved remotely and wirelessly.
To facilitate control over the robot, a web GUI application has
been developed using Python software. This application
enables the user to control the robot's actuators and obtain real-
time sensor data from the robot.

The data exchange between the ESP32 microcontroller and
the cloud platform ThingsSentral is facilitated through an
intermediary platform—a GUI developed using Python. This
communication system allows for the sending and receiving of
data via ThingsSentral. The adoption of cloud-based control
systems for service robots is dependent on the specific
requirements and constraints of each application. ThingsSentral
offers a security system to users, ensuring that the
communication mechanism between the user and the robot can
be safely controlled without the risk of unauthorized
manipulation by attackers.

Moreover, ThingsSentral enables users to control the
developed robots over a different network. This means that the
robot can be operated from various locations, regardless of the
user's distance, as long as there is a stable internet connection
[54]. In this study, a cloud platform is essential for the
communication system between the robot and the controller
because it provides a dedicated static IP address for sending
and receiving user data. This differs from a local area network
(LAN) control system, as the robot requires its own IP address
to ensure proper functioning of the communication system
when a cloud platform is not available to assign the IP address.
However, it is important to note that the availability of static IP
addresses for the robot is limited, which presents some
limitations to this solution.

Cloud-based control systems offer numerous advantages,
but they also come with drawbacks, including latency and
dependence on external networks. The focus of this study is on
addressing the security and privacy concerns associated with
such systems. While ThingsSentral provides a security system
for users, it is still susceptible to misuse by authorized
individuals. Hence, the objective of this study is to develop a
cybersecurity system to prevent the misuse of the control
system by authorized users. In this study, the chosen
cybersecurity solution is Blockchain. The reason for selecting
Blockchain is its inherent immutability and permanence.
Transactions recorded in a Blockchain system cannot be
altered or deleted, as they are permanently stored within the
system. This ensures the accuracy of every transaction, and
users are unable to assign blame to other parties for commands
issued by themselves. By leveraging Blockchain, the study
aims to enhance the security and integrity of the control
system.
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B. Secure Cloud-based Robot Control Implementation and
Testing

Fig. 7 illustrates the robot prototype utilized in this study,
which was developed based on the schematic diagram depicted
in Fig. 6. The communication of data is facilitated through the
ESP32 microcontroller, serving as the processor for
communication between the robot and the ThingsSentral cloud
platform. The robot itself is equipped with two tires, each
connected to a DC motor, an L298N driver responsible for
motor direction control, sensors including an encoder and an
ultrasonic sensor, and AA batteries serving as the power
source. The microcontroller handles the reading and sending of
data to the ThingsSentral web application. To enable this
transmission, an intermediary (API) is required to establish a
connection between the gateway and the internet.

Fig. 7. Robot prototype used in this study.

In this study, HTTP protocols are utilized for both data
transfer and data ingestion from ThingsSentral. The sensor
nodes receive the transmitted data, which includes the distance
measured by the ultrasonic sensor and the motor speed
obtained from the encoder. The Arduino IDE software is
employed to facilitate data transmission from the sensor nodes
to the ThingsSentral cloud platform, as the data is stored within
the ESP32 microcontroller. Through programming, the data
collected by the sensor nodes can be transmitted to
ThingsSentral using URLSs and internet networks.

C. Development of Supervisory Control System GUI

Fig. 8 showcases the developed supervisory control system
created using Python Tkinter in this study. The graphical user
interface (GUI) includes buttons that have been programmed to
transmit data values to ThingsSentral, which serve as
instructions to control the robot's motors. For example, when
the "Stop" button is pressed, it sends a command value of 0.
Each motor will be assigned a value of 0 and 1 depending on
the state of the motor after the command value is sent. This
command value is then utilized by the ESP32 microcontroller
to instruct the motors to halt the robot's movement. Each button
on the GUI corresponds to a different command value,
enabling control over the robot's navigation.

Furthermore, in addition to the buttons used to send
command values for robot navigation, the developed GUI also
displays the most recent sensor readings obtained from the
node sensor via the ThingsSentral cloud platform. The node
sensor, located at the bottom right of Fig. 8, represents the
ultrasonic sensor. To obtain and display the latest sensor
reading, the HTTP Get protocol is employed to retrieve data
from ThingsSentral. The ultrasonic reading provides
information to the user regarding the distance between the
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robot and any obstacles in front of it. An example of the value
sent by the GUI to the ThingsSentral cloud platform is
presented in Table I.

— 10019001010103/3212023-07-04 20102126

Fig. 8. Supervisory control system.

IV. RESULTS AND DISCUSSION

A. Results

The timestamp provided in Table | depicts when the
command value was received by ThingsSentral cloud platform.
However, the time may differ from when the command value
was sent by the supervisory GUI as buffer is present when
controlling the robot through cloud-based control system. The
difference in time depends on factors such as internet speed
and the load sent by the GUI. Additionally, Fig. 9 presents a
graphical representation of the command values for each motor
plotted against the timestamp.

After successfully testing the supervisory control system's
performance, the security of the robot control system
underwent evaluation. Employing Python's hashlib module,
this study crafted a blockchain system. The command payload
from the supervisory control system is incorporated into a
block generated by the module. This block includes an index
indicating its position in the chain, the block's hash, the
timestamp of the sent payload, the payload data specifying the
robot's movement command, proof of work, and the previous
block's hash. Utilizing the SHA-256 algorithm in the hashlib
module, the block's validity, determined by its hash, proof of
work, and the previous block’s hash, is verified.

TABLE I. COMMAND VALUE OF EACH MOTOR
| et T o [ LT R T sy
i ’ G O 6%
2 Forward 1 1 1 53/(2/12(2)23
3 | Forward Left | 5 0 1 ig/?/fg?
4 Forward 1 1 1 i?/fli/lZg?
M i ‘ G O %
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7 Backward 2 1 1 53/(15/12233
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A E D E
T E3 CON O O '
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Fig. 9. Graph of command value of each motor Vs timestamp.

The GUI allows for the display of the chain by pressing the
"Get Chain" button, as depicted in Fig. 10. The chain is
presented on the right side of the GUI, showcasing the total
length of the chain and listing the blocks. Each block includes
information such as the index number, timestamp, payload
(determined by the button pressed to navigate the robot), PoW,
and the previous hash. The latest data on the bottom right of
Fig. 10 indicates the latest ultrasonic data read from
ThingsSentral cloud platform. This data depicts the distance
between the robot and an obstacle in front of it.

{’chain’: [{'index'; 1, ‘timestamp': '2023-07-04 20:03:54.283409", ‘data’: [],
Iproof: 1. ‘pravious_hash't 0'), Clndex't 2, timesteme't '2023-07-04
20:04:09.589118", ‘data’: rd, 'proof': 632: hash':
m-:mmuuemmumnuu 4875070068 795C334205"
Y. {'index'; 3, ‘timestamp'; ‘2023-07-04 w:.u:u.uuu.‘au "Move

umuuuneuuamxuml

1237923206079719d16(58e8ebSbiBfccdeb’)
+ {index's 5, ‘timestamp': '2023-07-04 20:04:21.967996, 'data’: ‘Stop Robot',
‘proof': 476581, '
3c85MbSbIB3IACoS980207455041843050005607 2835<28a17916b0aSdacd8
1), ‘length': 5}

‘e1781ba2e2ecoe1cc2175088584b;

o 0019001010103|40| 2023-07-04 20:04:26.

Fig. 10. Blockchain system in this study.

B. Discussion

The supervisory control system, developed using Python
software, is connected to the ESP32 microcontroller through
programmed code using Arduino. This connection is facilitated
by making ThingsSentral serve as an intermediary. The control
system sends data to the cloud, which is then read by the robot
via the microcontroller to execute the issued commands. The
value of the data sent by the GUI determines the direction of
the robot's navigation, instructing the motor driver to activate
the robot's motors. The communication of data between the
robot and the ThingsSentral cloud platform is achieved using
the HTTP GET protocol. Upon receiving the command value,
the ESP32 utilizes it as an instruction to engage the motor
driver, which controls the robot's movement by directing the
motor's speed and rotational direction.

Every command value corresponds to a specific action for
the motors, determining the robot's movement or halt according
to the intended navigation. For example, if the supervisor
instructs the robot to move forward, each motor will be
assigned a value between 0 and 1, depending on the desired
direction. A positive value indicates forward movement, while
a negative value signifies backward motion. Table | provides
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an overview of the command values assigned to each motor
based on the desired navigation.

The security system developed in this study is based on
Blockchain technology. Blockchain offers data tampering and
breach prevention mechanisms through its Proof of Work
(PoW) and hashing mechanisms. POW serves as a consensus
mechanism in Blockchain networks, creating a robust barrier
against data breaches. To modify a block within the
blockchain, an attacker would need to alter the block's contents
and recalculate the hash, which is computationally expensive
and time-consuming due to PoW. Additionally, rewriting the
entire blockchain would require an attacker to possess the
majority of the network's computational power, making it
highly improbable.

The blockchain system developed in this study utilizes the
hashlib module in Python software. This module provides a
universal interface for various secure cryptographic hash and
message digest algorithms. Each hash algorithm has its
designated constructor method, creating a hash object with a
straightforward interface. The hashlib module supports several
hash algorithms, including Secure Hash Algorithm 1 (SHA-1),
SHA-224, SHA-256, SHA-384, SHA-512, and MD5. These
functions generate fixed-size hash values, known as the hash
value or digest, based on the input data they receive.

V. CONCLUSION

This research presents the development of a secure cloud-
based robot control system incorporating blockchain
technology. Utilizing an ESP32 microcontroller and Wi-Fi
connectivity to ThingsSentral, the robot aims to navigate
specific desired locations through a cloud-based control
system. The implementation involves Python Tkinter for a
user-friendly GUI with dedicated buttons, serving as
controllers for robot navigation. The GUI facilitates data
transmission to the microcontroller via ThingsSentral, serving
as an intermediary cloud platform. However, inherent risks of
data tampering and misuse in cloud-based control systems are
acknowledged. To counter these concerns, the study introduces
a blockchain security system, leveraging hashing, Proof of
Work (PoW), and transaction records. Through these
mechanisms, the study aims to mitigate the identified risks and
enhance overall cybersecurity in the cloud-based robot control
system. While this study provides valuable insights, limitations
include exclusive use of private blockchain technology visible
only to certain organization members, raising concerns about
potential transaction payload changes that may impact user
confidence in system security. Future research may explore
leveraging public blockchains like Ethereum for enhanced
transaction verification, offering transparency and validation
through universal observation by a diverse user base.
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