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Abstract—Cryptography is widely used in information 

security systems. In encryption, the goal is to hide information in 

such a way that only the sender and receiver are aware of the 

existence of communication and information. Encryption takes 

place in various media, such as image, sound and text. Today, the 

rapid growth of network technologies and digital tools has made 

digital delivery fast and easy. However, the distribution of digital 

data in public networks such as the Internet has various 

challenges due to copyright infringement, forgery, coding and 

fraud. Therefore, methods of protecting digital data, especially 

sensitive data, are very necessary. Accordingly, in this article, a 

combined solution is used based on the technique of stretching 

the letters and making minor changes in the letters that have 

closed spaces so that the bits related to the hidden text can be 

inserted into a Persian or Arabic language. For this purpose, a 

new solution has been designed, in which the cover text is similar 

to the normal text, with the difference that, in addition to the 

extended letters that are longer due to the status of the secret 

message, it also has some prepositions, which have spaces. They 

are empty and closed. Of course, this difference in the closed 

space between the original letters and the changed letters will be 

very slight, and as a result, there will not be much difference 

between them that the normal user can feel the change. Finally, 

the proposed solution has been evaluated with the help of the 

MATLAB program, and according to the rate parameter of 

encryption capacity, the results show that the proposed method 

has an average encryption capacity of more than 50% compared 

to other common solutions. 

Keywords—Cryptography; extended letters; Persian language; 

Arabic language 

I. INTRODUCTION 

Text-in-text encryption is used for the purpose that the host 
data does not have any visible signs of the presence of 
encrypted data in it, and thus it enables the secure transmission 
of information [1]. Therefore, the way to hide the data is 
important according to the changes that are made in the 
external details of the text. But what is of secondary 
importance is to protect the transmission against widespread 
attacks on the data sent and, of course, to make the original 
data unreachable in case the attackers discover the existence of 
a password in the host data. In fact, the advantage of using text 
as a cover media is that the text file consumes less storage 
space and less bandwidth is required for its transmission [2, 29, 
30]. In order to encrypt a text, watermarking methods can be 
used in the text image, shifting the words in the middle space 
between them or shifting the background line to hide the data 
of the desired series in the background text, but this method 
which is considered in this research is the use of making 
changes in details. The majority of steganography research 

employs various types of cover media, such as images [3, 31], 
video clips [4, 32], and audio [5, 33]. Nevertheless, text 
steganography is not commonly favored due to the challenges 
associated with identifying redundant bits in text files [6, 7, 
34]. Text documents typically exhibit a structure similar to 
what is visible, while other types of cover media have different 
structures, making it easier to hide information without 
noticeable alterations. However, text steganography offers 
advantages like lower memory usage and simpler 
communication. 

The main goal of this project is to provide a new method 
for hiding information in Persian and Arabic texts. The choice 
of steganographic system often depends on the language and its 
structures. One technique cannot be universally applied to all 
languages.  In the proposed method, it has been tried to avoid 
making changes in the appearance and format of the font as 
much as possible so that while increasing the capacity, the 
level of transparency and readability of the text does not 
change significantly compared to the state before hiding. So in 
this method, the technique of stretching Persian and Arabic 
letters is used in addition to creating changes in the letters that 
have closed empty space, which includes the letters: 

"ص،ض،ط،ظ،ع،ؽ،ف،ق،و،ٔ،ِ"  covert writing of information in 
Persian and Arabic texts is discussed. Of course, for the letters 
 only when these letters are used in the middle of the "ؽ ,ع"
word, they have a closed space. Therefore, in this method, only 
one position of the letters "ؽ ,ع" (in the middle of the word) 
can be used to hide the information in the letters "ؽ ,ع". 

This paper is organized as follows. Section I provides an 
overview for text steganography. Section II discusses the 
related works. Section III presents our new text steganography 
technique that utilizing character extension. The evaluation and 
results are discussed in Sections IV and V, respectively and 
finally, conclusion and future work are outlined in Sections VI 
and VII. 

A. Cryptography Basics 

According to the type of application, several characteristics 
are considered to express the efficiency of cryptographic 
methods, which are different in different applications. The 
important things considered in the design of this method are as 
follows [3]: 

 Transparency: In the encryption operation, it is 
necessary to hide the information in the desired text in 
such a way that the inserted information is not visually 
clear and understandable. This amount of similarity, 
before and after inserting information, is called 
transparency. 
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 Resistance: In a cryptography solution, resistance 
means against unwanted and unintentional changes that 
are created due to the presence of noise in the 
transmission channel or other changes that are 
intentionally made by an attacker, and it is done in the 
direction of changing the message so that it has the 
necessary resistance to a large extent. 

 Capacity: The amount of information that can be 
included in the cover text is called capacity. The 
methods that are presented for the purpose of 
encryption should be designed in such a way that they 
are able to hide a significant amount of information in 
the cover text. 

Considering that in order to encrypt texts, letters and 
characters need to be converted into a set of numbers 0 and 1 
so that they are easy to manage [8, 9, 35]. Therefore, there 
must be a single standard to determine what characters each of 
these numbers and letters should display and how they should 
be stored. This standard is called Unicode. 

Converting data so that the system can read and use it is 
called encoding. In fact, encoding is the process of converting 
data into a format required for a number of information 
processing needs, including: 

 Data encryption 

 Formulation of the program and its implementation 

 Data transfer, storage and compression/decompression 

 Application data processing, such as file conversion 

For the coding standard mentioned above, the American 
Standards Association introduced a 7-bit coding method called 
ASCII in 1960. At that time, the ASCII character set, including 
128 characters (7 bits), was defined, mostly for Latin 
languages. ASCII encoding is important because many 

communication tools and protocols only accept ASCII 
characters. In fact, this is the accepted minimum standard for 
the text. Some Unicode encodings, due to the universal 
acceptance of ASCII, convert their code points into a series of 
ASCII characters so that they can be moved without any 
problems. In the 1980s, it was decided to use a full byte (i.e., 8 
bits) for encoding in the ASCII character set instead of 7 bits 
[10, 36]. Therefore, the number of characters reaches 256. 
Based on this, the characters after 127 to 255 were also 
considered reserved codes, and other languages, including 
Persian and Arabic, were generally included in this range. But 
in this range between different languages, there was no single 
standard, and each language showed its alphabet code. In other 
words, code 200 in one language returns a different letter in 
another language. As a result, there was a need for a single 
standard to consider unique codes for each character while 
being compatible with all languages. Based on this, the 
Unicode unit standard has been presented. Unicode is a set of 
characters with unique numbers, which is called a code point. 
Each code point represents a single character. Accordingly, the 
Unicode standard specifies three encoding methods, allowing a 
character to be encoded within one or more bytes (i.e., in 8, 16, 
or 32 bits). These coding methods are as follows [11, 37]: 

 UTF-16 

 UTF-8 

 UTF-32 

The difference between these coding methods is in the way 
letters, numbers and symbols are presented between the 
languages of different countries. So that the way characters are 
presented in one country is different from another country [12, 
38]. Table I shows the Unicode standard for Persian and Arabic 
letters, along with the code of each letter in this standard. In 
cryptography, this table is used to convert each letter to its 
corresponding value of 0 or 1. 

TABLE I.  UNICODE STANDARD FOR A NUMBER OF PERSIAN LETTERS, ALONG WITH THE CODE OF EACH LETTER 

Code letter name Form Code letter name Form 

0621 letter حًزِ  062A letter ء  ت   ت 

0622 letter آ  062B letter آ  خ   خ 

0627 letter انف  062C letter ا  جٍى   ج 

0623 letter انف   with ء  letter 0686 ا    چ   چ 

0628 letter ب  062F letter ب  دال   د 

067E letter پ  letter 0630 پ  رال   ر 

II. RELATED WORK 

Numerous research studies have explored concealing one 
text within another, employing diverse linguistic techniques. 
These studies classify linguistic steganography into two 
primary categories: syntax-based and semantic-based 
approaches [13][14] [39]. 

For instance, [15] and [16] proposed a method based on 
synonyms, aimed at data concealment. The method consists of 
two phases: in phase one converting the hidden message into 
binary codes. In phase two, with the help of a synonyms file, 
both sender and recipient must possess the same word list for 
encryption and decryption. If the sender inserts a Zero, no 
word replacement is necessary. However, if another value is 

inserted, the synonym file serves as the basis for word 
replacement. This process continues until the end of the secret 
message, and the receiver can decrypt the message using an 
inverse strategy. 

In [17] proposed method that takes three input sources 
(secret message, natural language, and the key) and produces 
one output known as the Stego-text. The system identifies each 
word and its corresponding group, generating lexical 
replacement groups and variant forms of similar words. To 
ensure proper embedding of the correct word in the carrier file 
while considering the context, a lexical analyzer for the 
Chinese language was utilized in the proposed system. The 
steganography algorithm, based on three inputs representing 
the source natural language text, the information to hide, and 
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the key, generates one output displaying the stego-text with 
embedded data. The steps of the steganography algorithm 
include: 

 Embedding data: Encrypting the information into a 
binary bit sequence using the key (embedded data). 

 Text preprocessing: Segmentation of sentences using 
the Chinese lexical analyzer ICTCLAS, where English 
characters, Chinese and English punctuation, blank 
spaces, and new line characters are considered inter-
sentence symbols. 

In [18], a novel method was proposed to hide information 
not only in specific pointed letters but in any letters. The 
researchers utilized pointed letters with an extension to 
represent the secret bit 'one,' and un-pointed letters with an 
extension to hold the secret bit 'zero.' It was emphasized that 
letter extensions do not affect the writing content and are 
considered redundant characters for formatting purposes in 
Arabic electronic typing. However, not all letters can be 
extended due to their positions in words and the nature of 
Arabic writing. Extensions can only be added between 
connected letters, not at the end of words or before the 
beginning letter. Thus, letters without extensions or 
intentionally without extensions are considered not to hold any 
secret bits. 

In [19], authors introduced a new approach for hiding 
information by manipulating white spaces between words and 
paragraphs. The method offered greater capacity to conceal 
more bits of data within a cover-text. While the previous 
embedding scheme used the space between words, it required a 
significant amount of space to encode a few bits. However, 
combining inter-word and inter-paragraph spacing allowed 
effective utilization of most white spaces in a text document, 
increasing the data-hiding capacity. 

In [20], the authors built upon a previous Arabic text 
steganography method using letter points and extensions to 
address the low-capacity aspect. They proposed a technique to 
hide information within suitable positions inside words, not 
limited to pointed letters only. These positions were carefully 
determined to preserve the beauty of Arabic text if justified, 
ensuring that the message could be hidden without affecting 
the cover text. Extensions were inserted at the specified 
positions to represent the secret bit 'one,' while leaving the 
positions empty represented the secret bit 'zero.' 

Another study [21] introduced the Line Shifting method, 
which involved shifting lines vertically to pass data via the 
carrier. However, this method had weaknesses, including the 
potential detection of line shifting when using character 
recognition programs and the risk of hidden data destruction 
when retyping the carrier file. 

In [22], researchers adopted a syntactic method based on 
punctuation to convey the secret message. They added 
punctuation in suitable locations to hide the data without 
impacting the carrier message's meaning or affecting the 
embedded data within it. The study highlighted the importance 
of finding optimal trade-offs between bit rates, robustness, and 
perceivability through experimental definitions. 

In [23], the researchers used emoticon-based steganography 
to facilitate secret chatting. They classified emoticons 
semantically and controlled the symbol order using a secret key 
to pass the secret message among parties. Different groups of 
emoticons were created to hide data, and the order of passing a 
symbol represented specific bit values. This method proved to 
be robust and beneficial for chat systems, with some systems 
allowing users to generate their customized symbols. 

III. PROPOSED METHOD 

In this research, a method of hiding in the text is presented 
so that by using it, confidential texts can be hidden inside the 
text. For this purpose, a combined solution is used based on the 
technique of stretching the letters and making minor changes in 
the letters with a closed, empty space so that the bits related to 
the hidden text can be hidden inside a normal hidden text. He 
made a drawing. For this purpose, a new solution has been 
designed, in which the cover text is similar to the normal text, 
with the difference that, in addition to the letters that are longer 
due to the status of the secret message, it also has some 
prepositions, which have spaces. They are empty and closed. 
Of course, this difference in the closed space between the 
original letters and the changed letters will be very slight, and 
as a result, there will not be much difference between them that 
the normal user can feel the change [24]. 

As shown in Fig. 1, the proposed encryption solution will 
have two inputs. One of its entries will be related to the cover 
text used for encryption, and the other entry will be the secret 
message that must be hidden inside the cover text. The 
proposed solution in the form of a new font acts as a converter 
and embedder, which can be used to change the cover text in 
such a way that the secret text can be hidden inside it. This 
solution will have the following features: 

 High capacity to encrypt confidential text. 

 High security due to very minor changes. 

 High power in encryption. 

 High transparency due to minor changes in font. 

In fact, through the use of this combined solution, the 
capacity of confidential messages that must be encrypted can 
be increased because many Persian and Arabic letters are 
stretchable and have closed spaces. On the other hand, due to 
the fact that the changes in the letters are minor, normal users 
will not be able to recognize the desired changes, and as a 
result, security is established. Also, this solution is able to be 
resistant to the factors that can change the data and, as a result, 
damage the comprehensiveness because the encryption 
operation is carried out bit by bit according to the state of the 
letter. The original data is encrypted. On the receiver's side, 
there is a need to perform an operation in the direction of the 
photo, and for this purpose, a special tool is provided to detect 
the changed letters and, as a result, the hidden secret message. 
As a result, in this case, according to the status of each letter 
and its length, the main message can be extracted from the 
cover text, and there is no need for a private key for data 
exchange. Because in encryption algorithms, the encryption 
key must also be transmitted, and if for any reason this key is 
intercepted or discovered, all the encrypted data can be 
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accessed, and as a result, the security and integrity of the data 
will be compromised [25]. 

A. How the Method Works 

In Arabic and Persian languages, each character can have a 
different state according to its position. In fact, in this category 
of languages, a number of letters have the ability to change 
their shape according to the type of connection that they are at 
the beginning, end, or middle of a word, which is an important 
ability for encryption. For example, the letter "ع" at the 
beginning of the word is written as "ػـ " in the middle as "يؼا " 
and at the end of the word as " جغ  " while in English words, each 
letter is written separately and does not have this feature. Fig. 2 
shows a section of different states of Persian letters. 

According to the Unicode standard, each letter can have a 
unique code according to its position. On the other hand, in 
some cases, in order to make a letter more beautiful, it can also 
be written with a stroke. For example, the word "َّخا", which 
consists of four letters "ا" ,"خ", "ٌ" and "ِ" can be written as 
 without changing its meaning or the number of letters. In "خاَّ"
fact, stretching the letters is one of the advantages of Persian 
and Arabic languages; this ability does not have the slightest 
effect on the readability or changing the meaning of the text 
[26]. The only problem is that not all letters have this ability, 
and it is limited to the position in which that letter is placed; 
that is, in general, the ability to stretch can be applied to the 

connecting letters of a word, and this feature cannot be applied 
to a number of letters that are at the end or beginning of a word 
[12]. Accordingly, in this research, a combined solution has 
been used, which solves this limitation to a large extent. In the 
following, the method of using the ability to stretch the letter is 
shown with an example. At first, let's assume that we intend to 
perform the encryption process with the help of dragging on 
the text of Table II. First, we select the secret bits that should 
be hidden, which in this example is equal to the value 
(110010). The encryption operation is performed from the least 
valuable bits to the most valuable ones. Also, considering that 
the texts are Persian and Arabic and start from right to left; as a 
result, encryption is done from right to left. Accordingly, the 
first secret bit is equal to "0", and considering its value is zero, 
the letter to be hidden in it is extended once, but if it were one, 
it would be extended twice. Now, in this example, encryption 
should be done by stretching the letter "و" once. The value of 
the next secret bit is equal to "1", and the second letter of this 
word is "ٌ" considering that this letter is at the end of the word, 
so it cannot be extended in this position. The next point from 
which the operation can be continued is at the beginning of the 
word Turkey, and considering that the secret bit is equal to "1", 
as a result, the letter "ت" is doubled and changed to " جــ   ". Find 
this operation is carried out confidentially until the end of data 
encryption. 

 

Fig. 1. The general suggested method. 

 
Fig. 2. Types of Persian letter forms. 
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TABLE II.  THE METHOD OF ENCRYPTION USING THE ABILITY TO STRETCH LETTERS 

111111 Confidential Bits 

دٔسث َذاسويٍ جشکٍّ سا   Cover text 

 Hidden text يـٍ جــشکـٍـّ سا دٔســث َــذاسو

 

Fig. 3. Proposed method flowchart. 

Now, in order to increase the efficiency of the solution, 
changes can be made in the letters with closed spaces so that 
the capability of this solution increases. The letters with closed 
space include the characters " ص،ض،ط،ظ،ع،ؽ،ف،ق،و،ٔ،ِ  ". Of 
course, for the letters "ع،ؽ" only when these letters are used in 
the middle of the word will they have a closed space; therefore, 
in this method, only one position of the letters "ع،ؽ" (in the 
middle of the word) can be used to hide the information in the 
letters " ،ؽع ". Accordingly, in order to hide these letters, the 
amount of empty space is slightly smaller so that it has the least 
effect on changing the font of the desired letters and through 
this change if the last letter of a word cannot be it is drawn, it is 
part of the letters with closed space, it is used. As a result, if 
the insertable bit is zero, the character will remain unchanged. 
But if the insertable bit was 1, the character is inserted with a 
smaller enclosed space. In this case, the complete flowchart of 
the proposed solution is shown in Fig. 3. 

IV. EVALUATION 

MATLAB 2018 program was used to implement the 
solution. MATLAB has considered two environments, GUIDE 
and App Designer, for designing graphic interfaces. The 
GUIDE environment has been used since the old versions of 

MATLAB, but the App Designer environment has recently 
been presented in the new versions of MATLAB and is being 
developed. Based on this, the user interface related to the 
proposed solution has been designed with the help of the 
advanced App Designer tool so that by using it, it is possible to 
receive cover text and secret text and carry out operations 
related to encryption or secret text extraction. Fig. 4 shows a 
view of the program environment implemented in MATLAB. 

Based on this and as seen in Fig. 4, the user enters the cover 
text in the relevant box and then, in the next box, the 
confidential text that he intends to hide. Then, by clicking the 
hide button, the confidential text will be hidden inside the 
cover text according to the proposed solution. An example of 
the implementation of the solution is shown in Fig. 2 to 4. 

The part related to the recovery of encrypted text is also 
shown in Fig. 5. For this purpose, it is sufficient for the user to 
click on the button to copy the encrypted text after performing 
the encryption operation. In this case, the page corresponding 
to Fig. 6 will open. Now the user clicks on the "decode" button 
so that the encrypted text will be shown along with the original 
cover text. 
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Fig. 4. A view of the user interface of the implemented program. 

 
Fig. 5. How to hide the text by the solution. 
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Fig. 6. The part of the recovery of the encrypted text. 

A. Evaluation Parameters 

In order to measure the proposed solution, a series of 
parameters are needed for review and evaluation. According to 
the studies that have been done on the articles written in the 
field of cryptography of Arabic and Persian texts, the proposed 
solution has been examined according to the parameter of 
cryptography capacity. The following relationship is used to 
calculate the hiding capacity: 

               
                

                 
 

1)  The solutions to be evaluated: In order to check the 

effectiveness of the solution, it is necessary to compare it with 

other common methods in the field of text encryption. 

Accordingly, in this research, the proposed solution is 

compared and evaluated with the following solutions, which 

were also examined in the research conducted in [27, 40]: 

 Enhanced Kashida [3] 

 ZWC and space [8] 

 Enhanced capacity [9] 

 Pseudo-space [10] 

 Method 2 [11] 

 Alhusban's method [12] 

 Moon and Sun letters [24]. 

V. RESULTS 

Considering that only Arabic texts were used in the 
evaluation of the solutions mentioned in the previous section, 

as a result, in order to have the same data in the proposed 
solution, the same Arabic texts with the same size determined 
in the evaluated solutions were used. It has been done so that 
the checks and comparisons are done in a standard and uniform 
way. First, in order to compare the output of the solutions in 
Tables III and IV, an example of the output of the solutions has 
been implemented according to the number of different words. 
The purpose of this evaluation is to check the output of text 
encryption in each of the solutions. 

Also, in Table IV, another example of the application of 
encryption solutions is shown on a cover text with a length of 
155. 

As can be seen in the output of Tables III and IV, the 
proposed solution is able to perform the encryption operation 
by applying the least noticeable change in the letters. Now, 
according to the ratio of encryption capacity, solutions with 
different lengths have been examined. The purpose of this 
evaluation is to check the percentage of optimality in hiding the 
message in envelopes of different sizes. The results of this 
evaluation are shown in Tables V to VIII. Also, the 
summarization of the overall performance of the proposed 
method is shown in Table IX. 

As can be seen in Table VI, in the case where in the 
proposed solution only the encryption technique based on 
closed letters is used, the encryption capacity has decreased to 
a great extent. Based on this, the results of this evaluation 
indicate that the use of the extended technique (keshida) along 
with closed letters can effectively increase the capacity of 
cryptography. 

As seen in the output of Tables III to VIII, in all three 
evaluations, the proposed solution has a higher encryption 
capacity compared to other methods, and with the increase in 
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the length of the cover text, this amount has become more than 
optimal. The reason for this is the use of two techniques in the 
proposed solution. So that at first, using the technique of 
stretching the letters, the encryption operation was done, and as 
can be seen, this feature did not have the slightest effect on the 
readability or changing the meaning of the text. In addition, the 
utilization of the closed space available in Persian and Arabic 
letters has made the ability of the solution for encryption higher 

and the more the number of these letters, the higher the 
encryption capacity. Also, as it is clear from the results of these 
evaluations, in the case where the proposed solution, only the 
encryption technique based on the closed letter space is used, 
the encryption capacity has decreased to a great extent. Based 
on this, the results of this evaluation indicate that the use of the 
extended technique along with closed letters can increase the 
cryptography capacity in a more effective way. 

TABLE III.  COMPARISON OF THE OUTPUT OF THE IMPLEMENTATION OF 8 CRYPTOGRAPHY TECHNIQUES ON THE SAME ARABIC TEXT WITH THE COVER TEXT OF 

LENGTH 109 

Method Output 

Enhanced Kashida ٌثـحد ػهـى انحاسـٕب اسحخذاو انـحٕسـثـّ تجـًٍغ اشـكـانٓا نحـم انًـشكلات يٍ يـُـظٕسػـهًً سٌاضـً ٔغانـثا يـا ٌـشـًم رنـك جصًٍى 

ZWC and space جصًٍى ٌثحد ػهى انحاسٕب اسحخذاو انحٕسثّ تحًٍغ اشكانٓا نحم انًشكلات يٍ يُظٕس ػهًً سٌاضً ٔغانثا يا ٌشًم رنك  

Enhanced capacity ًٍىٌثـحد ػهـى انحاسـٕب اسحـخذاو انحٕسـثـّ تـحًٍـغ اشـكـانٓا نحم انـًـشكهـات يٍ يـُـظٕس ػهًـً سٌـاضـً ٔغـانـثـا يا ٌـشًم رنـك جص  

Pseudo-space  جصًٍى رنك  ٌشًم  يا  انثا سٌاضً ٔغ ػهًً  نحم انًشكلات يٍ يُظٕس  اشكانٓا  تجًٍغ  اسحخذاو انحٕسثّ  ٌثحد ػهى انحاسٕب  

Method 2  ًٌشًم رنك جصًٍى ٔغانثا يا  ٌثحد ػهى انحاسٕب اسحخذاو انحٕسثّ تحًٍغ اشكانٓا نحم انًشكلات يٍ يُظٕس ػهًً سٌاض  

Alhusban’s method  .ًٔغانـ تًا يا ٌشًم رنك جصًٍىٌثـحد ػـهى انحاسٕب فـً اسحخـذاو انحٕسثة تجًٍـغ أشكـانٓا نحم انًشكلات يٍ يُظٕس ػهـًً سٌـاض  

Moon and Sun letters 
ٌاضــً. ٔغانــ تًا يا ٌشــًم رنــك ٌـثحد ػهــى انــحاســٕـة فً اســحــخذاو انــحـٕســثــة تــجًٍغ أشــكانــٓـــا نــحــم انًــشــكهــات يٍ يُــظـــٕس ػــهًــً س

 جصــًٍــى

Proposed method ـم رنـك جـصــًـٍــىاسحـخــذاو انحٕسثّ تـحــًــٍــغ اشكـانــٓـا نــحــم انــًــشــكــلات يــٍ يـُــظـٕس ػـهـًـً سٌـاضــً ٔغـانــثـا يــا ٌــشــًـ ٌثحد ػهـى انــحاسٕب  

TABLE IV.  COMPARISON OF THE OUTPUT OF THE IMPLEMENTATION OF 8 CRYPTOGRAPHY TECHNIQUES ON THE SAME ARABIC TEXT WITH THE COVER TEXT OF 

LENGTH 155 

Method Output 

Enhanced Kashida 
ـًـشضاجـّ ٔػهـى انـصـحة جُـقـسى ػهٕو انصـحـة إنى قـسًٍـٍ دساسة جسـى الإَـسـاٌ ٔانثـحد نحـؼـزٌز يـؼشفـحُـا تاَنـٍـات انحـً ٌؼًـم تـٓا انـجسـى انحً ٔي

 انحـطثٍـقـً انـزي ٌٓحى تـحطـثـٍق ْزِ انـًؼشفّ

ZWC and space 
ثٍقً انزي ٌٓحى تحطثٍق جُقسى ػهٕو انصحة إنى قسًٍٍ دساسة جسى الإَساٌ ٔانثحد نحؼزٌز يؼشفحُا تاَنٍات انحً ٌؼًم تٓا انجسى انحً ٔيًشضاجّ ٔػهى انصحة انحط

 ْزِ انًؼشفّ

Enhanced capacity 
زٌز يـؼشفـحُـا تاَنـٍـات انحـً ٌؼًـم تـٓا انـجسـى انحً ٔيـًـشضاجـّ ٔػهـى انـصـحة جُـقـسى ػهٕو انصـحـة إنى قـسًٍـٍ دساسة جسـى الإَـسـاٌ ٔانثـحد نحـؼـ

 انحـطثٍـقـً انـزي ٌٓحى تـحطـثـٍق ْزِ انـًؼشفّ

Pseudo-space 
ٌٓحى تحطثٍق  انزي  ٔػهى انصحة انحطثٍقً  انجسى انحً ٔيًشضاجّ تٓا  ٌؼًم  نحؼزٌز يؼشفحُا تاَنٍات انحً  ٔانثحد  جُقسى ػهٕو انصحة إنى قسًٍٍ دساسة جسى الإَساٌ 

 ْزِ انًؼشفّ

Method 2 
ٌٓحى  انحطثٍقً انزي ٔػهى انصحة انحً ٔيًشضاجّ تٓا انجسى انحً ٌؼًم يؼشفحُا تاَنٍات ٔانثحد نحؼزٌز قسًٍٍ دساسة جسى الإَساٌ انصحة إنى جُقسى ػهٕو

انًؼشفة ْزِ تحطثٍق  

Alhusban’s method 
ً انزي إنى قسًٍٍ: دساسة جسى الإَساٌ ٔانثـحد نحؼزٌز يؼـشفـحُـا تاَنٍات انـحً ٌـؼًم تٓـا انـجسى انحً ٔيًشضـاجّ ٔػـهى انصحة انـ جـطثٍق جُقسى ػهٕو انصحة

 ٌٓحى تحطثٍق ْزِ انًؼشفـّ

Moon and Sun letters 
ـحــؼـزٌز يؼشفحــُا تــانــآنٍـات انــحــً ٌـؼًم تٓا انــجســى انحـــً ٔيــًـــشضاجّ ٔػــهى جـُقـســى ػهــٕو انصحـــة إنى قــسًـــٍٍ دساســة جـــسى الإَساٌ ٔانثــحـد نـ

 انصحـــة انحطثــٍـقً انــزي ٌــٓحى تــحــطثــٍق ْــزِ انــًؼــشفـــّ

Proposed Method 
يــؼشفحُا تـانــآنـٍــات انحً ٌؼـًــم تـٓــا انجـســى انـحــً ٔيًشضاجّ ٔػـهــى  جُقسى ػـهــٕو انصحة إنـى قــسًٍٍ دساسة جـســى انــإَــساٌ ٔانـثــحـد نــحؼزٌـز

 انــصــحــة انــحــطــثــٍـقــً انـزي ٌــٓــحــى تــحـطـثـٍــق ْـزِ انـًــؼـشفــّ

TABLE V.  COMPARISON OF THE EVALUATION OF SOLUTIONS WITH A COVER TEXT OF 155 LENGTH 

Method The maximum length of hidden text Capacity rate 

Enhanced Kashida [3] 71 46% 

ZWC and space [8] 48 31% 

Enhanced capacity [9] 93 60% 

Pseudo-space [10] 24 15.4% 

Method 2 [11] 96 61% 

Alhusban’s method [12] 21 13% 

Moon and Sun letters [41] 91 58% 

The proposed method, without using the extended 

technique 
53 34% 

proposed method 115 74% 
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TABLE VI.  COMPARISON OF THE EVALUATION OF SOLUTIONS WITH A COVER TEXT OF 600 LENGTH 

Method The maximum length of hidden text Capacity rate 

Enhanced Kashida [3] 264 44.5% 

ZWC and space [8] 48 34% 

Enhanced capacity [9] 369 61% 

Pseudo-space [10] 103 17% 

Method 2 [11] 408 68% 

Alhusban’s method [12] 84 14% 

Moon and Sun letters [24] 405 67% 

The proposed method, without using the extended technique 165 27.5% 

proposed method 460 76.6% 

TABLE VII.  COMPARISON OF THE EVALUATION OF SOLUTIONS WITH A COVER TEXT OF 1100 LENGTH 

Method The maximum length of hidden text Capacity rate 

Enhanced Kashida [3] 505 46% 

ZWC and space [8] 360 32.7% 

Enhanced capacity [9] 685 62.2% 

Pseudo-space [10] 180 16.3% 

Method 2 [11] 720 65.4% 

Alhusban’s method [12] 132 12.3% 

Moon and Sun letters [24] 716 65% 

The proposed method, without using the extended technique 420 38% 

proposed method 870 79% 

TABLE VIII.  COMPARISON OF THE EVALUATION OF SOLUTIONS WITH A COVER TEXT OF 1200 LENGTH 

Method The maximum length of hidden text Capacity rate 

Enhanced Kashida [3] 737 46% 

ZWC and space [8] 520 32% 

Enhanced capacity [9] 1010 63% 

Pseudo-space [10] 260 16% 

Method 2 [11] 1040 65% 

Alhusban’s method [12] 240 13% 

Moon and Sun letters [24] 1029 64% 

The proposed method, without using the extended technique 650 40% 

proposed method 1310 81.7% 

TABLE IX.  THE SUMMARIZATION OF THE OVERALL PERFORMANCE OF THE METHODS 

Method Text Length 155 Text Length 600 Text Length 1100 Text Length 1200 

Enhanced Kashida [3] 46% 44.5% 46% 46% 

ZWC and space [8] 31% 34% 32.7% 32% 

Enhanced capacity [9] 60% 61% 62.2% 63% 

Pseudo-space [10] 15.4% 17% 16.3% 16% 

Method 2 [11] 61% 68% 65.4% 65% 

Alhusban’s method [12] 13% 14% 12.3% 13% 

Moon and Sun letters [24] 58% 67% 65% 64% 

Proposed Method 74% 76.6% 79% 81.7% 
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A. Coverage Capacity 

To assess the capability of the suggested approach, the 
formula for determining the number of secret message 
encodings based on letter is presented in [28]. The results are 
illustrated in Fig. 7, representing the coverage capacity (CC) 
values computed through the application of Eq. (1). 

  ( )   
 

 
∑

(  )  

 (  )

 

   

      

In the given context, "M" denotes the count of covered 
secret messages, representing the number of matched segments 
at the maximum length of "N" bits. "Li" refers to the length of 
each matched segment, measured in the number of letters 
within it. The average number of embedded bits in each letter 
of the segment is denoted by "K," and the number of bits in a 
segment is represented by "D(Si)." For the Arabic letter, the 
standard encoding system utilizes 8 bits; therefore, D(Si) = 8 
* Li. 

 
Fig. 7. Coverage capacity compared to other approaches. 

Fig. 7 shows the coverage capacity between proposed 
method and other methods [28]. The coverage rate of the 
proposed method, which utilizes multiple shapes of letters, 
significantly surpasses the capacity rate of other methods. 
These CC values are derived from the proposed and other 
methods are based on a dataset sample. Furthermore, a 
comparison is made between these CC values and those 
obtained from previous works and similar studies to gauge the 
efficacy and efficiency of the proposed methodology. Upon 
applying this equation, the coverage capacity of our proposed 
method, which employs multiple shapes of letters, reached 
average at level of 77.8%.  As can be seen, in this case, the 
proposed method has performed better than all the other four 
solutions. It has performed more than 70% better than Yang 
method [28], and more than 60% better than Zhili method [28], 
and more than 25% better than Hamzah [28] method. The 
findings demonstrate that the proposed solution, with 
employing both stretching and altering closed letters, has 
achieved a favorable capacity for concealing text. 

VI. CONCLUSION 

In Persian and Arabic languages, each letter can have a 
unique code according to its position. On the other hand, in 
some cases, in order to make a letter more beautiful, it can also 

be written with a stroke. In fact, stretching letters is one of the 
advantages of Persian and Arabic languages; this feature does 
not have the slightest effect on the readability or changing the 
meaning of the text. The only problem is that not all letters 
have this ability, and it is limited to the position in which that 
letter is placed. Accordingly, this feature has been used in 
Persian and Arabic languages in this research, and a hybrid 
encryption solution has been presented. Based on this, minor 
changes were made in the letters with closed spaces in addition 
to stretching the letters. The letters with closed space include 
the characters " ص،ض،ط،ظ،ع،ؽ،ف،ق،و،ٔ،ِ  ”. Of course, for the 
letters "ع،ؽ " only when these letters are used in the middle of 
the word will they have a closed space; therefore, in this 
method, only one position of the letters " ع،ؽ  " (in the middle of 
the word) can be used to hide the information in the letters "ع،ؽ 
". Accordingly, in order to hide these letters, the amount of 
empty space is slightly smaller so that it has the least effect on 
changing the font of the desired letters and through this change, 
if the last letter of a word that cannot be if is drawn, it is part of 
the letters with closed space, it is used. As a result, if the 
insertable bit is zero, the character will remain unchanged. But 
if the insertable bit was 1, the character is inserted with a 
smaller enclosed space. In the end, the proposed solution was 
implemented in the MATLAB program environment and was 
evaluated by the rate parameter of the encryption capacity 
compared to other solutions. The evaluations were carried out 
according to the sentences with different lengths, and the 
relevant results indicated that in this case, the proposed 
solution through the use of two techniques of stretching and 
changing closed letters has been able to have a suitable 
capacity of hiding to get writing. So in all the evaluations, it 
has a noticeable superiority compared to other methods. 

VII. FUTURE WORKS 

In the future work, we can focus on the development a 
mobile application. Also, more improvements can be made by 
using the available space in Arabic and Persian letters. As a 
result, in this way, the coverage rate can be increased to a 
greater extent in the proposed solution. 
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