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Abstract—This paper introduces a novel framework integrat-
ing Large Language Models (LLMs) with blockchain technology
for medical device fault detection and diagnostics in Health-
care 4.0 environments. The proposed framework addresses key
challenges, including real-time fault detection, data security, and
automated diagnostics through a multi-layered architecture incor-
porating Internet of Things (IoT) integration, blockchain-based
security, and LLM-driven diagnostics. Experimental evaluations
demonstrate substantial improvements in diagnostic accuracy
and response time while maintaining stringent security stan-
dards and regulatory compliance. The system provides enhanced
fault detection with real-time monitoring capabilities and secure
maintenance record management for smart healthcare. Com-
parative analysis of different LLMs and traditional Machine
Learning (ML) methods shows that Deepseek-R1:7b achieved
97.6% classification accuracy, while O3-mini reached 90.4%
and 91.2% in diagnosis accuracy and problem identification,
respectively. Claude demonstrated the highest technical accuracy
(98.4%), while Traditional ML excelled in processing time (11.7)
and processing rate (10.68). Deepseek-R1:7b’s offline capabilities
ensure stringent security, privacy, and confidentiality with re-
stricted connectivity, making it particularly suitable for sensitive
healthcare applications where data protection is paramount.
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I. INTRODUCTION

The rapid advancement of healthcare technology has intro-
duced Healthcare 4.0, an era defined by intelligent systems,
interconnected medical devices, and data-driven decision-
making. Medical devices play a critical role in this transforma-
tion, providing essential monitoring and treatment capabilities
to enhance patient care. However, ensuring the reliability and
safety of these devices remains a major concern, as device
malfunctions can pose serious risks to patient health.

Recent developments in Internet of Things (IoT) technol-
ogy have facilitated continuous monitoring of medical devices,
generating vast volumes of operational data. While this data
holds significant potential for fault detection and diagnostics,
conventional monitoring systems often fail to deliver real-
time, accurate diagnostics while maintaining data security
and privacy compliance. The healthcare sector faces critical
challenges in device maintenance, fault detection, and secure
performance record management.

*Corresponding author.

Large Language Models (LLMs) [1] have recently emerged
as powerful tools for complex pattern recognition and pre-
dictive analysis, introducing new opportunities for intelligent
fault diagnostics. Meanwhile, blockchain technology provides
an immutable, secure, and tamper-resistant data management
system. However, the synergistic integration of LLMs and
blockchain technology for medical device fault diagnostics
remains largely unexplored.

In this research, we aim to address the following research
questions:

e How can Large Language Models and blockchain
technology be integrated to improve the accuracy of
medical device fault diagnosis?

e  Which models are most effective for diagnosing dif-
ferent types of medical device faults?

e How does blockchain integration affect the perfor-
mance and security of the fault diagnosis system?

e  What are the appropriate metrics for evaluating the
effectiveness of a fault diagnosis system in the context
of Healthcare 4.0?

These questions are particularly significant given the in-
creasing complexity of medical devices, the critical nature of
healthcare applications, and the stringent regulatory require-
ments governing healthcare data security and patient safety.

This paper proposes an innovative framework that lever-
ages the analytical power of LLMs and the security features
of blockchain technology to enhance medical device fault
diagnostics. To address the first research question on LLM-
blockchain integration, we develop a multi-layered archi-
tecture that enables secure data flow between IoT devices,
blockchain networks, and LLM processing engines. For the
second question on model effectiveness, we evaluate multiple
LLM variants and traditional ML approaches across diverse
fault scenarios. The third question regarding blockchain’s
impact is examined through comparative performance analysis
with and without blockchain integration. Finally, we estab-
lish comprehensive evaluation metrics to address the fourth
research question, measuring both technical performance and
healthcare-specific requirements.

The key contributions of this study include:

1) IoT-Blockchain-LLM integration: A novel framework
that combines real-time IoT monitoring, blockchain security,
and LLM intelligence to ensure data immutability, fault detec-
tion accuracy, and optimal response times.
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2) Real-time processing framework: A highly efficient pro-
cessing system that demonstrates minimal blockchain overhead
across diverse medical devices, validated through experiments
on ECG monitors, insulin pumps, and defibrillators.

3) Enhanced security and traceability: A blockchain-based
system that preserves fault history, provides immutable record-
keeping, and ensures regulatory compliance while handling
various fault types through comprehensive diagnostic tracking.

4) Intelligent fault diagnostics: The integration of LLMs
enables detailed fault analysis, providing actionable insights
for proactive maintenance in healthcare settings.

5) Healthcare-specific implementation: A practical, scal-
able solution designed to meet healthcare industry standards,
ensuring regulatory compliance, performance optimization,
and secure handling of diverse medical devices.

The remainder of this paper is structured as follows:
Section II presents a comprehensive review of related work.
Section III details the proposed framework architecture and
its key components. Section IV describes the implementation
and experimental setup and discusses the results and findings.
Section V concludes the study and outlines future research
directions.

II. LITERATURE REVIEW

The rapid evolution of Healthcare 4.0 integrates IoT, Al,
and blockchain technology, revolutionizing medical device
management and fault diagnostics. Recent studies highlight
the role of IoT-based monitoring in enhancing real-time device
performance tracking, while blockchain ensures data integrity
and security compliance. Additionally, Large Language Mod-
els (LLMs) have emerged as powerful tools for fault detection
and predictive diagnostics, offering intelligent analysis and
decision-making capabilities. However, existing research lacks
a comprehensive framework that combines these technologies
for secure, real-time, and automated medical device fault
detection. This study addresses this gap by proposing an
LLM-enhanced blockchain framework that ensures accurate
diagnostics, data security, and regulatory compliance within
Healthcare 4.0 environments.

A. Healthcare 4.0 and Medical Device Management

Healthcare 4.0 integrates IoT, blockchain, artificial in-
telligence (AI), and additive manufacturing to revolutionize
medical device management. Mrugalska et al. [2] demonstrated
the application of open-source systems in dental engineering,
while Karmakar et al. [3] introduced ChainSure, a blockchain-
based insurance system for healthcare applications. In medical
device logistics, Tu et al. [4] proposed a weighted density-
based clustering model to optimize logistics operations. This
work was complemented by Abusohyon et al. [5], who de-
veloped a fog network-based biosensor system to enhance
real-time health monitoring. Additionally, Landolfi et al. [6]
introduced digital twins for medical device value chain man-
agement, demonstrating their role in enhancing operational
efficiency.

Cybersecurity in Healthcare 4.0 has also seen notable
advancements. Gupta et al. [7] proposed a B2B healthcare
security framework, which enhances data security and privacy
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protection in healthcare information management systems.
Additionally, Szczepaniuk and Szczepaniuk [8] explored smart
contract innovations that enhance secure medical transactions
and healthcare compliance. The integration of Al and IoT in
healthcare has enabled significant diagnostic improvements.
Verma et al. [9] demonstrated the FCMCPS-COVID system,
achieving a 98.8% diagnostic accuracy for COVID-19 detec-
tion using Al-powered IoT frameworks. To address privacy
concerns, Rani et al. [10] introduced federated learning models
tailored for Internet of Medical Things (IoMT) applications,
which ensure secure patient data management. Similarly, Salim
et al. [11] proposed a hybrid federated blockchain system
to enhance data privacy and security in smart healthcare
environments. For real-time patient monitoring, Mao et al.
[12] developed triboelectric sensors integrated with deep learn-
ing models, improving wearable medical device performance.
Additionally, Soffer et al. [13] identified adoption barriers
in implementing Healthcare 4.0 solutions, emphasizing chal-
lenges related to technological integration and user acceptance.
Meanwhile, Aranyossy and Halmosi [14] examined regulatory
compliance challenges, highlighting the need for robust gov-
ernance frameworks in Healthcare 4.0 adoption.

B. Fault Detection and Diagnostics in Medical Devices

The field of medical device fault diagnostics has progressed
from basic monitoring systems to advanced machine learning-
based approaches. Anandhalekshmi et al. [15] contributed
to this evolution by developing a hybrid diagnostic model,
integrating the Baum-Welch algorithm with Support Vector
Machine (SVM) to enhance sensor fault detection in healthcare
monitoring systems.

Building on this foundation, Arfaoui et al. [16] introduced
an innovative game-theoretic anomaly detection technique tai-
lored for Wireless Body Area Networks (WBANSs), improving
fault detection efficiency in wearable medical devices.

More recently, Putra et al. [17] advanced the field by
integrating federated learning with blockchain technology to
develop a secure, decentralized fault detection system for
IoT-based medical environments. Their study demonstrated
notable improvements in diagnostic accuracy while reducing
processing times, marking a significant breakthrough in real-
time medical device diagnostics.

Alsaif et al. [18] introduced an LLM-based framework
for fault detection in Industry 4.0, leveraging the Generative
Pre-trained Transformer-4-Preview model, which inspires our
application to healthcare, adapting its concepts for medical
device diagnostics.

C. Integration of Al with Traditional Methods

The integration of Al with traditional fault detection tech-
niques has further enhanced diagnostic accuracy. Fang et
al. [19] combined Simulated Annealing (SA) with Adaptive
Neuro-Fuzzy Inference Systems (ANFIS) to develop a ro-
bust fault detection framework. Similarly, Dash et al. [20]
incorporated Self-Supervised Learning (SSL) with Bond Graph
models, enhancing predictive fault detection capabilities. To
improve fault isolation techniques, Han et al. [21] proposed
a Dynamic Uncertain Causality Graph (DUCG)-based model,
significantly enhancing fault classification accuracy. Al Shehri
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et al. [22] developed a deep learning approach using convolu-
tional neural networks and Darknet for COVID-19 detection
from CT scans and X-ray images, achieving high accuracy,
highlighting AI’s role in diagnostics, which our study extends
to device fault detection using LLMs. In industry-specific
applications, Lv et al. [23] categorized fault detection and diag-
nosis (FDD) techniques for marine diesel engines, providing
a systematic approach to engine fault analysis. Meanwhile,
Montes-Romero et al. [24] achieved over 90% accuracy in
photovoltaic system fault diagnostics, demonstrating the ef-
fectiveness of machine learning models in renewable energy
applications.

The emergence of advanced architecture has further en-
hanced fault detection performance. Li et al. [25] introduced
the Deep Expert Network, an interpretable Al model for
transparent diagnostics, improving explainability in automated
fault detection systems. Additionally, Zhao et al. [26] com-
bined Multiscale Temporal Features (MTF) with Convolutional
Neural Networks (CNNs), achieving a 93.75% accuracy rate
in medical device fault detection. For real-time fault detection,
Zhao et al. [27] developed an edge computing-based diagnostic
system, reducing fault detection latency to 8 milliseconds, en-
suring high-speed fault identification in time-sensitive health-
care applications. Similarly, Tang et al. [28] achieved 99.78%
accuracy in real-time monitoring systems, demonstrating the
potential of Al-driven fault prediction models in healthcare
environments. Benchmarking studies have also contributed
significantly to fault detection research. Bacha et al. [29]
released a comprehensive Permanent Magnet Synchronous
Motor (PMSM) fault dataset, providing a standardized eval-
uation framework for fault detection algorithms. Moreover,
the dataset has supported Balachandran et al. [30] research on
automated fault diagnostics, emphasizing the role of Al-driven
methodologies in enhancing predictive maintenance systems.

D. Blockchain and IoT Technology in Healthcare

The integration of blockchain and Internet of Things (IoT)
technology in healthcare presents innovative solutions to ad-
dress data security, privacy, and system scalability challenges.
Kanwal et al. [31] proposed a chaos-based encryption system
combined with blockchain technology to enhance medical
image security, ensuring tamper-resistant storage and trans-
mission. Meanwhile, Guerar et al. [32] introduced a Self-
Sovereign Identity (SSI)-based system designed to prevent
fraud and maintain cross-border interoperability, facilitating se-
cure patient identity management across healthcare networks.
Almalki et al. [33] proposed a prototype model integrating
blockchain with IoMT devices, demonstrating its potential for
secure healthcare data management by collecting IoMT data
over edge computing gateways and broadcasting it across peer
nodes using smart contracts, which supports our framework’s
use for fault history integrity.

For distributed healthcare architectures, Wang et al. [34]
integrated blockchain with edge computing, enhancing secure
health data management and reducing latency in decentralized
healthcare systems. Additionally, Liu et al. [35] developed a
blockchain-based incentive mechanism to promote data sharing
and security within smart healthcare environments. Addition-
ally, Liu et al. [36] developed a blockchain-based incentive
mechanism to promote data sharing and security within smart
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healthcare environments. Similarly, Li et al. [37] focused on
enhancing interoperability, leveraging blockchain technology
to improve data exchange efficiency among heterogeneous
healthcare systems.

Beyond patient data security, blockchain plays a critical
role in healthcare supply chain management. Yadav et al. [38]
examined the adoption barriers to blockchain-based vaccine
distribution, identifying challenges in scalability, regulatory
compliance, and stakeholder adoption. Moreover, Mangala
et al. [39] proposed an loT-integrated blockchain model to
ensure pharmaceutical tracking transparency, mitigating the
risks of counterfeit drugs in global supply chains. Emerg-
ing trends in blockchain technology also highlight security
enhancements. Liu et al. [40] introduced quantum-resistant
frameworks, addressing potential post-quantum cybersecurity
threats in medical data protection. Additionally, Mershad [41]
developed lightweight blockchain architectures optimized for
resource-constrained IoT medical devices, reducing computa-
tional overhead while maintaining data security.

E. Large Language Models for Fault Detection

The application of Large Language Models (LLMs) in
healthcare fault diagnostics represents an emerging area of
research. While LLMs have yet to be fully implemented in
medical device fault detection, advancements in related fields
highlight their potential applications. Kumar et al. [42] laid the
foundational work in this domain by developing an ensemble
learning framework. Although their study did not specifically
involve LLMs, it demonstrated the capabilities of advanced Al
models in healthcare security and fault diagnostics.

Recent developments indicate LLMs’ adaptability for fault
detection and diagnosis across various industrial sectors. Zheng
et al. [43] demonstrated that fine-tuned LLMs can achieve high
diagnostic accuracy, particularly when employing data normal-
ization techniques and handling missing values efficiently. In
intelligent manufacturing, Zhang et al. [44] highlighted the
role of LLMs in enhancing human-machine collaboration and
improving service-level fault detection capabilities. Similarly,
Mustapha [45] explored domain-specific LLMs, showing their
ability to detect subtle fault signatures in mechanical systems,
paving the way for highly specialized diagnostic models.

Beyond fault diagnostics, researchers are investigating the
broader implications of LLMs in Al-driven healthcare ad-
vancements. Liu et al. [46] conducted a comprehensive survey
on ChatGPT-related advances, analyzing pre-training method-
ologies and instruction fine-tuning techniques to enhance LLM
adaptability. Meanwhile, Singh et al. [47] developed a strategic
roadmap for generative Al applications, employing text-mining
techniques and structural topic modeling to optimize LLM-
based knowledge extraction in medical fault analysis.

FE. Research Gaps

Based on the comprehensive review of existing literature,
several gaps have been identified in current research. Table
I presents a comparative analysis of existing solutions versus
our proposed framework.

A thorough analysis of existing literature has revealed
multiple research gaps in medical device fault diagnostics, par-
ticularly in areas such as real-time fault detection, blockchain
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TABLE I. COMPARATIVE ANALYSIS OF FEATURES IN HEALTHCARE
DEVICE FAULT DIAGNOSTICS

Features/Capabilities [15] [16] 48] [17] [43] Proposed
Frame-
work

Real-time Fault Detection v v v v v v
Blockchain Security X v v v X v
LLM Utilization X X X X v v
Automated Diagnostics v v v v v v
Data Privacy X X v v v v

IoT v v X v X v

security, Al-driven automation, and IoT integration. While
previous studies have made strides in specific aspects of
fault diagnostics, critical limitations remain in ensuring data
security, scalability, interoperability, and advanced Al-driven
fault detection methods.

One of the primary gaps identified is the lack of Large Lan-
guage Model (LLM) utilization for fault diagnostics. Existing
approaches primarily rely on traditional machine learning al-
gorithms without leveraging LLMs for contextual data analysis
and predictive diagnostics. As seen in Table II, none of the ref-
erenced studies except the proposed framework have integrated
LLMs for enhanced fault detection and decision-making. The
proposed framework fills this gap by incorporating LLM-based
intelligence and improving anomaly detection, fault prediction,
and adaptive learning capabilities.

Another key gap is blockchain security in fault diagnostics.
While studies [17] and [43] incorporate blockchain technology,
others lack secure, decentralized data management mecha-
nisms. Without blockchain, fault detection logs remain vulner-
able to tampering, compromising data integrity and compliance
with healthcare regulations. The proposed framework ensures
end-to-end security through blockchain-based immutable logs,
decentralized verification, and automated compliance auditing.

Additionally, real-time fault detection mechanisms are not
consistently integrated across existing models. Studies [15],
[16], and [48] provide real-time monitoring, but studies [17]
and [43] do not emphasize real-time data processing and
fault resolution. The proposed framework addresses this limi-
tation by leveraging IoT-enabled real-time monitoring, ensur-
ing faults are detected and mitigated instantly with minimal
latency.

Furthermore, current frameworks lack full IoT integration,
limiting their ability to aggregate, analyze, and process real-
time data from multiple medical devices. As shown in Table
I, none of the referenced studies have effectively integrated
IoT-based fault detection, leading to gaps in real-time device
communication and predictive maintenance. The proposed
framework fully integrates IoT with AI and blockchain, en-
abling seamless connectivity and automated diagnostics across
healthcare infrastructures.

Finally, data privacy and compliance mechanisms remain
insufficiently addressed. While some studies implement basic
privacy protocols, they do not fully incorporate federated
learning for secure Al model training or blockchain for com-
pliance tracking. The proposed framework strengthens privacy
protection by utilizing federated learning, ensuring secure Al
training across multiple healthcare institutions without sharing
sensitive patient/device data.
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III. METHODOLOGY

Our methodology presents an innovative approach to
Healthcare 4.0 by seamlessly integrating three core Industry
4.0 technologies—Artificial Intelligence, Blockchain, and the
Internet of Things (IoT). The framework leverages Large
Language Models as the Al component to provide sophisti-
cated pattern recognition and automated diagnostic capabilities
for medical device fault detection. IoT technology enables
comprehensive real-time monitoring and data collection from
medical devices through sensors and edge computing nodes,
ensuring continuous device health assessment. Blockchain
technology is the foundation for secure data management,
providing immutable record-keeping and ensuring the integrity
of diagnostic results while maintaining health authority com-
pliance. These three technologies work in concert within our
six-layer architecture: IoT handles data acquisition and device
monitoring, Al processes and analyses the collected data for
fault detection, and blockchain secures and validates all system
operations. This integrated approach creates a robust, secure,
and intelligent framework that addresses the complex re-
quirements of modern healthcare environments while enabling
automated, reliable, and traceable medical device diagnostics.

A. Framework Overview

The Healthcare 4.0 Fault Diagnosis Framework, as il-
lustrated in Fig. 1, provides a comprehensive solution for
medical device monitoring and fault detection through a six-
layer interconnected architecture. Each layer plays a distinct
yet integrated role, ensuring intelligent diagnostics, real-time
monitoring, data security, and seamless interoperability.

The Data Source Layer serves as the foundation of
the framework, comprising two key components. The Data
Collection component aggregates information from diverse
sources, including academic journals, social media platforms,
and authoritative healthcare organizations. Simultaneously, the
Data Acquisition component interfaces directly with medical
devices, raw sensors, and Electronic Health Records (EHR)
systems, ensuring real-time operational data retrieval for fault
detection and analysis.

At the core of the framework, the Intelligence Layer is
responsible for advanced analytical processing. This layer in-
tegrates a knowledge base to store domain expertise, decision-
making capabilities to generate actionable insights, and a
diagnostic system to identify faults. Additionally, Generative
Al techniques enhance pattern recognition and predictive ana-
Iytics, allowing for early fault detection and anomaly predic-
tion. This layer works closely with the Data Storage Layer,
which combines cloud-based and on-premise storage solutions
to ensure scalability, data redundancy, and secure access to
diagnostic information.

The Security Layer provides comprehensive protection
through three key mechanisms. Blockchain technology ensures
immutable record-keeping, maintaining transparent, tamper-
proof logs of system activities and device states. Access control
mechanisms regulate user permissions based on roles and
authorization levels, preventing unauthorized access to sensi-
tive data. Additionally, data encryption safeguards all system
interactions, securing device readings, diagnostic results, and
patient records against potential cyber threats.
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Fig. 1. Healthcare 4.0 fault diagnosis framework layers.

The IoT Edge Layer manages the critical interface between
physical medical devices and the digital diagnostic framework.
This layer facilitates real-time data processing, efficient device
communication, and seamless integration with the broader
system. It incorporates device management capabilities, sup-
ports low-latency fault detection, and enables edge computing
functionalities, ensuring that critical diagnostic operations are
performed with minimal delay.

The Application Layer serves as the central interface for all
healthcare stakeholders. It enables healthcare providers to ac-
cess comprehensive device insights and patient data through an
interactive patient portal. Additionally, the Fault Detection and
Diagnosis (FDD) module delivers detailed diagnostic insights,
enhancing medical decision-making. EHR system integration
ensures synchronized patient care coordination, bridging the
gap between fault diagnostics and clinical workflows.

The modular and hierarchical architecture of the framework
allows each layer to function independently while ensuring
seamless interoperability across components. This design ap-
proach enhances scalability, security, and operational effi-
ciency, making the framework highly adaptable for future ad-
vancements in medical device fault diagnostics and Healthcare
4.0 solutions.

B. System Architecture

The system architecture, illustrated in Fig. 2, is designed
to support medical device fault diagnostics by integrating
six key interconnected components: Data Acquisition, IoT,
Blockchain, Data Storage, Intelligence, and Applications. This
multi-layered architecture ensures scalability, security, and
real-time processing, allowing seamless collaboration between
healthcare providers, diagnostic systems, and medical devices.

The Data Acquisition component forms the foundation,
incorporating two main streams: device-based inputs and
knowledge-based inputs. The device stream includes data from

technicians through medical devices, patients through wearable
devices, and Electronic Health Records (EHR). The knowledge
stream integrates academic and research knowledge through
established databases like Scopus, IEEE, and other authori-
tative sources, enriching the knowledge base for diagnostic
analysis.

The IoT layer processes incoming data through an IoT
Core component that standardizes and preprocesses data from
various sources before transmission. This connects to the
Blockchain component, which implements distributed ledger
technology through multiple nodes to ensure data integrity and
secure transmission throughout the system.

The Data Storing layer comprises three key elements:
Cloud-DB for structured operational data, a specialized Knowl-
edge Base system that supports the LLM processing, and a
secondary Cloud-DB for backup and redundancy. This robust
storage architecture ensures data availability and reliability
while maintaining system performance.

The Intelligence layer features dual LLM implementations:
a Maintenance Support System LLM for technical diagnostics
and a Medical LLM for clinical insights. This dual-LLM ap-
proach enables sophisticated pattern recognition and diagnostic
analysis across technical and medical domains.

The Applications layer provides comprehensive function-
ality through FDD (Fault Detection and Diagnosis) for iden-
tifying and analyzing device issues, MDS (Medical Diagnosis
System) for clinical decision support, Text Generation for
automated reporting and documentation, and EHR integration
for comprehensive patient record management.

The entire system is accessible to stakeholders through
web and mobile applications, ensuring healthcare practitioners,
device technicians, and patients can access critical information
and diagnostics through multiple interfaces. This multi-modal
access approach enhances system usability while maintaining
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Fig. 2. System architecture for healthcare 4.0 medical device fault diagnostics framework.

security through appropriate access controls and authentication
mechanisms.

The proposed architecture emphasizes scalability, security,
and integration capabilities, ensuring the system can adapt to
evolving healthcare technology needs while maintaining robust
fault diagnostic capabilities. The combination of blockchain
security, LLM intelligence, and comprehensive data manage-
ment creates a powerful platform for advancing medical device
maintenance and healthcare delivery.

In the Data Layer, we implement AWS IoT Core simulation
to systematically collect and classify fault data according to the
classification system defined in Table II. The simulation frame-
work generates device fault scenarios at 5-second intervals
across medical devices, replicating the four fault categories
- power system (E101), sensor system (E102), thermal man-
agement (E103), and communication (E104). Each fault type
is generated according to its specified criticality level in Table
II, with critical faults (E101 and E103) receiving prioritized
handling over high-priority faults (E102 and E104). Virtual
devices, including ECG monitors, insulin pumps, defibrillators,
and thermometers, transmit standardized fault messages via
MQTT protocol, maintaining the fault distribution patterns and
criticality.

C. Core Blockchain Architecture

The blockchain architecture employs a hierarchical block
structure incorporating four essential components, as shown
in Fig. 3: block indexing, temporal stamping, diagnostic data
payload, and cryptographic hash values. Each block maintains
a secure link to its predecessor through SHA-256 hash func-

TABLE II. MEDICAL DEVICE FAULT CLASSIFICATION SYSTEM

Fault Code | Category Description Criticality
Level
E101 Power System Battery failure Critical
E102 Sensor System | Sensor High
malfunction
E103 Thermal Man- | Overheating Critical
agement
E104 Communication | Data transmis- | High
sion errors

tions, ensuring data immutability and chain integrity while
maintaining health authority compliance requirements.

[{"index": ©, "timestamp”: 1720905198.9948019, “"data": "Gemesis Block",
"previous_hash”: "@", "hash":
"13148a7ebdbed268995e96bddabs2bb54bcdadlcbeBcf65@e1475b28f59c85¢ "} ]|

Fig. 3. Block structure.

The security architecture implements a multi-layered ap-
proach utilizing AWS IoT Core’s security features. The system
employs as shown in Table III:

TABLE III. SECURITY IMPLEMENTATION METRICS

Impl tation Method

Security Feature I
TLS Certificates

Authentication

Data Encryption AES-256
Access Control Role-Based
Message Integrity | SHA-256

This comprehensive implementation demonstrates the
framework’s capability to handle diverse fault scenarios across
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multiple medical devices while maintaining strict security
protocols and real-time performance requirements. The sys-
tem’s ability to process and record faults with sub-millisecond
latency while maintaining 100% message delivery reliability
makes it suitable for critical healthcare environments. The
balanced distribution of fault detection across different device
types and fault categories indicates robust monitoring capa-
bilities, which are essential for maintaining patient safety and
device reliability in healthcare settings.

D. IoT Integration

The IoT integration methodology in our Healthcare 4.0
framework establishes a systematic approach to medical device
monitoring and fault detection. This methodology focuses on
creating a reliable, secure, and scalable foundation for real-
time device data collection and analysis.

Our framework implements a three-tiered hierarchical com-
munication protocol utilizing MQTT over TLS 1.2 for se-
cure medical device interactions. The device layer establishes
standardized data packets containing all medical equipment’s
fault codes, operational metrics, and status information. These
packets follow a unified format for consistent monitoring and
analysis. The intermediate layer employs edge nodes for data
aggregation and optimization, implementing dynamic trans-
mission frequencies based on device criticality and operational
status. At the core system layer, a routing algorithm manages
communication flow, ensuring immediate transmission of crit-
ical faults while optimizing routine monitoring data through
standard channels.

The data collection methodology incorporates an IoT sen-
sor simulation system replicating real-world medical device
fault scenarios. The simulation environment generates four
primary fault types across critical medical devices: battery
failures (E101), sensor malfunctions (E102), thermal issues
(E103), and communication errors (E104). Each device gener-
ates fault data at consistent 5-second intervals, providing real-
time monitoring capabilities.

Our testing environment processes approximately 720 fault
messages per hour per device, with each message containing
detailed fault parameters, including device type, fault code,
timestamp, and fault description. The system implements AWS
IoT Core for message handling, utilizing MQTT protocols for
reliable data transmission. This approach ensures consistent
data collection while maintaining the ability to simulate con-
current fault scenarios across multiple devices, providing a
robust testing environment for our diagnostic framework.

E. LLM Utilization

Our framework integrates LLMs with blockchain for med-
ical device fault diagnostics through a structured prompt en-
gineering approach, as shown in Fig. 4. The system processes
blockchain fault data entries in Fig. 5 containing critical
parameters such as fault_code ‘E101°, device_type ‘ECG Mon-
itor, and fault description ‘Battery failure,” with secure hash
verification to ensure data integrity.

The diagnostic workflow transforms blockchain data into
expert-system prompts, as shown in Fig. 5, enabling contextual
analysis of device faults. System performance is quantified
through our confidence scoring mechanism:

Vol. 16, No. 4, 2025

prompt = """

As a medical device expert, please amalyze this fault:
Device Type: {fault_data['device_type']}

Fault Code: {fault_data['fault_code’]}

Description: {fault_data['description']}

Provide a detailed diagnosis and recommended actions.

Fig. 4. Fault diagnostics prompt.

Block added to blockchain: {'index': 19488, 'timestamp': 1736516335.589967,
‘data’: {'fault_code’: 'E181', ‘device_type': °'ECG Monitor', ‘timestamp':
'2025-91-18T13:38:552", ‘description': 'Battery failure'}, 'previous_hash':
"daeec3b2dd93621d61ebef3fed9295e82c698bbe634286d6d68F8C3b66832680", "hash':
'93d386bad8f5106b1559f ceSf446e9e5822d367d9a38643b560182772197641 "' }

Fig. 5. Blockchain data.

F. Model Configuration and Implementation Parameters

To comprehensively address our second research question
regarding model effectiveness for medical device fault diag-
nostics, we implemented multiple Al approaches with specific
configurations designed to optimize diagnostic performance
while maintaining computational feasibility.

1) Large language model configurations: The LLM imple-
mentations were configured with parameters tuned for medical
device fault analysis:

TABLE IV. LARGE LANGUAGE MODEL CONFIGURATION PARAMETERS

Parameter Claude 3.7 | Deepseek- | O3-mini Grok-2
Sonnet R1:7B
Model ID claude-3- deepseek- 03-mini gpt-4-turbo-
7-sonnet- coder:6.7b preview
20250219
Temperature 0.1 0.7 0.7 0.1
Max Tokens 4000 2000 2000 2000
API Interface | Anthropic API Ollama OpenAl Grok API
(Local) API
Deployment Cloud-hosted Edge de- | Edge de- | Cloud-hosted
vice vice

Each LLM (Table IV) was prompted with a structured
template designed to extract fault classifications and diagnostic
explanations.

2) Traditional machine learning configuration: The tradi-
tional ML approach (Table V) implemented a text classification
pipeline with the following configuration:

These configuration parameters were selected based on
preliminary performance testing to optimize the balance be-
tween diagnostic accuracy and computational efficiency across
diverse medical device types and fault scenarios.

G. Dataset Description

A comprehensive dataset was collected through IoT device
simulation during a specific timeframe (December 31, 2024,
10:24:18Z to 10:45:13Z). The dataset in Table VI encompasses
245 distinct fault events distributed across four critical medical
device categories, providing a robust foundation for system
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TABLE V. TRADITIONAL ML CONFIGURATION PARAMETERS

Component Configuration
Text Vectorization TF-IDF Vectorizer
(max_features=500)
Classification Algorithm | Random Forest

(n_estimators=100,
random_state=42)
Train-test split
(test_size=0.2,
random_state=42)
Combined fault descrip-
tion and suggested rem-
edy text

Output Classes Four fault categories
(Power, Sensor, Thermal,
Communication)

Data Split

Input Features

evaluation and performance analysis. The data collection
methodology implemented consistent 5-second intervals using
the MQTT protocol with QoS level 0, achieving a 100% trans-
mission success rate and sub-millisecond processing times.

The dataset exhibits a balanced distribution of fault events
across device types, with defibrillators representing 33.5% (82
events), thermometers at 24.9% (61 events), ECG monitors at
23.7% (58 events), and insulin pumps at 17.9% (44 events).
Each fault record maintains a standardized JSON structure
containing essential attributes, including device type, fault
code, timestamp in ISO 8601 format, and detailed fault de-
scription. The fault categories demonstrate natural distribution
patterns, encompassing battery failures (E101, 27.8%), sensor
malfunctions (E102, 23.3%), thermal issues (E103, 22.0%),
and communication errors (E104, 26.9%).

TABLE VI. DEVICE MONITORING DISTRIBUTION

Device Type Total Faults | Percentage | Most Common Fault
Defibrillator 82 33.5% E104 (Communication)
ECG Monitor 58 23.7% E102 (Sensor)
Thermometer 61 24.9% E101 (Battery)
Insulin Pump 44 17.9% E104 (Communication)

Based on the implementation data collected, the system
demonstrated comprehensive monitoring capabilities across
multiple device types, as shown in Table VL.

1) Fault distribution analysis: Analysis of 245 fault events
revealed the following distribution patterns, as shown in Table
VII and Fig. 6:

TABLE VII. FAULT TYPE DISTRIBUTION

Vol. 16, No. 4, 2025

FAULT DISTRIBUTION OVER TIME

—e—E101 (Battery) —@—E102 (Sensor)

=t E103 (Thermal) === E104 (Communication)

oORr M Wh OO N ®O

10:24-10:29 10:29-10:34 10:34-10:39 10:39-10:44 10:44-10:49

(2)

Device-Specific Fault Distribution Analysis

25

E101 (Battery) E102 (Sensor) E103 (Thermal) E104
(Communication)

N
o

[
=3

o

m Defibrillator ® ECG Monitor mThermometer ™ Insulin Pump

(b)

Fig. 6. Fault distribution: (a) Fault distribution over time, showing the
occurrence of different fault types at various time intervals. (b)
Device-specific fault distribution analysis, illustrating the frequency of fault
occurrences across different medical devices.

TABLE VIII. PERFORMANCE METRICS (BASED ON 245 MESSAGES)

Metric Value Performance Level
Message Processing Time <1ms Optimal

Message Interval 5 seconds | Consistent

Data Transmission Success Rate 100% Optimal

Blockchain Update Time <lIs Optimal

The time taken to ingest, validate, and process a sensor
message through the blockchain-LLM pipeline is Eq. 1:

N
1
Tproc = N E (tout,i - tin,i) (1)
=1

e  Timestamp when the message ¢, ; enters the system

e  Timestamp when the message ., is confirmed on

the blockchain and diagnosed by the LLM T, <

Fault Type Occurrence Count | Percentage | Primary Affected Device
E101 (Battery) 68 27.8% ECG Monitor

E102 (Sensor) 57 23.3% Thermometer

E103 (Thermal) 54 22.0% Defibrillator

E10 (Communication) 66 26.9% Defibrillator

1 ms (optimal), achieved via parallelized blockchain

2) Real-time performance metrics: The system’s real-time
performance characteristics were tested using 245 messages
from AWS IoT sensors, with results summarized, as shown in
Table VIII:

The metrics are defined as follows:

e  Message Processing Time (T)proc) :

validation and LLM caching.

IV. RESULTS

This study presents a comprehensive comparison of five
distinct AI models for medical device fault diagnosis, evaluat-
ing their performance across multiple metrics as summarized
in Table IX.
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TABLE IX. COMPARATIVE PERFORMANCE OF Al MODELS FOR MEDICAL DEVICE FAULT DIAGNOSIS

Diagnosis Model \
Metrics Claude 3.7 sonnet | Deepseek-R1:7B | O3-mini Grok-2-latest | Traditional ML
Evaluation Model
GPT-4 Turbo Claude-3-sonnet-20240229

Classification Accuracy (%) 96.8 97.6 95.2 95.2 92.0
Diagnosis Accuracy (%) 79.2 84.8 90.4 60.0 73.6

Core Problem Identification (%) 79.2 85.6 91.2 66.4 73.6
Technical Accuracy (%) 98.4 94.4 97.6 78.4 85.6
Processing Time (min) 455 35.2 34.8 17.0 11.7
Processing Rate (cases/min 2.75 3.55 3.59 7.35 10.68
Model Type LLM LLM LLM LLM Random Forest, TF-IDF, KNN
Errors None reported One misclassification | Few misclassifications | Two misclassifications Classification errors

Al Model Performance Comparison
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Fig. 7. Performance comparison of five Al diagnostic approaches across key
metrics.

V. DISCUSSION

The comparative analysis provides valuable insights into
each model’s strengths, limitations, and optimal application
contexts for medical device fault diagnostics.

A. Performance Comparison and Distinctive Characteristics

The experimental results reveal significant performance
variations between the evaluated models. As illustrated in
Fig. 7, the O3-mini model demonstrates superior diagnostic
capabilities, achieving the highest diagnosis accuracy (90.4%)
and core problem identification (91.2%). Deepseek-R1-7B fol-
lows with robust performance across all metrics (classification
accuracy: 97.6%, diagnosis accuracy: 84.8%, core problem
identification: 85.6%), positioning it as a strong contender.
Claude 3.7 Sonnet excels in technical accuracy (98.4%) but
shows more moderate performance in diagnosis accuracy
(79.2%) and core problem identification (79.2%). Grok-2
presents high classification accuracy (95.2%) but considerably
lower diagnostic capabilities (diagnosis accuracy: 60.0%, core
problem identification: 66.4%). The traditional ML approach
demonstrates balanced performance (classification accuracy:
92.0%, diagnosis accuracy: 73.6%, core problem identification:

Composite
CDE Score

Al Model Performance Profile

Classification
Accuracy

Diagnosis
Accuracy

7
Technical
Accuracy

AY
Core Problem
ID

M Claude 3.7 Sonnet Wl Deepseek-R1-7B = O3-mini
W Grok-2 i Traditional ML

m Claude 3.7 Sonnet m Deepseek-R1-7B

Fig. 8. Al model performance profile.

Processing Efficiency Comparison

M Traditional- ML

Processing Time
(minutes)

Processing Rate
(cases/minute)

30 45 60

Fig. 9. Comparison of processing time and rate across diagnostic systems.
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Fig. 10. Composite Diagnostic Effectiveness (CDE) score.

73.6%) with exceptional processing efficiency.

The radar chart in Fig. 8 effectively visualizes these mul-
tidimensional performance profiles, highlighting the unique
strengths of each approach. The O3-mini model exhibits the
most balanced performance across all metrics, while Grok-
2 shows pronounced variability between its classification and
diagnostic capabilities. This superior diagnostic performance
can be attributed to its balanced architecture, which appears
optimized for both fault classification and root cause analy-
sis. When examining the Composite Diagnostic Effectiveness
(CDE) score, calculated as:

CDE = (ax CA+ 8 x DA+

Yy x CPI+dxTA)/(a+B+v+9)

Where:

CDE = Comprehensive Diagnostic Effectiveness
a, B,7v,0 = weighting factors

CA = Classification Accuracy

DA = Diagnosis Accuracy

CPI = Core Problem Identification

TA = Technical Accuracy

Assume equal weights (o = 8 = v = = 1) The Composite
Diagnostic Effectiveness (CDE) scores in Figure 4 quantita-
tively summarize these differences, with O3-mini (93.6%) and
Deepseek-R1-7B (90.6%) demonstrating the highest overall
effectiveness.

B. Evaluation Methodology and Metrics

We chose Claude 3 Sonnet as the universal evaluator
for all models to ensure that the methods were consistent
and that the comparisons were fair. This creates a standard
evaluation framework that eliminates any possible differences
in assessment criteria that could come up if different evaluators
were used for each model. As a leading language model with
proven abilities in technical analysis and evaluation, Claude
3 Sonnet served as a standard against which all diagnostic
outputs were measured.
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The evaluation metrics were operationalized as follows:

1) Diagnosis Accuracy (DA): Measured as the percentage
of cases where the model correctly identified the specific fault
mechanism, as verified against ground truth data. This metric
quantifies the model’s ability to pinpoint the exact cause of
device malfunction.

2) Core Problem Identification (CPI): Assessed as the
percentage of cases where the model correctly identified the
fundamental issue category, even if specific mechanism de-
tails varied from ground truth. This metric evaluates broader
diagnostic categorization accuracy.

3) Technical Accuracy (TA): Determined by evaluating the
correctness and precision of technical descriptions provided in
the diagnostic report. This metric measures the model’s ability
to accurately describe fault mechanisms in technically sound
terms.

4) Classification Accuracy (CA): Calculated as the percent-
age of correctly classified fault types (e.g., power issue, sensor
issue, thermal issue) compared to ground truth labels.

These metrics collectively provide a multifaceted assess-
ment of each model’s diagnostic capabilities, as illustrated in
Fig. 7.

C. Processing Efficiency and Practical Implications

Fig. 9 highlights substantial differences in processing
efficiency between the models. Traditional ML demon-
strates exceptional processing speed (10.68 cases/minute), fol-
lowed by Grok-2 (7.35 cases/minute), while LLM-based ap-
proaches show more moderate processing rates (O3-mini: 3.59,
Deepseek-R1-7B: 3.55, Claude 3.7 Sonnet: 2.75 cases/minute).
These differences have significant implications for practical
deployment, particularly in time-sensitive diagnostic contexts.
The Efficiency-Adjusted Performance (EAP) metric is calcu-
lated as:

EAP = CDE x (cases/minute)

Provides insight into the efficiency-accuracy trade-off. Tra-
ditional ML achieves the highest EAP (867.22), suggesting
its utility in high-volume scenarios despite the lower raw
accuracy. Conversely, while Claude 3.7 Sonnet provides the
most technically accurate explanations, its lower processing
rate results in the lowest EAP (243.10), potentially limiting its
applicability in time-sensitive contexts.

D. Deployment Considerations and Security Implications

A noteworthy feature of Deepseek-R1-7B is its capability
to function as an offline, local model, offering significant
advantages for applications with stringent security and pri-
vacy requirements. This offline deployment capability makes
it particularly suitable for medical settings where patient
data confidentiality is paramount and network connectivity
may be restricted. Its strong performance (CDE: 90.6%, Fig.
10) combined with local deployment capabilities positions
Deepseek-R1-7B as an ideal solution for medical environments
with heightened data security considerations. The capability
to maintain high diagnostic accuracy (84.8%) without external
data transmission represents a valuable characteristic in sensi-
tive healthcare applications.
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Similarly, the traditional ML approach offers offline de-
ployment advantages with exceptional processing efficiency,
as shown in Fig. 9. This combination of local operation and
high throughput may be particularly valuable in resource-
constrained environments or emergency scenarios requiring
rapid diagnostic assessment.

E. Diagnostic Consistency and Error Analysis
The Diagnostic Precision Gap (DPG) is calculated as:
DPG = CA - DA

provides insight into each model’s consistency between
classification and diagnosis. O3-mini demonstrates the smallest
gap (4.8%), indicating highly consistent performance in both
tasks. In contrast, Grok-2 shows a substantial gap (35.2%),
suggesting a significant discrepancy between its ability to
classify fault types and diagnose specific causes. Analysis
of error patterns reveals that Deepseek-R1-7B and O3-mini
demonstrate the most robust fault differentiation capabilities,
while Grok-2 shows systematic misclassifications, particularly
confusing sensor issues with power issues. These patterns are
visible in the performance metrics displayed in Figs. 7 and 8,
highlight important considerations for deployment in critical
diagnostic applications.

The comprehensive evaluation framework established in
this study, supported by the visualizations in Figures 7-10,
provides a systematic basis for model selection in medical
device fault diagnostics. While O3-mini and Deepseek-R1-7B
offer superior diagnostic accuracy for applications prioritizing
precision, traditional ML and Grok-2 provide advantages in
processing efficiency for high-volume scenarios. This analysis
establishes a foundation for selecting appropriate Al models
based on the specific requirements and constraints of medical
device fault diagnostic applications.

F. Results Highlights

From the above discussion and encouraging results, it
is clear that this research work introduced a Healthcare 4.0
framework that integrates IoT, blockchain, and LLMs to rev-
olutionize medical device fault diagnostics. The study’s out-
comes directly align with its core contributions, demonstrating
a secure, intelligent, and efficient solution for medical device
management.

1) IoT-Blockchain-LLM integration: The successful inte-
gration of IoT, blockchain, and LLMs has been validated
through real-time fault detection across ECG monitors, insulin
pumps, and defibrillators, as evidenced by performance metrics
showing sub-millisecond message processing times and 100%
data transmission success (Table VI). This synergy ensures
accurate diagnostics with blockchain adding minimal overhead
(0.1227 seconds), fulfilling the promise of a robust, real-time
monitoring system.

2) Real-time processing framework: Experimental results
confirm the framework’s efficiency, processing 245 fault events
with optimal performance (<1 ms processing time and <1
ms blockchain update time, Table VI). This capability, tested
across diverse medical devices, highlights minimal latency and
high reliability, surpassing conventional systems and enabling
rapid fault resolution critical for patient safety.
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3) Enhanced security and traceability: The blockchain-
enabled architecture maintains complete, tamper-proof fault
histories, as demonstrated by the secure block structure (Fig.
3) and SHA-256 hash implementation (Table III). This en-
sures regulatory compliance and data integrity, with the sys-
tem achieving 100% message delivery reliability, addressing
healthcare’s stringent security demands.

4) Intelligent fault diagnostics: LLM integration enhances
diagnostic precision, with models like O3-mini achieving
90.4% diagnosis accuracy and 91.2% core problem identi-
fication (Table VII). Comparative analysis (Fig. 7) reveals
superior fault differentiation over traditional ML (73.6% di-
agnosis accuracy), providing actionable insights for proactive
maintenance and advancing diagnostic depth in healthcare
settings.

5) Healthcare-specific implementation: The framework’s
scalability and compliance are proven through its modular
six-layer architecture (Fig. 1) and practical deployment across
multiple device types (Table IV). Processing efficiency (e.g.,
Traditional ML at 10.68 cases/minute, Fig. 9) and offline ca-
pabilities (e.g., Deepseek-R1-7B, CDE: 90.6%) ensure adapt-
ability to healthcare standards, enhancing device reliability and
patient care coordination via EHR integration.

These results collectively outperform conventional method-
ologies, as shown in the comparative analysis of Al models
(Table VII), with O3-mini (CDE: 93.6%) and Deepseek-R1-7B
(CDE: 90.6%) leading in diagnostic effectiveness. The frame-
work’s ability to balance accuracy, efficiency, and security
positions it as a transformative tool for Healthcare 4.0.

VI. CONCLUSION AND FUTURE WORK

This research unveils a Healthcare 4.0 framework that in-
tegrates [oT, blockchain, and LLM to advance medical device
fault diagnosis, providing a secure, intelligent and efficient
solution validated through extensive testing. Evaluations in
ECG monitors, insulin pumps and defibrillators affirm the
efficacy of the framework, achieving real-time fault detection
with minimal blockchain overhead (0.1227 seconds), ensur-
ing data immutability and secure traceability essential for
compliance and patient safety. LLM outperforms ML, with
O3-mini achieving 90. 4% diagnosis precision and 91. 2%
identification of the core problem compared to ML’s 73. 6%
in both, highlighting the precision of LLM in fault analysis. In
contrast, ML excels in processing efficiency at 10.68 cases per
minute versus O3-mini 3.59, which suits time-sensitive needs,
while offline LLM capabilities, such as the high effectiveness
of Deepseek-R1-7B, enhance security in restricted settings.

These results support the study’s contributions: IoT-
blockchain-LLLM integration enables robust real-time monitor-
ing; the processing framework surpasses conventional systems
in latency and reliability; blockchain ensures security and fault
history integrity; LLM provides actionable diagnostic insights;
and the scalable architecture meets healthcare standards, boost-
ing device reliability and EHR coordination. The analysis
positions O3-mini and Deepseek-R1-7B as diagnostic leaders,
marking the framework as transformative for Healthcare 4.0.

Future efforts will improve the efficiency of LLM process-
ing to match ML speed via hardware optimization or hardware,
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expanding its use in real-time. Extending federated learn-
ing will enhance diagnostic accuracy across networks, while
broadening device support and refining blockchain mecha-
nisms will reduce latency. Advancing predictive maintenance
through pattern analysis will take advantage of LLM strengths,
and integrating with healthcare systems and improved security
will ensure greater adoption and compliance. These steps will
strengthen the framework’s role in revolutionizing medical
device management and patient safety.

The demonstrated success of this integrated approach pro-
vides a foundation for continued development in medical de-
vice fault diagnostics, potentially transforming how healthcare
facilities manage and maintain critical medical equipment. This
work contributes significantly to the field of Healthcare 4.0,
offering a secure, intelligent, and efficient solution for medical
device maintenance and monitoring.
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