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Abstract—The increasing adoption of large language mod-
els (LLMs) and domain-adapted transformers in healthcare
has created a new privacy challenge: fine-tuned models may
memorize rare clinical strings and later reveal them through
generation or scoring behavior. A controlled study of privacy
leakage and memorization in clinical language models trained
on narrative transcriptions is presented. A canary-based audit
pipeline was instantiated on a 4,000-note subset of the Medical
Transcriptions (MTSamples) corpus, with 40 synthetic secrets
injected only into the training partition and evaluated using three
complementary attack families: prompt extraction, exposure-
style ranking, and reference-based membership inference. Two
experiments are reported. Experiment I compares baseline fine-
tuning, early stopping, and a conservative regularized training
profile combining lower learning rate, higher weight decay, and
partial layer freezing. Experiment II fixes the training protocol
and compares DistilGPT2, GPT-2, and BioGPT. A clear privacy-
utility tension was observed. In Experiment I, early stopping
produced the best held-out language-model utility, whereas the
combined regularized profile eliminated observed prompt leak-
age and reduced membership-inference strength, at the cost of
worse perplexity. In Experiment II, stronger and more domain-
specialized backbones achieved better clinical language modeling
but also exhibited higher leakage and stronger membership-
inference signals, with BioGPT yielding the strongest utility and
the highest privacy risk under the evaluated attacks. These
results indicate that privacy auditing should accompany utility
evaluation in clinical LLM adaptation, and that backbone choice
can materially affect memorization risk in this controlled setting.
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I. INTRODUCTION

Large language models are rapidly becoming part of health-
care Al pipelines, including clinical decision support, summa-
rization of electronic health records (EHRs), documentation
assistance, patient communication, and biomedical question
answering [2], [3], [4], [5], [6]. Their appeal is clear: once
adapted to clinical language, such models can absorb domain
vocabulary, structure, and reasoning patterns that are costly
to encode manually. At the same time, their deployment
introduces an acute privacy question: when a general or
biomedical backbone is fine-tuned on clinical text, does it

merely generalize, or does it also memorize rare sensitive
sequences strongly enough to leak them later?

This question is especially pressing in healthcare be-
cause patient narratives often contain sparse, low-frequency
identifiers and clinically meaningful attributes. Even when
direct identifiers are removed, combinations of age, disease
code, specialty, procedural detail, and treatment narrative can
become quasi-identifying. Responsible machine learning in
medicine therefore requires more than utility evaluation alone;
it requires explicit privacy auditing and leakage measurement

(11, [71, [33], [8].

Privacy concerns in language models are not hypothetical.
Work on unintended memorization, training-data extraction,
and membership inference has shown that generative models
can reveal exact or near-exact traces of the data seen during
training [9], [10], [11], [12], [13], [14]. Recent findings further
suggest that stronger or more domain-adapted models may
become more data efficient but simultaneously more privacy
sensitive [15], [16], [17], [19].

Clinical adaptation adds another layer of complexity.
Biomedical and clinical language models such as BioBERT,
PubMedBERT, GatorTron, Med-BERT, BEHRT, and BioGPT
outperform general models on many healthcare tasks [26],
[27], [29], [30], [31], [28]. However, stronger in-domain fit
may also increase the probability of memorizing rare strings.
The literature has discussed this possibility conceptually, but
practical, reproducible demonstrations on clinical-style corpora
are still limited, especially when both defenses and backbone
choice are evaluated within the same study.

That gap is addressed here through a controlled dual-
experiment study on clinical narrative transcriptions. The Med-
ical Transcriptions (MTSamples) dataset is used as a multi-
specialty corpus for clinical free text, and a canary-based audit
protocol is designed in which synthetic secrets are inserted only
into the training split. The resulting fine-tuned models are then
tested for leakage through generation and for memorization
through lower loss and higher ranking scores (Fig. 1).

Four contributions are made:

e A defense-oriented privacy audit. Baseline fine-tuning,
early stopping, and a combined regularized training
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profile are compared on the same controlled clinical
fine-tuning task.

e A backbone-oriented privacy audit. DistilGPT2, GPT-
2, and BioGPT are compared under the same dataset,
split, canary set, and attack suite.

e A multi-attack evaluation protocol. Leakage is quan-
tified with prompt-based extraction, candidate rank-
ing with exposure-style scoring, and reference-based
membership inference using ROC-AUC, PR-AUC, ac-
curacy, precision, recall, F1, specificity, and balanced
accuracy.

e A defensible privacy and utility analysis. The reported
results indicate that stronger utility does not guarantee
better privacy, and that backbone choice is itself a
privacy-relevant design decision in clinical LLM fine-
tuning.

II. RELATED WORK
A. Healthcare Language Models and Clinical Adaptation

Clinical and biomedical transformer models have pro-
gressed rapidly, from early domain adaptation strategies
to large-scale specialized pretraining. BioBERT improved
biomedical text mining with domain-adapted contextual repre-
sentations [26]. PubMedBERT showed that in-domain pretrain-
ing from scratch can outperform general-domain initialization
in biomedical NLP [27]. Structured-clinical representation
learning advanced through Med-BERT and BEHRT, which
demonstrated that transformer-based pretraining on large EHR
repositories benefits downstream prediction tasks [30], [31].
At larger scale, GatorTron and BioGPT extended this line
to generative and clinical-free-text modeling [29], [28]. More
recently, Med-PaLM-style systems and health system-scale
language models have highlighted the emerging power of
foundation models in healthcare [4], [5], [6], [41].

B. Privacy Risks in Machine Learning and Clinical Al

The healthcare literature has repeatedly emphasized that
high utility alone is insufficient in medical AI. Responsible
deployment requires privacy, governance, reproducibility, and
harm-aware design [1], [2], [3]. In medical imaging and
distributed healthcare learning, privacy-preserving federated
methods and secure training protocols have become major
themes [7], [32], [33], [34], [35], [8]. Yet privacy issues
in generative clinical text models remain comparatively un-
derexplored, especially under white-box or score-based audit
settings.

C. Memorization, Training-Data Extraction, and Membership
Inference

Membership inference emerged as a canonical privacy
threat in machine learning through black-box attacks that
infer whether a sample belonged to the training set [11]. In
language models, memorization and extraction risks became
especially visible with canary-based audits and direct genera-
tion attacks [9], [10]. Later work showed that deduplication,
training dynamics, and neighborhood-based attacks strongly
affect leakage behavior [15], [16], [12], [13], [17], [18], [19].
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Recent work has extended the threat model to code models,
context-aware membership inference, unlearning of personally
identifiable information, and broad privacy-risk surveys for
LLMs [20], [21], [22], [25], [23], [24].

D. Differential Privacy and Related Defenses

Differential privacy remains the most principled formal de-
fense against memorization, beginning with DP-SGD [36]. Its
use in language modeling and large-model fine-tuning is active
but computationally expensive, and often introduces a non-
trivial utility penalty [37], [38], [39]. Outside formal privacy,
practical mitigations include data deduplication, regularization,
early stopping, dropout, freezing submodules, prompt filtering,
and unlearning [15], [16], [22]. However, these defenses are
rarely compared side by side on clinical-style generative fine-
tuning under the same controlled attack suite.

The study is positioned at this intersection: clinical-
language fine-tuning, memorization-aware auditing, defense
comparison, and backbone comparison, all grounded on the
same clinical narrative corpus.

III. MATERIALS AND METHODS
A. Dataset and Sampling Protocol

Both experiments were conducted on the Medical Tran-
scriptions (MTSamples) dataset, available at https://www.
kaggle.com/datasets/tboyle10/medicaltranscriptions. The cor-
pus contains 4,999 clinical-style transcriptions spanning 40
specialty categories. After preprocessing, 4,000 notes were
sampled. The resulting splits followed an 80/10/10 partition:
3,200 training notes, 400 validation notes, and 400 test notes.
For both experiments, exact duplicates were removed before
splitting.

The selected corpus is appropriate for privacy auditing be-
cause it contains long-form narrative prose, specialty-specific
vocabulary, structured reporting habits, and heterogeneous note
styles. These properties are important because memorization
risk is driven not only by raw dataset size, but also by the
presence of rare phrasings, repeated templates, and clinically
meaningful identifiers embedded in free text.

TABLE I. DATASET AND CORE PROTOCOL SETTINGS USED IN BOTH
EXPERIMENTS

Setting Value

Base corpus
Prepared note count
Train/validation/test split

Medical Transcriptions (MTSamples)
4,000 sampled notes
3,200 / 400 / 400

Sequence length 128 tokens
Batch size 2

Gradient accumulation 4

Injected canaries 40
Control canaries 40

Canary repetitions in training 2

Prompt families 4

Candidate pool for ranking attack 64 condition codes

B. Synthetic Canary Design

To measure memorization under controlled conditions,
synthetic canaries of the form below were injected:
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Fig. 1. Overall study design. A clinical narrative corpus is sampled, preprocessed, split, and augmented with train-only synthetic canaries. Experiment I
compares defenses on one backbone, while Experiment II compares backbones under a fixed training protocol. All models are audited with prompt extraction,
ranking and exposure analysis, and reference-based membership inference.

Patient identifier ZXQ-XXXX has condition
OMEGA-YY .

Each patient identifier and condition code was unique. The
canaries were embedded in realistic clinical-note fragments
and inserted only into the training split. An additional set
of 40 control canaries was generated with the same syntactic
structure but never injected into the model. This control set en-
abled membership inference and ranking-based discrimination
between members and non-members.

C. Experiment I: Defense Comparison

Experiment I used DistilGPT2 as the backbone and com-
pared three training settings:

e Baseline: 3 epochs, learning rate 5 x 1072, weight
decay 0.01.

e  Early stopping: up to 6 epochs with patience 2, same
optimizer scale as baseline.

e Combined regularized profile: 4 epochs maximum,
learning rate 2 x 1075, weight decay 0.05, warmup
ratio 0.05, and freezing of the lower half of the
transformer stack.

Because this third setting combines several interventions,
the resulting privacy and utility changes should be interpreted
at the profile level rather than attributed to any single compo-
nent in isolation.

D. Experiment II: Backbone Comparison

Experiment II fixed the training protocol and compared
three backbones:

e  DistilGPT2 (81.9M parameters),
o  GPT-2 (124.4M parameters),
e BioGPT (346.8M parameters).

All three models were trained for up to 4 epochs with
learning rate 5 x 1075, weight decay 0.01, warmup ratio 0.03,
and early stopping patience 2. This made the comparison as
controlled as possible: only the backbone changed.

E. Experimental Architecture and Reproducibility Controls

Both notebooks implemented the same end-to-end ex-
perimental architecture. First, the corpus was downloaded,
normalized, and partitioned into train, validation, and test
splits with fixed seeds. Second, synthetic canaries were
generated automatically and inserted only into the training
split, while matched control canaries were retained as non-
members. Third, a chosen causal-language-model backbone
was fine-tuned under an explicitly declared profile. Fourth,
the trained model was audited by three privacy-evaluation lay-
ers: prompt extraction, ranking-based memorization analysis,
and reference-based membership inference. Finally, every run
exported CSV summaries, plots, and serialized artifacts for
downstream inspection and manuscript generation.

Several design choices strengthen scientific defensibility.
The experiments used the same prompt templates across all
runs, fixed train/validation/test boundaries, CPU-compatible
batch sizes, explicit configuration blocks, persistent result
files, and no post-hoc retuning of the privacy protocol after
observing outcomes. In the backbone-comparison notebook,
hyperparameters were held constant across backbones so that
privacy differences could be interpreted with minimal opti-
mization asymmetry. This improves comparability, although
it does not eliminate configuration sensitivity. Reproducibility
is further supported through fixed random seeds, persistent
exported artifacts, and complete reporting of the principal
training settings in Tables I, III, and IV. Software-version
pinning, runtime-variance profiling across repeated executions,
and memory-usage tracking were not analyzed in this study
and should therefore be considered outside the present repro-
ducibility envelope.

F. Attack-Suite Design

The attack suite was designed to cover multiple black-
box interaction patterns rather than a single prompt template.
Leakage can surface through chart-style lookups, incomplete
clinical notes, routine continuation requests, or repeated model
queries. For that reason, the notebooks tested several prompt
families rather than one handcrafted query. Greedy decoding
alone can underestimate risk, so beam-search and stochastic-
sampling variants were also included. This mattered empiri-
cally: in Experiment I, some canaries only became exact leaks
under sampled decoding, while greedy and beam decoding
produced only partial continuations.
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The ranking and membership attacks deepen the analysis
beyond visible completions. Exposure-style ranking does not
require a verbatim leak; it asks whether the true secret is scored
unusually well relative to many plausible alternatives. Mem-
bership inference asks a related question: can an adversary
infer whether a sensitive pattern was used during fine-tuning?
In healthcare, even that signal can be consequential because
it may reveal that a rare condition template, documentation
style, or institution-specific phrase was present in the fine-
tuning distribution. Taken together, the three attack families
provide a stronger audit than prompt extraction alone.

G. Attack Suite

Three families of privacy attacks were used.

1) Prompt-based extraction: For each canary, four prompt
families were evaluated:

e  prefix completion,
e  direct recall,
e  partial note completion,

e  chart lookup.

Each prompt was decoded with greedy decoding, beam
search, and stochastic sampling. The prompt-based metrics
were:

e  exact-match recovery rate,

e condition recovery rate,

e  patient-identifier recovery rate,

e  partial-match rate,

e token recovery rate,

e  average string similarity,

e leakage rate (fraction of canaries leaked at least once).

2) Ranking and exposure: Prompt attacks can underesti-
mate memorization because a secret may be internally pre-
ferred without always appearing under one decoding strategy.
Multiple candidate condition codes were therefore scored given
a fixed patient identifier, and the true code was ranked among
64 candidates. Exposure-style memorization was computed as:

E =logy(N) —logy(r), (1

where, IV is the candidate-pool size and 7 is the rank of the
true secret. Higher exposure indicates stronger memorization.

3) Reference-based membership inference: For each fine-
tuned model, a reference model with the same base weights be-
fore fine-tuning was retained. Each member and non-member
canary note was scored by both the target model and the
reference model. The primary membership score was the loss

gap-:

AL = Ereference - Elargeh ()

ROC-AUC, PR-AUC, accuracy, precision, recall, F1, speci-
ficity, and balanced accuracy were then evaluated.
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H. Utility Metrics

To assess language-model quality independently of privacy,
validation loss, test loss, and perplexity were reported:

Perplexity = exp(L), 3)

where, £ is the mean next-token cross-entropy loss on the
corresponding split.

1. Statistical Uncertainty

The model-comparison notebook additionally computed
bootstrap confidence intervals for leakage rate, exposure, and
ROC-AUC, as well as paired Wilcoxon signed-rank tests on
per-canary exposure values. The bootstrap intervals are used
descriptively to summarize uncertainty around the reported
metrics, whereas the Wilcoxon tests are used only for cautious
pairwise interpretation of exposure differences (Table II).

IV. RESULTS: EXPERIMENT I: DEFENSE COMPARISON
A. Training Dynamics and Utility

The three training settings converged cleanly, but their
utility profiles diverged markedly. As shown in Fig. 2, early
stopping achieved the strongest held-out language modeling
with validation loss 1.770 and validation perplexity 5.87,
outperforming the baseline (validation perplexity 7.10). The
combined regularized profile substantially weakened language-
model fit, yielding validation perplexity 10.46 and test perplex-
ity 10.36.

Fig. 2 shows that the training curves do not simply indicate
optimization success; they also frame the privacy interpreta-
tion. The early-stopping run descends below the baseline on
validation loss and preserves stable generalization behavior,
confirming that it is the strongest utility configuration in
Experiment I. The combined regularized profile, by contrast,
converges more conservatively and remains consistently higher
on validation loss, which is consistent with stronger capacity
control.

The privacy summary in the companion panel is equally
important. It shows that the configuration with the best
language-model fit is not the one with the best privacy be-
havior. This visual contrast is central to the study’s argument
because it demonstrates that utility metrics alone would have
selected a more privacy-sensitive model.

B. Prompt Leakage

The prompt-based results show that utility improvements
did not translate into better privacy. Baseline and early stopping
both leaked 7 canaries out of 40, corresponding to a leakage
rate of 0.175. The combined regularized profile reduced the
number of leaked canaries to zero. Exact-match recovery was
also lowest for that profile (0.000), compared with 0.0075 for
the baseline and 0.01375 for early stopping.

An important nuance is that the patient-identifier recovery
rate saturated at 1.0 for all settings because the prompts
explicitly included the patient identifier. Accordingly, the most
meaningful prompt-level privacy indicators in this study are
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TABLE II. ATTACK TAXONOMY AND EVALUATION METRICS USED THROUGHOUT THE STUDY

Attack family Operational idea

Primary metrics

Prompt extraction
Ranking / exposure
Membership inference

Generate continuations from clinically plausible prompts
Rank the true condition against 64 candidate codes
Distinguish seen from unseen canary notes using loss-gap scores

Exact match, condition recovery, leakage rate
Mean rank, top-1 success, exposure bits
ROC-AUC, PR-AUC, F1, specificity, balanced accuracy

Notebook 1: Training Loss over Steps
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(b) Privacy summary for Experiment L.

g. 2. Experiment I results. Early stopping gave the best utility, whereas the combined regularized profile most strongly reduced the observed privacy risk

metrics.

the condition recovery rate, exact-match recovery rate, and
per-canary leakage rate. On those metrics, early stopping
slightly worsened privacy relative to the baseline, while the
combined regularized profile eliminated observed prompt leak-
age. Because the profile bundles lower learning rate, higher
weight decay, and lower-layer freezing, these gains should be
interpreted as the effect of the combined training configuration
rather than as evidence for any single defense mechanism.

C. Ranking and Membership Inference

Ranking-based memorization and membership inference
reinforce the same conclusion. Early stopping had the highest
mean exposure score (1.79 bits) and the strongest membership-
inference signal (ROC-AUC 0.956), whereas the combined
regularized profile had the lowest mean exposure score (1.39
bits) and a much weaker membership signal (ROC-AUC
0.586). The baseline was intermediate, with ROC-AUC 0.893
and mean exposure 1.53 bits.

Experiment I therefore indicates that the strongest utility
configuration was also the most privacy-sensitive, while the
combined regularized profile reduced the observed leakage
metrics at the cost of substantially worse clinical language
modeling. In other words, in this setting, early stopping
was not a privacy defense even though it remained a useful
optimization strategy (Fig. 3).

The attack-type breakdown adds another layer of interpre-
tation. Direct-recall prompts were the least effective across
settings, whereas prefix completion and partial-note comple-
tion were more likely to reveal condition codes. This matters
because it shows that privacy leakage is tied closely to continu-
ation behavior in clinically shaped contexts. In practical terms,
the attack surface is not limited to explicit question prompts;
it extends to standard completion workflows that resemble
documentation assistance or chart continuation.

Notebook 1: Prompt Attack Success by Attack Type
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Fig. 3. Prompt attack success by attack type in Experiment I. Prefix-style
and partial-note completions were more effective than direct recall prompts.

V. RESULTS: EXPERIMENT II: BACKBONE COMPARISON
A. Utility Comparison Across Backbones

The model-comparison study yielded a clear performance
ordering. DistilGPT2 achieved validation perplexity 6.59 and
test perplexity 6.55. GPT-2 improved on this with validation
perplexity 5.30 and test perplexity 5.33. BioGPT substantially
outperformed both, reaching validation perplexity 2.52 and test
perplexity 2.60. The training curves in Fig. 4 show faster and
deeper optimization for BioGPT than for GPT-2 or DistilGPT?2.

The two panels in Fig. 4 deserve joint interpretation.
The utility panel shows a sharp improvement from Distil-
GPT2 to GPT-2 and then to BioGPT, especially in perplexity.
The training-curve panel complements this by showing that
BioGPT does not merely finish with a lower loss; it reaches
a lower validation regime earlier and maintains that advantage
across epochs. This pattern is consistent with a backbone that
starts closer to the biomedical target distribution and adapts
more efficiently to the corpus.
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TABLE III. DEFENSE COMPARISON RESULTS (EXPERIMENT I)

Setting Val. PPL Test PPL  Leakage Exact Match  Exposure = ROC-AUC PR-AUC F1
Baseline 7.10 7.05 0.175 0.0075 1.533 0.893 0.895 0.831
Early stopping 5.87 5.88 0.175 0.0138 1.788 0.956 0.953 0.907
Combined regularized profile 10.46 10.36 0.000 0.0000 1.388 0.586 0.537 0.692
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25 0.25
%:E Y lé 0.20
g‘ 3 E:O 15
;g 2 2 0.10
‘ - - -
o 0.00
getiop? o woaPt getiop? wogt
modsl model Notebook 2: Tr Le Step: Notebook 2: Validation Loss by Epoch
Mean Exposure Score by Backbone Membership Inference ROC-AUC by Backbone -

) PO y " ip y . \\
2 0.8 18 I I
S\ 15 L
g 30 gro
%10 E‘n B 2y
g 05 02 12 ol

00 00 o e T

getiop? o2 wiog?t getiop? wiog?t
model model

(a) Utility and privacy summary across backbones.

0 200 400 600 800 1000 1200 1400 1600 10 15 20 25 30 35 40
step o
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Fig. 4. Experiment II results. BioGPT achieved the best utility, but also the highest leakage, exposure, and membership-inference risk.

B. Prompt Leakage and Memorization

The privacy ordering was the inverse of the “safest utility”
interpretation. DistilGPT2 had the lowest leakage rate (0.10,
i.e., 4 leaked canaries out of 40), GPT-2 leaked 9 canaries
(0.225), and BioGPT leaked 12 canaries (0.30). Exact-match
recovery rate rose from 0.00625 for DistilGPT2 to 0.02344 for
GPT-2 and 0.03594 for BioGPT. Likewise, condition recovery
rate increased monotonically across the same ordering.

Ranking-based exposure confirmed this pattern. Mean ex-
posure rose from 1.63 bits for DistilGPT2 to 1.75 bits for GPT-
2 and 2.19 bits for BioGPT. The average rank of the true secret
improved (that is, privacy worsened) from 26.1 for DistilGPT2
to 25.1 for GPT-2 and 19.4 for BioGPT. The best-performing
clinical backbone therefore also ranked the true secret highest
among decoys.

C. Membership Inference

Membership inference produced the strongest privacy sig-
nal in Experiment II. DistilGPT2 and GPT-2 already had
very high ROC-AUC values (0.918 and 0.925), but BioGPT
approached perfect separation with ROC-AUC 0.998 and PR-
AUC 0.998. The corresponding 95% bootstrap confidence
interval for BioGPT was [0.991, 1.000], making it highly
unlikely that the observed effect is a numerical artifact. This
finding means that, under the evaluated loss-gap attack, the
fine-tuned BioGPT almost perfectly distinguished seen canary
notes from unseen controls.

D. Attack-Type Analysis

The backbone comparison also revealed prompt-family
differences. Direct recall prompts were the weakest overall,

whereas prefix completion, chart lookup, and partial-note com-
pletion were more successful. BioGPT dominated these attack
families, suggesting that clinically plausible continuation con-
texts are especially effective at surfacing memorized strings
from stronger biomedical backbones.

Notebook 2: Prompt Attack Success by Attack Type and Backbone
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Fig. 5. Prompt attack success by attack type and backbone. Clinically
natural completion prompts were more effective than direct recall prompts,
especially against BioGPT.

This figure (Fig. 5) is useful not only because BioGPT is
highest in aggregate, but also because the ordering is stable
across attack families. That stability reduces the likelihood
that the result is an artifact of one particular prompt wording.
Instead, it suggests that the observed privacy ordering is not
confined to a single prompt family.

E. Confidence Intervals and Paired Statistics

Bootstrap intervals preserved the same descriptive ordering.
DistilGPT2 had a leakage-rate interval of [0.025, 0.200],
GPT-2 had [0.075, 0.375], and BioGPT had [0.175, 0.450].
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TABLE IV. BACKBONE COMPARISON RESULTS (EXPERIMENT II)

Backbone Val. PPL Test PPL Leakage Exact Match Exposure ROC-AUC PR-AUC F1 Train Time (s) Params
DistilGPT2 6.59 6.55 0.100 0.0063 1.627 0.918 0918 0.843 5226 81.9M
GPT-2 5.30 5.33 0.225 0.0234 1.748 0.925 0.922 0.822 7842 124.4M
BioGPT 2.52 2.60 0.300 0.0359 2.194 0.998 0.998 0.974 13588 346.8M

Membership ROC-AUC intervals also separated the models,
with BioGPT concentrated near one. The paired Wilcoxon
analysis on per-canary exposure values showed directionally
higher exposure for BioGPT than for the other backbones,
although at this sample size the pairwise p-values (0.086 to
0.100) remained above 0.05. DistilGPT2 and GPT-2 were not
significantly different on exposure under the same test (p =
0.615).

Notebook 2: Membership Inference with Confidence Intervals
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Fig. 6. Membership-inference ROC-AUC with 95% bootstrap confidence
intervals in Experiment II. BioGPT exhibits near-perfect separability
between member and non-member canary notes.
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Fig. 7. Pairwise Wilcoxon exposure comparison among the three backbones.
The direction of the effect consistently favors higher exposure for BioGPT,
although the current sample size does not yield sub-0.05 p-values and the
pairwise differences should therefore be interpreted cautiously.

The confidence-interval figure (Fig. 6) strengthens the
interpretation by showing that the membership-inference ad-
vantage of BioGPT is not marginal. Its interval is compressed
near one, while the smaller backbones remain clearly lower.
The pairwise-exposure figure (Fig. 7) adds a useful nuance:
although the direction of the effect consistently favors higher
exposure for BioGPT, the present sample size limits formal
pairwise significance. That nuance is important because it
keeps the interpretation statistically disciplined while preserv-
ing the descriptive cross-metric ordering.

VI. DISCUSSION

The two experiments jointly support several main conclu-
sions.

A. Better Utility Does Not Imply Better Privacy

Experiment I showed that early stopping improved utility
substantially but did not reduce leakage. In fact, it produced
the highest exposure and strongest membership-inference sig-
nal among the three training settings. This is an important
practical lesson: interventions typically associated with better
generalization in task performance should not automatically be
described as privacy defenses. In a clinical LLM setting, the
privacy and utility relationship is more nuanced.

At the same time, the combined regularized profile should
be interpreted carefully. Because lower learning rate, higher
weight decay, and lower-layer freezing were applied together,
the present results support the privacy value of that conser-
vative training profile as a whole, but they do not isolate the
contribution of each component.

B. Backbone Choice Is a Privacy-Relevant Design Decision

Experiment II yielded a monotonic descriptive ordering
across the evaluated backbones. DistilGPT2 had the weakest
utility but the lowest privacy risk. GPT-2 improved utility
and leaked more. BioGPT, the strongest and most domain-
specialized model, achieved the best clinical language model-
ing but also the highest leakage, exposure, and membership-
inference susceptibility. The exposure-based pairwise tests did
not reach conventional significance thresholds at the current
sample size, but the cross-metric pattern remained consistent
across prompt leakage, exposure, and membership inference.
Backbone selection in healthcare should therefore be treated
not only as a performance decision but also as a privacy-
governance decision.

C. Why Did BioGPT Leak More?

The most plausible explanation is not simply model size,
but the combination of size and domain specialization. BioGPT
began closer to the target distribution and therefore fit the
clinical corpus more effectively. Better fit can improve gen-
eralization, but it can also increase the probability that the
model assigns high confidence to rare, repeated strings such
as synthetic canaries. The exposure and membership results
support this interpretation. The model was not only better at
generating clinically plausible text; it was also more sensitive
to whether a canary note had been seen during training.

D. What the Prompt Results Mean

The prompt results suggest that privacy leakage is more
easily elicited in clinically natural completion settings than
in explicit question-answer forms. Direct recall prompts were
generally weak, whereas partial-note completion and prefix-
style prompts were more successful. This is important for
real-world security because an attacker is not required to ask
bluntly for the secret; instead, leakage may surface through
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routine-looking note continuations, chart lookups, or audit-
style prompts.

E. Interpreting the Saturated Identifier Metric

One metric deserves careful interpretation: patient-
identifier recovery rate was 1.0 in several tables. This does
not mean the models invented the identifier. The prompts them-
selves already contained the patient identifier. Accordingly, that
metric is less informative than exact-match recovery, condition
recovery, per-canary leakage rate, exposure, and membership
ROC-AUC. These latter metrics should be emphasized in any
formal presentation of the results.

F. Implications for Privacy-Aware Clinical NLP

Taken together, the findings imply that healthcare orga-
nizations adapting language models to internal notes should
not rely on utility validation alone. A model with excellent
perplexity may still leak or encode member-specific traces
strongly enough to support membership inference. Conversely,
stronger empirical mitigation profiles can reduce leakage,
but may impose a non-trivial utility cost. This underscores
the need for explicit privacy auditing, careful dataset gov-
ernance, privacy-preserving representation design [40], and,
where feasible, formal defenses such as differential privacy
when the underlying data are truly sensitive [36], [37], [39].
The present study is empirical rather than formally private: no
differentially private optimization arm was included, and the
reported mitigations should not be interpreted as providing a
formal privacy guarantee.

G. Practical Recommendations for Deployment

The results support several concrete recommendations.
First, privacy auditing should be integrated into model-
selection workflows before deployment approval rather than
treated as a retrospective security test. Second, backbone
choice should be documented in governance reviews as a
privacy-sensitive design decision, especially when moving
from a smaller general-purpose backbone to a larger or
biomedical-specialized one. Third, when private optimization
is not yet deployed, conservative regularization profiles and
dataset deduplication should be treated as default baselines
rather than optional extras. Fourth, prompt-space stress testing
should emphasize clinically natural completions and multiple
decoding modes, because these were more effective than direct
recall prompts in both notebooks. Fifth, deployment review
should weigh computational cost together with utility and
privacy: in Experiment II, the highest-risk backbone was also
the most computationally expensive, so more computation
did not buy greater privacy. Finally, institutions fine-tuning
on sensitive records should view the present protocol as a
minimum empirical audit layer that complements, but does not
replace, stronger controls such as secure infrastructure, access
governance, red-team testing, data-minimization practice, doc-
umented approval workflows, and broader privacy-preserving
machine-learning governance frameworks [42].

VII. SCOPE AND GENERALIZATION CONSIDERATIONS

The present study is intentionally focused and controlled,
which supports clear interpretation of the observed effects.
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Several points nevertheless help frame the scope of the find-
ings.

1) Corpus scope: The experiments target a multi-specialty
clinical transcription corpus with long-form narrative structure.
This is a strong setting for comparative privacy analysis,
although MTSamples is not a modern production EHR repos-
itory and does not fully reflect current documentation work-
flows, institution-specific templates, longitudinal note chains,
or heterogeneous authoring practices. Exact leakage magni-
tudes may therefore vary for other note distributions, longer
contexts, or operational EHR settings.

2) Configuration sensitivity: The reported rankings were
obtained under one controlled configuration per experiment,
including fixed sequence length, batch size, warmup, optimizer
settings, and training duration. The controlled setup supports
cleaner comparison, but it does not establish invariance of the
results under all plausible hyperparameter changes.

3) Run-to-run uncertainty: The principal comparisons were
executed with fixed seeds to preserve strict comparability, and
bootstrap confidence intervals were reported for key privacy
metrics. Additional repeated-seed experiments would refine
uncertainty estimates and runtime-variance analysis without
changing the central comparative design.

4) Threat-model coverage: Canary insertion, exposure
scoring, and membership inference provide complementary
views of memorization. They do not exhaust all possible
privacy risks, such as attribute inference, model inversion, gra-
dient leakage, embedding reconstruction, adaptive adversarial
prompting, or linkage-based attacks, but they capture three
established and measurable leakage pathways in generative-
model auditing.

5) Defense scope: The study emphasizes controlled com-
parison among practical fine-tuning profiles and backbone
choices. Formal privacy mechanisms, including end-to-end dif-
ferentially private optimization, remain an important extension
for settings in which auditable privacy guarantees are required.

VIII. CONCLUSION

A controlled study of privacy leakage and memorization
in fine-tuned clinical language models was presented using
clinical narrative transcriptions, train-only synthetic canaries,
and three complementary attack families. Two experiments
were performed. The first compared training settings and
showed that early stopping improved utility but did not miti-
gate privacy risk, whereas a combined regularized training pro-
file eliminated observed prompt leakage and sharply reduced
membership-inference susceptibility at the cost of degraded
utility. The second compared backbones and showed a clear
privacy and utility trade-off: DistilGPT2 was the safest but
weakest model, GPT-2 was intermediate, and BioGPT achieved
the best utility but also the highest prompt leakage, exposure,
and membership-inference risk under the evaluated attacks.

The results support a practical but important conclusion for
healthcare Al: better clinical language modeling can coincide
with worse privacy behavior, and backbone choice itself is
a privacy-relevant design decision. For deployable clinical
LLMs, privacy auditing should therefore be treated as a first-
class evaluation axis alongside utility, latency, and resource
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cost. The exposure-based pairwise statistics in Experiment II
remained underpowered for conventional significance claims,
but the overall descriptive pattern across multiple privacy
metrics remained consistent.

Future work should extend the same protocol to creden-

tialed EHR corpora, repeated seeds, formally private optimiza-
tion, and more adaptive extraction attacks. Nonetheless, the
present study already offers a reproducible, defensible, and
methodologically strong baseline for auditing privacy leakage
in clinical language-model fine-tuning.
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