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Abstract—Developing Countries are gradually transiting from 

cash to an electronic based economy by virtue of cashless policy 

implementation. With this development, cyber criminals and 

hackers who hitherto attacked businesses and individuals across 

the Atlantic now see this development as a new venture for their 

criminal acts and are thus re-directing their energies towards 

exploiting possible loopholes in the electronic payment system in 

order to perpetuate fraud. In this paper, we proposed an 

enhanced approach to detecting phishing attempts and 

preventing unauthorized online banking withdrawal and 

transfer. We employed the use of Semantics Content Analysis, 

Earth Mover Distance and Biometric Authentication with finger 

print to construct a model. We demonstrated the efficacy of the 

implemented model with the experiments conducted, a good and 
considerable result was achieved. 
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I. INTRODUCTION 

The ubiquitous nature and fast pace of the internet growth 
has aided the number of criminal exploits on the cyberspace. 
Criminals targeting user information are able to profit from the 
increased adoption of online services for many day-to-day 
activities, including banking, shopping, and leisure activities. 
Today, the Internet is used for espionage and as a medium to 
commit terrorism and global crimes. 

Cybercrime refer to misconducts in the cyber space as well 
as wrongful use of the internet for criminal purposes. Various 
categories of these crimes include cyber stalking, phishing 
(identity theft), virus attacks, malware attack, the use of 
anonymous proxies to masquerade and sniff information and 
the popular electronic spam mail problem [16]. 

The days of dramatic bank heists have been over for years, 
ambitious criminals are globally embracing cybercrime and 
other fraudulent cyber activities; this is partly due to the wide 
availability of automated software tools, mostly intelligently 
driven being employed by these cyber-criminals. This makes 
them almost deceptive to detection and poses a hard problem 
combating crime on the cyber space. As a matter of fact, the 
newest cyber grenades have fully automated capabilities that 
eliminate the need for hackers to manually transfer funds from 
one account to another.  

This allows the criminals to stay much more hidden than in 
the past. Hackers also now use entire servers that are 
customized to target individual banks and other victims; 
unfortunately, most users being attacked don’t even suspect 
that their account has been compromised until long after their 
money has disappeared [13]. 

Several approaches exist to deceiving unsuspecting users. 
These include the offer to fill out a survey for an online 
banking site with a monetary reward if the user includes 
account information, and email messages claiming to be from a 
reward clubs, asking users to verify credit card information that 
a customer may store on the legitimate site for reservation 
purposes.  

Often included in the message is a URL for the victim to 
use,   which then directs the user to a site to enter their personal 
information. This site is crafted to closely mimic the look and 
feel of the legitimate site. The information is then collected and 
used by the criminals. Over time, these fake emails and web 
sites have evolved to become more technically deceiving to 
casual investigation. 

II. CONSEQUENCES AND TREND OF CYBERCRIME 

According to Internet Crime Complaint Centre Report, 
cybercrime cost a total loss of $485,253,871 in the year 2011. 
On the other hand, the Economic and Financial Crimes 
Commission Report [7][8] ranks Nigeria as third among the top 
ten sources of cyber-crime in the world. It is estimated that 
after the United States with 65 per cent of cyber-criminal 
activities and the United Kingdom with 9.9 per cent, Nigeria is 
the next hub of cyber criminals in the world with 8 percent.  

The growth of online banking further presents enhanced 
opportunities for perpetrators of cyber-crime. Funds can be 
embezzled using wire transfer or account takeover. Criminals 
may submit fraudulent online applications for bank loans; 
disrupt e-commerce by engaging in denial of service attacks, 
and by compromising online banking payment systems [2][27].  

Identity takeover can also affect online banking, as new 
accounts can be taken over by identity thieves, thus raising 
concerns regarding the safety and soundness of financial 
institutions [27]. 
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TABLE I.  TOP 10 COUNTRIES - PERPETRATOR OF CYBERCRIME 

Year 2008 Year 2009 Year 2010 Year 2011 

United 

States 

66.1

% 

United 

States 

65.4

% 

United 

States 

65.9

% 

United 

States 

90.99

% 

United 

Kingdo

m 

10.5

% 

United 

Kingdo

m 

9.9% United 

Kingdom 

10.4

% 

Canada 1.44

% 

Nigeria 7.5% Nigeria 8.0% Nigeria 5.8% United 

Kingdom 

0.97

% 

Canada 3.1% Canada 2.6% China 3.1% Australia 0.66

% 

China 1.6% Malaysi

a 

0.7% Canada 2.4% India 0.50

% 

South 

Africa 

0.7% Ghana 0.7% Malaysia 0.8% Puerto 

Rico 

0.22

% 

Ghana 0.6% South 

Africa 

0.7% Spain 0.8% South 

Africa 

0.22

% 

Spain 0.6% Spain 0.7% Ghana 0.7% France 0.19

% 

Italy 0.5% Camero

on 

0.6% Cameroo

n 

0.6% Germany 0.19

% 

Romania  0.5% Australi

a 

0.5% Australia 0.5% Russian 

Federatio

n 

0.17

% 

Source: Internet Crime Complaint Centre Report [29]. 

In the USA, online fraud has overtaken viruses as the 
greatest source of financial loss [26]. Among on-line fraud 
threats, phishing represents a major threat for financial 
institutions and according to the Anti-Phishing group 
organization, 93.8% of all phishing attacks in 2007 are targeted 
at financial institutions. Also a recent study indicates that 
phishing attacks in the USA alone soared in 2007 to 3.6 
Million victims for a total reported customer loss of USD 3.2 
Billion. During 2011, FBI-related scams were the most 
reported offense with 35, 764 complain with claim of dollars 
losses, followed by identity theft with 28, 915 then  advance 
fee fraud with 27, 892 [29]. 

III. RELATED WORK 

A wide range of phishing detection techniques have been 
proposed and deployed. One of the most used techniques seems 
to be blacklisting. Most of the anti-phishing applications 
available, including those built into mainstream web browsers, 
use blacklists for detecting phishing sites. 

Some other widely available phishing detection techniques 
include whitelisting [4] and heuristics [6][12]. The 
disadvantage of the blacklisting approach is that non 
blacklisted phishing sites are not recognized. The approaches 
are only effective as the quality of the lists.  

In contrast, whitelists manage a list of known-good 
websites. Whitelists are generally divided into global lists 
updated by central servers and personalized lists managed by 
the end users as needed. Due to its inherent usability issues, 
whitelists are currently used only in the preprocessing step, i.e. 
before the heuristics are checked, to reduce false positives. 
Kirda and Krugel [14] have developed a browser extension 
called AntiPhish to maintain trusted websites’ domain names 
and credentials.  

Some of the well-known Anti-phishing tools are 
PWDHASH [3] and SpoofGuard [20]. PWDHASH create 
domain specific passwords that are been rendered useless if 
submitted to another domain [5] .SpoofGuard in contrast looks 
for phishing obfuscated URLs symptoms in web pages and 
raise alerts. 

A. Social Engineering 

Social engineering is the act of tricking computer users into 
performing actions or revealing private and confidential 
information e.g. passwords, email addresses etc, by exploiting 
the natural tendency of a person to trust and/or by exploiting a 
person’s emotional response. Phishing, Scamming, Spamming 
are some techniques used for social Engineering. 

Social engineering schemes use spoofed e-mails purporting 
to be from legitimate businesses and agencies, designed to lead 
consumers to counterfeit websites that trick recipients into 
divulging financial data such as usernames and passwords. 
Technical subterfuge schemes plant crime-ware in form of 
robots or malware agents onto PCs to steal credentials directly, 
often using systems to intercept consumers online account user 
names and passwords and to corrupt local navigational 
infrastructures to misdirect consumers to counterfeit websites 
(or authentic websites through phisher controlled proxies used 
to monitor and intercept consumers’ keystrokes) [22] . 

B. Phishing 

The word "phishing" is used to describe hackers and cyber-
criminals "fishing" the Internet for personal information such 
as credit card numbers, bank account information and 
passwords.  

Phishing is a criminal mechanism employing both social 
engineering and technical subterfuge to steal consumers’ 
personal identity data and financial account credentials [22]. 
The idea behind the term is that if they send out enough fake 
emails, some receivers will surely "take the bait."  
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The Anti-Phishing Working Group estimates that the 
volume of phishing e-mail is growing at a rate of over 30%, 
month after month [30]. Furthermore, the attacks are becoming 
more sophisticated as attackers leverage vulnerabilities in client 
software (mail user agents and web browsers) as well as design 
vulnerabilities in targeted website applications [30].  

In February 2010, some attackers craftily cloned the 
(Central Bank of Nigeria) CBN site, they periodically send 
email to bank customers requesting them to update their 
records with the CBN for a new exercise being carried out to 
create a database of all the commercial banks’ customers in 
Nigeria, the victims allegedly, were to submit their various 
account numbers and ATM pins before a deadline date. 
Victims who clicked on the link in the email were taken to a 
clone of the CBN’s site, thereby posing as the legal CBN site 
[21].   

Most phishing occurs on hacked or compromised Web 
servers. The United States continued to be the top country 
hosting phishing sites during the first quarter of 2012. 

TABLE II.  TOP 10 COUNTRIES – HOSTING PHISHING SITE. 

Source: Phishing Activity Trend Report [22]. 

The number of unique phishing sites detected in February, 
2012 was 56, 859 by Anti-Phishing Work Group, which was an 
all-time high. The February figure eclipsed the previous highest 
record which was in August, 2009 by 1 percent [22]. 

 

Source: Phishing Activity Trend Report [22]. 

C. Spoofing Attacks 

Spoofing is a broad term used to describe website, email or 
even caller ID entry made to trick a victim into thinking it is 
something other than what it really is. It is a method of 
attacking a network in order to gain unauthorized access. In a 
spoofing attack, the intruder sends a message to a computer 
indicating the message has come from a trusted system. To be 
successful, the intruder first determine the IP address of a 
trusted system and then modify the packet headers so that it 
appears that the packets are coming from the trusted system. 

In essence, the attacker is fooling (spoofing) the distant 
computer into believing that they are legitimate members of 
the network. The goal of the attack is to establish a connection 
that will allow the attacker to gain root access to the host, 
allowing the creation of a backdoor entry path into the target 
system [10]. There are mainly four types of spoofing attacks. 
They are: IP Address spoofing, ARP poisoning, WEB 
spoofing, DNS spoofing.  

D. Spoofing in Phishing 

Hackers using phishing tactics to acquire victims’ personal 
information often use spoofing in an effort to convince such 
victims to give up their sensitive information. For instance, to 
get peoples’ bank account information, they send you email 
seemingly originating from their bank, include the banks logos 
and a spoofed "From" line to reflect a false sender. The email 
often contains a link to a spoof of such banks’ website. The 
phishers aim is to use it to give the victims a false sense of 
security and not to give viruses or other harmful files. By 
tricking their victims into thinking they are on their bank's 
website, they can easily give up more information. The mail 
below shows a crafted mail of a particular bank, requesting 
customers to click on the link and providing vital information 
pertaining to their account information. 

All customers who entered their details on the fraudulent 
pop-up were compromised. One must note that the targeted 
unsolicited email was directed to random email users who may 
not be Internet registered users. Hence there is a potential risk 
to non-Internet Banking users, who inevitably entered their 
ATM card (Master card / Verve card) and pin number, as 
instructed by the attacker. 

January       February            March 

USA 68.92% USA 70.86% USA 66.20% 

Canada 11.20% Romania 3.25% Germany 3.04% 

Egypt 4.32% Germany 2.66% B. Virgin II 2.63% 

Germany 1.85% UK 2.62% Brazil 2.54% 

France 1.35% Russia 1.78% Egypt 1.98% 

Israel 1.29% France 1.73% UK 1.91% 

Netherlands 1.19% Canada 1.66% Netherlands 1.84% 

Russia 0.68% Netherlands 1.51% Canada 1.83% 

UK 0.68% Brazil 1.35% Turkey 1.54% 

Turkey 0.63% Australia 1.01% France 1.51% 
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Fig.2. Screenshot of e-mail allegedly to be from GTBank adminstrator 

 

Fig.1. Spoofing Attack 
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Fig.3. Screenshot of Scam pop up purportedly to be from GTBank website 

E. Strategies employed by Phishers 

Web Page Obfuscation: To prevent detection from HTML 
based phishing detector, Phishers employ the use of visual – 
based content such as images and flash in web site. They also 
use downloaded web page from real web site to make the 
phishing web page appear and react exactly the same as the real 
one. 

Web link Obfuscation: This can be carried out in three 
ways. The first is by using an actual link different from the 
visible link. Secondly, by using cousin domain names (e.g. 
replacing certain characters in the target URL with similar 
characters) [9], thirdly, by adding a suffix to a domain name 
and redirecting the link to the phishing web pages[1]. 

F. Challenges with exisitng System 

1) Phishers duplicate the content of the target site by 

using automated tools to download web pages and then use the 

downloaded web page to achieve main attack on their victim.   

2) System that use password authentication fail the 

requirement for strong authentication, as password can be 

captured and replayed. Yingjie [28] demonstrated how 

PWDHASH can be faked.  

3) Blacklisting approaches [25], only provide a partial 

solution with partial list of global phishing websites, and are 

not completely effective against new phishing websites.  

To make the matters worse, the majority of the phishing 

websites are short-lived (e.g. lasting hours) and hundreds 

of new ones appear every day[19], making it difficult to 

update and check against the central databases [12]. 

IV. METHODOLOGY 

This paper employs both primary and secondary research 
technique of data collection and analysis. This involves the 
distribution of questionnaire, interview, collection and review 
of relevant documentation on the evolution of Cybercrime. 
Data exploited includes; published reports; conference papers; 
newspaper articles and other media coverage; information 
accessed through the internet and official records from 
government agencies.  

We proposed a model where by online financial transaction 
can be secured using a multi-agent system involving biometrics 
application and an anti-phishing model. We then proceed to 
present our findings, impediments, and discuss the measures 
that can be employed by banks to combat Phishing.  

In essence, this paper proposes an enhanced approach to 
detecting phishing web pages and preventing unauthorized 
online banking withdrawal and transfer. We employed the use 
of semantics content analysis, earth Mover distance [11] and 
Biometric authentication[32]. 
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Fig.4. Design Architecture 

1) Semantic Content Analysis: Here, sentences from web 

pages are broken down into small pieces called Token, a finite 

state automata was used to recognize each regular expression. 

The semantic analyzer converts all token to upper case letter, 

which are indexed according to web page and stored in a word 

repository. The token storage and retrieval scheme can be 

represented with a 4-tuple as follows: 
<Wp , Cr , qe ,  qf> 

Where, 

Wp = set of all words in web pages 

Cr = a classifier that Index words in repository 

qe = query matching evaluation function 

qf = feedback function 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

2) Biometric Authentication:Most popular anti-phishing 

methods include authentication, which includes email 

authentication, web page authentication, email filtering and 

web page filtering, all this listed authentication methods can 

be intruded by illegitimate professional programmers. We 

propose the use of finger print authentication [33][34][35][36] 

mechanism on web pages carrying sensitive information such 

as credit card information and Personal Information Number- 

PIN, etc; this is to replace single password verification and 

impersonation on internet transaction. Online transaction 

entries are accepted if both the PIN and the fingerprint of the 

user match with the Account holder. These basic information’s 

are encrypted as they are captured. We adopted the use of 

biometrics characteristics because they contains physiological 

characteristics of individuals, are distinctive, cannot be 

forgotten or lost, and the person to be authenticated needs to 

be physically present at the point of the identification. 
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3) Earth Mover Distance (EMD):Internet user fall victim 

of phishing because phishing site has high similarities with 

original web pages. We adopted [1], EMD Visual Similarity 

Assessment. The Earth Mover distance was used to assess and 

calculate the distance between set of features and their 

respective weight with a bare minimum total price tag. The 

assessment was carried out on the graphic point of a computer 

screen. Web pages were converted to images and the 

coordinate feature and color of the image was used to 

represent the signature distances. The suspected web page and 

original web page retrieved from its respective URL will be 

converted to image and compared. 
The EMD is represented as:   

 

Where: 

P = Producer 

C = Customer  

w = respective weight 

F = flow matrix, indicating the amount of product to be 

moved from one producer to consumer. F =       where 1 ≤ i ≤ 

m and I ≤ j ≤ n. 

n and m= number of customers and producers respectively 

D= distance of each pair in distance matrix (Producer and 

Consumer). D =       where 1 ≤ i ≤ m and I ≤ j ≤ n. 

V. EXPERIMENTAL SETUP AND RESULT 

The study sample consisted of some commercial banks in 
Nigeria. Data was collected to know the level of phishing and 
other online financial fraud each of the bank experience. 
Statistical Package for Social Sciences (SPSS) was used as the 
statistical analysis tool while descriptive statistics were 
computed and used in the interpretation of findings. A total of 
fifty (50) questionnaires were randomly administered to IT 
personnel from different bank. Thirty-nine (39) were returned, 
which represents 78.00% of the total respondents or 
participants. 

We randomized and attached some set of scores to each of 
the question raised in the questionnaire distributed in order to 
rank and determine the susceptibility of each bank, their level 
of awareness and steps already being put in place to stop the 
problems encountered.  We observed that based on the returned 
questionnaire, attacks based on internet/online banking 
(42%)fraud takes the lead, followed by email scam (34%) and 
finally identity fraud (13%) also leading to online banking 
fraud while the other salient questions such as illegal ATM 
withdraw etc. takes the remaining space. We were actually 

concerned about the three most ranked attacks which are 
ostentatiously being perpetrated online. 

The proposed model works like this, when the browser 
which have the system installed as a plugin was used to open 
the web pages, it triggers off the semantic analyzer which 
parsed the contents of the pages, if the semantic analyzer 
detects any broken link as a form of spoofed link based on 
some coded rules, it notifies the similarity distance calculator. 
The similarity distance calculator have access to the web pages 
that were used to train the system, it measures, ranks and index 
each pages based on rules allotted to it. The similarity 
calculator then index and rank the webpage supplied by the 
semantic analyzer earlier and compares it to the ranks of web 
pages in the database and which were used to train the 
similarity calculator. If a match exists in a region based on a 
particular threshold which is a set of allowable distance 
between the web pages being compared, the system index the 
page as genuine and triggers the authentication module which 
accepts the biometrics feature of the user and allows any 
financial transaction else if the distance exceeds the region of 
the thresholds, the similarity calculator indexed this page as a 
fake webpage and the authentication module remains calm. 

We implemented our model as a system to monitor and 
safeguard online financial transaction. To test the efficacy of 
the system, we collected twenty-three sensitive web pages over 
the course of 8 months, these web pages were used in testing 
the efficacy of the model presented. The system developed was 
integrated into the browser as a plugin. Demo web pages 
mimicking each of the collected web pages and containing a 
spoofed link to a compromised site were also developed. We 
also had a demo database which contains some stored 
customers’ details such as their fingerprint, personal ID and 
some other data. We made an attempt of redirecting the user 
from the mimic or the fake website to a site totally in our 
control and where acting as attackers, we could actually siphon 
information from unsuspecting users.  

For the experiment as explained earlier, 23 sample web 
pages majorly dealing with online financial transactions were 
collected over the course of 8 months, our system was trained 
by these sample web pages. We designed some 17 web pages 
that are identical to the collected web pages albeit with spoofed 
links to another compromised site. The goal is to re-direct the 
user to a compromised website which should be in control of 
the attacker. It should be noted that also acting as the user, we 
used a browser which contains the system we developed as 
plugin. For the experiment conducted,20 web pages containing 
17 fake pages and 3 original web pages included in the training 
pages were used to test the system while the whole of the 
initially collected 23 sample pages were used to train the 
system. Of the 20 test pages, 16 of the test web pages were 
suspected to have contained spoofed links when analyzed by 
the semantic analyzer and the similarity distance calculator. 
This represents a total of 80.00% accuracy. These pages were 
totally blacklisted by the system and when re-enrolled the user 
was automatically denied access through the page. We 
conducted another experiment in order to discover why one of 
the fake web pages was left undetected, for this experiment, we 
included another 7 sample web pages from the similarity 
calculator’s database i.e. pages among those earlier used to 
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train the system and included the one that our system was not 
able to identify earlier, the total test pages thus used was 8 web 
pages. We used the earlier sample web pages used to train the 
system again. The result returned was however surprising, 1 of 
the web pages was returned by the system to contain a spoofed 
link, even though the webpage is genuine and actually part of 
the pages used in the system training. This shows a roughly 
12.5% false positive rate. If we deduct this false positive from 
the initial true positive accuracy obtained earlier, we get 67.5% 
which we can use as a baseline accuracy rate for now.  This 
anomalous behavior though unacceptable is still unclear to us 
i.e. we don’t know why the system was not able to detect one 
fake page and why it detected one genuine page as 
compromised.  We believe this should prompt another research 
in constructing a more robust system and will form the baseline 
of our future works where the rules employed by the semantic 
analyzer and the similarity calculator will be significantly 
altered. 

The biometric authentication aspects come in when pages 
are certified to be okay by the system, we believe it will ensure 
trustworthiness and security since users will be authenticated 
by features unique to them and not what they possess like 
passwords which are still the de-facto approach. This we 
believe will definitely strengthen financial transactions on the 
internet. 

The table below shows the results obtained.  

TABLE III.   

Web pages True Positive 
% 

True Negative 
% 

With our 
model 

80 20 

Without our 
model 

8 92 

CONCLUSION 

Unfortunately, all the existing solutions proposed to 
mitigate phishing attacks have their weakness. The increasing 
rate of novel security challenges in an online banking 
transaction calls for an unvarying fresh technique that mitigates 
such challenges. In this paper, we presented a novel technique 
that replaces the single password verification, web page 
obfuscation, web link obfuscation using biometric 
authentication, semantic content analysis and Earth mover 
distance which was incorporated into browsers as plug-in. The 
performance of our model shows a considerable improvement 
to existing systems and clearly opens up a new frontier of 
research space to be explored in the future. Presently, the 
proposed system achieved 80% accuracy which is 
commendable. The experimental result shows that the system 
effectively strengthens the numerous phishing (identity theft) 
security challenges on the World Wide Web. 
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