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Abstract—Timed-Release Encryption(TRE) is an encryption  trusts the auctioneer of ID and attends the auction by checking
mechanism that allows a receiver to decrypt a ciphertext only  the reputations and the transaction records in the past auctions
after the time that a sender designates. In this paper, we propose organized by the user of ID. Every user easily starts a sealed-
the notion of Timed-Release Certificateless Encryption(TRCLE),  pid auction based on TRCLE, since it does not requires heavy

and define its security models. We also show a generic con- ol ; i
struction of TRCLE from Public-Key Encryption(PKE), Identity- :22223333:2 PSESQ public keys to 1D such as Public-Key

Based Encryption(IBE) and one-time signature, and prove that
the constructed scheme achieves the security we defined.

. . . . . I1l. RELATED WORK
Keywords—timed-release encryption, identity-based encryption, ORKS

one-time signature There is another variant of TRHjmed-Release Identity-
Based Encryption (TRIBEJ3] [4]. In TRIBE, a user can
decrypt a ciphertext only when the user has the receiver's
secret key and the time signal generated by TS. Then, if the
This paper introduces the notion dimed-Release Certifi- receiver does not have the time signal or the TS does not
cateless Encryption (TRCLE). TRCLE is a variantTafned-  have the secret key, they cannot decrypt the ciphertext. In [3],
Release Encryption (TREW] [2], in which a sender can two security models of TRIBE are defined. One is security
generate a ciphertext designating a time to decrypt it, and against malicious receiveiND-ID-CCAcr security. The other
receiver can decrypt the ciphertext only after the designateis security against malicious TSND-ID-CCAts security. A
time. generic construction of TRIBE that achieves the security is also

A TRCLE system consists of a key generation Centershown in [3]. It is a combination of two IBE schemes and a

; ; ne-time signature schemes, based on “Parallel Encryption”
(KGC), a time server (TS), senders and receivers. The KG(g Dodis-Katz [5], and the security is proved in the standard
helps a receiver to generate a decryption key correspondi odel
to the ID and public key of a receiver. The TS periodically '
broadcasts a time signal corresponding to the current time. TRCLE has an advantage over TRIBE in that a com-
A sender encrypts a message using an ID and a public kggromised KGC cannot decrypt any ciphertext since the key
of a receiver and a time after which the ciphertext couldgeneration process is split between the KGC and the user. Then
be decrypted. The receiver decrypts the ciphertext using thee discuss only security against malicious KGC in this paper.
decryption key and the time signal corresponding to the timé&he other security is proved in almost the same way as in
designated by the sender. The TRCLE system does not alloWRIBE.
the KGC to obtain the decryption key of receiver, and then
it allows only the receiver to decrypt the ciphertext only after
the designated time.

I. INTRODUCTION

TRCLE can be considered also a variantCHrtificateless
Encryption (CLE)[6] having the mechanism of TRE. In CLE,
the decryption key is partially determined by KGC

The decryption key consists of two keys, a partial secret
key and user secret key. Since the former is generated by the
KGC and the user but the latter only by the user, the KGC
does not know the whole decryption key and cannot decrypt In this paper, we introduce timed-release certificateless
ciphertext. encryption (TRCLE) and define its security models including
security against malicious KGQ/al.KGC security. We also
present a generic construction of TRCLE. It is a combination
of a Public-Key Encryption(PKE) scheme, two Identity-Based

TRCLE has an application to online “sealed-bid auction”Encryption(IBE) schemes and a one-time signature schemes,
in online community in which each registered user has an IDalso based on “Parallel Encryption”. We see that if the
In the auction system, every user can become auctioneer lprimitive PKE scheme isndistinguishability against adaptive
publicizing his ID and public key. Each bidder encrypts hischosen ciphertext attackblD-CCA) secure and the primitive
price by using the auctioneer’s ID and public key and submit®ne-time signature scheme ame-time strong existential un-
the ciphertext as sealed-bid. The auctioneer can decrypt dibrgeability against chosen message att§CkissEUF-CMA)
bids only after the pre-determined closing time. In the sealedsecure, then the constructed TRCLE schemeVis.KGC
bid auction based on TRCLE, each user determines whether Isecure in the standard model.

IV. CONTRIBUTIONS

Il. APPLICATION

278 |Page
www.ijacsa.thesai.org



(IJACSA) International Journal of Advanced Computer Science and Applications,

V. PRELIMINARIES
In this section, we review public-key encryption (PKE),

identity-based encryption (IBE) and one-time signature, whicr‘b

we use later.

A. Public-Key Encryption

Let A\ be a security parameter. Apublic-key encryption
schemePKE [7] consists of three probabilistic polynomial-
time algorithmsPKE = (PKE.Gen, PKE.Enc, PKE.Dec). The
key generation algorithrRKE.Gen takesA as input, and out-
puts a public keypk and a secret keyk. The encryption algo-
rithm PKE.Enc takespk, a message: as inputs, and outputs a
ciphertextc. The decryption algorithrRKE.Dec takes a secret
key sk and a ciphertext as inputs, and outputs the plaintext
or L. These algorithms are assumed to satisfy thép#f, sk)
= PKE.Gen()) then PKE.Dec(sk, PKE.Enc(pk,m)) = m for
any m.

1) IND-CCA Security: We review a standard security
notion for PKE: indistinguishability against adaptive chosen
ciphertext attacks (IND-CCA¥ecurity. We here describe the
IND-CCA security for PKE schem®KE based on the follow-
ing IND-CCA game between a challengérand an adversary
A.

Setup
C runs(pk, sk) < PKE.Gen()). C sendspk to A
and keepsk secret.

Phasel
A can adaptively issueecryption queries:. C
responds to a decryption quearpy runningm’ =
PKE.Dec(sk, ¢), and returningn’ to A.

Challenge
A sends two messagesng, m; such that
|mo| = |m1| to C. C randomly choosed €
{0,1} and sends a challenge ciphertext =
PKE.Enc(pk,m;) to A.

Phase2
A can adaptively issudecryption querieg in the
same way as ifPhaselexcept that the decryption
gueriesc must differ from the challenge ciphertext
c*.

Guess
A outputs a guest' € {0,1} and wins ifb = ¥'.

We define an advantage of in the IND-CCA game as
AdvpRE G (N) = | Pr[b = b'] — |, in which the probability is
taken over the random coins used Gynd.A. We say that the
PKE scheme&PKE is IND-CCA secureif, for any probabilistic
polynomial-time adversary, the function Advidgs o (A) is
negligible in \.

B. Identity-Based Encryption

Let A\ be a security parameter. Atentity-based encryption
schemeZ5€ [8] consists of four probabilistic polynomial-time
algorithmsZBE = (IBE.Setup, IBE.Ext, IBE.Enc, IBE.Dec).
The setup algorithmBE.Setup takes\ as input, and outputs
a public parameteparams and a master secret kewsk.
The extract algorithmBE.Ext takes params, msk, and an
identity ID as inputs, and outputs a decryption k. The
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encryption algorithmIBE.Enc takes params,|D, a message
m as inputs, and outputs a ciphertext The decryption
algorithm IBE.Dec takesparams, a decryption keyl,p and a
iphertextc as inputs, and outputs the plaintext or 1. These
algorithms are assumed to satisfy that(ifarams, msk) =
IBE.Setup(\) and dip = IBE.Ext(params, msk,|D) then
IBE.Dec(params, d\p, IBE.Enc(params, 1D, m)) = m for any
m.

1) IND-ID-CCA Security: We review a standard security
notion for IBE: indistinguishability against adaptive identity
and chosen ciphertext attack$ND-ID-CCA) security [9].
We here describe thEND-ID-CCA security for IBE scheme
IBE based on the followindND-ID-CCA game between a
challengerC and an adversaryl.

Setup
C runs (params, msk) < |BE.Setup()). C sends
params 10 A and keepsnsk secret.

Phasel
A can adaptively issueextraction queriesID
and decryption queries(ID,¢). C responds to
an extraction querylD by running dp
IBE.Ext(params, msk,1D) and returningdp to
A. C responds to a decryption quefiD,c) by

running dip = IBE.Ext(params, msk,ID) and
m’ = IBE.Dec(params, dip, ¢) , and returningn’
to A.

Challenge

A sends two messages,, m; such thatjmg| =
|m1], and an identity to be challengeB™ to C.
The challenge identityD* must differ from any
ID issued as extraction query ibhasel C ran-
domly choosed € {0,1} and sends a challenge
ciphertextc* = IBE.Enc(params, ID*, m;) to A.
Phase2
A can adaptively issue extraction queri®and
decryption querie§ID,c) in the same way as
in Phaselexcept that the extraction queri¢d
must differ from the challenge identityD*, and
decryption querieqID, ¢) must differ from the
pair (ID*, ¢*).
Guess
A outputs a guest € {0,1} and wins ifb = b'.

We define an advantage &f in the IND-ID-CCA game as
AdvEE% A (\) = | Pr[b = b'] — 1|, in which the probability
is taken over the random coins used Gyand A. We say
that the IBE scheme&ZBE is IND-ID-CCA secureif, for
any probabilistic polynomial-time adversary, the function

AdvTpe% A (M) is negligible in ).

C. One-time Signature

Let A\ be a security parameter signatureschemeSZg
consists of three probabilistic polynomial-time algorithms
SZIG = (SigGen, Sign, Verify). The key generation algorithm
SigGen takes A as input, and outputs a signing key and
a verification keywvk. The signing algorithmSign takes sk
and a message: as inputs , and outputs a signature The
verification algorithmVerify takes vk, a messagen, and a
signatures as inputs, and outputsccept or reject. These
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algorithms are assumed to satisfy thasf, vk) = SigGen(\)
then Verify(vk, m, Sign(sk, m)) = accept for any m.

1) OT-sEUF-CMA Security: We review a security notion
for one-time signature schemene-time strong existential
unforgeability against chosen message attackS-§EUF-
CMA) security [10]. We here describe tH@T-sEUF-CMA
security for signature schen#®. G based on the followin@T-
SEUF-CMA game between a challengérand an adversary
A.

Setup
C runs the ¢k, vk) < SigGen()). C sendsvk to
A and keepsk secret.

Query
A can issue asigning querym to C only once.
C responds to the singing query by running
o = Sign(vk, m) and returningr to A.

Forge
A outputs a paif(m*,o*).

We define the advantage of in the OT-SEUF-CMA game
as Adv25s 3T MA(N) = Pr|Verify(vk, m*, 0*) = accept A
(m,0) # (m*,0*)], in which the probability is taken over
the random coins used Iy and.A. We say that the signature
schemeSZg is OT-sEUF-CMA secureif, for any probabilistic
polynomial-time adversary, the functionddvgrg 4 ~"(\)
is negligible in\.

VI. TIMED-RELEASE CERTIFICATELESS

ENCRYPTION(TRCLE)

Vol. 6, No. 2, 2015

tpk, 1D, upkp, T and a message: as inputs, and outputs
a ciphertextc. The decryption algorithmDecrypt takes as
inputs params, tpk, pskip, uskp, dr and a ciphertext’,
and outputs the plaintextn’ or L. These algorithms are
assumed to satisfy thBtecrypt(params, tpk, pskp, uskp, dr,
Encrypt(params, tpk, 1D, upkp, T, m)) =m holds for anym,

if (tpk, tsk) = TS_Setup(A), (params, msk) = KGC_Setup()\),
pskip = PartialKeyGen(params, msk, D), (upkp, uskip) =
UserKeyGen(params, D) and dr = TR.Release(tpk, tsk, T)
hold.

A. Security

We can consider security against KGC, TS, receiver or
outsider. Since the TS security is implied by KGC security,
we present the three kinds of security.

1) Mal.LKGC Security: We introduce a security notion
for TRCLE: indistinguishability against adaptive identity and
chosen ciphertext attacks by key generation center (Mal.KGC
security. This security ensures that a malicious key generation
center, who has a master secret keyk, cannot obtain any
information of message from a ciphertext without a user secret
key uskp. We here describe thdMal.KGC security for a
TRCLE schemeT RCLE based on the followingvial. KGC
game between a challengérand adversary.

Setup
C runs (pk, tsk <+ TS_Setup(A\) and sends
(A, tpk, tsk) to A. A runs (params, msk) <
KGC_Setup(A) and sendgarams to C. C creates
an empty listList.

In this section, we introduce timed-release certificateless pPhasel

encryption(TRCLE) scheme and define its security models.

A TRCLE system consists of a key generation center
(KGC), a time server (TS), senders and receivers. The KGC
helps a receiver to generate a partial secret key corresponding
to an ID of the receiver. The TS periodically broadcasts a time
signal corresponding to the current time. A sender encrypts
a message using the ID and public key of a receiver, and
a time after which the ciphertext could be decrypted. The
receiver decrypts the ciphertext using the partial secret key,
the user secret key and the time signal corresponding to the

time designated by the sender.

Let A\ be a security parameter. Atimed-release certifi-
cateless encryption scherféRCLE consists of seven proba-
bilistic polynomial-time algorithmsf RCLE = (KGC_Setup,
TS_Setup, PartialKeyGen, UserKeyGen, Release, Encrypt,

Decrypt). The ke generation center's setup algorithm

KGC_Setup takes) as input, and outputs a publgarameter
params and a master secret keyisk. The time server’s
setup algorithmTS_Setup takes A as input, and outputs a
public key tpk and the corresponding secret keésk. The
partial secret key generation algorithRartialKeyGen takes

params, msk and ID as input, and outputs a partial secret

key pskp corresponding tolD. The user key generation
algorithm UserKeyGen takes params and ID as input, and
outputs a user public keypkp and a user secret keyskp
corresponding tolD. The release algorithnRelease takes

tpk, tsk and a time periodl’ as inputs, and outputs a time

signal dr. The encryption algorithnEncrypt takes params,

A can adaptively issue the following four queries.

Create User query
A sends ID, pskp) to C. WhenID is in List,
C returns upkp corresponding tolD. When

ID is not in List, C runs (upkp, uskp)
+  UserKeyGen(params,ID) and  stores
(ID, pskp, upkip, uskp) In List. C returns

upkp corresponding tdD.

Reveal Secret Key query
A sendsID to C. WhenlD is in List, C returns
uskip corresponding tdD. When ID is not in
List, C returns_L

Replace query
A sends ID, upk’,usk’) to C. When ID is in
List, C replaces ID, pskip, upkp, uskip) with
(ID, pskip, upk’,usk’). If usk’ = L1, C sets
usk’ = uskp When ID is not in List, C do
nothing.

Decrypt query
A sends (IDT,c) to C. WhenID is in List,
C runs dr < Release(tpk,tsk, T) and m <+
Decrypt(params, tpk, pskip, uskp, dr,c) and re-
turnsm. WhenID is not inList, C returns_L.

Challenge
A sends two messages,, m; such thatjmg| =
|m1|, an identity to be challengedD* and a
time period T7* to C. The challenge identity
ID* must differ from anylID issued as Replace
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queries in Phasel.C randomly chooses €
{0,1} and sends a challenge ciphertext =
Encrypt(params, tpk, D", upkip~, T*, my) to A.

A can adaptively issue the above four queries in
the same way aRhaselexcept that the Replace
gueriesiD must differ from the challenge identity
ID*, and the decryption querie8D, T',c) must
differ from the tuple(ID*, T*, c¢*).

A outputs a guest' € {0,1} and wins ifb = ¥'.

We define an advantage of in the Mal.KGC game as
AdvYREES 4(\) = | Pr[b = '] — 3|, in which the probability
is taken over the random coins used Byand A. We say
that the TRCLE schem&RCLE is Mal.KGC secureif, for
any probabilistic polynomial-time adversar§, the function

AdeaLKGC

Trece.A(A) is negligible in\.

2) Mal.Receiver Security: We introduce a security notio
for TRCLE: indistinguishability against adaptive identity and Adv

chosen ciphertext attacks by receiver (Mal.Receiver) security.
This security ensures that a malicious receiver, who has a 3) Outsider Security: We introduce a security notion for

partial secret keyskip and user secret keyskp, cannot obtain

schemeT RCLE based on the followingvial.Receiver game

between a

Setup

Phasel

challenger and adversary4.

C runs paramsmsk)« KGC_Setup()), (tpk, tsk)
< TS_Setup(A), and sendsJX; tpk, tsk) to A. C
createsan empty listList.

A can adaptively issue the following five queries.

Create User query

A sends ID, upkp, uskp) to C. WhenID is in
List, C do nothing. WhenID is not in List,
C runspskip < PartialKeyGen(params, msk, ID)
and storeslD, pskip, upkp, uskp) in List.

Reveal Partial Key query

A sendsID to C. WhenID is in List, C returns
pskp corresponding tdD. When ID is not in
List, C returns_L

Replace query

A sends (ID,upk usk’) to C. When ID is in
List, C replaces ID, pskip, upkp, uskip) with
(ID, pskip, upk’, usk’). If usk’ 1, C sets
usk’ = uskp When ID is not in List, C do
nothing.

Release query

A sendsT to C. C runsd < Release(tpk, tsk,
T) and returnsir.

Decrypt query

A sends (IDT,¢) to C. WhenID is in List,
C runs dr < Release(tpk, tsk, T) and m <«
Decrypt(params, tpk, pskp, uskp, dr, ¢) and
returnsm. WhenID is not inList, C returns_L.

Challenge

A sends two messages,, m; such thatimg| =

Phase2

Guess
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|m1|, an identity to be challengedD* and a
time period 7* to C. The time period T*
must differ from any T issued as Release
queries in Phasel.C randomly chooses €
{0,1} and sends a challenge ciphertext =
Encrypt(params, tpk, D" upkip~, T*, my) to A.

A can adaptively issue the above five queries in
the same way aPhaselexcept that the Release
queries T must differ from 7*, and the decryp-
tion queries(ID, T, ¢) must differ from the tuple
(ID*, T*, c*).

A outputs a guess’ € {0,1} and wins ifb = V.

We define an advantage gf in the Mal.Receiver game as
AdvNREEEMT (M) = | Pr[b = b — 3|, in which the probability
is taken over the random coins used Byand.A. We say that
the TRCLE schem& RCLE is Mal.Receiver secureif, for

n any I\E)robabilistic polynomial-time adversary, the function
al.Receiver
TRCLE,A

(M) is negligible in .

TRCLE: indistinguishability against adaptive identity and cho-
any information of message from a ciphertext without a timesen ciphertext attacks by outsider (Outsider) security. This
signaldr corresponding to the time designated by the sendessecurity ensures that a outsider, who has a public parameter
We here describe th#lal.Receiver security for a TRCLE params and tpk, cannot obtain any information of message
from a ciphertext without user secret keykp. We here
describe theutsider security for a TRCLE schem@RCLE
based on the followingutsider game between a challenger
C and adversary.

Setup

Phasel

C runs params msk)« KGC_Setup()), (tpk,tsk
+ TS_Setup()), and sendsgarams, tpk) to A.
C creates an empty lidtist.

A can adaptively issue the following six queries.

Create User query

A sends ID to C. When ID is in List,
C returns wupkp corresponding to ID.
When ID is not in List, C runs pskp <
PartialKeyGen(params, msk, 1D) and (uphp,
uskip) < UserKeyGen(params, ID), and stores
(ID, pskp, upkp, uskp) in List. C returnsupkp
corresponding tdD.

Reveal Partial Key query

A sendsID to C. WhenID is in List, C returns
pskip corresponding tdD. When ID is not in
List, C returns_L

Reveal Secret Key query

A sendsID to C. WhenID is in List, C returns
uskip corresponding tdD. When ID is not in
List, C returns_L

Replace query

A sends ID, upk’,usk’) to C. When ID is in
List, C replaces (ID pskp, upkp, uskp) with
(ID, pskpp, upk’, usk’). If usk’ = 1, C sets
usk’ = uskp When ID is not in List, C do
nothing.

Release query

www.ijacsa.thesai.org
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A sendsT to C. C runsdr < Release(tpk, tsk,
T) and returnsir.

Decrypt query
A sends (IDT,c) to C. When ID is in List,
C runs dr < Release(ipk,tsk, T) and m <«
Decrypt(params, tpk, pskip, uskp, dr,c) and re-
turnsm. WhenID is not inList, C returns_L.

Challenge
A sends two messages,, m; such thatimg| =
|m1|, an identity to be challengetD* and a
time period T* to C. The challenge identityD*
must differ from anyID issued as Reveal Par-
tial Key queries inPhasel.C randomly chooses
b € {0,1} and sends a challenge ciphertext
c* = Encrypt(params, tpk,|D*, upkip~, T*, my)
to A.

Phase2

Vol. 6, No. 2, 2015

Step 1: RunPKE.Gen on input to generatd pk, sk).
Step 2: Setupk;p = pk anduskp = sk.
Step 3: Return(upkp, uskp).

Release(ipk, tsk, T):
Step 1: RunlBE'.Ext(tpk, tsk, T') to obtaindr.
Step 2: Returni .

Encrypt(params, tpk, ID, upkp, T, m):
Step 1: RurSigGen on input\ to generatd sk, vk).
Step 2: Randomly choosg < {0, 1}/l ands, € {0,1}I™I.
Step 3: Computes = s1 & so B m.
Step 4: Compute;=IBE.Enc(params, ID, s1||vk).
Step 5: Computes=IBE’.Enc(tpk, T, sa||vk).
Step 6: Compute;=PKE.Enc(upk;p, s3||vk).
Step 7: Computer = Sign(sk, c¢1||ca||cs||ID]| T).
Step 8: Set = (¢y,¢o,¢3,ID, T, vk,0).
Step 9: Returre.

Decrypt(params, tpk, pskip,uskrp,dr,c):

A can adaptively issue the above six queries in Step 1: Parse asc = (¢, ¢, ¢3, ID, T, vk, o).

the same way aPhaselexcept that the Reveal
Secret Key querietD must differ fromID*, and
the decryption queriedD, T, ¢) must differ from
the tuple(ID*, T*, ¢*).

Guess
A outputs a guest' € {0,1} and wins ifb = ¥'.

We define an advantage of in the Outsider game as
Adv5EEee 4(\) = |Pr[b =] — 1|, in which the probability
is taken over the random coins used Byand A. We say
that the TRCLE schem& RCLE is Outsider secureif, for

any g)rqbabilistic polynomial-time adversary, the function
Adv§5EEEe 4(X) is negligible in ).

VII.

Here we present a generic construction of TRCLE schem

CONSTRUCTION

Step 2: If Verify(vk, c1||ca||cs||ID]| T, o) = reject , then
return_L and stop.

Step 3: Compute; ||vk’ = IBE.Dec(params, pskip, ¢1).

Step 4: Computes||vk” = IBE'.Dec(tpk, dr, ¢2).

Step 5: Computes;||vk”’ = PKE.Dec(uskip, c3).

Step 6: If vk = vk’ = vk” = ok’ , then returnm =
s1 D s @ sz else returnl.

B. Security of TRCLE
1) Mal.KGC security:

Theorem 1: If A is anIND-CCA secure public-key en-
cryption scheme anil is anOT-sEUF-CMA secure one-time
signature scheme, thdnis a Mal.KGC secure timed-release
gertificateless encryption scheme.

from PKE scheme, IBE scheme and one-time signaturéroof(Theorem 1) SupposeA is an adversary that breaks the

scheme.

A. Construction

Let A = (PKE.Gen, PKE.Enc, PKE.Dec) be a public-
key encryption schemd] = (IBE.Setup, IBE.Ext, IBE.Enc,
IBE.Dec) and IT (IBE’.Setup, IBE’.Ext, IBE’.Enc,
IBE'.Dec) be identity-based encryption schemes, and=
(SigGen, Sign, Verify) be a one-time signature scheme.

A TRCLE scheme I’ (KGC_Setup, TS_Setup,
PartialKeyGen, UserKeyGen, Release, Encrypt, Decrypt) is
constructed as follows.

KGC_Setup()):
Step 1: RunIBE.Setup on input A to generate(params,
msk).
Step 2: Returr(params, msk).
TS_Setup()):
St/ep 1: RunIBE'.Setup on input A to generate(params’,
msk').
Step 2: Settpk = params’ and tsk = msk’.
Step 3: Returr(tpk, tsk).
PartialkeyGen(params, msk, ID):
Step 1: RunBE.Ext(params, msk, ID) to obtaindp.
Step 2: Returni;p.
UserKeyGen(params, ID):

Mal.KGC security of I". We construct a simulatoB which
breaks thelND-CCA security of the PKE schemé using
A. Here we say a ciphertext = (c¢1,c¢o,c3,ID, T, vk, o)
is wvalid if Verify(vk, c1]|ca||cs||ID|| T, o) accept. Let
c* = (c},c5,c5,ID*, T* vk*, o*) be the challenge ciphertext.
Let Forge denote the event thad submits a valid ciphertext
¢ = (c1,c9,c3,T,ID,vk* o) as a Decrypt query t@ in the
Phase2, andSucc denote the event that wins theMal.KGC
game. We assume that issues at mosj distinct Create User
queries. We prove the following claims.

Claim 1: Pr[Forge] is negligible

Claim 2: |Pr[Succ A Forge] + 1 Pr[Forge] — 1| is neg-
ligible.

Proof(Claim 1) We assumé&orge occurs. Then, we construct
a forger 7 who breaksOT-sEUF-CMA security of the one-
time signature schemg, from A. The description ofF is as
follows.

Setup
F receivesvk™ from C. F runs (pk, tsk) <
TS_Setup()\) and sends (Xpk, tsk) to A.

Query
F respondsA’s four queries as the challenger
in the Mal.KGC game. If A happens to issue
a valid ciphertextc = (¢, co,c3,1D, T, vk*, o)
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as decryption query toF before Challenge in
the Mal.LKGC game, thenF simply outputs
(c1]lez|les||T||ID, o) as forgery and stops.
Challenge
If A outputs (my, my, ID*, T*) as challenge F
randomly chooses; € {0,1}I", s, € {0, 1}!™
andb € {0,1}, and computess = s; ® s2 @
my. ThenF computes; = IBE.Enc(params, ID*,
s1]|vk™), ¢5 = IBE' .Enc(ipk, T*, s2||vk™) andc;
= PKE.Enc(pubip~, s3||vk™), then issuesn*
(c1]]calles]|ID*|| T*) as signing query ta’ and
obtainsc*. Finally F returnsc* = (cj, ¢4, c3,
ID*, T*, vk*, o*) as the challenge ciphertext to
A.

Forge
If A issues a valid ciphertxt = (c1, c2, c3, ID,
T, vk*, o) as decryption query, thef outputs
(c1]|ez||es||ID]| T, o) as forgery.

F can forge the signature ifl issues a decryption query
that causes the eveRbrge. It, however, contradicts that is
OT-sEUF-CMA secure. ThusPr[Forge] is negligible. O

Proof(Claim 2) We construct an adversagywho breakdND-
CCA security of the PKE schem& using.4. The description
of B is as follows.

Setup
B receivespk™ from C. Then B runs (pk, tsk)
< TS_Setup()\) and sends (Npk,tsk) to A
and randomlychooses index € {1,2,---¢}. B
creates an empty ligtist.

Phasel
The response oB for A’s queries is as follows.

Create User
When a given query (IDuskp) is the i-th Cre-
ate User queryB stores (I} pskp, pk™, L)
into List and returnspk* as upkp. When
it is not the i-th, B runs (@pkp, uskp) <«
UserKeyGen(params, ID). Then B stores (I}
pskip, upkp, uskp) into List and returnsupkip.

Reveal Secret Key
WhenID is in List, if upkp = pk™, B stops and
outputs random bi’ and otherwise returnaskp.
WhenID is not inList, BB returns_L.

Replace
WhenID is in List, if upkp = pk™, B stops and
outputs random bit’. If usk’ = 1, B setsusk’
= uskp.Then it replacesID, pskip, upkip, uskp)
with (ID, pskip, upk’, usk’).

Decrypt
When ID is in List, if upkp # pk*, B
runs dr < Release(tpk,tsk, T) and m <+
Decrypt(params, tpk, pskp, uskp, dr, ¢) and
returnsm. If upkp = pk*, B responds as fol-
lows. If Verify(vk, c1||ca]|cs||[ID|| T, o) = reject,
then B returns L to A. Otherwise B runs
s1||vk’ <+ IBE.Dec(params, dp, c¢1) Sa||vk” «
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IBE’.Dec(tpk, dr, c3,) and issues decryption
query cs to C and obtainsss||vk"’. B returnsm
=51 @ sy @ s3 to A if vk = vk = vk”, and
otherwiseB returns L. to .A. WhenID is not in
List, B returns_L to A.

Challenge
If A outputs {ng, mi, ID*, T*) as challenge,
B runs (sk¥, vk*) < SigGen(\) and randomly
choosess; € {0,1}™ and s, € {0,1}™l
and runsci = IBE.Enc(params, D", s1||vk*)
and ¢; = IBE".Enc(tpk, T*, so||vk*) . Then B
computes M, [(s1 ® s2 ® mop)||vk*] and
M, = [(81 @sz@ml)ﬂvk*], and iSSUEéMQ,Ml)
as B’s challenge toC and obtains a ciphertext
c5. B runs o* = Sign(sk*, ci||cs||c5 1D T)
and returnse* = (¢, c5,c5, ID*, T*, vk*, 0*) as
challenge ciphertext tol.

Phase2
B responds to Create User query, Reveal Secret
Key query and Replace query in the same way
as in Phasel.B responds to Decrypt query as
follows.The followings are done in a sequential

way.
Stepl
If Verify(vk, c1]|ea||es||[ID]| T|,0) =
reject, then B returns L and skips
step2~4.
Step2
If vk = vk*, then3 stops and outputs
random bitd’.
Step3
If c3 = c3, thenB returns_L.
Step4
B responds in the same way as in
Phasel
Guess If A outputs a bit, ther8 outputs the same bit as
its guess.

We consider theB’s simulation of the response to de-
cryption queries inPhase2. In the case oferify = reject
in Stepl, B returns L in the same way as in our Decrypt
algorithm, and then it perfectly simulates the challenger in
Mal.KGC game. In the case afk = vk* in Step2, the event
Forge occurs. In the case ef = ¢} in Step3, since; equals
to ¢, the decryption oks is My = [(s1 @ s2 @ mo)||vk*] or
My = [(s1 @ s2 ® mq)||vk*]. However, sincevk # vk*, the
decryption ofc is L, and thenB simulates perfectly. In the
case ofcs # c3, B can issue the valid decryption quety to
C.

If the eventForge does not occurs3 perfectly simulates
the challengers in théND-ID-CCAts game. LetSuccP*é
denote the event thd@ wins theIND-CCA game.

We see that
1
Adv%%CCA = | Pr[Succ”*¢] — §|
1 1
> |5 (1-)
q

— 1 1 1
+ (Pr[Succ A Forge + 3 Pr[Forge]) - — — 5|
q
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— 1 1
= |Pr[Succ A Forge + 3 Pr[Forge| — §| it
q

Adv'\% is negligible since we assum is IND-CCA
secure. Therefore,Pr[Succ A Forge + 1 Pr[Forge] — 1] is
o

also negligible.
We see that

Adeal'KGC

1
A | Pr[Succ] — §|

1
= | Pr[Succ A Forge] — 3 Pr[Forge]

1 - 1
+ 3 Pr[Forge] + Pr[Succ A Forge] — 5\

1
< |Pr[Succ A Forge| — 3 Pr[Forge]]
1 1
+ | Pr[Succ A Forge] + 3 Pr[Forge] — §|
1
< 3 Pr[Forge]

1 1
+ | Pr[Succ A Forge] + 3 Pr[Forge] — 5|

Adv)"€®C is negligible fromClaim 1 andClaim 2. This
completes the proof ofheorem 1 a

2) Mal.Receiver security:

Theorem 2: If II' is an IND-ID-CCA secure identity-
based encryption scheme ahdis an OT-sEUF-CMA secure
one-time signature scheme, thEnis a Mal.Receiver secure
timed-release certificateless encryption scheme.

The proof is almost the same as that I¥D-ID-CCAcr
security in [3].

3) Outsider security:

Theorem 3: If IT is anIND-ID-CCA secure identity-based
encryption scheme anl is an OT-sEUF-CMA secure one-
time signature scheme, thdnis a Outsider secure timed-

release certificateless encryption scheme.

The proof is almost the same as that IND-ID-CCAcr
security in [3].

VIIl. CONCLUSION

(1]
(2]

(3]
(4]

(5]

(6]

(7]

(8]

(9]

[20]

In this paper, we introduced a notion of TRCLE and defined

Mal.KGC security,Mal.Receiver security andOutsider secu-

rity. Moreover, we showed a generic construction of TRCLE

in which a constructed scheme achieves those security if the

primitive PKE scheme i$ND-CCA secure, the primitive IBE
schemes aréND-ID-CCA secure and the primitive one-time

signature scheme @T-sEUF-CMA secure.
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