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Abstract—With the growing demands of system automation,
technology integration, and non-human intervention technique,
Internet-of-Things (1oT) has evolved as a boon and value-added
services over pervasive computing. loT comprises a highly
complex system that integrates ubiquitous computing with low-
powered data capturing devices via a gateway. Along with
various forms of unimaginable advantages, 10T is also associated
with a huge list of ongoing problems. The prime objective of the
paper is to gauge the effectiveness of existing works of literature
being carried out towards mitigating the issues of 10T. The paper
illustrates the most frequently explored research topic and less
regularly explored topic in 10T for providing a true picture of
existing research trends. The paper also idealizes some of the
research gaps that have been extracted after reviewing the
existing literature.
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I.  INTRODUCTION

The area of network and communication system is in the
faster process of evolution and has witnessed tremendous
advancements in its technologies in most recent years. loTor
commonly known as loT is one of such technological
advancement, which has been born by the amalgamation of
network and various forms of devices to capture data [1].
Technically speaking, 10T is a sophisticated network of low-
powered embedded devices with the large connectivity of the
network. Fig.1 shows one of the typical schemas of loT. The
schema shows four different top-down layers. The bottom layer
is the sensors, which is responsible for capturing the raw
information from the environment, which is connected to the
IoT devices in the next upper layer. The data is finally
aggregated from loT devices and forwarded to the wired or
wireless terminal, which uses gateway services to process the
data to the top layer. The top layer is the data center which
offers various forms of cloud-based services over the internet
to the users [2]. Hence, 10T primarily assists the sensors to
capture the information and forward it to the user using cloud
services [3]. However, 10T is not that easy as it seems like. The
term thing in 10T is not necessarily sensors; it could be any
form of a low-powered device. However, it should be
understood that 10T is a very futuristic technology that enables
fair communication between two different kinds of machines
with the incorporation of the higher degree of system
automation and thereby avoid intervention from human [4].
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Fig. 1. loT Typical Schema.

Usage of 1oT will lead better task automation, better return
on investment, however, it is also associated with issues, e.g., i)
10T doesn't provide any standardization for tagging, ii) 10T has
the most challenging complexity in its system design ( a minor
fault in the system will result in entire malfunction), iii)
privacy and security standard could be easily compromised, iv)
device compatibility is another severe issues in 10T, and v) lack
of human intervention. Although IoT is a very novel
technology, it is also one of the burning topics among the
researchers. Hence, this paper intends to understand the
existing research work towards 10T and targets to understand
the effectiveness of the existing research contribution. The
prime contribution of this paper is to identify the scale of the
effectiveness of existing research work. Section 11 discusses the
important information pertaining to loT very briefly with
respect to its essential characteristics and existing frameworks.
The standard loT architectures are discussed in Section IlI.
Section IV discusses existing survey work in 10T followed by
existing research trends in Section V. Section VI addresses the
research gap identified from critical analysis of existing
research trend in 1oT. Finally, Section VII concludes the paper
with the idea of future work.
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Il. ESSENTIALS OF IOT

IoT is one of the upcoming trends of technological
advancement, which has started created news right from now.
loT is the connectivity of various forms of electronic devices,
which are terms as the thing with a unique identification. This
electronic device senses certain physical attribute, process them
using various software and transmits the information using
heterogeneous or homogeneous networking protocols [5]. The
prime purpose of 10T is not only to sense but also to perform
certain controlling mechanism over the things remotely. loT
essentially creates a bridge between computing and the
physical world. The application areas of 10T involves smart
cities, home automation, smart manufacturing, health care,
wearables, automotive, transportation, etc. [6]. Various
technologies assist in enabling the operationality in loT
applications. RFID (Radio Frequency lIdentification) is one of
the best enabling technology in IoT that connects various
objects with internet [7]. Near-Field Communication is another
enabling technology of loT applications [8]. The existing
system also uses cost-effective communication schemes, e.g.,
QR codes, optical tags, etc. [9]. Bluetooth and sensors are the
most recent evolution of the existing enabling technologies of
IoT. Along with novelty, cut-edge features, there are
associated challenges with loT.

A. Characteristics of loT

The application that uses loT basically encounters various
challenging scenarios (discussed in the next sub-section).
Owing to the nowvelty in the technology, it is essential to
understand the most critical characteristics of 10T, which are as
discussed briefly as follows,

o Usage of Intelligence: The fundamental design principle
of 10T is based on autonomous control and Ambient
Intelligence. The future applications of 10T are expected
to be highly self-organization with the interoperable
virtual object, where circumstances, context, and
environments play a significant role.

e Seamless Connectivity: The different embedded devices
that are connected by loT are required to possess
undisturbed accessibility.

e Potential Sensing Capability: Sensing a particular
physical world attribute is one of the essential features
of 10T. The sensed data are considered as input for the
majority of loT applications.

e Massive Number of things: The upcoming IloT
comprises of connectivity of more than millions of
sensing and controlling devices.

e Energy Efficiency: Incorporations of the higher degree
of energy conservation is another significant feature of
0T as the majority of the loT applications operate on
adverse environmental condition that calls for
unattended operation.

e Secure Network: Owing to the inclusion of multiple
forms of networking and data processing protocols,
potential security features become one mandatory target
inloT.
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B. 10T Frameworks:

The framework involved in 10T assists in formulating the
interaction between the devices (or things) and permit for
better-sophisticated supportability of distributed computing.
Some of the well-known structures of 10T are:

o Jasper: It is one of the frequently used frameworks that
provide an operational platform of rending the
communication system among the devices. It is used on
automotive applications in 10T utilizing the cloud. The
framework assists car manufacturing organization to
surveil the defects, insignificant correctness features in
automotive. It also checks for successful security
incorporations  in  transportation. A  reputed
organization, e.g., GE aviation, Coca-Cola, Audi, etc.
already use Jasper for offering better services in their
products [9].

e Arrayant: It is a form of the framework that assists in
connecting the services or products with the
manufacturer using the internet. It is delivered along
with the framework with respect to SaaS. It also
consists of a managed cloud for assisting device
connectivity, software toolkits for developing web
applications, and software library to connect the device
with service on the internet [10].

o AggreGate: It is a computational framework that is
used for managing various forms of embedded devices
with multiple forms of data. It is mainly used in the
manufacturing organization. Along with controlling
various devices, it also offers automation, network
management, monitoring attendance, managing data
center, managing fleet, controlling sensor network,
management of the mobile device, and controlling
physical access [11].

o Xively: It is another frequently used framework for loT
that has the potential to connect any devices for
carrying out communication with other particular
devices using the internet. It also offers a cloud-based
service (e.g., PaaS) for loT-based services, e.g., data
services, security engine, directory services, etc. Xively
can be used with open source libraries with hardware
and various APIs [12].

e Carriots: It is a software framework with the
uniqueness of application hosting and features of PaaS
for 10T applications. The framework is known for its
capability of collecting valuable data from the devices
and then processes it to make it suitable for a specific
IT infrastructure. It is characterized by custom alerts,
device ~management, SDK applications, API
management, data export, etc. [13].

e Everything: It is another typical loT framework that can
access data and control any for any physical devices. It
can perform integration of tags, SDK, and controllers.
The administration, as well as analytics, also
characterizes it. This framework is used for real-time
data management, managing various product
connections, integration with multiple forms of
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hardware devices connected with internet, Cloud PaaS,
Analytics and Administration, and security (or access)
control [14].

I1l. 10T ARCHITECTURE

The architecture followed by an organization to undertake
loT solution for their business to run is termed as Reference
Architecture. It is a customizable architecture that defines the
essential characteristics of required performance, critical
functional requirements, execution, and security incorporation
with industry-based standards [15]. Fig.2 highlights existing
reference architecture of 10T, which is the base of all the well-
defined architectures. One of the essential blocks of this
architecture is called as Reference Model, which is again build
up by three components, i.e., business vision, IoT Reference
Model, and IoT Reference Architecture. The usage of loT
Architectural Reference model is shown in Fig.3, where it can
be seen that it acts as enabling loT architectural schema in
system design of loT-based applications. The system design,
however, takes the input from the use cases and requirements

Vol. 9, No. 9, 2018

which depend on the business concerns. The system design is
also enabled by significant engineering strategies of usage of
multiple technologies to make it operational. All these
processes finally lead to the generation of concrete architecture
for a specific, concrete architecture of 10T. The business vision
component comprises all the essential requirements of business
that finally acts as the industry standard to control the
architecture. The component of the Reference Model furnishes
higher abstraction level for supporting a comprehensive
understanding of 10T domain. The component of the reference
architecture is considered as the building block of all the major
architectures of 10T. Various existing architectures, concerns of
business as well as solutions are considered as input for
existing 10T Architectural Reference Model via SOTA
(Software updates Over The Air) using cloud services. After
performing extrapolation, all these preliminary requirements
transform itself into a single and joint requirement for
reference architecture of 10T. Hence, the most critical part of
the 10T architecture is to perform a unified understanding of
multiple domains of 10T in terms of modeling.

Implementation

Existing Soft dates Over The Ai
. oftware updates Over e Alr
Architectures P P
& Solutions
Multiple Best Practices
organization
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Fig. 2. Existing Reference Architecture of 10T [15].
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Fig. 3. Formation of Concrete Architecture [15].
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Fig. 4. High Level Design of loT Reference Architecture [15].

The high-level design of loT reference architecture is
showcased in Fig.4. The backbones of this design level are two
important controlling, i.e., i) dynamic modeling and ii)
functional modeling. The first form of modeling results in
Reference Model while the second form of modeling assists in
Reference Architecture. One interesting feature of loT
architecture is also to provide use cases along with the
generation of concrete architectures for a specific application.
Another benefit of this architecture is its response system that
provides the feedback of inconsistencies (if present within the
architecture).

The design of the 10T reference model is carried out using
the approach of the Spiral model[16]. The process of
abstraction being carried out in higher level with respect to the
domain is carried out using industry standard methodology,
e.g.,, SysML [17], Model Driven approach [18], Aspect
Oriented approach [19], and Pattern based approach [20]. Out
of all these methodologies, Model-driven approach is widely
used in the development of 10T architectures. The prime task of
Model-driven approach is to transforms any platform
independent model to platform-specific model. The aspect-
oriented approach is another frequently used methodology in
loT architecture design which performs segregation of all
critical supporting functions from the core logic of function in
loT architecture. The pattern-based approach is another
frequently selected method in designing loT architecture. It
mainly reutilizes various recursive solutions to sort out
generically evolved issues in 10T architecture functionalities.
The following Table.l gives the recently adopted
methodologies for 10T architecture.

TABLE I. FREQUENTLY USED THE METHODOLOGY IN 10T

ARCHITECTURE

Methodologies Responsibility

Model-Driven Transformation for generic to specific architectures

Aspect-oriented Functionality delineation

Pattern-based Testing method efficiency

Hence, deployment of 10T architectural model significant
uses design patterns to make the implementation lot easier.
Therefore the advantages of the use of existing 10T Reference
architectural Model are as follows:

e Cost Effective deployment: 10T architecture provides a
universal ground for multiple 10T system on one single
loT Reference Model.

e The capability of Cognition: 0T architectures can
provide significant information about the generated
architectural robustness.

e Easier Deployment: It can generate various specific
concrete loT architectures that make the decision of
implementation quite easier.

e Benchmarking: The reference model of loT
Architecture can be used as benchmarks for the
application specific 10T architectures.

IV. EXISTING SURVEY WORKS IN IOT

This section discusses the existing survey work in the loT
domain to find the proliferation and advancement of research
work in the same field. As IoT is one the most interesting
research topic, it has attracted various researchers in the past to
undergo investigation on the same. There are around 17 review
papers associated with 10T issues and advancement; however,
the present paper disucssesl3 most relevant survey paper on
10T published most recently. However, judging the informative
contents of the survey paper was the most difficult one. Hence,
we choose to use a Likert scale of 1-5 (1-less information to 5
in more informative) to understand the following informative
parameters,

e P represents extents of theoretical discussion

e P, represents the extent of the
discussion

implementation

e P3 comparative discussion of multiple studies

e P, identification of research gap
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TABLE II. EXISTING SURVEY WORK ON 10T TABLE Ill.  RESEARCH ARCHIVES IN SPRINGER FOR 2010-18
Year Author P; P, | Ps | P4 Chapter 71,022
2010 Atzori etal. [21] 5 1 |0 |0 Atticle 24,939
2010 Yangetal. [22] 5 0 |0 |o Protocols 110
2013 Aggarwal et al. [23] 5 1 0 0 Reference work entry 1134
2013 | Said and Masud [24] 3 (1 [0 |o gggt — ig
2013 Perera et al. [25] 4 3 2 1
5813 mhr:go;;;tz:‘ [[22;3]] ; g 8 g TABLE IV.  RESEARCH ARCHIVES IN SCIENCEDIRECT FOR 2010-18
2014 Pande & Padwalkar [28] 2 0 0 0 Year No. of Journals
2014 Shah & Ambareen [29] 2 0 0 0
2015 | Gazis etal. [30] 2 [0 [0 |0 2010 2566
2015 Botta et al. [31] 3 3 0 0 2011 2014
2015 Fremantle & Scott [32] 2 3 1 0
2015 Karagiannis et al. [33] 2 |1 [0 |o 2012 3113
2016 Bizanis & Fernando [34] 2 3 1 0 2013 3439
2016 Luong et al. [35] 4 4 2 0
2017 Akpakwu et al. [36] 5 3 |1 |1 2014 4051
2017 Al-Turjman[37] 1 2 0 0 2015 4736
2017 Ni et al. [38] 4 4 [1 [0
2017 Xu etal. [39] 2 4 |1 |0 2016 5032
2017 Verma et al. [40] 4 4 1 2017 6167
2017 Tokognon et al. [41] 2 4 1 0
2017 Sezer et al. [42] 4 3 1 0 2018 5353
2017 Udoh and Kotonya [43] 4 0 0 0
2018 Alioto and Shahghasemi [44] 4 3 1 0 Table 3-4 shows the amount of the existing research work
2018 Jeon et al. [45] 2 4 |1 |0 being carried out in Springer and ScienceDirect. Reputed IEEE
2018 McKee et al.[46] 1 |1 J0 |O Xplore was found to exhibit the hit of 23,168 manuscripts with
2018 Saari et al. [47] 1 |1 /0 |0 the keyword “Internet of Things” published between 2010 and
2019 | Benkhelifa et al [48] 1 ]2 |0 JO 2018, where there is 18,434 conference paper, 3,889 journals,

The objective of our search for the survey paper was
essential to understand the best work done to date in the form
of implementation and unsolved problems with respect to the
research gap. Table 2 will give a complete highlight of our
investigation for existing review papers on loT.

Table 2 shows that review work done by Perera et al. [25]
is the only work to date who have discussed the identification
of the research gap. There are only two researchers Fremantle
& Scott [32] and Perera et al. [25] found to address the
comparative analysis of multiple priorly presented research
work. Apart from work done till the year 2015, there is a
diversified area on which survey was carried out with respect
to loT. The different categories are software-defined network
(Bizanis & Fernando [34]), data aggregation (Luong et al.
[35]), 5G (Akpakwu et al. [36]), localization (Al-Turjman
[37]), security of fog computing (Ni et al. [38]), clustering
techniques (Xu et al. [39]), analytics (Verma et al. [40]), etc.
However, more work in focused on communication and its
associated performance, but less towards security approaches.
All the survey papers published to date has more emphasis on
the theoretical aspects of IoT with a lesser context of
discussing implementation work by other researchers from the
viewpoint of solutions.

V. EXISTING RESEARCH TRENDS

This section discusses the exiting research trends in loT
application. The prime reason for this attempt is to understand
what is the scale of the effectiveness of the investigations that
have been already made. To adhere to the standard of research
manuscript, we investigated the availability of research papers
from only reputed international Journals only.

551 early access articles, and 275 e-books. With similar
keywords, there are 20, 928 journals in Science Direct, 24, 939
Journals on Springer, and 25, 250 journals in ACM Digital
Library. The above values are approximated owing to the
match with the keywords. The relevancy of the actual content
is quite less when appropriately checked with the numbers and
abstract of such massive numbers. Below sections and
discussion in it will give the correct values of existing research
trends in 1oT.

A. Frequently Investigated Problems

At present, there is a certain research area which has
successfully received the attention of the research
communities. This section discusses the problems that have
been investigated most frequently in the area of IloT
applications.

e Cloud-based Integration: Cloud is the prime backbone
of the loT-based applications. Lopez and Macias [49]
have carried out a study of 10T framework considering
cloud as the major component is the framework. A
unique study carried out y Poorter et al. [50] has
presented a technique which leverages SOA (Service-
Oriented Architecture) of loT, where cloud services
play crucial roles. The study conducted by Mitton et al.
[51] has also emphasized on the joint integration of
wireless sensors as well as cloud using simulation-
based study. Kim et al. [52] have developed another
joint integration of cloud and mobile networks using
game theory. The studies have also focused on resource
allocation  dynamically. The significance  of
virtualization in the cloud has been emphasized by
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Abeele et al. [53] by integrating with the sensor
network. Hence, there are various archives in reputed
journals with more number of publications being
focused on the integration of cloud and sensors mainly.
However, there are various other computing devices
which could also be used to be integrated with the cloud
apart from sensors, which has not been focused on
existing studies.

Data mining Services: Emphasis on data mining and
existing techniques of data mining approaches over loT
can be seen in the most recent review of Chen et al.
[54]. This paper has reviewed more than 100
publications that have focused on implementing data
mining techniques over cloud integrated with loT
domain. Khan et al. [55] have focused on analytics of
large and heterogeneous data over the cloud to be used
in loT applications. Bin et al., [56] have also discussed
various research trends on the usage of data mining on
IoT applications. The authors have discussed various
standard data mining models that are frequently used in
10T. Deployment of semantics in knowledge-extraction
process was seen in the study of Bove et al. [57]. The
authors have applied it to the RFID based network in
I0T. Hachem et al. [58] have studied various schemes
of ontologies in loT. The study has essentially
discussed three forms of ontologies used in 10T, i.e.,
global ontology, device ontology, physics domain
ontology, and estimation ontology. Serrano et al. [59]
have discussed prominent challenges in loT with
respect to interoperability on semantics. Cretu [60] have
presented a semantic web-based application for smart
cities of 1oT. Hence, numerous studies have repeatedly
been investigated in exploring better data mining
approaches in 10T,

Middleware-based approach: Integration of large
network with numerous devices to capture data is the
prime function of loT, where middleware plays a
crucial role in data processing, load balancing, and
security management. Work done by Huo et al. [61] has
discussed the significance of middleware-based
application. Such forms of studies were mainly focused
on interoperability and issues associated with the
integration of the 10T devices. Lim and Park [62] have
developed unique middleware services for performing
the sharing of significant resources while integrating
cloud and sensors in loT-based applications. Hachem et
al. [63] have introduced a novel middleware system that
is motivated by service-oriented architecture in loT.
The middleware was used for mainly governing a large
number of the mobile devices in loT applications.

B. Less Explored Problems

There are few problems in loT that has been less
emphasized in the research area of 10T. Following are some of
the problems that have received quite a less attention in the
research work.

Bandwidth Issues: It should be noted that 99% of the
applications over 10T runs over wireless connectivity.
The system allows machine-to-machine communication
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using existing wireless standards, e.g., Bluetooth, LTE,
WLAN, RFID, etc. IoT comprises numerous consumer
devices that are connected via the internet. The existing
commercial users who depend on wide area network
will need to expand their channel capacity soon to fill
the gap in bandwidth. At present, the usage of the
mobile application, services, and the network is
tremendously on the rise and is already creating havoc
in traffic management. However, adding to data
communication in 10T will further increase the channel
capacity, which is quite practically difficult to increase
or manage. Moreover, in reality, less than 1% of the
available bandwidth existing in the network is being
utilized in loT application. Most recently, the need of
larger amount of bandwidth in loT-based applications is
supported by the 3G/4G network. However, it cannot
support the integration of the heterogeneous physical
devices in 10T, e.g., sensors. The networking and
telecommunication services at present don’t bear
enough capacity to carry the increasing load of traffic of
10T. Bandwidth is one of the significant factors that can
potentially impact the performance of 10T applications.
The preliminary impact of poor bandwidth will come
over data center. Although data centers are there for
massive storage, it is not ready for incoming or
outgoing data transmission from IoT based applications.
It is quite challenging to understand as if 1000 sensors
producing data on every one second if 10T comes in
commercial usage. Hence, such forms of loT data
transmission may result in high degradation enough to
jam the entire services to one data center in 1 day itself.
This example is cited only for the sensor network;
hence it is almost nightmare to consider other forms of
sensing device which captures and transmits data in
every second. Hence, although there is massive research
work done over conventional bandwidth management
system in the normal network as well as cloud, it is
essential to emphasize even for 10T also, which has not
received considerable attention.

Energy Issues: The loT devices are majorly low-
powered hardware with resource constraint. A closer
look into the existing works of literature found that 85%
of the existing research work has been focused on using
wireless sensor network and rest 15% towards RFID in
loT domain. A battery with limited lifetime powers
both the forms of devices (sensors and RFID
reader/tags). In a wireless sensor network, it is said that
the core design of the sensor is built based on the radio-
energy model [64]. According to radio-energy model, it
is believed that energy parameter is closely linked with
communication in one sensor. This will mean that if the
energy dissipates unwantedly than the communication
will degrade too thereby reducing the network lifetime
of sensors. The biggest problem in loT pertaining to
sensors is related to heterogeneous profiling of its
devices. Energy consumption for sensors is quite
different from that of the RFID-based device as well as
mobile devices. Hence, although at present we have
solution towards controlling energy drainage, it is the
only applicable inhomogeneous network. No standard
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energy aware technique can ensure an efficient
controlling of power dissipation. Moreover, such
devices are often free from human intervention, which
will mean that if the devices are saturated with its
battery drainage than there is no way that it can be
physically or remotely recharges. Although there is an
exception in this case too owing to energy harvesting
technologies. However, even energy harvesting
technology will require standard external storage and a
robust algorithm to decide the need for charging
dynamically, when needed. A simple node doesn't have
that much memory to execute such complex and
sophisticated algorithms. Hence, there is a more
significant gap between memory, energy, and
computational requirements in loT devices. Although
there is extensive literature approximately 71,117
published between 2010-2018, there are few research
implementations towards conserving energy control
over loT-based applications.

e Security Issues: Security has always been a constant
concern right from the beginning in loT-based
applications. At present, there are more than 10,000
research papers published in the last five years related
to security protocols in a wireless network, but very few
studies that have proven robust security techniques over
loT-based applications. To enable a better range of
security, it is essential that 10T devices must have better
access control mechanism, robust and scalable firewall
system, effective intrusion detection/prevention system,
and potential and fail-proof authentication of loT
devices with secured booting of devices. Researchers
have addressed none of these in the last five years or
before that. Owing to the inclusion of heterogeneous
devices, it is almost impossible to develop a generic
algorithm that can provide full-fledged security
solutions to the entire ranges of loT devices. Hence,
developing a robust security protocol for 1000
(example) sensors of different types will be a huge
expenditure and is quite infeasible owing to integration
problems or data processing problems. Moreover, there
is no assurity that the developed security protocol can
resist the potential threats over the internet, a place
where almost every day, thousands of malicious Trojans
takes birth and reproduce in the network without even
any single alarms. Moreover, there is a bigger trade-off
between the security protocols and communication in
existing loT applications. There is a need for the cost-
effective solution, which is quite a far from really
looking into the existing trends of solutions. Usage of
AES, SHA, DES and all form of cryptographic
algorithms are already in use, which is already reported
of various security threats. Moreover, the dependency
of cloud-based services posses another reason for
security breaches in 10T applications.

Hence, it is important to understand the extent of research
work being carried out in the above three areas in 10T, which
have received less attention.

1) Studies on Bandwidth Issue: Bandwidth plays an
important role in the communication module of IoT. Table.5
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highlights the existing studies in bandwidth issues in loT. At
present, there have been various studies that have focused on
bandwidth issues on WLAN [65] along with an emphasis on
bandwidth allocation schemes [66]. There are also studies
focused on optimizing bandwidth on wireless sensor network
[67]. However, studies on bandwidth management in loT are
quite a few to find. This section will discuss 11 research papers
that are found to be associated with bandwidth management in
10T. Jin et al. [68] have discussed the emergence of various
impediments that calls 10T to possess more work towards
bandwidth management. Authors have also theoretically
discussed 4 types of architecture, i.e., ubiquitous network,
application layer overlay network, autonomous network,
service-oriented network. Athreya et al. [69] have presented a
technique that allows the devices connected in 10T to organize
themselves. The authors have also presented an empirical
formulation of self-adaptation with reprogrammable interfaces.
The [69] framework analysis and control agent that is
connected with radio agent and link agent are given mainly to
perform self-organization of 10T devices. In the end, the
authors have also discussed the various challenges associated
with self-configuration of self-organization of 10T devices.
Studies considering the wireless sensor network and its
possible involvement in 10T are seen in the work carried out by
Zhou et al. [70]. Although the work has focused on minimizing
energy consumption among the sensors, the study was
performed with a problem identification of bandwidth
allocation. The authors have presented simple empirical
modeling with outcome tested using energy. Deepalakshmi and
Rajaram [71] have introduced a tree-based technique to reserve
a good amount of bandwidth in the multistage network like
IoT. Xu et al. [72] have addressed the bandwidth problems in
an loT-based multimedia streaming application using delay
parameter over the sensor network. The outcome of the study
was also compared with a round robin to find reduced
computational complexity. Most recently, a research paper of
Zachariah et al. [73] has discussed the practical problems of
10T, which is related to the gateway between software and
hardware. This problem has a close connection with the 10T for
not supporting devices with low-bandwidth. The authors have
used the protocol of Bluetooth (IEEE 802.15.4) for profiling
gateway. Saeed et al. [74] have presented a novel technique
that supports the integration of multiple 10T devices with a
focus on task scheduling. Thomas and Irvine [75] have carried
out an investigation of bandwidth allocation consider LTE
networks as well as the sensor network. Khan et al. [76] have
presented a technique for reserving bandwidth over the cloud.
The concept is very much close to 10T applications. Jun et al.
[77] has developed a scheme for bandwidth allocation for loT
along with cloud using game theory. Yang et al. [78] have
discussed the dependencies of the bandwidth factor with
respect to 10T based applications. The recent work carried out
by Xu et al. [79] has addressed the usage of orthogonal
frequency division multiplexing for optimizing the use of
bandwidth over noisy channels connected with 1oT-device.
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2) Studies on Energy Issues: Majority of the devices
connected in loT are operated in low power with batteries,
whose lifetime is quite limited. In the existing system, there are
various mechanisms that address the issues of energy
consumption. There is couple of studies that correlates energy
problems with wireless sensor network [80], [81], [82], [83],
[84].

Studies concerning the control and management of energy
in the viewpoint of loT applications are less significant in
existing works of literature. Table 6 discusses the existing
studies on energy management in l1oT. Karnouskos [85] have
discussed the smart grid applications and discussed the
prolonging challenges in 10T. A similar direction of the work is
also carried out by Weiss [86]. Sun et al. [87] have presented a
scheme that can govern the energy consumption owing to
frequent dynamics of the duty cycle with respect to the sensor
network. The authors have discussed a greedy technique to
accomplish energy conservation. Machado et al. [88] have
presented a unique communication protocol in 10T, where the
quality of the established link decides the richness of the
communication. The study outcome was found with increased
packet delivery ratio with energy efficiency. Gorlatova et al.
[89] have presented a technique that harvests energy from the
kinetic sources on 10T devices. The authors have used real-
time prototypes of sensors to perform energy management.
Devasenapathy et al. [90] have investigated the possible
influence of directionality of antenna as well as energy
harvesting on 10T devices. The study introduced a technique to
understand the amount of energy required for exploring
neighbor nodes. Pabbuleti et al. [91] have essentially
investigated some of the prominent security aspects and
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developed a framework to evaluate the amount of energy
required to process it. Usage of WLAN is one of the cost-
effective solutions for powering up the low powered devices to
lI0T. The study introduced by Kellogg et al. [92] is of similar
direction. The authors have used real-time Wi-Fi routers to
investigate the rate of communication. The performance
parameters of the study were tested with the data rate, which is
found to decrease with an increase of the distance between the
IoT devices and WLAN router. Bin and See [93] have
presented a design of control system using a middleware
system. Kim et al. [94] have presented a unique framework of
energy management for home automation applications in loT.
The study is found to use middle-based approach for
conserving energy. The implementation of the study is made
over real-time hardware for optimizing power requirements
over the photovoltaic panel. Hence, there are various studies
that have focused on energy management of the IoT enabled
devices in terms of networking. Conserving the maximum
amount of residual power is extremely important for loT
enabled applications pertaining to healthcare and industrial
automation.  Alsaryrah et al. [95] have presented an
optimization-based solution towards addressing the energy
problems in 10T. Mozaffari et al. [96] have also presented a
technique of energy efficiency considering the case study of
aerial vehicles. The recent literature by Roy et al.[97] have
presented a discussion on sustainable 10T factors where a
communication strategy has been presented to support loT-
based communication. Shafique et al. [98] have discussed the
importance of energy harvesting in loT devices using
Rectenna-based approach. A complete prototype has been
designed and fabricated for this purpose.

TABLE V. EXISTING STUDIES ON BANDWIDTH ISSUES IN [OT
Authors Techniques Advantages Limitation
Jin et al. [68] Conceptual Discussion about Theoretically sound discussion No focus on implementation

network architectures

Framework for Self-

Athreya et al. [69] Configuration 10T nodes

Empirical Modelling

No focus on implementation

Empirical modeling of bandwidth

Zhou et al. [70] allocation

Reduced bit-error-rate

The outcome doesn't discuss data delivery, No
comparative analysis, and complex computational process
due to the iterative method.

Deepalakshmi and
Rajaram [71]

Tree-pruning for bandwidth
management

Better delay performance

Applicability of this algorithm in the heterogeneous
network, e.g., 10T is not discussed.

Xuetal. [72] Resource allocation, delay-aware

Reduced computational complexity

The study is done considering homogeneous sensor
network.

Bluetooth based gateway

Zachariah et al. [73] profiling

low bandwidth

Technique supports 10T devices with

Numerical Outcomes and Analysis not discussed in the
paper.

Saeed et al. [74] Task scheduling with bandwidth

Achieved higher RTT values

Numerical Outcomes and Analysis less focused

management
Thomas and Irvine Bandwidth allocation for LTE Better data dissemination by the . .
[75] based sensor network simulation study The outcome is measured with packet dropped only.

Khan et al. [76] Pricing Method to reserve

Simple scheduling technique

Applicability of this algorithm in the heterogeneous

bandwidth network, e.g., 10T is not discussed.
Game theory based resource Applicability of this algorithm in the heterogeneous
Jun etal. [77] allocation Supports cellular network and cloud network, e.g., 10T is not discussed.

orthogonal frequency division

Xuetal. [79] multiplexing

Enhance data rate

No benchmarking or extensive analysis
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TABLE VI.
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EXISTING STUDIES ON ENERGY ISSUES IN IOT

Authors Techniques

Advantages Limitation

Karnouskos [85] Conceptual discussion

Cost effective Smart Grid design in Numerical outcomes, benchmarking
loT not discussion

Weiss [86] Conceptual discussion

Numerical outcomes, benchmarking

-N/A- not discussion

Sun et al. [87] Decision making for energy control

Reduced duty cycle, good energy
conservation

Computational complexity is higher
for the greedy approach

Energy consumption, quality of link-

Machado et al. [88] based routing

Less Applicability on the

Reduces energy consumption heterogeneous network

Gorlatova etal. [89] Energy harvesting technique

Computational complexity is higher,

Better energy consumption no benchmarking

Devasenapathy et al. [90] Neighbor discovery using the

directional antenna

Energy efficient Scalability issues not addressed

Pabbuleti et al. [91] Energy minimization for security

protocols

Scalability, benchmarking, complexity

Computation overhead optimization not discussed.

Kellogg et al. [92] The energy requirement for

connecting loT devices with WiFi

Cost-effective solution to reuse Reduction in Data rate, dependability
WLAN in loT on

Middleware based energy

Bin and See [93] management

Numerical outcomes, benchmarking

Cost effective home automation not discussion

Kim et al. [94] Middleware based energy

management

Computational complexity is higher,

Better power optimization no benchmarking

Alsaryrah et al. [95] Optimization-based

Computational complexity is not

Energy efficiency carried out

Mozaffari et al. [96] Energy efficiency

Computational complexity is not

Better trajectory performance carried out

Shafique et al. [97] Rectenna

No extensive analysis to proof device

Maximum power transmission
aximum power transmissio robustness

3) Studies on Security Issues: Security has always played a
critical role in any networking applications and services. For
more than a decade there has been extensive research on
security protocols, but owing to novelty in the l1oT domain,
there is an open research question about the success factor of
existing security techniques. loT-based application posses
multiple forms of low-powered devices which have their
capability of performing encryption and so is its supportability
with its connecting network. The biggest challenge in this
regards is how to provide a safe encryption mechanism on
multiple devices in I0T.

At present, there is already a massive research work being
carried out in enabling technologies of loT, i.e., Wireless
Sensor Network, RFID, etc. The recent review work on
security issues and challenges involved in secure routing is
discussed in [98] [99], while security challenges in RFID based
applications are discussed in [100][101][102]. This paper
discusses the available research papers that address the security
issues in the loT domain. Katagi and Moriai [103] have
presented a discussion on cryptography for securing loT
applications. Khajuria and Andersen [104] have presented a
typical encryption technique for securing loT enabled wireless
devices. Developed over FPGA, the authors have used AES
(Advanced Encryption Standard) to incorporate security. Yang
et al. [105] have adopted PKI (Public Key Infrastructure) and
identity-based cryptography for supporting data processing in
0T applications. Saied et al. [106] have presented a security

technique using a trust factor for securing communication over
10T domain. The outcome of the study was evaluated with
respect to the level of trust in increasing time factor. Kim [107]
has presented a unique ciphering scheme at a minimal cost of
hardware. Markmann [108] has presented a technique using a
smaller length of the digital signature for securing 10T based
networks. The study has also used identity-based encryption
and outcome is evaluated using energy consumption. Shafagh
et al. [109] have adopted homomorphic encryption for
promoting privacy on loT applications. The technique was
found to have better compliance of reduced memory usage.
Discussion of various standard libraries of encryption is carried
out by Kumar et al. [110]. The study has contributed to
understanding effective libraries of cryptography to be
implemented for securing loT applications over the internet.
Similar usage of homomorphic usage is discussed by Shafagh
et al. [111]. Dinu et al. [112] have developed a security
framework using block encryption process on real-time ARM
processor to testify its effectiveness on loT applications. Huang
and Mu et al. [113] have developed a secure protocol to
safeguard RFID-based communication in 10T. The focus of the
study was to mitigate forged tag and reader attack, tracking
attack, and desynchronization attack using a new distribution
of secret key mechanism in cryptography. Hence, it can be
seen that there are a good amount of studies that have focused
on securing communication over an loT-based application. The
researches formed towards security issues in loT are given
Table.7.
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TABLE VII. EXISTING STUDIES ON SECURITY ISSUES IN IOT

Authors Techniques Advantages Limitation
Katagi and Moriai [103] Cryptographic-based technique '&Eﬁ(l:'g: ble for low-powered loT No numerical analysis presented
Khajuria and Andersen [104] Advanced Encryption Standard Supports hardware acceleration No numerical analysis presented
Public Key Infrastructure, ldentity- . . - .

Yang et al. [105] based Cryptography Lower algorithm complexity No numerical analysis presented

- ! - Resilient against selfish behavior in Algorithm complexity not discussed,
Saied et al. [106] Trust-based security loT no benchmarking
Kim [107] Inverse-independent ciphering scheme | Lightweight security protocol Not resilient against key compromise

attacks in loT

Markmann [108]

Digital Signal, identity-based

Storage compliant, Not enough validation for security

encryption keys
Shafagh et al. [109] Homomorphic encryption Lower memory usage ?Ag:}gfﬁ?&gg?ﬂgme' less extensive
Kumar et al. [110] Study of encryption libraries S)?J(I)sd theoretical knowledge about Ef?gsgseﬁvsi t(?r? Irg:_l;_l.ection about its
Shafagh et al. [111] Homomorphic encryption Lower memory usage ?Ag&gfﬁ?ﬁgg?ﬂgme’ less extensive
Dinu et al. [112] block encryption Lightweight ciphering process !\rlloltor_lgsilient against physical attacks
Huang and Mu et al. [113] Key distribution Lightweight ciphering process No numerical analysis presented

VI. RESEARCH GAP IDENTIFICATION

This section discusses the existing research gap towards
I0T. The discussion made in this section is an actual outcome
of the review of the literature discussed in prior sections.

Less Focus on Bandwidth: Bandwidth or the channel
capacity is one of the critical requirements to make an
operational success of existing and upcoming loT-based
applications. The existing studies are more focused on
various schemes, but practical implementations and
applicability on real-time are still questionable. The
literature has less focus on numerical analysis with a
few comparative performance analysis, for which
reason, existing studies can be just treated as better
theoretical guidelines but is quite risky to implement
followed by enhancing it. Almost all the studies are
done in simulation-based, where there is quite less
rationale or justification of the values of parameters
with almost no validation of the outcomes. Another
bigger problem is an adoption of performance
parameters. A better schema of channel capacity will
lead to the reduction of propagation delay and increase
in throughput. This fact is not found in any outcomes of
recent implementations on bandwidth management in
loT.

Availability of Energy Conservation Scheme: The
existing studies on energy conservation were found to
have various implementations towards energy
harvesting schemes mainly related to sensors. However,
there was no discussion of any possible connection
between energy and communication performance. The
standards of wireless sensor networks use first/second
order radio-energy model, which means the slightest
improvement in energy conservation should also
enhance the quality of data transmission and data
delivery performance. This phenomenon should be

included in the performance assessment of any research
work focusing on energy efficiency in loT. Majority of
the prior papers have discussed the usage of sensors but
without considering these performance parameters.
Moreover, other research gaps explored in the studies
pertaining to energy conservation schemes are less
applicability on the heterogeneous network, higher
computational complexity, no benchmarking, and no
addressing of scalability issues.

e Poor Security Standards: As discussed, the security
systems applied over 10T applications are not able to
cater up to the potential vulnerability of the malicious
codes that circulates on the internet. Some of the papers
discussed that WLAN is one of the cost-effective
technology assisting in communications in 10T, but it
should be known that WLAN uses security protocols
like WEP, WPA, TKIP, etc., which are quite obsolete
and all are majorly reported of serious attacks. The
existing security techniques used in wireless sensor
networks are only developed for securing homogeneous
connectivity and never heterogeneous connectivity.
Hence, the applicability of existing security standard on
multiple 10T devices is not resistive against potential
threats in loT applications and calls for serious
investigations.

VII.CONCLUSION

The paper has explored the research trends in loT
applications. The paper starts with briefing the essential
characteristics of 10T and various research problems associated
with it. From the research analysis it is found that loT has
attracted attention among the research communities, but at the
same time, there are also some areas where it has received less
focus, e.g., bandwidth, energy conservation, and poor security
standards. There is a massive set of research work in all these
issues in non-loT-based applications; however, effective focus
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on this with respect to 10T is quite less effective. The paper has
explored the hidden problems associated with loT after
reviewing all the significant literature published most recently.
With the analysis of the existing researches research problems
were incorporated which can be considered for future research.
The future work will be towards proposing a novel
probabilistic design to schematically parameterize various
significant issues in 10T especially emphasizing on channel
capacity, energy, and security problems and evolve up design
principles to mitigate the issues. In order to accomplish the
above mentioned goal, following objectives are targeted viz. i)
to apply a probabilistic and strategic decision-making model
for signifying the tradeoff between channel capacity and
energy efficiency in 10T, ii) to develop an energy-aware trust
derivation scheme for securing wireless sensor networks for
loT application, and iii) to provide a method of risk strategy
analysis to stimulate the nodes’ cooperation thereby
minimizing the overhead and maximizing the efficiency
suitable for sensors in 10T.

The futuristic scope of the research study is presented as
follows

e A system modeling of a novel energy-effective intruder
detection and isolation scheme can be analytically
designed using robust decision-making principle to
address the research gap.

e A simple and yet sophisticated scheme can be
formulated for dynamic bandwidth optimization scheme
that could offer a higher degree of energy-efficiency.
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