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Abstract—This work shows a methodology of implementation
and testing of the system is proposed and tested with a prototype;
it is constructed with sensors and actuators that allow monitoring
the behavior of the system in an environment under threats. We
used an IDS / IPS as a protection tool for IoT systems, based on
Raspberry Pi and Raspbian operating system. It is described in a
block diagram the testing method used. We implemented the
IDS/IPS Snort tool in an embedded platform Raspberry. It
presents also the state of the art of cloud frameworks that have
the same objective of protecting. The main contribution is the
implemented testing method for Snort that can be used with
security rules in other applications of embedded IoT devices.
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I.

INTRODUCTION

Today, Information Technology (IT) is immersed in the use
and exploitation of telecommunications networks, to which
more devices are connecting every day to communicate with
each other (Peer to Peer) and to a central device (client-server).
Internet of Things (IoT) offers wide range state of the art
solutions, using sensors and/or devices, which monitor to
control certain events, giving rise to new challenges to IT
security, since information gathered can be compromised by
this variety of components. Internet of Things (IoT) is a
concept defined by Kevin Ashton in 1999, which describes a
network that connects people and objects [1]. These objects,
right now, allow computers to have “sensors”, which facilitate
them, not only to process information but gather more
information through these devices, allowing applications to be
even more “intelligent”, since it is possible to make decisions
in real-time, based on a major quantity of information. It is
possible to assure that since the first implementation of IoT up
until date there are millions of sensors interconnected.
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The concept of “smart” devices is inherent in connectivity
to obtain benefits from the information [2]. Industry
automation, and monitoring systems are the main reasons for
this technology’s success, so data networks are being unified
with production networks to achieve these benefits. It has been
estimated that in 2018 there were more than 7 billion IoT
devices [3]. It is estimated that by 2020 there will be more than
10 billion and more than 22 billion by 2025. This worldwide
trend is due to the growing demand to connect devices to the
networks.
With this trend, has been observed clearly that the way of
the information interchange with technology will change, but at
what cost? Due to the demand for interconnection, many IoT
developers do not consider the security in communication for
many reasons: Amongst these, we have processing costs,
training and algorithm implementation.
IoT devices are considered to have many weaknesses in
information security since their development. The following
are examples described below:
 Passwords stored in plain text.
 Outdated firmware and not encryption.
 Video streaming without encryption.
 Communication between devices and servers in plain
text.
 Over-shared data (influence of cloud utilization).
 Development bugs in the firmware.
 Use of default passwords.
 Devices have a direct interface to the internal network,
but they can be connected to the Internet, making
increase an attack risk exponentially.
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In addition, it has known that hackers are exploiting these
vulnerabilities with current tools and techniques of their own to
achieve that goal. One of the most recent tools to detect
vulnerabilities in IoT devices is Autosploit [4], since it uses
artificial intelligence in its algorithms [5].

Section III describes IDS/IPS tools, in Section IV describes the
methodology, Section V shows the results about this work, and
finally, in Section VI shows conclusions.

The main contribution of this paper is to present a testing
method for IDS/IPS and the comparison of its response
implemented on the Raspberry platform to Nmap and
Metasploit of network attacks. The paper is organized as
follows: Section II deals with actual security in IoT, in

As a response to exposed security problems,
software developers propose various strategies to
security in interconnection components. According
expansion of IoT, it has been developing in the
areas, see Table I.

TABLE. I.

II. SECURITY IN IOT
the main
guarantee
to [6] the
following

IOT EXPANSION AREAS BASED ON [6]

Description
IoT development areas
Elements

Opportunities

Challenges

Smart life

- Health care.
- Consumer and Retail businesses.
- Bank Convergence.
- Security.
- Public services

Technologies that promote
simplifications in the lives of the
users.

Ensure secure information and data
exchange.

Smart mobility

- Intelligent vehicles
- Urban mobility.
- Intercity mobility.
- Rate management and payment
solutions.
- Distribution and logistics.
-Fleet management.

Real-time solutions that make
mobility simpler and transport
reliable.

Secure interconnection and secure realtime monitoring and activation.

Smart Cities

- Intelligent infrastructure management.
- Cross-agency collaboration using the
cloud.
- Data collection in real time and quickly.
- Better planning of cities.
-Network utilities.
-Construction Development.

The innovations will aim to
improve the quality of life in the
city. Using sensors and systems
that help in decision-making.

Ensure that users exchange
information in real time and keep their
data protected against hackers.

Smart manufacturing

- Machine learning.
-Communication between machines.
- Network interconnection.
-Optimization of processes.
-Proactive asset management.
- Improve infrastructure integration.

Smart solutions to optimize
production processes, controls and
quality.

Keep process information safe,
interconnections between machines
using secure protocols.

features of these proposals that are a reference as a framework
and cloud computing.

III. FRAMEWORKS FOR SECURITY IN IOT
A. Frameworks in the Cloud
According to [7] the challenge in IoT, security will be to
build services that can be integrated into different software
solutions. In platforms described in [8], [9], [10], [11], [12] and
[13] a set of services oriented to software and hardware
solutions to offer layers of security at different levels, working
from the platform (PaaS, Platform as a Service), and services
(SaaS, Software as a Service), which are offered with autoservice, cost and on-demand schemes. Table II shows the main

The list of platforms shown in Table III is compared by the
type of framework and the security mechanisms they offer with
encryption method, in a mobile application (App) or any API.
Despite the implementation of different security schemes
both in the device, in the interconnection and in the cloud,
these do not guarantee that the IoT components are free from
attacks using the different layers of the communication
protocols [20].
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TABLE. II.

MAIN FRAMEWORKS IN THE CLOUD THAT OFFER SECURITY FOR IOT

Framework

Description

Elements

Security

Amazon Web Services IoT
[8]

It offers a cloud platform, as well as IoT hardware,
operating system, software and cloud connectivity
services, security layers, monitoring, and
administration software for PaaS services.

- Software for devices.
- Service control.
- Data services.
- Secure interconnection services.

Oriented to platforms with clients
and servers using secure
interconnection mechanisms, it
offers cryptography and monitoring
services.

Microsoft Azure IoT Hub [9]

They offer a cloud platform with open and flexible
services to connect securely, monitor and manage
IoT devices and develop applications using open
source SDK (Development Kit) and multiple
protocols. Working under a SaaS scheme.

- Device layer.
-Interconnection layer.
- Cloud access layer.
- Hub layer.
- Back-End for Apps.

It offers an exchange of information
with the devices, using languages
such as NodeJS, .Net, Java, Python,
Android, IOS and C. It establishes
layers of security for the connection.

Oracle Internet of Things
Cloud Services [10]

It offers a PaaS scheme, which allows you to
connect IoT devices to the cloud, analyze data in
real time to integrate it into business applications,
allows you to establish web services and any other
Oracle proprietary service.

- Software for devices.
- Hub for access to cloud
services.
- Offers a wide range of SaaS.

It offers connectivity with IOS,
Android and any device that uses
Java, Posix C, and the RESTful
protocol offers a cryptography
scheme.

Watson IoT Platform [11]

It offers a PaaS-based connectivity scheme, offers a
firmware to be installed on different platforms and
achieve connectivity and the use of services.

- Use of IBM cloud.
- Device management.
-Platform services.
- Administration services.
-Blockchain services.

Uses protocols for secure
interconnection using a gateway,
uses node.js, java, and JS languages.
Offers blockchain and crypto
services.

Xively, Google [12]

Google Cloud IoT offers a set of tools to, connect,
process, store and analyze data both in the perimeter
and in the cloud, they are PaaS services.

- Software for sensors
- Cloud Connection (Edge).
- Android, CPU, GPU and TPU
support.
- Offers real-time analysis
service.
-Data usage services.

It offers scalable and managed
services, integrates Artificial
Intelligence functions, and uses a
communication protocol with
security schemes (MQTT, Machineto-Machine protocol).

Samsung Artik [13]

It offers connectivity services based on PaaS, to
connected smart devices, as well as connected
homes and smart cities, allows connectivity under
the concept known as D3 (Data Driven
Development).

- Software for sensors and
devices.
- Storage services and location of
services (brokerage).
- Support for third-party users
and Apps.

It offers Big Data usage scheme, it
uses REST, Web Sockets, MQTT
and CoAP protocols (Protocol for
restricted devices) to exchange
information.

TABLE. III.

PLATFORM COMPARISON FOR IOT

No.

Framework

Firmware owner

Security mechanism

1

Amazon Web Services IoT

Yes

Encryption

2

Azure IoT Hub

No

In app

3

Oracle IoT Cloud Services

No

In app

4

Watson IoT Platform

Yes

Blockchain

5

Xively

No

In app

6

Samsung Artik

Si

Encryption

7

Carriots [14]

Si

API keys

8

Adafruit.io [15]

No

In app

9

Ubidots [16]

No

In app

10

MyDevices Cayenne [17]

No

In app

11

Macchina IO [18]

No

In app

12

ThingSpeak [19]

No

In app

13

Arduino IoT Cloud [20]

Si

Encryption
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IV. INTRUSION PREVENTION AND DETECTION SYSTEMS
(IDS/IPS)
The IDS and IPS are complements to improve security on
host systems (HIDS/IPS), mainly for embedded IoT devices, to
establish which of the current tools is most suitable for IoT, a
comparison was made between the main open source IDS/IPS
offered on the Internet. It is based on the sum of the indicators
achieved (functionality, usability, reliability, performance,
supportability), each indicator contributes 5 points; 0 doesn’t
accomplish, 1 is mentioned, 2 slightly accomplished, 3
accomplished, 4 very accomplished, 5 Extremely
accomplished. Fig. 1 shows this comparison adding the
indicators achieved for the following tools IDS and/or IPS:
Snort [21], Suricata [22], Broids [23], OSSec [24], OS
Tripwire [25], Aide [26], Samhain [27], Fail2ban [28], Sagan
[29].
As we can observe Snort and Sagan, are the best tools
evaluated.
Fig. 2. Methodology in Block Diagram Implemented.

A. IoT Prototype Implementation
A system based on Raspberry Pi3 + was built, with the
Raspbian Operating System, using Python language and
compatible components for Raspberry card [30]. They were
assembled to verify system performance against attacks. The
components used are described in Table IV.
The IDS / IPS system was installed and configured in the
prototype and the functional tests of each of the sensors and
actuators were performed, as shown in the diagram in Fig. 3.
TABLE. IV.
Fig. 1. Comparison between the main IDS/IPS using FURPS.

V. METHODOLOGY
The research methodology used is based on an
experimental and applied method, therefore the process
compromises several steps, which they are described in next
lines. The implementation of an IDS/IPS as a security scheme
on a Raspberry Pi3B+ card, is a relatively simple process,
however, it is necessary to evaluate the operation of the system,
to develop adequate detection rules using Snort and Sagan, to
improve the embedded system in the management and
monitoring the network traffic and the internal state of the
device.
Fig. 2 shows the methodology in block diagram used to
design the prototype and pentesting probes. The methodology
proposes a reviewing of the state of the art in IoT security
context, and related or similar projects, then a prototype is
implemented with the IDS/IPS tool installed for pentesting and
monitoring threat behavior in these devices. At the end,
feedback is proposed to improve the prototype’s components
and software tools for security.

IOT COMPONENTS ASSEMBLED IN THE PROTOTYPE

No.

Components

Type

Function

1

Raspberry Pi3+

Card

Host IoT system with OS Raspbian
4.19

2

Adc1

Sensor

I2C, a signal for detecting AC I

3

Adc2

Sensor

I2C, for detecting DC I

4

Adc3

Sensor

I2C, for detecting AC Voltage

5

Adc4

Sensor

I2C, , for detecting DC Voltage

6

BH1750FVI

Sensor

I2C, for detecting light

7

PIR

Sensor

Detect presence /absence, ON/OFF

8

FZ0430

Sensor

Detect DC voltage

9

MCP3424

Card

Analog-Digital Converter with I2C

10

Relay 2

Card

Relay 2 canals 5v

11

LED

Bulb

127v bulb

12

Electromagnet

Actuator

Opening device

13

Motor

Actuator

12v motor

14

Ov5647

Actuator

Infrared night vision camera with IR
sensor, 5MP
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C. Pentesting
IDS/IPS operation tests were performed using Nmap and
Metasploit. With Nmap, the following instructions were
applied:
#nmap –f –sS –sV –script auth 192.168.0.9

Fig. 5 shows the vulnerabilities detected by Nmap, in the
active services that use authentication in the prototype.
Fig. 6 shows a list of all the vulnerabilities detected by
Nmap in the prototype’s active services.

Fig. 3. System Design View and Attack Tests.

The designed prototype was integrated with the sensors and
actuators to form an embedded and functional system, as
shown in Fig. 4(a)). Tests were carried out with scripts in
Python v3 language as shown in Fig. 4(b)).
B. IDS/IPS Implementation
Snort automates and simplifies intruder detection, using
rules that describe the behavior of different attacks. The
installation procedure in Raspbian is described below (it is
important to have the equipment connected to the network):
#sudo apt-get update
#sudo apt-get install snort snort-common snort-common-libraries snortrules-default libpcap-dev
#sudo dpkg-reconfigure snort
// sudo command vi /etc/snort/snort.debian.conf parameters
#sudo vi /etc/snort/snort.conf
// Review the configuration of the nine sections to adapt the operation of
the IDS
#sudo rc.d stop snort
#sudo rc.d start snort

#nmap –f –script vuln 192.168.0.9

Fig. 7 shows the traffic detected and blocked by Snort
against attacks, in the scanning of vulnerabilities with Nmap.
The metric used is the type of traffic per app.
D. Vulnerability Test
Using Metasploit tool, the following exploits were applied:
DDoS attack on port 80, which consists of saturating packets to
that service, with the goal of denying the service to users.
#msfconsole
#use auxiliary/dos/tcp/synflood
#set RPORT 80
#set RHOST 192.168.0.9
#Run

Fig. 5. Scanning Test with Nmap.

(a)

(b)
Fig. 4. Prototype Design and Testing, a) Component Integration and b)
Sensors Testing in Raspbian with Python Language.

Fig. 6. Nmap Vulnerability Results.

403 | P a g e
www.ijacsa.thesai.org

(IJACSA) International Journal of Advanced Computer Science and Applications,
Vol. 10, No. 9, 2019

Fig. 7. Traffic Generated and Vulnerabilities Detected by Scanning.

The next step was developing the brute force attack, which
consists of using a dictionary attack for breaking the password
of a user account in the attacked system.
#Msfconsole
#Search ssh
#Use auxiliary/scanner/ssh/ssh_login
#Show options
#Set BLANK_PASSWORDS true
#Set PASS_FILE /root/Escritorio/pass.txt
#Set USER_FILE /root/Escritorio/users.txt
#Set RHOSTS 192.168.0.9
#Run

Intrusion attempts, generated by Metasploit, detected and
blocked by the Snort tool.
Fig. 8 shows the amount of traffic generated by the attack
trying to hack and block the web service this traffic was
blocked by the IDS/IPS.
Fig. 9 shows the amount of traffic generated by trying to
hack and compromise the ssh service, using a keys dictionary.
The metric was the traffic generated by the Metasploit tool.
To configure the IPS is necessary to activate two basic
elements, the whitelist (allowed hosts) and the blacklist
(banned attacker hosts). Finally, add the preprocessing
directives so that the IDS automatically applies the rules:

Fig. 8. Result of the DDoS Attack for Web Service Detected with Snort.

Fig. 9. Attack on SSH Service Detected with Snort Tool.
//Configure Snort IPS (edit snort.conf)
#sudo vi /usr/local/etc/snort/snort.conf
Add -ipvar HOME_NET 192.168.0.0/24 –make this match your
internal network;
Add -ipvar EXTERNAL_NET !$HOME_NET //IPs of network
home
Add -var RULE_PATH rules
Add -var WHITE_LIST_PATH rules //IPs from host allowed
Add -var BLACK_LIST_PATH rules
Add this to the end after “decompress_depth 65535”
max_gzip_mem 104857600
-Add this line -output unified2: filename snort.log, limit 128
-delete or comment out all of the “include $RULE_PATH” lines
except:
#include $RULE_PATH/local.rules
#include $RULE_PATH/snort.rules–add after local.rules7.
//Now the following rules are uncommented, for:
preprocessor normalize_ip4
preprocessor normalize_tcp: ips ecn stream
preprocessor normalize_icmp4
preprocessor normalize_ip6
preprocessor normalize_icmp6.

VI. RESULTS
As described, the trend of using IoT components in
industry 4.0 is perhaps the most complex challenge for
security, it is changing the way that information is generated
and exchanged. The problem observed is that due to the
rapidity with which IoT devices are produced and used, due to
demand, the communication security between the components
is not properly established. The origin of the threats in the IoT
derives from lack of training, investment, staff capacity, and
security schemes.
It has demonstrated that the components, which were
integrated into an IoT system, in their wild they were weak
about security characteristics. They were not built
considerating security parameters. So we made some
penetration testing to demonstrate their behavior under some
kind of attacks. We used at the same time an IDS/IPS tools in
these tests, to demonstrate that is necessary to support and help
an IoT system. The attacks went into the system in a direct
way, only the IDS/IPS system helped to detect them. With
Nmap, we obtained a list of vulnerabilities in the prototype
then we did a DDoS attack on port 80, we also used brute force
attack trying to guess a user’s password over SSH service. In
these attacks that were tested, Snort detected the unusual traffic
and behavior and it sent messages and warnings.
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It is worth mentioning that initially in the development of
the project, the manufacturing state of the prototype
components was analyzed and the sensors and actuators were
implemented. With this, it was determined that despite these
components, it was advisable to improve its security with
specialized tools; this phase of work was done with the Snort
software. The Sagan tool proved to be more demanding in the
use of memory and processing, recommending its implementation
in multi-threaded architectures that can support the demand.

[5]

[6]
[7]
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VII. CONCLUSION AND FUTURE WORK
In this work, it has demostrated how strong or weak are the
IoT components against some common attacks which can be
found on the Internet. We found that the components of an IoT
system were built with no considerations on security schemas
and response against common attacks. So, is recommend
installing an IDS/IPS to secure an IoT system, to prevent and
warning against some cyber attacks.
The implementation of Snort as an intruder detection
system allowed real-time detection of port scanning and
attempts to breach the system from other hosts; providing an
opportunity to measure how systems are compromised. This
provides a new opportunity for an investigation to model this
behavior. Finally, it is important considering the stabilization
of rules for IDS/IPS so that the system permits secure
communication without repudiation.
Our future works can treat over new penetration tests, set
up new rules in the IDS/IPS, encrypted messages among
wireless components and integrate all components and tools to
implement a platform of IoT secure scheme.
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