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Abstract—Females prefer discovering social media or 

healthcare systems to finding information and presenting their 

cases with any physician; however, the behavior of physicians 

tends to be uncontrollable on the healthcare system. Physicians 

have the capacity to share all of their patients’ information with 

their colleagues without any permission or concern from the 

patients.  For this reason, it is of utmost importance to design a 

breast self-examination system that can keep monthly track of 

self-exam data and communication between patient and 

physician. To develop such a system, identify the ethical values 

and trustworthiness as an indicator. Then, the survey will 

provide the details on ethical values and trustworthiness 

applicable in the system. Therefore, this research objective on the 

importance of ethical value and trustworthiness in the healthcare 

system. The survey on 772 respondents leading to the importance 

of the ethical value being used in the healthcare system is 

required. The ethical value of interaction, integrity, 

confidentiality, protection, caring, and fairness have a significant 

influence on the healthcare system. The path coefficients are 

answering Hypothesis I in presenting the positive relationship 

and significant effect between ethical value and BSE system 

(P<.001). On the other side, trustworthiness has a significant 

influence on the healthcare system. The path coefficients are 

answering Hypothesis II in presenting the positive relationship 

and significant effect between trustworthiness and the BSE 

system (P<.001). Finally, the relationship in healthcare between 

trustworthiness and ethical value is on integrity with honesty and 
belief. 
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I. INTRODUCTION 

Breast cancer mortality cases are growing every year, and 
it becomes the number one cancer cause for females [1]. In the 
country of the United States, India, Malaysia, and Indonesia, 
practicing breast self-examination in reducing breast cancer 
mortality [2]–[5]. 

The trend of using the internet and social media is growing 
every year. People are connected to over 3.5 billion using the 
internet and social media [6]. The demand for using social 
media brings healthcare to become the most important area to 
discuss [7], [8]. People are curious to get information on a 
particular disease on social media before meeting the 
physician. They prefer to looking for information from social 
media [7]. Many users in social media who were suffering 
from illnesses such as AIDS, breast cancer, or recovered from 
sexual abuse used social media as a convenient venue to 
discuss [9]–[11]. At the same time, physicians use social 
media for assisting, treating, and consulting with patients who 

are suffering from cancer [7], [12], [13]. Social media 
naturally creates an opportunity for the unethical person for 
accessing any person’s private information and confidential 
information related to any disease while communicating with 
a physician [12]. However, the violation increasing on patient 
confidentiality in social media [14]–[18] and patients are lack 
trust in the physician’s conduct [12], [19]–[21]. On the other 
hand, physicians (65.8%, 187) are reluctant to use social 
media fully due to worries of protection on public access [13]. 
Therefore, the trust between patient and physician is needed 
[9] as well as ethical value should implement into the 
healthcare system [17]. 

The aims of this paper are the relationship between 
trustworthiness and ethical value on the interaction process 
between patient and physician in the use of the healthcare 
system. The objective is the importance of ethical value and 
trustworthiness in the healthcare system. 

This study will describe the literature review, 
methodology, results, discussion, conclusion, and future 
challenges. 

II. LITERATURE REVIEW 

This section contains a brief discussion of the theory of 
ethics, the theory of trust, and the healthcare system. 

A. Principles of Ethics on Healthcare 

Belmont Report [22] introduces three principles of 
biomedical ethics; respect for persons, beneficence, and 
justice as mentioned in Table I. Follow by, Beauchamp & 
Childress[23] bring four principles of biomedical ethics 
(Table I). There are: 

1) Respect for autonomy, every person has their right to 

make their own life choices and free from any influences. 

Every individual should be able, to tell the truth, respected 

others’ privacy, and the ability to protect confidential 

information. 

2) Beneficence, every person should be able to respect 

their own decision and protecting themselves from harm. It 

involves secure patient welfare and promoting good. 

3) Non-maleficence, as a person we are supposed not to 

hurt anybody, do not cause pain or suffer to others, and do not 

harm. 

4) Justice, a person should be able to do services to other 

people fairly. They are serving two different persons in equal 

treatment. The justification of treatment should be equally the 

same among persons. 
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B. Theory of Ethics 

In the common term, ethics is part of accepting and 
analyzing moral life [23]. Philosophically, Ethics is “the 
branch of philosophy that explores the conduct of human 
character and human values rationally” [17]. The human 
character and human values were identified as what is good, 
bad, right, or wrong in a moral sense [25]. Every human 
conduct will generate an ethical value. 

Ethical value is objects with value or as part of the human 
conduct being approval or disapproval [17], [26]. According 
to Khana et al. [17], ethical values consist of six values such 
as interaction, integrity, confidentiality, caring, and fairness. 
Those values carry 19 indicators such as communication, 
sharing information, clinician judgment, informed consent, 
patient interest as the priority, expert advice, honest 
information, respect, anonymity, responsibility, improving 
quality, clinical result, refrain harm, de-identification, 
safeguard, look up information, engagement, optimal care, and 
inequalities [12], [17], [27], [28]. In this study, ethical value 
identify as independent variable 1 (Table II). 

C. Analysis Relationship between Biomedical Ethics and 

Ethical Value 

The relationship between biomedical ethics and ethical 
value is presented in the Venn diagram in Fig. 1. The first 

principles of respect for autonomy carry, to tell the truth, 
respect privacy, and confidential information. Those indicators 
are related to the ethical value of integrity (respect), integrity 
(honest information), and confidentiality (clinical result). Tell 
the truth is the action of honesty which is related to honest 
information. Respect the privacy is related to respect in ethical 
value. Whereas confidential information is related to the 
confidentiality of clinical result information. 

The second principle beneficence carries protect and 
defend the rights of others, prevent harm from occurring 
others, help persons with disabilities, and maximize possible 
benefits. Those indicators are related to the ethical value of 
protection and caring. Protect and defend the rights of others 
is related to protection (safeguard). Protection is the act of 
protecting somebody or something [29]. Prevent harm from 
occurring to others is related to protection (refrain harm). 
Refrain from harm is the abstain of doing harm to others. 
Especially physicians do not cause harm to the patients [17]. 
They help persons with disabilities related to caring (optimal 
care). The optimal care of any patient is essential for every 
physician [27]. Maximize possible benefits related to 
interaction (sharing information). A physician should share 
health-related information to the patient/public [12] to provide 
maximum benefits to them. 

TABLE I. PRINCIPLES OF BIOMEDICAL ETHICS 

Belmont Report (1974) Beauchamp & Childress (1979) Moral Rules 

Respect for Persons Respect for Autonomy 

a. Tell the truth (B&C) 

b. Respect the privacy of others (B&C) 

c. Protect Confidential Information (B&C) 

d. When asked, help others make important decisions (B&C) 

Beneficence 

Beneficence 

a. Protect and defend the rights of  others (B&C) 

b. Prevent harm from occurring to others (B&C) 

c. Remove conditions that will cause harm to others (B&C) 

d. Help persons with disabilities (B&C) 

e. Rescue persons in danger (B&C) 

f. Maximize possible benefits (BR) 

g. Minimize possible harms (BR) 

Non-maleficence 

a. Do not kill (Gert) 

b. Do not cause pain or suffering (Gert) 

c. Do not incapacitate (Gert) 

d. Do not cause offense (Gert) 

e. Do not deprive others of the goods of life (Gert) 

f. Do not harm (BR) 

Justice Justice 

a. Everyone gets an equal share/Fair (BR) 

b. Distribution according to need (BR) 

c. According to individual effort (BR) 

d. According to societal contribution (BR) 

e. According to merit (BR) 

f. To each person according to free-market exchanges (B&C) 

Noted: B&C = Beauchamp & Childress (2009)[23], BR =  Belmont Report (1974)[22], Gert = Gert (2005)[24] 
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TABLE II. ETHICAL VALUE VARIABLE ALONG WITH THE INDICATORS 

Variable Sub-variables Indicators Definition 

Ethical Value 

(EV) 

Interaction 

(INT) 

Communication (INT1) 

Communication is the activity of expressing feelings and ideas or providing information to 

another person [29]. In healthcare, communication is the way of conveying a self-condition to 

the physician and vice versa[17].  

Sharing Information 

(INT2) 

Sharing information is the process of the physician to deliver medical information to the 

public[12] 

Integrity (ITG) 

Patient interest as the 

priority (ITG1) 

The patient is critical in the healthcare world. They put patients as the highest priority to 

compare with a physician [12]. Patient interest as the priority  is the professional integrity of 

physician that bring patient as the highest priority[23] 

Expert Advice (ITG2) 
Expert advice is a physician’s capability to explain healthcare matters to society. It is part of 

the trust given to the physician or any healthcare professional[12].  

Honest Information (ITG3) 
A physician being honest to all his/her patient in relation to fees, promotion of any product, 

and any conflict of interest[12].  

Respect(ITG4) Respect is part of respect for a person which is as a basis of the moral norm[23] 

Responsibility (ITG5) Responsibility is part of the education given by the physician on a particular disease[12], [27] 

Improving Quality (ITG6) To maintain the quality of clinical care and healthcare system[27] 

Clinician Judgment (ITG7) Clinician judgment is the best of clinician outcome on patient health interest[27] 

Confidentiality 

(CFT) 

Informed consent (CFT1) 
Informed consent is the consent of a person to undertake a medical procedure or any other 

information[30].   

Anonymity (CFT2) Anonymity is an unknown person accessing a system without any identification[31], [32] 

Clinical Result (CFT3) 
The clinical result is the diagnosis data or historical data of the patient based on the 

examination process[27] 

De-identification (CFT4) 
De-identification is a process of removing identifiers from health information and mitigating 

privacy risks to individuals[33] 

Look up information 

(CFT5) 

To look up information is to find information on a particular patient's treatment on the internet. 

It is part of the patient’s privacy that is openly accessed in the public environment. It will 

create a violation and a compromise of trust[12]. 

Protection 

(PRT) 

Refrain harm (PRT1) 
Harmful is the condition of causing harm to other people, such as posting unprofessional 

content[17]. 

Safeguard (PRT2) Safeguard is the system that used a secure closed system with data encryption[12] 

Caring (CRG) 

Engagement (CRG1) Engagement is the approach of the physician to convince the patient[12]. 

Optimal care (CRG2) 
Optimal care is the maximum effort of the physician to take care of the patient until the 

clinical result/outcome appears[27]. 

Fairness (FRS) Inequalities (FRS) 
Inequalities are incomplete of medical evidence for physician decisions on patient 

treatment[27].  

 

Fig. 1. Venn Diagram of The relationship between Biomedical Ethics with 

Ethical Value. 

The third principle non-maleficence carries do not harm 
and do not cause pain. Those indicators are related to the 
ethical value of protection (refrain harm). Do not harm and do 
not cause pain is related to refrain harm of ethical value. 
Refrain harm is the action of abstaining from harm to others 
[17]. 

The fourth principle justice carries everyone gets an equal 
share/fair and distribution according to need. Those indicators 
are related to the ethical value of fairness. Every patient 
essentially must get equal treatment and avoid inequalities 
treatment [27]. 

D. Theory of Trust 

Trust is “the willingness of a party to be vulnerable to the 
actions of another party based on the expectation that the other 
will perform a particular action important to the trustor, 
irrespective of the ability to monitor or control that other 
party” [34]. The trust definition applied to the relationship 
with another identifiable party that perceived to act and react 
based on willingness toward the trustor [34], [35]. Whereas, 
trustworthiness is the ability to be relied on as honest or 
truthful [29]. Trustworthiness also is considered as a virtual 
synonym for character or virtue on honesty and integrity in the 
context of health care [23], and it is context-dependent and 
personalized [36]. 

Mayer and Davis had introduced the trust principle. There 
are factors relating to the trustor and trustee that lead to trust. 
The trustor characteristic is based on the propensity to trust. 
The propensity to trust is the general willingness to trust 
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others. At the same time, the trustee characteristic is based on 
trustworthiness. Trustworthiness is measured as the 
motivation to lie. For example, if a trustee will get something 
dishonest, he will be seen as less trustworthy [34]. 

Trust theory has moved to several areas of concern. This 
study brings trust concern on social media, especially to the 
healthcare area. Quinn et al. [37] introduce a personalized 
model of trustworthiness to cater to the internet environment 
and social media [36]. 

In this study, the enhancement of trustworthiness 
relationship in the healthcare system and its relationship with 
ethical value. The trustworthiness identifies as independent 
variable two which carries eight indicators such as honesty, 
reputation, competency, reliability, credibility, belief, 
confidence, and faith [36], [37], as mentioned in Table III. 

E. Healthcare System 

In this section, the healthcare system will define based on 
the breast self-examination system (BSE) due to the number 
of females who are suffering from breast cancer is growing. 
The estimated number on new cases 2,088,849 and mortality 
cases 626,679 [1], and around 87% of posts on Facebook 
consist of cancer cases [8]. 

BSE is a method of doing breast examination on early 
detection from any abnormal fear of cancer [41]. BSE is an 
independent regular self-diagnostic technique done by a 
woman to observe any suspicious and changes on her breast 
through the use of a mirror [42]. 

Patients prefer to access social media with the facility that 
able to make appointments,  receive reminders, diagnostic test 
results, provide information about their health, and as a forum 
for asking general questions [15]. There are some features 
requested by patients as a reference to develop the BSE 
system such as user account, calendar, self-exam wizard, 
history, chat room, location, knowledge, video tutorial, and 
forum. 

In this study, the BSE system [43] identifies as a 
dependent variable that carries nine indicators, as mentioned 
in Table IV. 

F. Formulation of Research Hypothesis 

After reviewed ethical value, trustworthiness, and the BSE 
system, the researcher is formulating the research hypothesis, 
as mentioned below. 

H1: Ethical value will positively affect the BSE system. 

H2: Trustworthiness will positively affect the BSE system. 

TABLE III. TRUSTWORTHINESS VARIABLE ALONG WITH THE INDICATORS 

Variable Indicators Definition 

Trustworthiness 

(TW) 

Honesty (TW1) Honesty is one that makes good faith agreements, tells the truth, and fulfills any promises made[37]. 

Reputation (TW2) 
Reputation is part of the social notion of trust[38] or “an expectation about agent’s behavior based on 

information about the observation of its past behavior”[39]. 

Competency (TW3) Competency is the ability of one person to fulfill another person's needs[37]. 

Reliability (TW4) The quality of being trustworthy or of performing consistently well[29] 

Credibility (TW5) The quality of being trusted and believed in[29] 

Belief (TW6) Belief is justified and should be accepted(acceptable without argumentative support)[23] 

Confidence (TW7) Confidence is ”a feeling of certainty or easiness regarding a belief one holds”[40]. 

Faith(TW8) Faith is the complete trust or confidence in someone or something[29]. 

TABLE IV. BSE SYSTEM VARIABLE ALONG WITH THE INDICATOR 

Variable Indicators Definition 

BSE System (BSE) User Account (BSE1) A user account is privileged access by a user for keeping personal information safe. 

 Calendar (BSE2)  Calendar (Reminder system) for setting menstrual schedule as an alarm system.  

 Self-Exam Wizard (BSE3)  
Users are able to tap/sign/mark on the breast picture to plot the lesion area and share it with the 

physician. And It has the capability to take a photo when the lump appears on the breast surface.  

 History (BSE4) The function of this feature is to record all activity on breast self-examination.   

 Chat room (BSE5) 
The interaction or dialog privately between public/user and physician. User able to share her history 

data on self-exam 

 Forum (BSE6) The interaction or dialog publicly between public and physician 

 Knowledge (BSE7) 
The knowledge will provide information such as history, breast anatomy, breast cancer, diagnosis, 

breast self-exam, and treatment  

 Location for Treatment(BSE8) 
The user has the capability to get a selection of the nearest doctor for consultation or treatment. 

Physicians being informed by the patient for an appointment. 

 Video Tutorial (BSE9) This tutorial video will be presented visually shown on how to do the correct practice of BSE. 
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III. METHODOLOGY 

The methods section will describe the research flow and 
research method and data collection. 

A. Research Flow  

The research flow in Fig. 2 describes the ethical 
phenomena in social media, supporting theory, identify the 
variable, the hypothesis of theoretical ethical framework, 
survey, validation proses, and finally ethical BSE system as 
the final outcome. 
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Fig. 2. Research Flow. 

B. Research Method 

The research method in this study is a quantitative 
approach. The quantitative design will do several steps on data 
gathering and analysis. There are identify participants, 
sampling size, reliability and validity, and the survey finding. 

1) Participants: The questionnaire is distributed to 

potential participants such as doctors[44], and the public, 

which is taken to hospitals (doctors) and universities (students 

and lecturers). The study consent participants must be 18 years 

old and above, which is staying in the city of Jakarta, 

Indonesia[45]. The participants came from different 

backgrounds of study, and all were speaking and writing in the 

Indonesian language. The questioner has been designed into 

one form of instrument, whereas the instrument is designed 

into two languages, Indonesian and English (Appendices A.1). 

2) Sampling size: The sampling size does base on target 

respondents. The target respondents are doctors and patients 

(outpatient females such as university students, housewives, or 

others). The sample size of doctors is based on the total 

population of doctors in Jakarta (the capital city of Indonesia). 

The total population of the doctor is 19536  [46], [47]. The 

sample size calculation for doctors based on the Slovin 

formula as mention below: 

n = 
𝑵

𝟏+𝑵𝒆𝟐    , where n= number of samples, N = total 

population and e =error tolerance (e = 0.05) [48]. 

So, sample size for doctor is n = 
19536

1+19536(0.05)2  = 392 

samples of the respondent. 

Furthermore, the sample size for the patient (university 
student, housewife, or others) is an unknown population. So, 

the sample size is based on Partial Least Squares (PLS) 
guidance. PLS is important for structural equation modeling 
tools in developing theories for exploratory research, such as 
describing the independent variance variable on investigative 
the model. The sample size required by PLS is First, ten times 
the largest number of formative indicators used to measure a 
single construct (independent variable); Second, ten times the 
largest number of structural paths directed at a particular 
construct in the structural model[49]. The researcher has 
identified four variables, six sub-variables, and each sub-
variables includes 1-6 measuring indicators with a total of 38 
indicators. The researcher chooses PLS as a suitable analytical 
tool to fit the small sample size requirement. In this case, the 
sample size was calculated based on a number of indicators, 
so ten times 38 equivalent to 380. Therefore, the minimum 
sample size for patients is 380. 

3) Data analysis: A series of data analyses will be 

conducted on this study to test the research hypotheses. The 

data analysis through a quantitative approach is applied to 

structural equation modeling (SEM) in this study for 

identifying the relationship among observed variables. The 

correlation and multiple regression analyses will be executed 

from the collected quantitative[50], [51]. SEM consists of 

partial least squares SEM (PLS-SEM) and covariance-based 

SEM(CB-SEM). PLS-SEM is used to build theories by 

emphasizing on explaining the variance in the dependent 

variables while examining the model. Whereas, CB-SEM is 

used to accept or reject theories on a proposed theoretical 

model to estimate the covariance matrix as a sample data 

set[49]. This study prefers to used PLS-SEM due to less 

sample size required and simple on the multivariance 

normality[49]. Therefore, this method is appropriate for being 

used in the proposed model. PLS-SEM provides two main 

components: 1. Structural model, and 2. Measurement model. 

The structural model (represents the construct in circles) is the 

relationship between the variables(constructs). The 

measurement model is the relationships between the 

variables(constructs) and the indicator(represented in 

rectangles) [49]. 

4) Reliability and validity: The reliability is “a matter of 

whether a particular technique, applied repeatedly to the same 

object, yields the same result each time.” Whereas validity is 

“the extent to which an empirical measure adequately reflects 

the real meaning of the concept under consideration” [52]. In 

other words, validity is “the extent to which differences found 

with a measuring instrument reflect true differences among 

those being tested” [53]. Reliability and validity will be 

addresses in quantitative. 

In this study, the validity separated into internal validity 
and external validity [51], [54]. 

a) Internal validity is a causal claim by the researcher in 

a single experiment on the relationship between two variables. 

The result of correlation and multiple regression analysis will 
not guarantee the relationship of the variables between the 

independent variable and the dependent variable [55]. 
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b) External validity is an inference validity on the effect 

of variables relationship results that being generalize to the 

population [55]. In phase 1: the significance value of the 

quantitative analysis indicates that the accessible population 

can be inferred from the sample in the study [51]. 

5) Survey findings: The instrument's strategies of printing 

and distribution were divided into several rounds until 

achieving the number of the valid questionnaire. In the first 

round, instruments were printed and distributed 1000 

questionnaires. Those questionnaires were distributed to six 

hospitals and one university.  Out of 1000 questionnaires, 772 

valid questionnaires, 123 invalid questionnaires, and 105 

questionnaires were not returned. The instrument has been 

designed for the ordinal scale data type, and the statistical 

analysis has been done through smartPLS 3.2.8. 

IV. RESULTS 

This section will describe demographics, descriptive 
statistics, analysis of the formative measurement model, 
analysis of the reflective measurement model, and the 
relationship analysis between trustworthiness and ethical 
value. 

A. Demographics 

This section is explaining the data related to the 
respondent’s profile, such as profession, age, gender, 
education, and healthcare system user. Based on Table V has 
shown the total respondents are divided into two categories, 
doctors 51%, and outpatient 41%, whereas the outpatient 
dominated by female students. The target respondents of this 
study are females 75% and males 25% on using the BSE 
system. The respondents are dominated by experience users 
on using the healthcare system (72%). In age, the respondents 
majority 18-29 was 57%, 30-39 (24%), and 40-49 (12%).  At 
the same time, education dominant by bachelor's degrees 51%, 
followed by high school 24%, master's degree 16%, and Ph.D. 
4%. From the educational background, the researcher could 
categories most of the respondents are educated and aware of 
the healthcare system. 

B. Descriptive Statistic 

The descriptive statistic shows the indicators with mean, 
standard deviation, min, max, kurtosis, and skewness. The 
mean values are in the range of 3.968 to 4.367 for BSE1 (user 
account) and ITG7 (clinical judgment), which means the ITG7 
(clinical judgment) as the highest implies by the users and 
BSE1 (user account) as the lowest implies by the users. The 
user accepts the integrity of physicians on their clinical 
judgment. In parallel, the mean values for interaction (INT1-
INT2), integrity (ITG1-ITG7), confidentiality (CFT1-CFT5), 
protection (PRT1-PRT2), caring (CRG1-CRG2), and fairness 
(FRS) is above 4.0, which means respondents agree that the 
use of BSE system must have ethical value on it.  Moreover, 
the trustworthiness (TW1-TW8) shows a mean value above 
4.0 with the lowest TW8 (faith) 4.100 and the highest TW6 
(belief) 4.350, which means the respondents trust the BSE 
system. The indicator's value of kurtosis and skewness is less 
than the -1 and  +1 range, meaning that the data is accepted as 
a normal distribution. 

TABLE V. RESPONDENTS DEMOGRAPHIC 

Demographic Category 
Count 

(N=772) 
Percentage 

Profession 

Doctor 

Outpatient:  

 Student 

 Housewife 

 Others 

392 

 

202 

65 

113 

51% 

 

26% 

8% 

15% 

Gender 
Male 

Female 

195 

577 

25% 

75% 

Age  

18-29 

30-39 

40-49 

50-59 

Above 60 

442 

189 

94 

41 

6 

57% 

24% 

12% 

5% 

1% 

Education 

High School 

Diploma 

Bachelor Degree 

Master Degree 

Ph.D. or equivalence 

183 

40 

393 

122 

34 

24% 

5% 

51% 

16% 

4% 

Healthcare 

system User’s 

Yes 

No 

553 

219 

72% 

28% 

C. Analysis of Formative Measurement Model 

The formative measurement model is the relationship 
between latent variables and the indicators. The development 
of the construct must consider the reflective and formative 
measurement model [49]. In this study, Ethical value has six 
sub-constructs, namely, interaction, integrity, confidentiality, 
protection, caring, and fairness are identified as formative 
measures. Those six sub-constructs are not correlated with 
each other. The valid measurements for ethical value are based 
on convergent validity, collinearity, and weight significance 
assessments [49]. Fig. 3 shows the ethical value measurement 
model based on smartPLS analysis, and each indicator carries 
a loading value. 

 

Fig. 3. The Formative Measurement Model of Ethical Value. 
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Convergent validity is a positive measure that correlates 
with alternative measures of the same construct [49]. This 
validity will assess the degree construct indicators which are 
related to each other by getting their loadings, composite 
reliability (CR), and average variance extracted (AVE) in the 
outer model [56]. The observed of indicator loadings of 
interaction(INT), integrity (ITG), confidentiality (CFT), 
protection (PRT), caring (CRG), and fairness (FRS) are above 
0.70 except for ITG3 (honest information), ITG5 
(responsibility), ITG6 (improving quality), CFT2 (anonymity), 
and CFT3 (clinical result) indicators (Appendixes A). ITG5 
(responsibility) and CFT2 (anonymity) indicators with a poor 
loading of 0.569 and 0.573 is then deleted to improve AVE 
scores of construct. The improvement of AVE score happened 
to confidentiality (CFT) from AVE=0.482 to 0.521, integrity 
(ITG) from AVE=0.472 to 0.504 after ITG5 and CFT2 
deletion. Those improvements have been satisfying the 
requirement of CR and AVE scores above the thresholds [49]. 
Based on the results, convergent validity has shown the latent 
constructs measurements achieved their loading, CR, and 
AVE values have exceeded the criteria. 

The collinearity assessment of ethical value makes sure the 
indicators represent the latent construct and not high level 
correlated between the indicator variables. At the same time, 
the measurement of collinearity is based on the variance 
inflation factor (VIF). The VIF values are five and higher that 
represents the collinearity problem. Therefore, the VIF value 
threshold should be below 5(Hair et al., 2017). The highest 
value of VIF, among other indicators, occurs to PRT1=4.205, 
which means that not every ethical value indicator is part of 
the collinearity problem due to those indicators below the VIF 
threshold (Appendixes B). 

To assess the formative measurement must look at each 
indicator weight of the t-value, and it significant to the 
indicator validity [57]. The significance level to measure the 
formative on ethical value is evaluated using a bootstrapping 
feature with 5000 subsamples [49]. The indicators of ethical 
value are significant at p<0.001 for outer weights and outer 
loading. As a result, that component (interaction, integrity, 
confidentiality, protection, caring, and fairness) have causal 
relationships with the construct (ethical value). 

D. Analysis of Reflective Measurement Model 

The reflective measurement in the study is based on the 
construct (independent variables) of trustworthiness (IV2), 
BSE system (DV), and moderator of trust propensity. The 
analysis is similar to the formative measurement, which is 
evaluated based on convergent validity and discriminant 
validity. Fig. 4 represents the reflective measurement of 
trustworthiness (IV2), each indicator reflecting trustworthiness 
(IV2) based on an outer loading value above 0.5. 

The convergent validity is on reflective measurement 
based on trustworthiness (IV2), BSE system (DV), and 
moderator of trust propensity. Similar to formative convergent 
validity, this validity will evaluate the construct outer 
loadings, composite reliability (CR), and average variance 
extracted (AVE).  The convergent validity of reflective 
measures has shown the latent constructs measurements 

achieved their loading (>0.50), CR (0.60-0.95), and AVE 
(0.50) values have exceeded the criteria (Appendixes C). 

The significance level to measure the reflective measures 
on trustworthiness and BSE system are evaluated using a 
bootstrapping feature with 5000 subsamples [49]. The 
indicators of trustworthiness and the BSE system are 
significant at p<0.001 for outer weights and outer loading. 

 

Fig. 4. Reflective Measurement of Trustworthiness (IV2). 

E. Analysis of Structural Model  

After the analysis of formative and reflective measurement 
is completed, the researcher proceeds with the structural 
model evaluation and hypothesis testing, whereas the 
evaluation is based on collinearity assessment, coefficient of 
determination and predictive accuracy, and path coefficients. 

1) Collinearity assessment, the structural model 

evaluation should be first tested the collinearity assessment 

among the reflective measures. This evaluation to make sure 

during regression analysis not affected by collinearity 

problems [58].  The assessment for formative and reflective is 

based on inner VIF values. Table VI shows the inner VIF 

values for the independent variable (exogenous construct) in 

contradiction of the dependent variable (endogenous 

construct), which means that the model is far from collinearity 

problems (VIF value lower than five). 

2) Coefficient of Determination (R2) is to evaluate the 

structural model by calculating the squared correlation 

between the actual dependent variable and predicted values. 

To evaluate the value of  R2 using smartPLS through 

consistent PLS algorithm and look at the quality criteria→R 

square as a result. The coefficient represents the combined 

effect of independent variables and dependent variables [49]. 

The value of R2 is 0.509, meaning that 51% of the variance 

(BSE system) is explained by the independent variables 

(ethical value and trustworthiness). The R2 = 0.509 are 

identified as substantial since the basis of variance 

explanations above 50% [59]. 

3) The path coefficients are the way to evaluate the 

significance and relevance of constructs path relationship. 
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There are three criteria values accepted to conduct the two-

tailed test in PLS-SEM: 1.65 on significance level 10%, 1.96 

on significance level 5%, and 2.57 on significance level 1% 

that depends on the study field [49]. The bootstrapping test 

with 5000 subsamples to execute path coefficients, standard 

errors, t-Value, and confidence intervals. The significant 

results 1% level of H1 and H2, which is answering first and 

second research questions. Notably, the effect of 

trustworthiness on the BSE system with the highest path 

coefficient of 0.465 and significant p <.001. 

The researcher provides the PLS path model illustrated in 
Fig. 5, all relationship and effects between the variables 
(constructs) are positive and significant (p values = 0.000). 

Finally, the ethical framework on the BSE system has been 
valid on the bootstrapping test with 5000 subsamples shown in 
Fig. 5. The relationship between IV1-DV and IV2-DV. 

F. Analysis of the Relationship between Ethics and 

Trustworthiness in the Healthcare Field 

Based on the analysis of Venn diagram (Fig. 1), the ethical 
value indicators are part of the principles of biomedical ethics. 

TABLE VI. COLLINEARITY STATISTICS FOR FORMATIVE AND REFLECTIVE 

MEASURES 

Construct BSE System(DV) 

Ethical Value(IV1) VIF: 2.257 

Trustworthiness(IV2) VIF: 3.287 

Trust Propensity VIF: 1.923 

 

Fig. 5. Structural Model of Ethical Framework. 

The relationship between ethics and trustworthiness in 
healthcare is presented in the Venn diagram in Fig. 6. Ethical 
value carries interaction, integrity, confidentiality, protection, 
caring, and fairness. Whereas trustworthiness carries honesty, 
reputation, competency, reliability, credibility, belief, 
confidence, and faith.  Integrity brings several related 
indicators with trustworthiness. There is honest information 
(Table II) related to honesty (Table III). Honesty is telling the 
truth and fulfills any promises made [29], [37]. Respect is 
related to respect for autonomy (Table I). Whereas respect for 
autonomy is the right to hold views, to make choices, and take 
action based on personal values and beliefs [23]. The belief in 
ethics is related to the belief of trustworthiness. Therefore, 
respect is related to the belief of trustworthiness. 

 

Fig. 6. Venn Diagram of the Relationship between Ethics and 

Trustworthiness. 

G. Relationship Analysis between Ethical Value and 
Trustworthiness on the Healthcare System 

1) The Relationship between Ethical value and 

trustworthiness: 

 Based on the theory, ethics is an individual character of 
person and persons, which carries several aspects such 
as interaction, integrity (honest information), 
confidentiality, protection, caring, and fairness. 

 Trust is the ability to be honest or truth to another 
person. The capability of being honest is part of human 
integrity. Once a person could tell the truth at any 
moment and situation, he/she will identify as a person 
with good integrity. Trust also carries several values 
such as honesty, reputation, competency, reliability, 
credibility, belief, confidence, and faith. 

 Since honesty is one of the trust values, it will connect 
to the ethical value of integrity that carries "honest 
information" as the value. The relationship between 
ethics and trust is on the value of honesty. However, 
the honesty of ethical value emphasizes honest 
information, which identifies as an adjective. At the 
same time, honesty on trust emphasizes the action of 
the patient's statement saying the truth in the area of 
pain to the doctor. Doctors are telling the truth to the 
patient on the treatment given. 

Trustw
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2) The Differences between Ethical value and 

trustworthiness: 

 Ethics emphasizes the overall individual character of a 
person or persons, whereas trust emphasizes on the 
capabilities of a person being honest or being truthful. 

 The difference is in the scope of ethics and trust 
functions related to the healthcare system. The scope of 
ethics is to the physician, patient, and BSE system. At 
the same time, the scope of trust focuses on the trust of 
patients to the physician. 

 Ethical value carries 19 indicators, whereas 
trustworthiness carries eight indicators. Moreover, the 
nineteen indicators of ethics and eight indicators of 
trust are not related to each other. 

The 19 indicators of ethical value significantly influence 
the BSE system as well as trustworthiness, with eight 
indicators significantly influences the BSE system. The 
trustworthiness is emphasized in measuring physician direct 
performance, whereas ethical value carries 19 indicators to 
measure patient, physician, and healthcare systems. 

V. DISCUSSION 

The main finding in this study is; first, the ethical value 
positively influences the BSE system. The correlation effect 
between the ethical value and the BSE system is significant 
(P<.001). Second, trustworthiness positively influences the 
BSE system. The correlation effect between trustworthiness 
and the BSE system is significant (P<.001). 

There are 772 participants who are filled with a valid 
questionnaire consist of 51% doctors and 49% outpatient 
female. The demographic of education background shown 
most of the respondents are educated and aware of the 
healthcare system. 

Based on Fig. 3, the formative measurement model 
analysis has bring ethical value with a loading such as 
interaction (0.153), integrity (0.334), confidentiality (0.249), 
protection (0.158), caring (0.134), fairness (0.025). Integrity 
becomes the most preferences of ethical value. Therefore, the 
physician should have good integrity when accessing the BSE 
system. The indicators of integrity with the loading are patient 
interest as the priority (ITG1) 0.777, expert advice (ITG2) 
0.786, honest information (ITG3) 0.557, respect (ITG4) 0.749, 
improving quality (ITG6) 0.611, and clinician judgment 
(ITG7) 0.735. Out of the seven indicators,  the higher outer 
loading is ITG2 0.786 and ITG1 0.777, which means that the 
“expert advice” and “patient as the priority” as the essential 
aspects of doctors and patients to be concerned. A doctor, as 
an expert able to provide a clear treatment solution on a 
particular disease [12]. In this case, the doctor as an expert to 
advise a patient based on their best treatment solution. Doctor 
integrity must put patients as their highest priority to compare 
with other things [12], [60]. Respect (ITG4) with loading 
0.749 that concern between physician and patient must respect 
each other before interaction. A doctor must write a full 
respect narrative on social media [12] and respect the right of 
the patient [27]. Clinical judgment (ITG7) with loading 0.735, 
the capabilities of doctors to make a clinical judgment to a 

particular patient on her breast cancer disease. The clinical 
judgment must base on the scientific evidence and physician 
experience in treating the patient [27].  A patient expected an 
excellent clinical judgment from the doctor on their disease. 
Honest information (ITG3) with 0.557 that the honest 
information given by the patient will help a doctor to provide 
a solution, as well as the doctor, must be honest to inform to 
the patient related to the treatment and fees related [12]. 

The indicators of interaction are communication (INT1) 
and sharing information (INT2) with outer loading 0.882 and 
0.887, which means that communication and sharing 
information as an essential aspect that influences the 
healthcare system. Physicians and patients must be able to 
identify communication in the healthcare system are credible 
[12]. The sharing of information within the community is 
essential to avoid strangers [28]. The indicators of 
confidentiality and the loading are informed consent (CFT1) 
0.751, the clinical result (CFT3) 0.573, de-identification 
(CFT4) 0.768, and lookup information (CFT5) 0.776. The 
higher outer loading on lookup information 0.776 and 
informed consent 0.751. The way a doctor to look up patient 
information as an essential part of the BSE system, and patient 
consent is necessary before accessing the data. In the open 
internet space, to look up patient information is not wrong 
[12] as patient consent exists. De-identification (CFT4) with 
loading 0.768 will help the patient to de-identify their self 
before meeting with the doctor. The capabilities of the system 
to be able to de-identify patient identity [12]. The feel of 
shameful while consultation with male doctors was solved. 
Clinical result (CFT3) with loading 0.573, the medical history 
of self-exam recorded along with the communication history 
with the doctor [27]. The indicators of protection are refrain 
harm (PRT1) and safeguard (PRT2) with the higher outer 
loading on refrain harm 0.764 and safeguard 0.747. A 
patient’s medical history posted by a doctor with patient 
consent will refrain harm to the patient [12]. The healthcare 
system protection must base on the encryption mode [12]. 
With the encryption on the user account that the BSE system 
will secure the interaction between patient and physician. The 
indicators of caring are engagement (CRG1) and optimal care 
(CRG2) with the higher outer loading on engagement 0.803 
and follow by optimal care 0.781. The healthcare system is 
able to engage the patient’s own care and perform quality 
assessment [12]. The capabilities of a system to make comfort 
to the patient and physician on accessing the system.  Optimal 
care also helps the attention of a physician to provide the best 
treatment as the final outcome [27]. The indicator of fairness 
is inequality with loading 1. Inequalities of scientific health 
evidence will create wrong clinical decisions [27]. The 
equalities of the clinical result will bring better treatment 
evidence on clinical decisions. 

Fig. 4 shown reflective measurement model analysis on 
trustworthiness. The trustworthiness with eight indicators, 
such as honesty, reputation, competency, reliability, 
credibility, belief, confidence, and faith, carries a variety of 
loading values. The highest loading of the trustworthiness 
indicator is confidence (TW7) 0.816, followed by faith (TW8) 
0.809, reliability (TW4) 0.769, belief (TW6) 0.708. Others are 
competency (TW3) 0.675, credibility (TW5) 0.674, reputation 
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(TW2) 0.657, and the lowest loading is honesty (TW1) 0.519. 
When looking at the path relationship, trustworthiness has the 
strongest path coefficient relationship with the BSE system. 
The path coefficient 0.465, t-value 11.667 and p-value 0.000. 

Confidence with loading 0.816 has a feeling of easiness 
related to the belief hold [40], which means a doctor and 
patient have good confidence while accessing the BSE system. 
Faith with loading 0.809 has the capability to fully trust 
something [61], which means the full trust of patients and 
physicians on the interaction process in the healthcare system.  
Reliability with loading 0.769 has the quality of being 
trustworthy based on the system [62], which means a doctor 
and patient expected a reliable medical history. Belief with 
loading 0.708, belief is accepted without any doubt [23], 
which means the patient and physician accepted using the 
healthcare system without any doubt. Competency with 
loading 0.675 has the capability to fulfilled other person needs 
[37], which means the capabilities of a doctor to do treatment 
to every patient through the system. Credibility with loading 
0.674 has the quality of belief in particular things [62], which 
means the capabilities of the healthcare system to support the 
need of patients and doctors. Reputation with loading 0.657, 
the expectation of an agent behavior from the information[39], 
which means doctors' reputation depends on the trust value 
given by the patients. Honesty with loading 0.519, the 
promises made by a particular person as a good faith [37], 
which means doctors must keep their statement on explaining 
the case to a particular patient. As well as patients must saying 
the truth of their sickness to the doctor for correct treatment. 

In the general healthcare field, the relationship between 
ethics and trustworthiness are related to each other (Fig. 5). 
Two indicators are related to each other (Fig. 6). The integrity 
of ethics and honesty of trustworthiness are related. As well as 
the integrity of ethics and honesty of trustworthiness are 
related. 

The relationship between ethical value and trustworthiness 
in the healthcare system has been identified on the honesty 
indicator. However, Honesty is the indicator of 
trustworthiness as a noun, whereas honest information exists 
on an ethical value indicator as an adjective. Honesty 
emphasizes the action of the patient's statement to the 
physician in the area of sickness. Doctors are telling the truth 
to the patient on medical results. Therefore, there is no 
relationship between trustworthiness and ethical value in the 
healthcare system. 

VI. CONCLUSION 

The study has confirmed an ethical value formative 
measurement model to predict the relationship with the BSE 
system. The relationship between ethical value and the BSE 
system has proved significant findings. On the other hand, the 
trustworthiness reflective measurement model to predict the 
relationship with the BSE system has proved significant 
findings. The relationship between ethical value and 
trustworthiness happens in honesty and belief indicators. 

The implementation of ethical value and trustworthiness 
enables patients to be confident in using the BSE system. 

Patients and physicians will be secure in using the healthcare 
system, which is protected by the ethical value. 

VII. FUTURE CHALLENGES 

The challenge of target participants happening due to a 
specialist of an oncologist is limited time for the survey. The 
survey is not specific to any particular race, culture, or religion 
and the study also focuses on the use of the BSE system. 
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APPENDICES 

A. Convergent Validity of Formative Measure 

Construct Indicators 
Convergent Validity Internal Consistency Reliability 

Loading >0.50 AVE >0.50 Composite Reliability 0.60-0.90 Cronbach’ Alpha 0.60-0.90 

EV 

INT 
INT1 0.739 

0.566 0.722 0.722 
INT2 0.765 

ITG 

ITG1 0.777 

0.504 0.857 0.852 

ITG2 0.786 

ITG3 0.557 

ITG4 0.749 

ITG6 0.611 

ITG7 0.735 

CFT 

CFT1 0.751 

0.521 0.811 0.805 
CFT3 0.573 

CFT4 0.768 

CFT5 0.776 

PRT 
PRT1 0.764 

0.570 0.726 0.726 
PRT2 0.747 

CRG 
CRG1 0.781 

0.627 0.771 0.771 
CRG2 0.803 

FRS FRS 1.000 1.000 1.000 1.000 

B. Collinearity Statistics of Ethical Value 

Interaction Integrity Confidentiality Protection Caring Fairness 

INT1 3.941 ITG1 3.054 CFT1 2.643 PRT1 4.205 CRG1 1.647 FRS 1.000 

INT2 1.469 ITG2 1.639 CFT3 1.646 PRT2 1.482 CRG2 1.647 

 
 

ITG3 1.259 CFT4 1.534 

  
ITG4 2.699 CFT5 2.873 

ITG6 1.420 
 

ITG7 3.209 

C. Convergent Validity for Reflective Measures 

Construct Indicators 

Convergent Validity Internal Consistency Reliability 

Loading 

>0.50 
AVE >0.50 Composite Reliability 0.60-0.95 Cronbach’ Alpha 0.60-0.95 

TW 

TW1 0.519 

0.503 0.888 0.891 

TW2 0.657 

TW3 0.675 

TW4 0.769 

TW5 0.674 

TW6 0.708 

TW7 0.816 

TW8 0.809 

TP 
TP1 0.872 

0.744 0.853 0.853 
TP2 0.853 

BSE 
BSE1 0.812 

0.613 0.934 0.935 
BSE2 0.747 

 


