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Abstract—In this research, we attempted to investigate about
the features and behaviors of network layer based active and
passive attacks in Ad-hoc On-Demand Vector (AODV) routing
protocol in Mobile Ad-hoc Networks (MANET). Through the
literature survey, we try to understand the features of each
attacks and examine the behaviors of these attacks through
simulations via Network Simulator 2 (NS2). Blackhole, Grayhole
and Wormhole attacks are used in this simulation study. Each
attacks are introduced independently into the network to find
the impacts on network performances that are evaluated through
Packet Delivery Ratio (PDR), Average End-to-End Delay (AEED),
Throughput, Average Data Dropping Rate (ADDR) and Simulation Processing Time at Intermediate Nodes (SPTIN). To obtain
more accurate results, simulation parameters are maintained
same in each simulation. A controller network is simulated to
compare with each attack simulation. Simulations are repeated
by changing the number of connected intermediate nodes (hops)
in the network. We observed at collected data analysis, the lowest
SPTIN in the network that contained a Blackhole or Grayhole
attack out of these three attacks. The network which is affected
by a Blackhole attack shows higher amount of ADDR than
controller network. Furthermore data forwarding rate is higher
in the network which is affected by a Wormhole attack. Finally,
according to the simulation studies, we are able to understand
that Blackhole and Grayhole attacks cause more damage to the
network performances than Wormhole attacks.
Keywords—Active attack; network layer; passive attack; performance matrices; simulation study

I.

I NTRODUCTION

4G technology allows devices to communicate each other
through wireless medium even at the absence of predefined
infrastructure networks. These wireless devices are capable of
making connections between themselves when they are capable
to listen to one-another. This type of network is called an
Ad Hoc Network [1]. MANET is a type of wireless ad hoc
network. In MANET, each device is defined as a node and fundamental feature of a MANET is node mobility. Mainly three
different types of nodes are available in MANET. Those are
source node, destination node and routing (intermediate) node.
In pure MANET paradigm, there is no fixed infrastructure.
Usually nodes can join and leave from the network without
any constrain. Therefore, network topology changes eventually.
Another important feature of a node in MANET is limited
radio range which leads to depend on the help of neighbouring

nodes (multi-hop) to communicate with destination node when
source and destination nodes are not in their radio range.
Furthermore, nodes use Open Systems Interconnection (OSI)
model standards to communicate among them. Because of
multi-hop nature nodes often act not only as hosts but also
as routers. In a multi-hop network one or more intermediate
nodes are possible to connect in a route between source and
destination [1]–[3]. This opportunistic nature of MANET made
attention to use on military and rescue agencies particularly
under disorganized or hostile environments where services
of infrastructure networks are unavailable because of disaster
situations [2]. Relatively low cost on network deployment
made MANET a more common and smart alternative even
for commercial uses such as virtual classrooms [3].
Open network boundary, infrastructure-less nature and dynamic network topology are some fundamental characters of a
MANET. These characters expose MANET into different types
of security attacks on each OSI layers and routing protocols are
operated on Network layer of OSI model. Routing protocols
in the MANET can be categorized into Two: Proactive and
Reactive. Proactive routing protocols need to maintain routing
information even if there are no demand for a communication [4]–[6]. These types of protocols are only suitable for
stationary and fewer number of nodes [7]. Reactive routing
protocols start to find a route to destination only for a demand.
There are no any routing details at the beginning [8]. Hybrid
routing protocols are combination of proactive and reactive
routing protocols. Still it has the limitation of Proactive routing
protocols [7], [9].
Furthermore, most of the routing protocols (e.g.: AODV)
are working based on the trustworthiness of each node. “All
nodes are reliable” is the main assumption of pure routing
protocols [8]. Therefore, attacking node can be a part of a
MANET easily. Most routing protocols perform well, but fail
to address the network security. Therefore security attacks are
needed to be addressed to protect the network performances
during the data communication through the network. This
research is aimed to identify the impacts of active and passive
attacks on network layer in a MANET. Outcomes of this
research will be help to re-design routing protocol with an
adaptive model to handle network layer attacks in MANET.
The rest of this paper is organized as follows. State of
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the art of the network layer attacks is presented on Section
2. Different network layer attacks on AODV protocol are
described in Section 3. Our research methodology explains in
Section 4. In Section 5, we present our simulation results and
discussion. Summary of analysis and discussion is included in
Section 6. Finally, Section 7 explains about the conclusion and
future works.
II.

S TATE - OF - THE -A RT

Authors in [10] proposed classifications of different security attacks on a MANET. It is helpful for better understanding
of each attack. The affects of Wormhole attack on few routing
protocols were summarized by authors in [11]. Furthermore,
detailed comparative analysis on detection and prevention
techniques of Wormhole attack is presented in the same
research, though this study does not carryout any simulation
study. Authors in [12] presented a study on Wormhole attack
prevention techniques and a simulation study on Wormhole
attack on AODV and DSR routing protocols and few simulation results are unclear about the Wormhole attack which is
applied on AODV or DSR. Authors in [13] discussed about
state of the art on prevention mechanisms of Blackhole attack.
In [14] surveyed some of the existing solutions for Blackhole,
Grayhole and Wormhole attacks. Authors in [15] simulated
four different types of routing attacks (Active attacks) but
their simulation results contradict with their Blackhole attack
definition. According to the definition in their research paper,
Blackhole attack drops all the packet what it receives except
Routing Request (RREQ) packets even though their simulation
results show considerable amount of data transaction in the
presence of Blackhole attack. Authors in [16] conducted a
study on few network layer attacks and routing protocols.
Finally, they suggested some solutions for routing protocols to
overcome network layer attacks through the literature survey.
In [17] they presented a survey of significant network layer
attacks and review of intrusion detection mechanisms that
have been proposed in the literature. Authors in [18] reviewed
mitigation of various routing attacks and prevention on these
attacks. Authors in [19] presented a study on Blackhole attack
through inducting malicious node activity in AODV under
different scenarios. In [20] they investigated some security
issues in MANET as well as countermeasures against such
attacks in existing MANET protocols.
Most of these studies rely only on the theoretical findings.
Therefore, it is difficult to identify the impact of active and
passive attacks on MANET. Furthermore, it is difficult to
understand the impact of each attack separately on the network
performances. Therefore it is important to conduct a simulation
study on attacks in order to identify the impacts of active and
passive attack to propose a better countermeasure on network
layer attacks.
III.

Blackhole Attack
Grayhole Attack

Wormhole Attack
Routing Table Overflow
Byzantine Attack
Link Spoofing Attack

In Blackhole attack malicious node which is the originator
of the attack sends reply having destination sequence number
in maximum possible value and hop count in minimum value
during route discovery. Then source establishes a path including malicious node as router in it. In this path, destination may
be found or may not. Then all the traffics will be redirected
by the malicious node. Moreover, the route established by the
malicious node starts to drop rather than deliver or retransmit
when it receives data. It is possible to appear one or more
malicious nodes in a route [20], [24].
Grayhole attack can be described as an extension of Blackhole attack. Attacking node behaves as a genuine node as well
as a malicious node. During a communication between source
node and destination node, attacking node acts as a genuine
node by delivering or retransmitting what is received. To some
period it drops all packets that it receives. In some other cases,
attacker node drops data packets from a specific node and
forward or retransmit data packets from other nodes.
Minimum two or more nodes are involved in a Wormhole
attack. A private link (called as Wormhole tunnel) is established in-between these malicious nodes. These nodes may get
themselves involved in more routes. Imitate with shortest path
to source node during route discovery. When they become a
router in a route, start to exploit data packet that they received.
Wormhole nodes can drop, modify or send data packets to third
party for malicious purpose. It is difficult to detect because of
its cooperative nature [25], [26].
Furthermore, Blackhole and Grayhole attacks are categorized as Active attacks which disrupt the network performances
and collapse the network. Wormhole attack is categorized as
Passive attack which do not harm the network performances
but collects or steals data which are needed to form an Active
attack from the network. Rather than most of the network
layer attacks listed above, Blackhole, Grayhole and Wormhole
attacks (Hole attacks) behave relatively in similar manner.
Following are some similarities between these Hole attacks.
•

All of these attacks are network layer oriented [16],
[20].

•

Deliver false details during the routing discovery [16],
[20], [24].

•

Each attack intentionally drops packet during the
session [16], [20], [23].

•

During the session each attack shows misbehaving
activity [14], [16], [20].

•

During the attack, single node involves to alter data
packets [14], [20].

•

Routing protocol mislead by each attack [14], [16],
[20], [24].

•

Each attack advertises fake route during routing discovery [16], [20].

N ETWORK L AYER ATTACKS ON AODV

The primary function of the network layer is routing [21].
In MANET most of the attacks are delivered after accessing the
routing information [22]. The followings are some examples
for network layer attacks [20], [23].
1)
2)

3)
4)
5)
6)
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TABLE I.
Feature

D IFFERENCES BETWEEN ATTACKS

TABLE II.

NS2 SIMULATION PARAMETERS

Blackhole
Attack

Grayhole
Attack

Wormhole
Attack

Simulation parameter

Value

Simulator

NS2 (v.2.34)

No of nodes
need to form
an attack

One node
[20], [24]

One node
[14]–[17], [25]

Two nodes
[12], [20]
[23], [25]

Number of nodes

10, 15, 20,
25, 30

Transmitter range

250 m

Attack type

Active
[13], [23], [24]

Active
[14]–[17], [25]

Passive [25]

Bandwidth

2.0 x 106 bps

Frequency

9.14 x 108 Hz

Ability to
communicate
with
destination node

Can not
[13], [24]

Can
[14], [16]
[25], [27]

Can
[12], [20], [25]

Antenna/OmniAntenna
X, Y, Z

0, 0, 1.5 m

Traffic type

Constant bit rate
(CBR)

Attacker
position

Part of the
network [13], [20]

Part of
the network
[14]–[17], [25]

Both in the
same network
or different
networks [25]

Data in RREP
packets
Data packet
forwarding
and
transmission

Network
performance

False data
[13], [20]
[24], [26]

True data
[14], [25], [26]

Drops all
data packets that
that it receives
[13], [23], [24]

Drops only
selected data
packets or
drop only data
packets from
precise node
[14], [16], [25]

Eventually drop
data packets or
forward or
retransmit as
normal node
[28]

will be reduced
or network
collapse after
some period
[14]–[16]
[24], [25]

will be reduced
but network will
not collapse
[28]

Entire network
will collapse
[13], [20], [24]

False or true
data [28]

Table I shows differences and unique features between
these attacks. Because of these unique features of each attack,
they differ from one another.
IV.

V.

•

All nodes were considered to be identical in software
and hardware configurations.

•

All the nodes except malicious nodes show no any
malicious behavior during the data communication.

Phy/WirelessPhy

Routing protocol

AODV

Max packets in
Interface Queue

50

Time of simulation

5s

Mobility model

None

In order to investigate on the impacts of each Hole attacks,
network performances evaluate with PDR, EED and Throughput. Furthermore, test result analysis with another two different
parameters: ADDR; SPTIN.
A. PDR
PDR is a ratio between successfully received packets and
total number of packets sent by the sender. PDR then is
multiplied by 100 to obtain as a percentage [29]. A graph
is plotted by using simulation results for PDR vs. number of
connected nodes in the network. It is illustrated in Fig. 1.

During the research, NS2 is used as the test bed to
simulate different scenarios. Table II shows simulation parameters maintained in NS2 during the simulations. For more
accuracy, readings are recorded by changing the number of
connected intermediate nodes (10, 15, 20, 25 and 30) at each
simulation and different attacks are introduced into the network
to check the impacts on the Performance Matrixes (PM): PDR,
AEED and Throughput. In addition, performance on ADDR
and SPTIN also have studied to understand more about each
attacks. The attacks are injected by modifying the AODV
routing protocol.
Each attack is introduced to the network individually to
check the impacts separately. Furthermore, a network without
any attack is simulated as the controller. Impact on each attacks
are analyzed with respect to the controller. Recorded data are
analyzed in Tracegraph 2.02 and visualized in Microsoft Office
Excel 2007. During the simulations following assumptions are
considered.

TwoRayGround

Network interface type

S IMULATION R ESULTS AND D ISCUSSION

P DR =

M ETHODOLOGY

Radio-propagation model

Successf ully received packets
× 100
T otal number of sent packets

(1)

80.00
70.00

PDR ( % )

60.00
50.00

Blackhole Attack

40.00

Grayhole Attack
Wormhole Attack

30.00

Controller

20.00

10.00
0.00
10

Fig. 1.

15
20
25
Number of connected nodes in the network

30

Graph of PDR vs. Number of Connected Nodes in the Network.

According to the simulated results, controller network
shows 73.75% of average PDR rate. The network with Wormhole attack shows a higher average PDR value, which is
75.19%. The reason for this is the communication between the
attacker nodes via a Wormhole tunnel. This shows higher data
flow through Wormhole tunnel. The network which is affected
by Grayhole attack shows 70.85% of PDR value. The network
which is affected by Blackhole attack shows lower PDR. The
average PDR value is 22.69%. This is because attacker node
drops the entire packets that it receives except AODV routing
packets. But when the number of connected nodes in the
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B. AEED
T otal no of packets reached
by destination node
AEED =
T otal time taken to receive
all packets by destination node

(2)

End-to-End Delay is an amount of the time which is taken by a
packet to reach destination node from the source node. Unit is
seconds [20], [29]. Fig. 2 shows the graph which is plotted
for AEED vs. number of connected nodes in the network.
Controller network shows higher AEED value and when the
number of nodes increases the value gradually increases. This
is because when the number of nodes increases in the network,
data packets need to pass through more intermediate nodes to
reach the destination node. Average value of a given number
of nodes in the network is used to plot the graph in Fig. 2.
Furthermore, mean value of each AEED is 0.096634435696
seconds.
0.16
0.14

AEED ( s )

0.12

Blackhole Attack

0.10

Grayhole Attack

0.08

Wormhole Attack

0.06

Controller

0.04
0.02
0.00
10

Fig. 2.

15
20
25
Number of connected nodes in the network

30

Graph of AEED vs. Number of Connected Nodes in the Network.

The lowest AEED value is shown in the presence of Blackhole attack because there are no any data packets available to
reach at the destination node. All the data packets are dropped
by the attacker node in the network. Therefore, AEED value
is not available. This is assumed as 0 for each number of
nodes in the network for the graphing purpose. AEED value
of the network which is affected by Grayhole attacks is lower
than the value of the controller network. When the number
of nodes increases in the network, AEED value increases
gradually. However, it is still lower than the AEED value of
controller network. Data packets communication speed through
this network is 1.43 times faster than the speed in controller
network. The mean value of all AEED of the network which
is affected by Grayhole attack is 0.067165942022 seconds.
In the presence of a Wormhole attack data forwarding
speed is abnormally faster than the controller. It is because of
the faster connection in between two Wormhole nodes. Therefore, this network shows the lowest AEED value. According
to the simulation results, the mean value of all AEED value is
0.012056294606 seconds. Therefore, data transferring speed is
8 times faster than the controller network. However, during a
Wormhole attack, increment of the number of connected nodes
in the network is not affected by AEED value. Therefore, the
value is quiet similar in each scenario.

C. Throughput
T otal number of packets
received by destination node
T hroughput =
T otal time taken to receive
packets

(3)

This is an important measure to check the performance
of the network. This value is a ratio which is calculated as
Eq 3 by total number of packets received by destination node
over total time taken to receive all packets. Units are bytes per
second (bps).
12000.00
10000.00

Throughput (bps)

network increases, PDR value also increases. This is because
when the number of connected nodes in the network increases,
routing protocol is sending to find the route by sending more
RREQ packets.

Blackhole Attack

8000.00

Grayhole Attack

6000.00

Wormhole Attack
Controller

4000.00
2000.00
0.00

10

15
20
25
Number of nodes in the network

30

Fig. 3. Graph of Throughput vs. Number of Connected Nodes in the Network.

Fig. 3 shows a graph that is plotted between throughput
vs. number of connected nodes in the network. The average
throughput is 9706 bps. This is the 80.95 % of total data sent
by source node. The network which is affected by Wormhole
attack shows higher amount of throughput than controller
network. The average throughput value is 10040 bps which
is 83.92% of total data sent by source node. The lowest
throughput value is recorded as 45 bps when a Blackhole attack
is affected on a network. These amounts of routing data allow
through Blackhole node. When Grayhole attack is affected
on a network then the throughput amount will be lower than
controller network and higher than Blackhole attack affected
network. The average value is 4897 bps. The 41.03% of sent
data from source node is received by destination node. Each
network which is affected by any attack including controller
network shows throughput decreasing while increasing the
number of connected nodes in the network.
D. ADDR
T otal average data dropping
rate of all nodes
ADDR =
Simulation time

(4)

Fig. 4 is a graph that shows average data dropping rate
of a network. Graph plotted between ADDR vs. number of
connected nodes in the network. Controller network shows
1091.34 bps as average ADDR. The ADDR value of the
controller network increases by increasing the number of
connected nodes in the network. The lowest average of ADDR
value is recorded when Wormhole attack is affected on a
network. It is 116.52 bps. This is 1/10 lower than controller
networks’ value. Furthermore, when number of connected
nodes in the network increases, the ADDR decreases, because
of the affect of a Wormhole attack. The higher average of
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Fig. 4.
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Graph of ADDR vs. Number of Connected Nodes in the Network.

0.1000
0.0900
0.0800
0.0700

SPTIN ( s )

ADDR values is observed when a network is affected by a
Blackhole attack. It is 8674.83 bps. This is 8 times higher than
ADDN value of controller network. These affected networks
do not show remarkable increase or decrease in ADDR during
the change of number of connected nodes in the network.
When a Grayhole attack is affected on a network, it shows
4350.73 bps. This is 4 times higher than ADDN value of
controller network. Furthermore, when number of connected
node increases the ADDN value also increases. The highest
ADDR values are shown in the presence of Blackhole attack
and the mean value of ADDR values is 0.106 bps. This means
when a Blackhole attack is presented in a network, it drops
data 106 times than a network without a Blackhole attack. The
networks which are affected by a Grayhole attack show 0.008
bps of mean value for all ADDR value on the network.

Blackhole Attack

0.0600

Grayhole Attack

0.0500

Wormhole Attack

0.0400

Controller

0.0300

Linear (Controller)

0.0200
0.0100
0.0000

10

Fig. 5.

15
20
25
30
Number of connected nodes in the network

Graph of SPTIN vs. Number of Connected Nodes in the Network.

VI.

S UMMARY OF A NALYSIS AND D ISCUSSION

Table III shows summary of analyzed results. All values are
converted into a percentage value with respect to the value of
controller network. In Active attacks, Blackhole attacks causes
severe damage to a network performances than Grayhole
attack. Although performances of a network which is affected
by a Grayhole attack varies in between the performances of
the network which is affected by Blackhole attack and performances of the controller network. Furthermore, there are significant amount of enhancement of the network performances
on the network by the affect of a Wormhole attack. Among the
reactive routing protocols, AODV routing protocol performs
well [5], [30]–[32]. Therefore, AODV routing protocol is used
for network simulations in this research.
TABLE III.
Network
parameter

E. SPTIN

T otal processing times of
connected nodes in the network
SP T IN =
N o of connected
nodes in the network

Controller
(%)

Blackhole
(%)

Grayhole
(%)

Wormhole
(%)

PDR

73.75

22.69

70.85

75.19

AEED

100.00

∞

69.51

12.48

Throughput

80.95

0.38

41.03

83.92

ADDR

100.00

10.68

398.66

794.88

SPTIN

100.00

416.75

14.74

4.68

(5)

VII.
Fig. 5 is a graph which is plotted between SPTIN and
number of connected nodes in the network. According to the
graph, the SPTIN value of the controller network is 0.0137
seconds. The network which is affected by Balckhole attack
shows higher amount of SPTIN. The average SPTIN value
is 0.0570 seconds. It is nearly 4 times higher than SPTIN
value of the controller network. Lower average SPTIN value
is observed at the network which is affected by Wormhole
attack. It is 0.0006 seconds. This is 20 times lower than average
SPTIN value of the controller network. Average SPTIN value
is 0.0020 seconds when a network is affected by Grayhole
attack. This value is 7 times lower than average SPTIN value
of controller network. All networks show relatively similar
SPTIN value at the lowest number of connected nodes in the
network except the network which is affected by a Blackhole
attack. Furthermore, the linear trendline for all SPTIN value
of the controller networks, Blackhole and Grayhole attack
affected networks show gradual increase of SPTIN value with
increase of the number of connected nodes in the network.
However, when Wormhole attack is affected on a network, the
SPTIN values of the networks are relatively same while the
number of connected nodes in the network is increasing.

S UMMARY OF ANALYZED DATA

C ONCLUSION AND F UTURE W ORKS

According to the simulation results, we can conclude that
active attacks are more destructive than passive attacks. In an
Active attack, malicious node drops data packets. Though in
a passive attack, malicious nodes provide better performances
than as usual to become a part of the network. The reason for
higher performance is Wormhole tunnel.
AODV routing protocol is more suitable for MANET. Pure
AODV protocol is only considering about data communication
but not data security. In AODV routing protocol, most of
the malicious nodes become a part in the network at initial
route discovery process. Therefore, node selection process for
a network must be more qualitative and precise by concerning
on data security. Furthermore, in MANET a routing protocol
can be able to identify affects of Hole attacks therefore it
is possible to apply suitable mechanisms to prevent these attacks through the routing protocol. Therefore, routing protocol
should be equipped with an adaptive model which includes
different suitable security mechanisms to prevent and handle
the Hole attacks. In our future work, we intend to modify
AODV protocol with an adaptive model to prevent these Hole
attacks.
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