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Abstract—Mobile ad hoc networks (MANET) can be utilized
for communicating wirelessly. However, MANET is affected by
many attacks and malicious activities. In MANET, the
prevention approach is necessary to secure communication.
MANET is easily affected by numerous attacks such as wormhole
(WH) attack, Grey-hole (GH) attack, and black-hole (BH) attack
in which the sender hubs can’t able to transmits the message to
the target node due to the malicious behavior. To prevent the
attacks in MANET, this research introduces a novel routing
protocol as African Buffalo Monitoring Zone Protocol (ABMZP).
This approach is utilized for preventing wormhole attack and
other malicious activities in MANET. This mechanism monitors
the communication channel continuously and identifies the
attack detection. Sequentially, the ABMZP approach prevents
the harmful nodes and finds the alternate path for
communication. The simulation of this research is done with the
use of Network Simulator 2 (NS-2) and finally, the efficiency of
the projected ABMZP work outcomes are compared with the
latest existing techniques and provides superior results.
Keywords—Mobile ad hoc network; malicious nodes; routing
protocol; wormhole attack; security

I.

INTRODUCTION

In general, MANET referred to the decentralized
classification of a wireless network [1, 44]. Also, MANET has
a routable associating situation on upper of a connection layer
[2, 35]. Also, MANET has a collection of nodes, which are
communicating wirelessly [3, 37]. Moreover, the nodes in the
MANET are freely moving as the system topology transforms
frequently [4,]. Generally, every hub acts as a router when it
sends traffic to another specific node in the network. The
MANET nature is very dynamic that is utilized for
communicating between two nodes during business
conferences, natural disasters, etc [5, 41]. In MANET, the
routing procedure is utilized for communicating between the
pair of nodes. These nodes are having the ability to transfer
the message from the source hub to the target node [6, 40].
Generally, MANET has several groups of nodes, which is no
permanent infrastructure to connect the nodes. So, these are
very flexible & smoothly reconfigurable and these networks
required a limited number of properties like memory of the
network, bandwidth, and battery & computation power
[7].The MANET nodes are in a particular network range and
communicate directly to each other [8]. In general, several
network actions are achieved using mobile nodes in MANET
such as packet forwarding, packet detection, packet
communication, and network organization [9].

Moreover, MANET is having the features of
communicating in free space, broad sharing of packets, and
nodes. However, MANET is vulnerable to several types of
malicious activities so prevention is necessary to protect the
channel [10, 39]. The packets should be controlled because
when the sender node sends the message the neighboring
nodes act maliciously to drop the data are passed through it
[11, 38]. Several attacks are affecting the MANET network
such as BH, denial of service (DoS), WH, distributed
DoS(DDoS) and GH attacks. Moreover, the difficulties of
misconduct routing are one of the disseminated protections
terrorizations in the network like BH attacks. Therefore,
several investigators are proposing many protected routing
ideas to overcome these issues, but the safety problems of
network are still an issue.
So, several prevention mechanisms are introduced to
prevent malicious attacks but, it has attained numerous
challenges. Several routing protocols like artificial intelligence
[12], EMAODV [13, 45], and Ad-hoc On-demand Distance
Vector (AODV) mechanism are introduced to secure
communication. However, the malicious activities create
trustful nodes so the sender transmits the message to it [14,
36]. But, it can’t able to reach the destination because the
hacker transmits the message into the third person [15, 46].
So, the proposed approach introduces a novel protocol for
avoiding the occurrences in the MANET and provides secure
communication. The proposed mechanism improves network
performance and provides high security.
This research is categorized as various sections that are
Section 2 demonstrates the recent literatures about the
security, the problem definition is given in Section 3; the
proposed methodology is detailed in Section 4, the attained
results are explained in Section 5, and the conclusion part is
mentioned in Section 6.
II. RELATED WORK
Various authors have given different approaches to
eliminate attacks in MANET and here are some:
A BH attack is one of the categories of MANET
occurrence and here the malevolent hubs become part of the
network. As a result, it absorbs everything that comes in,
because it acts as a hole and the packets fall into it. Therefore,
the desired target node does not attain the data packets;
therefore, it disturbs the entire communication. Here, Gupta et
al [16] established the methodology using reliability factors
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for detecting and preventing the BH attacks in MANET. Also,
the AODV protocol is modified to secure the channel that can
act against the BH attack. Thus, the fake RREQ conception is
utilized for detecting the malicious nodes in this method.
Furthermore, this approach decreases the amount of dropped
packets.
In MANET, several intrusions are detected to affect the
nodes in the network. According to this reason, Su and MingYang [17] introduced Anti-Blackhole Mechanism (ABM) for
reducing the BH attack in the MANET. Thus, it detects and
separates the malicious nodes in the MANET. Here, the
utilized IDS nodes are arranged in the form of sniff for
achieving the function of ABM that is utilized for evaluating
the uncommon value of a node. Here, it considered the
threshold value and when the particular node threshold is
increased then IDS is blocking the message.
Moreover, WH attack is the rigorous activities in MANET,
which is defeated using many prevention mechanisms. These
prevention approaches are based on packet traversal time,
round trip time, & hop-count but, these solutions are not
successful. To avoid these issues, Vo et al [18] introduced a
multi-level
authentication
method
and
procedure
(MLAMAN). This method permitted the nodes to validate the
packets based on 3 steps that are packet level, membership,
and neighborhood level. Hence, the MLAMAN approach
detects and prevents the wormhole attack in the network.
In MANET, the messages are not reaching the target node
because of the malevolent activities of the node such as DoS
and black-hole attacks. The packets are dropped because of
the BH attacks that are eliminated by a new approach. Here,
Gurunget al [19] introduced an approach that depends on a
dynamic threshold algorithm that is named as MBDP-AODV
protocol. This protocol moderates the collision of attacks
based on various network densities and this mechanism
improved network performance like throughput, PDR,
overhead, and decreases the routing load.
MANET can be affected by many malicious attacks like
DDoS attacks. A kind of DDoS attack is a Jellyfish attack that
is quite hard and affects the complete performance of the
network. To overcome this jellyfish attack, Doss et al [20]
proposed an attack prevention APD-JFAD approach. This
approach selects the trusted nodes for creating a path to
overcome the attack. Moreover, it acts against the jellyfish
attack accurately and provides better performance. Thus, the
existing techniques presentation is summarized in the Table I.
The key contributions of the research are summarized
below:
• In general, MANET is vulnerable to malicious
activities. So, this approach develops the novel
protocol for predicting malicious activities in the
network.
• Here, African Buffalo Monitoring Zone Protocol
(ABMZP) is developed to prevent the network from
the WH, BH, and GH attacks.

• The implementation of the proposed approach is done
using the NS-2 tool.
• Finally, the attained implementation results prove the
efficacy of the projected approach.
TABLE I.

RECENT LITERATURE BASED ON PREVENTING ATTACKS IN
MANET

Author

Method

Merits

Demerits

Gupta et al
[16]

Reliability Factor
Based AODV
Protocol (RF based
AODV)

Packet drop
ratio is reduced
in this
approach.

RF based AODV
attained high
simulation time
and low accuracy.

Su and
Ming-Yang
[17]

Anti-Black hole
Mechanism (ABM)

In this ABM
method Packet
loss rate is
decreased.

It has high
overhead.

Vo et al [18]

multi-level
authentication
model and protocol
(MLAMAN)

It can detect the
malicious
activities as
different tunnel
lengths and
node speeds.

This MLAMAN
strategy attained
high overhead
during data
transmission.

Gurunget al
[19]

MBDP-AODV

MBDP-AODV
manner attained
high PDR, and
throughput.

It attained high
routing overhead
during
transmission.

Doss et al
[20]

APD-JFAD

It attained high
PDR,
throughput, and
low delay.

APD-JFAD
method
prevention
accuracy is low.

III. PROBLEM STATEMENT
MANET has multiple nodes connected to multiple
wireless connections. MANET is affected by various
limitations such as limited bandwidth, connection failure,
limited communication power, and power outage. Moreover,
the wireless link and nodes are highly susceptible to attacks.
The communication channel is affected by several malicious
activities such as WH attacks [21], GH attacks [22], DDoS
attacks [23], and BH attacks [24]. The most common attack in
MANET is the WH attack, which can be dropped the packets
and break the link. So, the information was not able to attain
the destination of the network [25, 31]. Moreover, these
attacks break the wireless links and pass the data into
unwanted nodes. The destination node can’t receive the
packets because of the malicious activities [26, 32].
The source hubs transmit the data packs to the target
through neighboring nodes. The attacker node receives the
data packets from the sender. After that, the attacker node
drops the data packets, which are detailed in fig.1. So,
MANET security is necessary and that should be complete the
security parameters such as network overload, processing
time, and energy consumption. The proposed approach
provides better network performance and high security
between nodes.

• It secures the MANET communication channel against
the malicious attacks.
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Sender

Receiver

Sending data
packets
Attack

Dropping
data packets

Fig. 1. System Framework for attack Intrusion in MANET.

IV. PROPOSED (ABMZP) METHODOLOGY
The proposed approach provides secure communication
between the nodes in MANET. Initially, a communication
channel is formed in MANET that can be easily affected by
many attacks like WH, BH, and GH attacks. So, this
methodology introduces an innovative African buffalo
Monitoring zone protocol (ABMZP)
to
prevent
communication channels from malicious activities. Finally,
this approach acts as a prevention mechanism against the
harmful nodes in the network. The proposed manner is aimed
to secure the network before any type of malicious activity
enters the node and make the malicious node not able to break
the security of the network, which are shown in Fig. 2.
//malicious
attacks

ABO and it identifies another secure path for communication.
Initially, the ABMZ protocol creates the routing zone for data
transmission. This routing zone has several numbers of nodes
(N) that all are in the communication network. Initially, the
source hub conveys the data packets to the receiver through
neighboring nodes that makes the path for packet
transmission. MANET is vulnerable to malicious activities so
the proposed approach identifies the attacked nodes and
provides better transmission through alternate path [33,42].
The proposed ABMZP model identifies the attacks like WH
attack, BH attack and GH attack. This approach initializes the
network zone (N) that has several nodes. Primarily, the
R Re q message is transmitted for all neighboring nodes by
the sender node and that routers send the RRply message to
the sender node. Here, the proposed ABMZP monitors the
network to identify the best path for better communication.
Also, the proposed ABMZP categorizes the IP address for
every nodes in the network. The finest path identification for
better communication using eq. (1):

k ' w = Pk + N (ln1 (bN − Qk ) + (ln 2 (bM .k . − Qk ) )

(1)

Where, N specifies the whole communication network, k
denotes the communication path, Pk represents all nodes in
the network, Qk is the malicious nodes,

ln1 and ln 2 is

the

learning parameters, bN mentioned the IP address of all
nodes and bM denotes the IP address of malicious nodes.
Algorithm 1: ABMZP for attack prevention
begin
{
Initialize the communication network (N)
Develop the source (S) and destination (D) nodes;
Randomly initialize network path K w on the search space
Let the attack nodes as ( Qk ) // Qk involves WH, BH, and GH attacks

Pk → IP _( N ) = (bN )
If S

// set IP address for all nodes in the network

RRply
→ S
→ Pk then Pk & Qk 
R Re q

Analyze the network path using AB function by eqn.(1)
If

Mobile ad hoc
networks

ABMZP

Pk (bN ) ≠ Qk (bM ) //bN and bM denotes the IP address of trusted

node & Malicious node
then
Calculate the energy levels of all nodes using eqn.(2)
If ET ( N ) > 1J // malicious activities are present
then
calculate the energy threshold for all nodes
1J < ET ( w) > 1.5 J // ET w denotes the energy threshold of

( )

wormhole attack
Secure
communication

Prevent the harmful
nodes and find the
alternate path

1.5 J < ET (b) > 2 J
2 J < ET ( g ) > 2.5 J

Fig. 2. Proposed Methodology.

//

black hole attack
//

ET (b ) denotes

the energy threshold of

ET (g ) denotes the energy threshold of

grey-hole attack

A. African Buffalo Monitoring Zone Protocol (ABMZP)
African buffalo Monitoring Zone protocol (ABMZP) is the
hybrid form of African buffalo optimization (ABO) [27,34]
and Zone protocol (ZP) [28,43]. In this approach, the
malicious nodes are predicted using the fitness function of

end
alert the source node;// S node not transmits the message in this path
Identify the optimal path // secure communication
end-if
}
stop
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Subsequently, if ABMZP detect the harmful nodes then it
detects the attacks like WH, BH, and GH based on the energy
levels of malicious nodes. Thus, the energy threshold of the
nodes are identified using eq. (2).

ET ( N ) =

E R Re q + E RRply
Total _ energy

(2)

Where, E R Re q is represents the energy for R Re q
message, E RRply is denotes the energy for RRply message

and λ is the energy of attacks. The process of ABMZP is
explained using algorithm 1.

V. RESULTS AND DISCUSSION
The developed ABMZP model is simulated byNS-2
running on NAM console v1 15 in the Ubuntu 12.04.5 LTS
platform. Generally, MANET is vulnerable to attacks so this
proposed approach introduced novel prevention mechanism
ABMZP. The projected ABMZP model is utilized to create
the MANET nodes and transmit the messages through the
routers in a secure way. This research focuses on the MANET
nodes and identifies the malicious nodes. Also, ABMZP
creates a better channel for communication, which is detailed
in Fig. 4. Finally, the performance metrics are calculated using
NS-2 and provide better network performance compared with
existing approaches.

In this approach, the ABMZP monitors the network
continuously to detect the harmful nodes. If it is identifying
the harmful nodes then it alerts the source node and provides
secure communication through finest path that process is
explained in Fig. 3.
Start

Initialize the network

// generate the MANET
network

Determine the S and
D

// find the S-sender and Ddestination

(a)

// If IP address is
different then attack node
is present

Set the IP address of all nodes

Monitor the network
Harmful nodes present or not
No

//the attack node can drop
the packets

Pk (bN ) ≠ Qk (bM )

// African buffalo fitness function
utilized for find the attack

Yes
Alert the source node

(b)
// it can identify the category
of attack (WH, BH, and GH)

Set the energy threshold of nodes

// then it find the secure path
for packet transmission

Analyze the optimal path

No
If find the alternate
path
Yes
Secure communication

(c)

Stop

Fig. 3. Flow Chart for ABMZP.

Fig. 4. (a) Node Formation in Network, (b) Detection of Attacks,
(c) Communication through Best Path.
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B. Case Study
Let the sender node S, destination node D, and A, B, C, D,
E, F,G,H,I,J, and Kare taken as other neighboring nodes. Here,
the data packets are transferred from S to D through
neighboring nodes. Initially, the sender node wants to convey
the information to the target. So, the sender node searches the
IP address of every nearby node. Moreover, the sender node
finds the IP address of each adjoining node in the zone.
Subsequently, every node has a dissimilar IP address and that
is stored in the sender node. Primarily, the sender node
transmits the Route Request (RReq) to the routers in the zone
before transmitting the packets. Consequently, the neighboring
nodes are send Route Reply (RRply) message to the sender, if
any node is attacked by malicious that is also sending the
RRply message. The ABMZP is always monitoring the
network and RRply messages. Also, it analyzes the IP address
of the nodes which are forward the message to the sender. If it
is same means there no malicious activity and it is different
means the attack present in the network. The graphical
illustration of these details is represented in Fig. 5.
Furthermore, malicious node forwards the RRply message
through the sender, which is detected using ABMZP. Let us
consider the total energy of the nodes as 0.4J and the energy
for RReq message as 0.2J and the energy for RRply message
as 0.18J, which are substitute in eqn.2. So, the attained energy
threshold for all nodes as E(N)=0.875J. Also, let the energy
threshold level for attacks as WH attack Ew= 1.2J, BH attack
Eb=1.6J, and GH attack Eg=2.1J. Here, the proposed ABMZP
utilizes lower energy to transmit the packets. If the energy
threshold is high than the particular range then it is affected
with malevolent activities. So, the ABMZP protocol alerts the
sender node and transmits the message in another path to
provide secure transmission, which is shown in Fig. 6.
Consequently, the proposed ABMZP develops best path to
secure transmission. Finally, the data packets are sending
through the secure path and reach the destination.
C. Performance Metrics
The introduced ABMZP mechanism compute the
parameters like throughput, overhead, packet delivery ratio
(PDR), packet delay, and end_to_end delay. This manner is
compared with other strategies such as MBDP-AODV [19],
OLSR [29], and CLPDM-SI [30]. The proposed method
achieved better results in overhead, packet delay, PDR, and
throughput.
1) Attack prevention rate: This is represented as a metrics
for calculating the effectiveness of attack prevention rate in
the network. It is the fraction of total quantity of sends
messages and sum of data packets attained to the destination
and the mathematical expression is represented in Eq. (3):

(Tn'+Tp ' )
A=
(Tn'+Tp '+ Fn'+ Fp' )

(3)

Where, Tn' is True negative, Tp ' is denoted true positive,

Fn' is represented the false negative value and Fp' is

Malicious node
RRply
K
D

RRply

RRply

RRply
// sender transmits request to
the neighbouring nodes

Route Reply

E

RReq

S

Route Request

A

B

RRply

D

Destination node

C
I

F

RReq

G

H

Fig. 5. Network Zone for Data Transmission.

Malicious node
K
D

Secure path

S

Harmful path

E

A

B
D
C

// sender transmits data
packets

// destination node receive the
message from secure way

F

I
G
H

Fig. 6. Secure Packet Transmission.
TABLE II.

CALCULATION OF ATTACK PREVENTION RATE

Method

Attack Prevention rate (%)

MBDP-AODV[19]

89

OLSR [29]

98.5

CLPDM-SI [30]

96

Proposed [ABMZP]

99. 96

The attack prevention rate is proves the efficiency of the
proposed ABMZP method. This is campared with some
techniques like MBDP-AODV, OLSR, and CLPDM-SI. Here,
MBDP-AODV attains lower prevention rate as 89%, OLSR,
and CLPDM-SI attains 98.5% & 96% prevention rates. But,
the proposed ABMZP attains 99.96 % high rate for attack
preventing rate, these values are given in Table II and it is
represented in Fig. 7.
2) PDR calculation: It is the ratio between the entire
amount of attained data packets and quantity of sent packets,
which is calculated using eq. (4). The PDR ratio of the
proposed ABMZP model is detailed in Fig. 8.

PDR =

symbolized the false positive.

No.of _ received _ packets
X 100
No.of _ sent _ packets

(4)
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a high delay for transmitting the packets. Therefore, the novel
ABMZP method provides a low delay for receiving the
packets in the destination that is given in Table IV and
represented in Fig. 11.
TABLE III.

EVALUATION OF PDR

Packet Delivery ratio (%)
Nodes

MBDP
AODV[19]

OLSR
[29]

CLPDM-SI
[30]

Proposed
[ABMZP]

10

94

48

85

99.98

20

93

78

98

99.86

30

92

82

99

99.65

40

90

88

98

99.55

50

92

95

99

99.32

Fig. 7. Evaluation of Attack Prevention Rate.

Fig. 9. Comparison of PDR Ratio.
Fig. 8. PDR Rate.

Moreover, the PDR ratio is calculated and evaluated using
prevailing approaches. Here, the PDR ratio is computed based
on the number of transmitted nodes. While considering 50
numbers of nodes, MBDP- AODV achieved 92% PDR, OLSR
attained 95% PDR and CLPDM-SI attained 99% PDR.
Moreover, the proposed method ABMZP achieved 99.32%
high PDR rate, which is given in Table III and represented in
Fig. 9.
3) End-To-End delay calculation: It is a calculation of the
regular time when the data take a time period to reach the
target node from the sender and the delay time is calculated
using eq. (5).

Fig. 10. End-End- Delay Calculation.
TABLE IV.

received _ packets _ time
End _ to _ end − delay =
sent _ packets _ time

EVALUATION OF END-TO-END DELAY

End to end delay (s)

Generally, high packet delay increased the number of
retransmitted RReq messages and data packets. Also, it can
easily reduce the network resources and wastes the energy of
nodes. In this approach, the delay is very low because of high
attack prevention, which is mentioned in Fig. 10.
This ABMZP outcome is compared with MBDP-AODV,
OLSR, and CLPDM-SI. Here, the MBDP-AODV method has

Nodes

MBDP
AODV[19]

OLSR
[29]

CLPDM-SI
[30]

Proposed
[ABMZP]

10

40

18

8

3

20

80

28

10

5

30

110

38

14

10

40

160

58

28

13

50

180

64

30

20
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TABLE V.

EVALUATION OF PACKET DROP RATIO

Packet Drop ratio (%)
No. of
Nodes

MBDP
AODV[19]

OLSR
[29]

CLPDM-SI
[30]

Proposed
[ABMZP]

10

3.5

4

3

2

20

6

4.5

7

3

30

9.5

8

13

7

40

16

13.5

18

11

50

23

21

22

18

Fig. 11. Comparison of End-To-End Delay.

The security mechanism is taken at a particular time for
detecting and eliminating the harmful nodes. Thus, the
MANET security mechanisms should have very low
processing time for packet transmission.
4) Packet drop ratio: This calculation measured using the
fraction of total packet loss during transmission to the entire
amount of received data packets. The sender hub transmits the
packets to the neighboring nodes. If any attack present in the
network then it is dropped or losses the packets, which is
calculated and shown in Fig. 12.

Fig. 13. Comparison of Packet Drop Ratio.

During data transmission, some packets are lost due to the
malicious activities and the packet drop ratio of the projected
scheme and other techniques are given in Table V and it is
represented in Fig. 13.
Here, when considered 50 numbers of packets transmitted
then MBDP-AODV attained 23%, OLSR achieves 21% and
CLPDM attained 22% Packet drop ratio. Moreover, the
proposed ABMZP achieved a low packet drop as 18%
validated with other procedures.
5) Throughput calculation: It denotes the rate of
transmitting data packets through the network that is
distributed through convinced physical or logical links. This
value is denoted in bit/s or bps which is represented in Fig. 14.

Fig. 14. Calculation of throughput.

The proposed manner achieves high throughput value
validated with other prevailing approaches that are detailed in
Table VI.
TABLE VI.

EVALUATION OF THROUGHPUT

Throughput (kbps)

Fig. 12. Calculation of Packet Drop Ratio.

Nodes

MBDP
AODV[19]

OLSR
[29]

CLPDM-SI
[30]

Proposed
[ABMZP]

10

20

36

145

160

20

18

48

198

250

30

17

54

201

320

40

15.5

88

198

350

50

18.63

95

201

345
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[5]

[6]

[7]

[8]

[9]

[10]

Fig. 15. Comparison of throughput.

Here, some recent methods like MBDP-AODV attained
18.63kbps, OLSR attained 95kbps, and the CLPDM-SI
approach accomplished 201kbps for transmitting 50 numbers
of nodes. But, the proposed ABMZP achieved 345 kbps high
throughput value compared with other techniques, which is
represented in the Fig. 15.
D. Discussion
The proposed ABMZP model provides secure
communication in the MANET that is transferring the
message from the sender hub to the target hub without any
interruption. Therefore, the introduced novel ABMZP method
provides better outcomes in terms of attack prevention rate,
PDR, packet drop ratio, throughput, and delay validated with
existing approaches like MBDP-AODV, OLSR, and CLPDMSI.

[11]

[12]

[13]

[14]

[15]

[16]

VI. CONCLUSION
Generally, MANET is affected by various attacks such as
wormhole attack, BH attack, and GH attack. To protect the
information during data transmission the attack prevention is
necessary. Hence, this paper introduced the novel prevention
method as African Buffalo Monitoring Zone Protocol
(ABMZP) for securing the communication. Thus, the ABMZP
approach prevents the data from wormhole attacks and other
malicious activities in the communication network.
Consequently, if ABMZP detects the malicious activities then
it alerts the source node. Also, it neglects the attack and
provides secure transmission through an optimal path. Hence,
it achieves a 99.96% high attack prevention ratio, 99.98%
PDR, lower delay, and high throughput ratio.
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[3]
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