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Abstract—There is an abundance of technology targeting
children in terms of education, entertainment, and health;
however, little research has been conducted on the usability of
Near Field Communication (NFC) to create an interactive, digital
environment for children easily accessible on a mobile device.
NFC technology is a component of Radio Frequency
Identification (RFID) technology and is affordable, intuitive, and
accessible. The following research evaluates existing NFC
applications for children in terms of their ease of use,
appropriateness, and areas in need of improvement.
Recommendations are provided in visual design, audio
enhancements, reward system, and privacy and security
concerns. It is concluded that adopting NFC technology in all
facets of life will positively benefit the most vulnerable
population, children, but first progress toward a user-centered
design for this group is required.
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I.  INTRODUCTION

In modern society, the number of children using
smartphone applications and new technologies is increasing.
According to a report, children ages 5 to 9 years old spend
about 28 minutes online daily, and this time continuously
grows [1]. Another study found that 69% of children, across
eight countries, use a smartphone [1]. Yet another study found
that “almost 80 per cent of children who access the Internet
from smartphones download or use mobile apps™ [1]. Children
are using a variety of smartphone applications for different
purposes, like entertainment, learning, and taking care of their
health. Selecting an appropriate program for a child based on
his/her age and inclination is an important task, which requires
parents and researchers to pay attention to an application’s key
features. Therefore, developers need to design an application
that suits the child's desires, builds his/her skills, and develops
his/her confidence. On the contrary, if developers design an
inappropriate program, this may negatively affect the child's
skills and reduce the child's self-confidence.

Numerous research studies have shown that children do
not yet possess the capabilities and knowledge of adults, so
they are considered a different group with their characteristics
[2], [3], [4]. Thus, it is preferable to study this group’s
properties individually by taking a user-centered design
approach. A variety of applications have been designed to
provide services for children, to enhance the quality of their

daily lives, and to provide adequate support to promote
involvement in the activities designed by developers.
However, while various applications have been developed for
children, most of them do not encourage the user to explore
and interact with their physical environment. This is despite a
set of applications and systems already established in the form
of NFC technology, which can be more immersive and user-
friendly for children.

This paper serves as a review of existing NFC programs in
terms of user-centered design for children. Recommendations
are proposed to take into consideration the needs of this
vulnerable population. The organization is as follows: an
explanation of Near Field Communication technology, a
review of existing NFC technology targeting children, analysis
of the lack of user-centered design concepts in terms of NFC
technology for children, a discussion of recommendations for
areas of improvement, and concluding thoughts with a look at
future research for NFC technology use in children’s
applications.

Il. NEAR FIELD COMMUNICATION TECHNOLOGY

Most new smartphone devices are compatible with Near
Field Communication (NFC) technology. NFC is a wireless
technology that works at 13.56 MHz and is used for short-
distance connections. It is a small chip used to store data and
can be read by smartphone devices enabled with NFC
technology. It supports two communication modes to enable
two-way interactions, which are the Peer-To-Peer Mode and
the Reader/Writer Mode. In the Peer-To-Peer Mode, a user
can simply touch two smartphone devices together to establish
the connection and share content between devices. In the
Reader/Writer Mode, a user can touch an NFC tag with an
NFC-compatible smartphone device to read the tag content. A
smartphone-enabled with the NFC tag can read the content of
a tag placed elsewhere from a 10 cm distance [5], [36].

NFC technology is a part of Radio Frequency
Identification (RFID) technology; both of allow two-way
communication. But RFID technology requires a special RFID
reader, unlike NFC technology, which uses an NFC-enabled
smartphone to read the chip content. NFC allows a short-range
wireless information transfer between smartphone devices,
thus the interaction between the devices is simply by touch.
Therefore, it is a secure transfer, as it prevents other devices
from reading the content of the NFC tag from a distance.
Other security issues have been identified but are still being
addressed by NFC developers.
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The advantages of NFC technology are that it is simple,
easy to use, and easy to learn [6], [7]. It is clear how to
interact with the NFC, so it does not require a great amount of
cognitive load by children [6]. Additionally, other researchers
report that it only requires touching the target tag, which is an
effortless process to communicate and interact with devices
[7], [36]. Another advantage of NFC technology is that it is
quick, as it requires only seconds to establish the connection
and read the tag content.

I1l. RELATED WORK

Researchers are currently employing NFC features to
develop engaging tools for children. NFC technology has been
extended to various fields to promote children’s engagement
in these areas: education, transportation, safety, entertainment,
and health care fields [8], [9], [10], [11], [12], [37], [38], [39],
[40], [41], [42], [43], [44].

A. Education

Several applications with the support of NFC technology
have been proposed to enhance learning environments for
children [8], [9], [10], [11], [12]. For example, some of these
applications are used to support youth learning a second
language, while others are used to track school attendance and
transportation.

1) Learning a foreign language: Sanchez, Cortés, Riekki,
and Oja (2011) present two interactive NFC-based
applications to improve the experience of learning languages,
which are Touch&Learn Languages and Touch&Learn
Reading [10]. The primary purpose of both applications is to
allow children to learn new vocabularies and learn how to read
a foreign language. In the Touch&Learn Languages
application, a user touches an NFC tag with their smartphone,
and the application shows the related information that is
linked to the NFC content. For example, it displays a word
and reads it. By doing so, a child can learn a new word and its
pronunciation using their physical environment as an
interactive setting. In the Touch&Learn Reading application,
the application displays a word and reads it aloud, and the
child must touch the corresponding object that is tagged with
an NFC tag. If they touch the correct object, the application
presents the object image as confirmation.

Similarly, Lorusso et al. (2018) developed an application
that reads the content of NFC tags. The tags are attached to
small, touchable samples of objects like plastic animals and
toys [11]. The purpose of the application is to enrich the
vocabulary and conceptual networks for children with
language impairments. The application was tested by
kindergarten-age children, and the study results indicated this
application is a valuable, engaging learning tool. It also speeds
up the learning process, as it makes learning engaging and
enjoyable.

Sanchez, Riekki, Rousu, and Pirttikangas (2008) propose
another NFC-based interactive application, which is called
Touch&Share [13]. The application uses NFC technology to
store information about an object or an animal within a
museum. This information stored can be audio files, videos, or
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text documents to enhance learning. In this application, a user
touches a tag that is attached to an item in the museum, and
the application provides additional information about the
touched item. This application provides an interactive,
learning environment within the museum. The application was
tested in the local Zoological Museum, and the NFC tags were
attached to stuffed animals so that children could learn more
about their habitat and life patterns. The study results show
that using NFC technology provides an immersive experience
in which children can learn.

2) Attendance supervision: Ervasti, Isomursu, and
Kinnula (2009) developed an attendance supervision system
with the support of NFC technology. In the system, each
student was given an NFC card that has their ID (the child’s
name) [14]. When students arrive at school, they touch an
NFC reader, like a smartphone device, that is located at the
class entrance with their NFC cards. At that time, the NFC
reader records the student ID, the direction (in or out), and
arrival time. Students repeat the same procedure when they
leave at the end of the school day. The system allows parents
to track their children's’ attendance without coming to school
by sending an instant message to them. It also improves and
secures children’s transitions from home to school and vice
versa. In addition, it enables students to be independent when
traveling between home and school, as well as enhances
communication between school and home. Another benefit of
the attendance supervision system is that it helps teachers by
minimizing responsibilities like marking absences. The critical
benefit the school gets from the system is that it discourages
absenteeism by informing teachers, administrators, and
parents of a child’s absence in real-time, allowing for
immediate intervention. The system was tested in a school by
teachers, Grade 1 students, and parents. They report that it has
made a marked difference in attendance as well as received a
positive adoption rate and provided improvements in the
school’s daily routine. However, some technical concerns
have been reported about the system, which are privacy and
security issues such as protecting student information
including name, location, and arrival and departure time.

3) Transportation: Rengaraj and Bijlani (2016) presented
a child security and monitoring model with NFC/RFID
technology and a smartphone device to track child activity and
ensure safety [15]. The system is a web-portal and Android-
based mobile application that uses NFC/RFID technology, a
smart ID card, and a Child Safety device (CSD). The CSD
contains RFID and Global System for Mobile
Communications (GSM), or Internet-enabled Wi-Fi or
Ethernet cables to communicate with a server. The model
provides instant communication between parents, children,
and teachers to ensure security in the school, on the bus, and at
home by providing a report about the children’s activities. The
solution was evaluated, and the study outcome shows an
acceptance of the use of the system for child security at both
parenting and school management levels.
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Recently, Bai, Fu, and Yang (2018) proposed an NFC-
based system on a smartphone device for children’s safety
when they are picked up from school. The proposed system
allows teachers to monitor children’s movements by
identifying and ensuring the pick-up person is rightfully in
charge of the child to be picked-up [18]. Teachers scan the
authorized person’s NFC tag and the child’s NFC tag, then the
system compares the two tags to ensure they match. If they
match, the system sends a message to the child’s parents,
which includes the name and ID of the individual who has
already picked up their child. On the other hand, if the
comparison does not match, then the system will
automatically communicate with the parents to inform them to
correct the authorized individual’s information. The system
was not evaluated. However, there is a need to add warning
functions if the child is absent or they are not at the correct
pick-up place.

4) Pervasive learning system: Ivanov proposed a
pervasive learning service with the support of NFC technology
that describes the objects that are tagged to assist children in
recognizing objects within their physical environment [8].
Children can use the system just by touching the objects
around them that are tagged by NFC tags to learn their names
and characteristics. The system syncs with the Google App
Engine cloud, which stores audio recording information about
each object to provide verbal information to children. The
service can be used in different learning scenarios such as
colors, letters, and numbers, shape recognition, learning
foreign languages, and many others. The system was
evaluated with 10 children ages 3-8 years-old and the results
showed that the system was easy to use, and the interface was
accessible for children. Findings also reported that the system
can be used as an interactive teaching tool, which allows
children to learn in their own environment.

B. Health Care
Many NFC applications have been developed to automate

healthcare services, including health promotion, patients’
records, and patients’ identification.

1) Nutrition guidance (mHealth): Vazquez-Briseno et al.
(2013) introduced a smartphone application with the support
of NFC technology and QR codes. It offers nutrition guidance
to promote healthy diets for children and prevent obesity [19].
The main page of the application presents three buttons, which
are the NFC tag scan button that reads the content of the tag
attached to food; the second button, which provides a set of
food groups; and the last button, which presents and explains
the Eat Well Plate. After scanning the tag, the application
displays stars as a motivation method if the child ate correctly.
Parents are also informed about their child’s food selections.
Another important feature in the application is, that if a child
eats more than the maximum calorie intake, the child and their
parents will receive a warning notification. It has been tested
in an elementary school environment, and it was an effective
method of minimizing health-related problems.
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In 2020, Sutjiredjeki et al. presented a medical
measurement application with the support of NFC technology
and the loT (Internet of Things) [16]. The application
measures five health parameters, which are height, weight,
body temperature, blood oxygen (SpO2), and heart rate. The
application enhances the examination process and speeds it
up, as well as allows better integration and management of the
children’s health records. The main reason for using NFC
technology is to automatically transmit the collected data from
different sensors to the NFC-based smartphone devices and
the electronic key management system (e-KMS) tags, which
in this case is electronic medical records for Indonesian
children. Using NFC technology in this application eliminates
manual recording and digitizes patient records. The result
shows that the proposed system can be used to measure
several health parameters quickly, and it minimizes the time
spent to examine patients.

C. Entertainment

Riekki, Sasin, and Pirttikangas (2008) developed a
smartphone game with the support of NFC technology; it is
called Touch&Run [17]. The goal of the application is to
improve the learning experience and to encourage children to
do physical exercise in teams. The game board is divided into
a 4*4 grid, and each grid has an NFC tag, which includes the
position of that square on the board and the state of that square
in the game. A player and their team must occupy the grid as
fast as possible by scanning its NFC tag to encourage
communication between team members. The team players
touch their phones with each other for a few seconds, which
allows the phones to transmit between each other. The
Touch&Run game allows children to learn teamwork skills
and cooperation between team members.

In 2019, Chen et al. proposed an interactive gaming
application called intelligent SOMA (iISOMA) [20]. It attaches
an NFC tag on each side of the iISOMA block to determine
and detect the current position and the relative position of
other blocks. This way, the application can assist users in
checking whether they correctly built the blocks and to
quickly assemble iISOMA structures. Using NFC technology
in the iISOMA game helps in learning the process of how to
build the cube quickly, and it overcomes the limitations of the
traditional SOMA cube.

Imanara and Horie (2017) developed a home appliance
controller with the support of NFC technology [21]. In their
proposal, a child touches an NFC tag attached to a plastic toy
that represents a house appliance. In return, the command
transfers through a Wi-Fi router and enables the corresponding
physical household appliance to operate. The evaluation study
indicated this game has the chance to improve children’s
cognitive development by discovering the relationship
between the plastic toy and the actual household appliance.

IV. RESEARCH CHALLENGES AND RECOMMENDATIONS

Several NFC applications and evaluation studies have been
conducted to better understand applications intended to assist
children in completing varying tasks. Nevertheless, there is a
lack of study that discusses and analyzes the usability of NFC
applications for children. | analyzed the existing NFC
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applications for children. From a user-centered design
perspective, most NFC technologies targeting children are in
need improvement to meet children’s needs, wants, and
desires. As a result, recommendations for improvements to
overcome these design challenges are presented. Kraleva
(2017) and Kraleva, Kralev and Kostadinova (2016) have
highlighted some important factors, which should also be
taken into consideration when taking a user-centered design
approach to developing an NFC-based application for children
[22], [23]. These factors include specifying the targeted age
group, following simplified design principles, adding audio
effects, ensuring that the application is easy to use and
rewards success, and taking into account privacy and security
roles.

A. Defining the Target Age Group

Most, but not all, of the proposed NFC applications
stipulate the proposed user’s age range and cognitive
capabilities. Ibarra (2011) reported that children in between
the ages of 2 and 4 years old are not able to concentrate on a
digital game, unlike those in the age range between 5 and 6
years old, who can focus on the game’s goal and can enjoy the
concept behind it [24].

Table 1 shows which developers of NFC applications
determined the target age group in their proposal application.
Leaving the target group’s age undefined negatively affects
the acceptance of the applications among children. As each
group has a particular ability and desires, developers need to
specify for whom their application is built.

B. Simplified Design

Most user-centered design studies focused on children
encourage developers to simplify the design of an
application’s interface; it should have limited and large
buttons that are labeled clearly to enable children to easily
recognize the interface items [25]. Some researchers
recommend using different colors to get children’s attention
and avoid using menus, to prevent confusion. Most of the
applications that use NFC technology to target young users
follow a simple design, and they apply a set of colors to get
children’s attention.

C. Music and Sounds

Salmon (2009) found that using sound and music promotes
children's thinking and improves their learning development
[26]. She also recommended that teachers and parents use
music to enhance children’s learning and cognitive
development. However, none of the NFC applications for
children evaluated in this research provides musical
accompaniment, even though it was found by several studies
that using proper sounds for kids’ applications makes them
better perceived by children [27].

The Nutrition Guidance application developed by
Vazquez-Briseno et al. (2013) provides textual alerts and
notifications, but this is unsuitable for children [19]. Children
who fall in the age range between 2 and 4 years old are not
able to read text; thus, text alerts are not appropriate for them.
Using multimedia like sound, videos, and pictures to deliver
the message is a better method to notify children and keep
them interested [19]. After thorough review, it can be
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concluded that developers failed to take this into consideration
as 42% of the applications studied do not provide visual and
aural feedback (as shown in Table I).

D. Easy Tasks

Developers should simplify tasks to avoid making children
bored, which could cause them to avoid using the application
the next time. Most NFC applications studied (92%) are
simple, as they only require children to touch the NFC tags
with their NFC-enabled mobile device, without any need to
input text; meaning, these applications are overwhelmingly
suitable for young children, as they do not require typing any
content to interact with the application interface. The
application not utilizing easy tasks is the Touch&Run.

TABLE I. NFC APPLICATIONS FOR CHILDREN BASED ON DESIGN
PRINCIPLE
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E. Prizes

A recent study highlighted that rewarding children
improves their accuracy and encourages them to practice
efficient engagement [28]. Prizes also encourage children to
keep learning and motivate them to continue doing the
required tasks. To keep children's attention and make them
concentrate more, developers should reward them after
completing any task, such as with a pleasant melody, asterisks,
or any engaging image [29], [35]. For example, the
Touch&Learn application presents stars on the application
interface when a child completes a task correctly [10]. In the
NFC-based applications reviewed, only 25% of the programs
used a prize or rewards system.

F. Privacy Policy and Security

The most important element that developers consider in
any smartphone application is security. Researchers mention
the importance of preserving the data of children and
protecting those under 13 years of age by a privacy policy, to
protect them from the electronic world and to keep them safe
[30]. The involvement of NFC technology with smartphone
technology introduces new potential security issues, such as
eavesdropping [31], data corruption [32], and a man-in-the-
middle attack [33].

The security concern is critical when it comes to financial
transactions, but the NFC technology is considered secure in
most other regards because its communication range is very
limited. However, children’s information, including name,
age, education, and location, should be encrypted to protect
children’s private information and prevent this information
from being leaked to unauthorized persons or hackers. To
minimize security issues for NFC applications, some
developers ask for a login to ensure that only authorized
children and their parents can access the application.

As previously references, some NFC applications are built
to track children, like the school attendance or transportation
program. Tracking children’s movements by parents and
teachers is a valuable method for child safety, but it can also
be a risk when the captured data is not encrypted.
Unfortunately, 92% of the NFC applications reviewed do not
address these privacy and security issues and do not encrypt
collected data. Thus, these applications need to be refined
based on a security perspective and for children’s safety.

G. Testing

Testing is an important part of developing user-centered
software. Since the proposed NFC technology is developed for
a special group of users, namely children, the applications
must be stable and of the highest quality. It is important to
involve the end-users in the design and evaluation phase of the
application. Most of the NFC applications for children
reviewed (83%) have been tested by a few children and their
parents, and the results indicate the children’s acceptance of
the NFC technology and its simplicity to learn. However, a
large number of NFC applications for children have not yet
been verified and evaluated in the real-world environment.
After testing the functionality of the application, longitudinal
usability studies are necessary to assess the acceptance of the
proposed system by children, family members, and teachers.
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In addition, the effects of the proposed system on the child's
education and skill development must be evaluated.
Furthermore, the consequences and disadvantages of the
system on the child's behavior must be evaluated for further
development, such as the impact of these applications on
children’s emotions and motivations. Finally, the most critical
aspect that needs to be tested in children’s applications is that
related to security and privacy issues, as there is a serious need
to provide a secure and safe technical world for children.

Other studies highlight some important criteria that
developers should take into consideration, which are:

H. Usability

A new interaction method has been introduced once
developers began using NFC technology. Several studies
indicated that any new interaction method would cause
unconsidered usability concerns [34]. Thus, conducting a set
of user studies is critical to expose the usability challenges and
meet children’s capabilities. It is important to identify the
application’s usability problems from a user-centered design
approach. As shown in Table I, all of the NFC applications
were tested for usability. They were found to be usable, as
most of the application solved a problem and achieved the
goal, and they were easy to learn (and easy to remember) how
to use. In addition, the NFC applications that were discussed
in related works offer appropriate functions so that children
can do what they want to do, and they can simply complete
their tasks.

. Accuracy

Accuracy is a very important criterion that encourages
children to use the developed application several times.
However, none of the NFC applications’ accuracy has been
measured as seen in Table I. Building accurate applications
allow children to use the service in a safe environment with
straightforward steps. The error rate can be minimized by
building a prototype that addresses most of the proposed
application functions and having the target group evaluate it to
clearly understand the target group’s ability. Developers must
take into account the accuracy of the information about the
child, especially for the NFC applications that are designed for
the healthcare field. Then, the accurate information like
location, supports the proposed system to provide the wanted
service.

V. DISCUSSION

The review of existing NFC-based applications targeted to
children shows the technology to be a valuable tool for
children in various fields including education, health care, and
entertainment. It also finds that most of the NFC applications
are cost-effective and require little time or investment to
accomplish tasks, as they enable the quick capture of the tag
content and transfer it just by touch. NFC technology in
education plays an important role, as it is not time-consuming
to exchange data.

The findings also reveal that NFC technology is suitable
for users with low or no technical background, particularly
among children. The NFC applications evaluated seek to
contribute to the development of children. As these
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applications provide the opportunity for self-study at
children's homes these applications enable an accessible
interactive learning environment. Considering these findings,
the integration of NFC technology and smartphone
applications into early childhood education is thought to be of
great importance.

However, employing NFC technology to support
children’s learning and remaining motivated is considered an
emerging practice, as currently there is no widespread use of
NFC-based applications. Developers need to consider the
impact of other factors when designing NFC applications for
children to achieve the successful functionality of their
programs. These user-centered considerations include targeted
age, knowledge and skills level, simplicity and ease of use,
NFC tag locations, social influences, accuracy, and design
consistency [10].

One of the advantages of NFC technology is that it can be
integrated easily with smartphone applications, and it is usable
and easy to use and learn; thus, children can use NFC-based
applications with no need for training or support. Another
advantage is that all of the NFC-based applications evaluated
use a simple design, so children become familiar with the
technology and learn how to use it in a short time. However,
these NFC-based applications do not meet all inherent
children’s needs as 42% of those applications reviewed do not
consist of music or sound to attract a user’s attention. In
addition, 75% of the applications studied need to provide
some engagement or rewarding methods, like showing stars or
providing clapping sounds after achieving a task [29].

Another limitation is that the accuracy of the NFC-based
applications mentioned has not been evaluated, which is
important to minimize the rate of error and minimize their
effect, especially in applications that track children’s
locations. It is very important to improve these tracking and
monitoring applications by addressing privacy and security
issues, to protect children’s information, and to provide a
secure digital space for children. There is also a need to
implement security protocols when using NFC technology, to
secure the data exchange of children’s information.

In the future, there is a need to improve NFC-based
applications targeting children be implementing a user-
centered design approach.

A. Strengths and Limitations

NFC technology has been used for various applications
and it has proved successful in most cases. NFC is used to
improve user interaction, as it can afford children the ability to
identify the objects around them while encouraging them to do
physical activity and share knowledge quickly with others.
NFC-based applications has positive qualities that enables it to
be effective in many fields and to become increasingly
popular due to its high efficiency, low cost, convenience,
interaction technique, high reliability, and ability to integrate
with smartphones [1], [8], [21], [26], [31].

Another advantage of this technology is that the shape of
NFC tags can be customized. Moreover, NFC tags can be used
anywhere, because they are waterproof. In addition, the time
needed to read the NFC tag content is short. Thus, most of the
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applications that use NCF technology are simple and efficient.
However, as previously noted, it is vulnerable to attack by
hackers. Most of the discussed NFC applications for children
(92%) do not address a privacy policy or a particular method
to secure children’s and parents’ information.

VI. CONCLUSION

By exploring NFC applications, children can use NFC
technology to leverage and enhance learning, communication,
entertainment, and healthcare. The adoption of NFC
technology in schools, hospitals, and the home allows children
to positively interact with their surroundings and actively learn
while doing physical activities.

The programs developed using NFC technology were
studied based on the effective design principles for children
and the design criteria for mobile programs in general.
Implementing this user-centered design approach, results
indicate that some NFC applications have many strengths,
which are taking into account the capabilities of the end-users
and their age; ease of use; and using some media, such as
pictures and sound, to reflect the program’s reaction to the
child’s behavior. However, some of these applications missed
important criteria, including adding sound or rewarding
children after completing the required tasks. In addition,
developers of smartphone applications that use NFC
technology need to take into account the privacy of children
and increase the protection of personal information and
program content, as well address the urgent need to increase
the accuracy of data presented by NFC applications. Thus,
there is a serious need to improve applications that use NFC
technology targeting children, as it is considered an enabler
technology that creates usable and easy-to-learn interactive
environments for children in the fields of learning,
communication, entertainment, and healthcare. Otherwise, it is
a missed opportunity.
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