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Abstract—This paper highlights several of the key
determinants that play a vital role in the acceptance of Internet
of Things (1oT) technologies in the Kingdom of Saudi Arabia
(KSA). Based on the governmental focus towards technology and
the response of the citizens towards embracing new technologies,
several determining factors are presented. Certain essential
application areas of loT are analyzed including the local
industry, agriculture and livestock, health, education, smart
metropolitans and smart government. In addition, we also
explore acceptance at the personal level, such as home and
privacy of individuals, security, and personal management with
10T wearables. Towards the end of this paper, some challenges of
the 10T acceptance are presented along with the analysis of key
enablers. All the rationalizations lead to the conclusion that loT
acceptance is inevitable based on the number of associated
benefits which will enhance once the posed challenges are
addressed.

Keywords—Internet of Things (10T); security; health; loT
acceptance; smart cities

I.  INTRODUCTION

The Internet of Things (10T) is one of the most accelerated
emerging technologies that is perceived to be widely spread in
the coming decade [1]. It comprises of an expanding network
of smart devices that are capable of communicating over the
internet and use various network services to interact with other
internet-enabled devices. 10T is being applied in various
domains including health and medical care [2], smart
organizations [3], smart homes, smart cities, agriculture [4], e-
commerce and personal management, to name a few. In
addition, it is expected to be a catalytic agent for a variety of
other advancements such as upgrading of the existing
broadband networks [5], advancement in sensor technologies,
longer battery life, emergence of situation-aware [6] and
business-aware organizational networks [7], and many more
like the same. It is estimated that the number of 1oT-enabled
devices connected to the internet would reach over 43 billion
by 2023 [8]. There are a number of benefits with the
emergence and blending of 10T technologies in our daily lives.
In the corporate world, 10T is an enabler for business
digitalization strategies [9]. Data gathered from the loT
devices is highly useful for analyzing consumer behavior,
choices, consumption and attitudes. This can increase a
company’s competitive advantage by transforming its services
and products into higher amplifications that are never seen
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before. Likewise, loT is transforming the agricultural
economies of the world by employing online monitoring,
efficiency, cleaner processes, reduced resources and
greenhouse automation for better crop yield [10]. 10T is also
adopted for automating several of the civic amenities in smart
cities [11]. In smart homes and buildings, 10T contributes to
facilities management, energy management, occupants and
resources tracking, and comfort enhancement. On the frontiers
of health and automatic disease classification [12], 10T has
bolstered through the concepts of ambient-assisted living,
wearable devices, internet of mobile things and similar health
information systems [13][14]. In the education sector, 10T has
influenced with sensors, intra-communication among wearable
technologies, augmented reality and cloud computing for
assisted and remote learning [15].

Along with many potential benefits, there are several risks
and elements of distrust associated with 10T, which hinders
the acceptance of loT at the personal and national levels. The
first and the foremost risk element associated with 10T is the
security of the data. As presented in a recent survey [16], a
large number of 10T devices are still prone to hacking. As loT
technologies provide communication and access on-the-go,
privacy of the individuals is also at higher stake. This leads to
a distrust in the technology and could also pave path to the
rights infringement [17]. In addition, some loT environments
also pose threats to health via excessive radiation [18].

Based on these potential benefits and associated risks
perceived by the masses, countries around the world face
reluctance and insecurity in the acceptance of IloT
technologies. There have been several models discussed in
literature for 10T acceptance. Some prominent models among
these include Technology Acceptance Model (TAM), Theory
of Reasoned Action (TRA) [19], and Structural Equation
Model (SEM). In order to appropriately utilize any of these
models, it is equivalently important to select the right set of
attributes which are deterministic.

In this work, we exploit several of the determinants that
play a critical role in loT adoption and in structuring of a
model that is highly judicious for IoT acceptance in the
Kingdom of Saudi Arabia (KSA). Based on extensive
literature survey, we investigate several key application areas
of 10T, which include acceptance at the national level, such as
in the industry, health, education, civic amenities and
agriculture. In addition, we explore acceptance at the personal
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level, such as home and privacy of individuals, security, and
personal management with 10T wearables. Towards the end of
this study, we highlight some of the enablers of IloT
acceptance and various challenges faced that can hinder its
acceptability.

The rest of the paper is organized as follows. Section 2
discusses the factors affecting 10T acceptance in the economic
and societal sectors in Saudi Arabia. It also presents and
analyzes some of the determinants that contribute to the
acceptance of 10T at the personal levels. Section 3 discusses
loT acceptance enablers and the challenges that hinder the
potential growth in KSA with the implementation of IoT.
Conclusions are presented in Section 5, followed by the
references.

Il. 10T ACCEPTANCE AT THE NATIONAL LEVEL

There are a number of application areas of loT at the
national level in KSA. We segregate them in to five major
areas including industry, agriculture, health, education and
civic amenities. The following subsections highlights the key
determinants of 10T acceptance in these areas.

A. 10T in Industry

The industrial sector of any country is one of the
foundation pillars that bear the weight of major economic
growth. There are several benefits pertaining to loT
integration that motivates its acceptance in the industrial and
corporate organizational setups in KSA. Owing to the fact that
loT technologies dispense a two-fold communication
possibility by providing people-to-things as well as things-to-
things communication, its adoption in the industry is highly
desired. From the point of view of industrial ecosystem [20],
lIoT could prove to be a central part that is enticing for the
ecosystem actors to engage with. These actors, or
determinants, may include:

o Supply Network: The products and services offered by a
specific industry. It could be in the form of knowledge,
services or goods.

o Influencers: Experts, standards alliances, industry
associations, social media bloggers, journalists, worker
unions etc. who can influence 10T acceptance.

e Complementors: The additional services or products
offered along with the supply network.

o Intermediaries: Retailers, distributors and similar
entities that facilitate the business and acts as a bridge
between the industry and the end users.

In addition to these, 10T technologies are particularly very
beneficial in implementing industrial safety. Industrial
accidents can lead to crucial loss of human life and expensive
equipment. There are a variety of sensors and actuators that
are eminently useful for maintaining safety and high standards
in industrial production environments. These include sensors
for measuring temperature, touch, pressure, humidity, smoke,
proximity, gas leakage, to name a few. Likewise, distances
can be detected and accidents can be prevented using various
ultrasonic and infrared sensors.
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Through Wireless Body Area Networks (WBANS) [21],
employees’ health can be continuously monitored. Any
ailment, lack of conscience or abrupt changes in vital
measurements such as blood pressure, heart rate or glucose
levels can be communicated to a centralized system for
responding and taking preventive measures.

Other determinants of 10T acceptance in the industry pose
various kinds of challenges such as devices challenges,
network challenges and data challenges [22]. Devices in a
network may have different capabilities and communicate
over different protocols. These capabilities are both related to
the hardware and the software. Non-standardized naming of
devices in a network is another challenge. The integration of
cloud computing with loT expands the operating scale of
industrial applications. Data in the industrial application of
10T can be categorized as (1) Data by the things, such as the
values of temperature, distances, pressure, etc.; and (2) Data
about the things, such as IDs, names, addresses, types etc. One
of the examples of such application is in churn prediction [23].
The huge amounts of data generated from the loT-enabled
devices helps in better analysis to predict users likely to churn.
Hence, the industrial acceptance of 10T is largely dependent
on the afore-mentioned determinants that play a vital role.

B. 10T in Agriculture and Livestock

Like all the major countries of the world, KSA also
produces most of the food indigenously, besides lack of water
and extremely hot and dry climate. In circumstances such as
these, 10T is a promising technology for the growth of
agriculture in terms of yield, crop management and disease
eradication. Data is gathered and shared over the network
using a number of different sensors such as soil sensors, leaf
sensors, stem sensors, roots sensors, temperature, humidity
and fruit size sensors [24]. Besides these sensors, precision
based devices such as drones and robots are also utilized for
smart and precision agriculture.

There are a number of enablers that determine the use and
acceptance of 10T technologies in agriculture and livestock.
These include soil and water quality monitoring, farm
monitoring, irrigation and nutrition management, disease and
pest monitoring, crop health monitoring, cattle movement and
management, controlled use of fertilizers, farm assets tracking,
and intelligent greenhouses [10]. Fig. 1 shows a typical
scenario of a farm area network based on IoT.
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Fig. 1. A Typical Farm Area Network based on 10T Technology.
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Referring to the scenario of KSA, there a number of
application areas that can highly benefit from loT
technologies, thus indicating the likelihood of its immediate
acceptance. These include:

e Irrigation.

o Fertilizer Management.

¢ Soil sampling and mapping.

e Pest management and disease control.

¢ Yield monitoring and harvest forecasting.
e Farm management.

o Cattle produce management.

Apart from huge potential of IoT in agriculture sector,
there are a number of challenges. These include the network
and hardware challenges, sensors and battery life, architectural
platform differences, interference, reliability and scalability of
loT based networks. These challenges are also key
determinants in 10T acceptance in the agricultural sector in
KSA.

C. loT in Education

During the recent outbreak of COVID-19 pandemic,
almost all of the educational institutes around the globe either
suspended their educational services or shifted to online
education. It is evident that 10T technologies possess a great
potential to be used in a variety of ways in order to help both
the teachers and learners at the same time. One of the prime
determinants in its acceptance is the enhanced learning and
teaching experience derived from the analysis of data
collected from various devices and sensors. Among many
possibilities of enhancement of the education sector with IoT
in KSA, some of the prime benefits are reducing the dropout
rate in the examination through superior learning experience,
achieving the learning objectives with ease, and improving the
overall operations of the institutions.

The three essential skills devised for the students in the
21st century include learning and innovation skills, life and
career related skills, and information technology skills [25].
lIoT introduces technologies to the students, which highly
inculcate in-depth understanding of the subjects of study, as
well as allows their continuous physiological and behavioral
monitoring. The data gathered from this can be used to design
learning pedagogies that yield maximum learning capabilities
with ease and less physical and mental strain.

Based on the importance of several possible factors that
contribute to the overall education ecosystem improvement
with the use of loT, the following are some of the most
significant determinants for 10T acceptance in education:

e Trust: A trustworthy and reliable security and privacy
mechanism is needed that is readily embraced and poses
no infringements of learners and educators security and
privacy.

o Cost: The associated cost of the loT adoption is
anticipated to be less as compared to the expected gain.
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A higher cost could lead to hindrance in the acceptance
of loT.

Expected Performance Elevation: The trust level of a
user that by embracing IoT, the overall performance
would be elevated.

o Expected Effort (ease of use): The amount of effort and
time spent in learning new 10T enabled technologies
and adapting it. It is anticipated that with technologies
like online learning management systems and virtual
classrooms, time and effort spent in travelling and
coping with the distances will be highly reduced.

e Social Influence: One of the prime factor in acceptance
of loT is how society and influencers, such as
prominent personalities, government agencies and
social media, react to it. The more welcoming the
response would be from these actors, the higher would
be the acceptance rate of 10T in KSA.

e Hedonistic Motivation: The overall experience of
learning and teaching with 10T technologies is desired
to increase the pleasure in learning such as to increase
motivation towards learning. The higher the pleasure
level, the greater are the chances of acceptance.

The above mentioned factors also possess a number of
associated challenges and risks. For the acceptance of 1oT,
these challenges need to be addressed and risks to be mitigated
[26].

D. loT in Health

With the transformation of the wireless sensor networks
into IPv6 based lower power wireless personal area networks
(6LOWPAN), smallest of the devices, with inadequate
processing capability and battery-life, can transmit
information wirelessly over the internet. One of the
appreciable implementations of these in the medical sector is
in the form of smart wearables capable of measuring and
communicating vital health indicators to a centralized health
monitoring system, which is connected to a hospital or other
emergency medical service providers. There are a
considerable number of application areas of 10T in the health
sector. Some of the most prominent ones include diagnostics,
counselling and therapy, drugs reference, clinical
communications and medical application.

With these potential benefits, there are some associated
risks of 10T adoption. One of the most prominent risk factors
is the security of patient’s information and privacy of the data.
A slightest modification of the data due to any illegitimate
infringement could result in a life-and-death scenario. Other
factors affecting the acceptance of the 10T devices include the
precision of the sensors and electronic measurement devices,
the cost of the devices, ease of use, and the battery life.

E. 1oT in Smart Cities

The adaptation of 10T technologies and the availability of
devices and sensors communicating among them creates an
ecosystem, which leads to smart cities. Smart cities use smart
things to carry out various civic functions automatically such
as efficient utilization of energy, traffic control, emergency
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management, smart transportation and ride sharing, lighting
control, health and pollution monitoring, and surveillance
[27].

Like other metropolitan cities of the world, KSA has many
big cities with high population. They can receive deterministic
benefits from 10T technologies in a number of ways. One of
the most significant data to manage could be the traffic data.
With appropriate analysis of this data, municipal governments
and citizens can take a number of benefits ranging from traffic
management and congestion control, efficient utilization of
available parking spaces, logistics management, to better
utilization of urban transport systems.

Another area where the data gathered through loT devices
could play a significant role is in surveillance of the modern
cities. During the past two decades, the world has witnessed
major terrorist activities around the globe. Most of these
activities were carried out on public places. With smart
systems capable of detecting anomalies using widely spread
camera networks, terrorists’ activities and other crimes can be
efficiently monitored.

Smart cities also provide better means of pollution control
and resource management. Water and energy can be
efficiently managed and consumers can be billed with
different customized option through the data gathered via
smart metering. This benefits both the government, in terms of
efficient resource utilization, as well as the citizens, in terms
of customizable utility option that minimizes bills.

Another very important factor that contributes to loT
acceptance is the transformation of ordinary infrastructures
into smart homes [28], offices and buildings. Various loT
enabled sensors and devices are highly useful in improving the
everyday life and freeing up residents to perform other
responsibilities. These include sensors based systems for
automatic security and surveillance of buildings, efficient
utilization of resources such as electricity and water, and
emergency management systems that are connected to the
hospital, police and fire departments. Recent state of the art
systems are also capable of checking and maintaining building
health and environment.

Along with the aforementioned deterministic benefits of
loT acceptance, there are several challenges that are of
consideration. One of the biggest challenges is the quality of
data and its integrity. 10T technologies are still novice and a
lot of enhancement and improvement is required to assure
complete data integrity with highest quality. Another
important challenge is of the management and coordination of
various systems in the loT-based smart cities. The massive
and speedy spread of 10T in businesses, homes, social settings
and other kinds of environments require equivalent
management and coordination speed. These areas are evolving
and still needs a lot of improvement. Another notable
challenge is of efficient use of energy by the loT-enabled
devices. Most of the sensors depend upon batteries as their
sole source of energy. Efficient use of energy and the battery
technologies have also improved in the last decade and still
further research in these areas is required. Fig. 2 demonstrates
the importance of 10T in smart cities.
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Fig. 2. The Role of 10T in Smart Cities.
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F. Personal Management with loT-Enabled Wearables

The success of loT acceptance does not imply on the
national level alone, rather, it is greatly influenced by the
acceptance at the individual levels. One such example of the
benefits of 10T in the personal lives of individuals is Amazon
Echo, which is a voice-based interface for physically impaired
people. It allows them to control several IoT devices in the
home and perform daily activities with more ease.

There are a myriad of applications for personal
management and monitoring comprising different loT-enabled
devices and sensors. One major application is in the health
area. Smart health wearables keep a track of vital health
related measurements including the heart rate, blood pressure,
glucose levels etc. Special sensors and designed devices help
people with different types of impairments, such as visual,
cognitive, auditory or mobility impairments, in their daily
activities. Fitness bands helps in monitoring a number of
activities, such as the distance travelled, the number of steps
taken, and the calories burnt etc. in a specified length of time.

Other prevalent use of 0T at the personal level is in the
form of digital assistants. Devices and systems are capable of
performing a number of assistance level activities in daily
chores of individuals. Some of the examples include Amazon
Alexa, Google Home, Siri, Wink and SmartThings [29]. These
are Artificial Intelligence (Al) assisted products that are
capable of working on voice commands and take care of
trivial and advanced tasks from switching on/off the lights to
scheduled maintenance of the house and taking care of the
personal schedules.

Agile technology companies around the globe have started
developing their products in a way that implicitly supports 10T
way of life. One of the pertinent examples is the Apple’s
strategy and gambit that their phone work best when paired
with any of the other Apple’s wearable devices such as their
smart watch [30]. In a recent Consumer News and Business
Channel (CNBC) survey of 2017, the average American
household owns at least two or more Apple products [31].
Allusive Market moves such as these paves the path to citizens
tacitly embracing the 10T technology and blending it into their
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daily lives. Thus, contributing to the perceived and actual
usefulness of IoT technology at the personal levels.

Besides all the aforementioned advantages, there a number
of challenges with the use of 10T at the personal level. The
first and the far most matter of concern is the security and
reliability of loT-enabled devices. Account lockout, weak
passwords and illegitimate attacks mounted on poorly
encrypted data pose a lot of threat to the personal data. Lack
of standards play a vital role in this and efforts are being made
to unify these.

I1l. 10T ACCEPTANCE ENABLERS AND CHALLENGES

Based on the discussion presented in the previous sections,
we highlight, in this section, the key challenges faced by loT
adoption and present some of the main enablers of IoT
acceptance that can overcome and mitigate some of the
hindrances. Table | shows some of these challenges. The
primary issues include:

e Security: Since the 0T technologies are still in infancy,
they are subjected to a number of hostile attacks. These
attacks could be targeted illegitimate, or by mistake as
well, such as a device failure network scan-based
random attacks. Such threats in the security of loT
devices and networks could be very dangerous in some
applications such as medical, traffic control and home
applications. The security threats in loT can be
classified into three categories, namely, (i) perception
level (device level), (ii) transition level (network level),
and (iii) application level (data level).

e Privacy: Privacy is also a major concern and contributes
a lot towards the trust factor in 10T technologies along
with the security factor. Privacy is further at risk when
loT devices communicate in open networks and
premises are shared among residents. Research on de-
anonymization techniques in the context of 10T can be
very helpful.

e Trust: One of the most difficult hurdle to introduce a
new technology is the trust factor of the masses. A
trustworthy and reliable security and privacy
mechanism is needed that is readily embraced and poses
no infringements in the privacy and security of
individuals. Also, there is a lack of trust when the
technology has the capability of replacing humans and
taking the full control over the systems.

e Scalability: The current state of the art technologies in
lIoT needs to incorporate the element of scalability in
order to be implemented on a national scale. For this,
loT-enabled device manufacturers and service providers
need to improve the quality of services, increase
marketing speed, and reduce development costs. Better
and new models for communication with low power
consumption need to be developed instead of the client-
server model existing in the most communication
networks today. In addition, interoperability of devices
is also very necessary in order to achieve scalability.

e Cost: In order to make it widely adopted and acceptable
as a scalable technology, the cost of the loT based
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devices and network components and sensors need to
be minimized. The associated cost of the loT adoption
is anticipated to be less as compared to the expected
gain. A higher cost could lead to hindrance in the
acceptance of loT.

e Standardization: 10T devices are manufactured by
different vendors and there is a lack of common
standards, especially when it comes to the
communication  protocol.  The  communication
technologies between these devices also vary, for
example, Blue Tooth, WiFi, IEEE 802.15.4, etc. This
also makes the security among devices difficult to be
maintained.

o Data Collection and Storage: With 10T technologies in
practice, the amount of data is expected to explode
beyond any leaps and bounds. Not only the storage and
collection of such a large amount of data is an issue, the
heterogeneity of the data poses greater challenge.
Technologies like cloud computing and fog computing
have greatly contributed to providing 10T technologies
with the ability to cope with such large amounts of data.

Table Il presents some of the enablers of 10T acceptance
that are highly beneficial in the adoption of 10T on a national
as well as personal scale in KSA. Among these the first and
the far most important factor is related to the governance of
loT technology by laying down the basic rules and principles
governing the 1oT implementations [32]. The second
important aspect is following acceptable standards for 10T
implementation and continuous monitoring and analysis of
these standards in collaboration with all the stakeholders.
These stake holders can be from the public or private sectors.
Therefore, the partnership between the public and private
sectors also plays a very vital role in loT adoption and the
government, with the help of the private sector, can initiate
joint projects.

TABLE I. 10T ACCEPTANCE CHALLENGES IN KSA

loT Challenges Description

loT-enabled devices and networks are still subjected

Security to a number of legitimate and illegitimate attacks
Devices communicating over open network pose a

Privacy large threat to privacy of individuals and
organizations

Trust Lack of security, privacy and the capability of
devices taking over the system leads to distrust

Scalabilit Interoperability, speed in marketing and low cost is

y needed to achieve scalability in loT technologies.
Cost Cost of the current devices, sensors and the network

components needs to be reduced

Different vendors have their own standards,
operating systems, hardware and communication
protocols. The need for developing standards is
demanded.

Standardization

The amount of data generated with so many devices
and sensors is huge. Proper mechanisms are needed
to handle, store and analyze this huge data.

Data Collection and
Storage
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TABLE II. ENABLERS OF |OT TECHNOLOGY ACCEPTANCE IN KSA

10T Enabler Description

Laying down the basic rules and principles

1 Governance governing the 10T implementations

Continuous monitoring and analysis of 10T

2 Standardization o
standardization process.

public-Private Joint projects can be initiated by the

3 Partnership government with the help of the private
sector
. A comprehensive campaign for the
4 ,fbc\’\:vg:gnrﬁ;iscgsmpalgns awareness of the masses, including the
industrial workers and home users.
Pilot projects must be initialized to pave
5 Initialization of pilot path towards stepwise adoption and
projects innovation in the existing technologies
according to the societal needs
Catalvst for economic 10T can be considered as an important
6 rowt); and better societ factor for the economic growth and
g Y| evolution of the society.
Continuous research and development
7 Continuous Research initiatives and support should be provided

and Development for implementing and developing loT

technologies enhancements

Protection of personal and organizational
privacy should be ensured and appropriate
amendments and enhancements in the law
should be made when necessary

8 Protection of privacy

The users of the 10T networks should have
the right to be disconnected and conceal
their identities.

9 Right to disconnect

Emerging risks
10 | identification and
mitigation

Emerging risks should be identified and
countermeasures should be established to
deal with the surfacing risks to privacy

For the awareness of 10T in the masses, a comprehensive
campaign is needed that includes meetings with the industrial
workers and home users. Another enabler is the initiative to
initialize pilot projects at different levels. Pilot projects pave
path towards stepwise adoption and innovation in the existing
technologies according to the societal needs. Thus, enabling
loT as a catalyst for the economic growth and the evolution of
the society. Therefore, Continuous research and development
initiatives and support should be provided for implementing
and developing loT technologies enhancements.

Protection of privacy of individuals and organizations is
another enabler of 10T adoption. Privacy protection should be
ensured and appropriate amendments and enhancements in the
law should be made when necessary. The users of the loT
networks should have the right to be disconnected and conceal
their identities. In addition, Emerging risks should be
identified and countermeasures should be established to deal
with the surfacing risks to privacy.

IV. CONCLUSION

This work provides an insight to the primary determinants
of the acceptance of 10T in the KSA. It highlights several
application areas at the national as well as the individual
levels. These include the acceptance in the industry,
agriculture and livestock, education, health, smart cities,
personal management with 10T enabled wearables, and Al
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assisted technologies. Along with the potential benefits that
contribute to the acceptance and perceived acceptance of the
technology, there are a number of risks that are identified.
These challenges include security and privacy of loT, trust,
cost of devices and components, scalability, standardization,
and data collection and storage issues. 10T can be a way of life
where its proper acceptance require mitigation of these issues.
Lastly, this work highlights some enablers that could
contribute to the swift acceptance of 10T technologies in KSA.
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