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Abstract—Intelligence data are among the critical elements
used as a reference for risk-assessment and decision-making
regarding national security. The intelligence data are shared
among intelligence agencies in the intelligence community in
improving the efficiency of their services. Centralised data with
central authority is highly exposed to being an easy target of
attackers. Leaked or unauthorised access of the intelligence data
to a non-intelligence community will bring severe effect to a state.
Blockchain as immutable and high-security technology is capable
of providing cryptographic data in a decentralised environment
and potentially can be applied for data sharing among the
intelligence community. However, the acceptance and readiness of
users on blockchain usage in the intelligence community are yet to
be systematically studied. Considering the statement, this paper
proposed an evaluation method to study the acceptance of
blockchain technology by integrating a reliable acceptance model
for blockchain technology implementation in the intelligence
community. The acceptance model consisted of constructs from
the Technology Acceptance Model 3 (TAM 3) and Technology
Readiness Index 2 (TRI 2) and was analysed using partial least
squares structural equation modelling (PLS-SEM). In this study,
the result indicates that TAM 3 and TRI 2.0 integration model
could contribute to determining the acceptance level in developing
blockchain-based intelligence data sharing for the intelligence
community.

Keywords—Technology acceptance model; technology readiness
index; blockchain acceptance; PLS-SEM; data sharing

I.  INTRODUCTION

Information sharing in a community becomes easier with
the assistance of technology. The intelligence community also
benefitted from this technology advancement by shifting its
technique of gathering data from traditional Human
Intelligence (HUMINT) to a more sophisticated and advanced
method of Signal Intelligence (SIGINT) [1]. Information or
data collected at the intelligence centre are varied and could be
derived from devices and sensors. Analysed data are essential
in providing tactical and operational data to organisation,
governments, agencies and warfighters [2], [3]. Intelligence
community need efficient information sharing among agencies
involved to avoid intelligence failure. Example of intelligence
failure is such as missing or inadequate data [4]. The process of
intelligence data dissemination in the intelligence community
is undeniably complicated and challenging. Ensuring accurate
and precise data are appropriately disseminated is essential.
There is no doubt that the risk of handling such clandestine and
important intelligence data is excessive. Leaked or breached

intelligence data could deadly affect country sovereignty which
also significantly affect the civilian community such as politics,
cultural, economy or even lives [1], [5].

Besides, such data shall only be handled by respected
authorised agencies that are recognised as the intelligence
community. Unauthorised access of data by non-intelligence
agency posits grave effect to not only the intelligence
community but also the security of a country [6]. Hence, past
studies suggested the implementation of access control to
heighten data security. As an example, multi-factor
authentication technique [1]. However, in this pervasive usage
and advancement of the Internet, such authentication technique
is insufficient [7], [8]. Thus, there is a suggestion by
researchers to consider blockchain as the additional weapon in
preserving better security of data [9].

Past and current studies show a significant result of success
through the implementation of blockchain in preserving better
security of data [10]. Considering that intelligence data are
needed to be shared among agencies in a time-wise manner
without neglecting the accuracy, blockchain is good to consider
to be implemented. However, the study on the implementation
of blockchain in the intelligence community is yet to be done.
In addition, doubt in using and accepting new technology
remains the biggest challenge in introducing new technology.

Therefore, to overcome such challenges, it is highly
recommended to investigate users’ readiness and acceptance
level towards the usage of new technology [11]. Thus, this
paper will propose a conceptual model of acceptance and
readiness on blockchain-based access for the intelligence
community based on constructs in Technology Acceptance
Model 3 (TAM 3) and Technology Readiness Level 2 (TRI 2).

The next section of this article will review the background
and relevant literature on the intelligence community,
blockchain technology, and acceptance studies includes TAM
3, TRI 2.0, and previous acceptance studies on blockchain
technology. The conceptual model and hypotheses
development are discussed in the proposed model to evaluate
blockchain-based data sharing among the intelligence
community. The methodology used, result and findings,
discussions and conclusion are presented in the latter part of
this article.

Il. INTELLIGENCE COMMUNITY

National security is about a state of being free from any
external or internal danger or threat to its core values. For
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example, social threats may include animosity from the nation
that share the same border, attack by a radical group, and
situation of global economic trends that may affect the welfare
of the country. In similar scenario, threats or dangers could be
defined as a natural disaster or a viral disease outbreak. Such
threats could risk the harmony and sovereignty of the affected
country. The government must be ready to mobilise its national
security system when a nation faces direct or indirect threats.
This is where the intelligence community played its vital role.
Intelligence community must capable in providing the
information needed by a country for security purposes. The
primary role of the intelligence community includes to acquire
and perform data analysis and share it with their client such as
National Security Council (NSC), Defence Agency and more
[4]. Such responsibility is given to them due to the confidential
level of the information obtained in ensuring the security of a
country. Information acquired are stored as intelligence data
and given to any organisation that required it. The literature
stated that the intelligence community operated based on the
intelligence cycle. The cycle consists of planning and
directions, collection, process, analyses production and
dissemination [4]. The intelligence community could be any
government agencies and organisation involved in the
management of intelligence environment for the benefit of the
country. Besides, the private sector also plays a crucial role in
handling intelligence-related projects or systems with
intelligence agencies [1].

I1l. BLOCKCHAIN TECHNOLOGY

Big data is an enormous and vast pooled data that is too
huge for a conventional database to manage. Data is now a key
asset for an organisation. Examples of pooled data are such as
climate information, GPS signal, online shopping records and
more [12]. With big data, there is a new challenge that arises
related to the privacy and security of data [13]. Data should
exhibit the CIA attributes, which are confidentiality, integrity,
and accessibility to be trusted. However, systems that managed
big data are prone to exploitation and have a risk to be
compromised [14]. Such risk exposure bound to happen due to
the wrong configuration of access control and authentication
[15], [16]. The statement shows good configuration access
control and authentication is indispensable in preserving data
security. This is where blockchain integration in big data
management come to the surface. The prior study suggests
integrating blockchain in handling data, especially risky and
confidential data due to its capability of protecting data [7], [9],
[17].

Blockchain is defined as a number of blocks that holding
information about the respective chain of the individual
transaction where each block is linked to the previous block
[18]. The linkage of blocks is based on the hash value of the
previous block, or also known as the parent block. To illustrate,
a block can transverse through the whole blockchain and find
back each transaction that has been made through its parent
block. Block that first to be created and have no parent is called
the genesis [19]. According to [20], blockchain is different
from any existing scalable database due to its two main features
of, i) cryptography by design and ii) lack of control party.
Cryptography by design referred to cryptography
implementation in preserving the user identity, ensuring the
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ledger’s integrity and the authenticity of data. The
cryptography of each block is differ depending on protocol
[19]. The hashing algorithms are implemented as a way to
ensure blocks are well-formed, to preserve the security of block
being tamper-free and be virtually unbreakable [19].

From a software architecture perspective, blockchain
enables the development of a new distributed and decentralised
software architecture, where confidential transaction or
agreement can be made across the chain with untrusted people
[10], [13], [21]. Blockchain’s criteria of no-human intervening
during a process of transaction made it widely applied in
various field. As an example, in public services [22]-[24],
healthcare [25]-[27], 10T [12], [28] rather than only on the
financial system. Nowadays, usage of blockchain is increasing
as its source is made as an open-source, which mean anyone
can use the entire history of it or modify it legally without need
of paying for the service [29].

Blockchain is proposed as the technology that could give
the assurance for the intelligence data integrity since there is no
central authority and fully automated that enables a safe
manner of information passing. No central authority meaning
anyone has rightfully approved the transaction being made.
However, blockchain is still not widely used and implemented.
Hence lack of awareness among the target group requires a
preliminary assessment be done on blockchain acceptance and
readiness that need to be addressed before the implementation
decision could be made.

IV. TAM3AND TRI 2.0

A. Technology Acceptance Model 3 (TAM 3)

Technology acceptance defined as the willingness of an
individual to embrace the usage of new technology as per its
designated task [30]. As a result, the Technology Acceptance
Model (TAM) is established to investigate an individual’s level
of acceptance in adopting new technology [31], [32]. To
emphasise, established TAM by [33], [34] is widely used as the
research model in studies of the determinants of technology
acceptance in predicting user acceptance and intentions of
embracing new technology from individual’s perspective. The
determinants of TAM are comprising of Perceived if
Usefulness (PU) and Perceived Ease of Use (PEoU). PU is
defined as the degree of an individual believes that usage of the
respected technology would enhance the job quality and their
life. While PEoU focused on the degree of individual believes
that usage of specific technology will be less of effort and easy
to figure.

Researchers have proven that PU and PEoU have positively
affected the attitude of an individual’s towards intention to use
and acceptance of the technology. Investigation on user
acceptance towards the usage of technology has been done for
over two decades with several models that have been
established. As an example, TAM, the extension version of
TAM (TAM 2) and TAM 3 [35]. Researchers suggested the
application of TAM 3 due to its ability in investigating new
relationship compared to TAM and TAM 2 [35], [36]. TAM 3
posits constructs on measuring individuals’ acceptance and
adoption of the use of technology which give more illustration
on the individual’s perspective upon the technology acceptance
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and exhibit a complete representation of constructs to observe
individuals’ IT adoption and use [35] thus, also suitable to
study the individual acceptance of blockchain.

[35]. The relationships are i) relationship between PU and
PEoU, (ii) relationship between computer anxiety and PEoU,
and (iii) PEoU with behavioural intentions.

TAM 3 is established theoretically based on four factors of
acceptance which is i) Social Influences, ii) Individual
Differences, iii) System Characteristic and iv) Facilitating
Conditions. These four factors are differently wielded
influences towards PU and PEoU determinants [37]. Fig. 1
shows the essential four main criteria of TAM theoretically

All the factors and determinants are clustered into their
respective criteria. This is to avoid the cross-influence by PU
and PEoU. Social Influences described as representing the
importance of people believe in the benefit of system usage.
While System Characteristics illustrated by the cognitive
instrumental process which people believe in positive
advantages acquired upon technology usage. Individual
Differences heightened the general belief of individual towards
computer and computer usage. The last criteria, of Facilitating
Condition represent the perception of external control
determinants related to the availability of support and resources
of an organisation while facilitating usage of technology.
Table | illustrate the cluster of respected factors and
determinants.

B. Technology Readiness Index 2 (TRI 2)

Technology readiness can be defined as the eagerness of
people to accept and adopt the changes in technology which
indirectly will incorporate the technology in their work and life
[38]. Meanwhile, the Technology Readiness Index (TRI) is a
model in measuring people’s tendency to embrace new modern
technologies [39]. Prior studies have shown the excellent result
of this model in finding people’s tendency to embracing new
technology, especially in an organisation. There are four main
dimensions of the model including;

1) Optimism: Optimism refers to a positive approach by
people towards the use of new or changes in technology [40].
This indirectly plays as a positive factor in the TRI model.

2) Discomfort: Opposite to optimism, discomfort refers to
the negative response of people to any changes upon
technology. To emphasise, most people find it is uncomfortable
to handle new technology or any changes been made upon the
technology, as they find the changes are complicated to keep
up. Thus, this plays as a negative factor in the TRI model.

3) Insecurity: Insecurity refers to sceptical behaviour,
where people lose trust or do not have any trust in technology
[41]. To emphasise, most companies reluctant to implement
new technologies as they felt insecure regarding the cost of
implementing, plus the future direction of the technology
remains uncertain [42].

4) Innovativeness: Innovativeness illustrates the level of
innovations that are being embraced by people and organisation
towards upon the development of cutting-edge technology [40].
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This construct also represents the positive construct in the TRI
model.

According to [43], optimism and innovativeness are the two
positives construct, while discomfort and insecurity are
clustered as the negative construct in the TRI model. Consistent
with [43], these positive and negative factors enable
researchers to investigate the necessity of implementing new
technology upon people’s behaviour towards the usage of
technology. Positive factors will posit the result of people’s
attraction to new technology. While negative factor’s result
will postulate that there might be hinder or delay in the overall
acceptance to the company or individual. Most of the
organisation instigated the TRI model upon the implementation
of new technology in their organisation. This is due to the
criteria of the TRI model that established based on the
psychological assessment of individual or organisation either
they will accept or reject the technology that will be used.

The original establishment of TRI model consists of
36-items and divided into four dimensions for each factor,
which is (i) optimism [10-items], (ii) innovativeness [7-items],
(iii) discomfort [10-items], and (iv) insecurity [9-items] [44].
However, studies show that TRI has a setback result due to the
pace of technology advancement [38], [41]. Therefore, TRI 2 is
established due to the prior challenge on the first TRI model
[43]. Based on the literature, there is evidence that TRI 2 is
more robust and have concise result compared to TRI.
Compared to 36-items of TRI, TRI 2 only have 6-items with
4-items on each factor. Therefore, TRI 2 is applicable to be
implemented in a survey that measures multiple variables aside
from the TRI model. Hence, this study adopted the TRI 2.0
model due to the conciseness and robustness, which can be
used across time and technology [43], thus making it suitable to
be implemented in blockchain acceptance study. Previously,
TRI has been suggested to be integrated with TAM, as the TRI
factors can be acted as the positive and negative factor that
affects PU and PEoU of TAM [11], [45] [46].

Influences N Perceived of
|_Usefulness (PU)
System
Characteristic
Individual |
Difference
Facilitating |
Condition

Behavioural
Intention (BI)

‘ -{ Use Behaviour

" Perceived Ease
of Use (PEoU

Fig. 1. TAM Theoretically Main Criteria.

TABLE I. THE CLUSTER OF RESPECTED FACTORS AND DETERMINANTS
Variables Factors Determinants
Social .

Subjective Norm
Influences
PU
System Image
Characteristic g
Individual Job Relevance, Output Quality,
Differences Result Demonstrability
— PEoU
Facilitating Computer Self-Efficacy, Computer
Conditions Anxiety, Computer Playfulness
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Additionally, the studies by [46]-[48] shows that TRI
construct does significantly related to behavioural acceptance
of the individual. Consequently, this study opted to integrate
constructs from TAM 3 and TRI 2 in the proposed model of
Blockchain-Based Data-sharing Acceptance Model as
elaborated in the next section of this paper.

C. Previous Acceptance Study on Blockchain Technology and
Cryptocurrency

Technology Acceptance Model had been utilized to study
the acceptance and adoption of many kinds of technology,
including in the realm of cryptocurrency for individual and
target group. Thus, this research considers this model as a
suitable model to determine the acceptance and adoption of
blockchain. In [49], the authors adopted the Unified Theory of
Acceptance and Use of Technology (UTAUT) to investigate
elements that are possibly influencing Malaysian banking
institutions  behavioural intention to adopt blockchain
technology. Meanwhile, in [50], the authors proposed a
research model which integrates the particular dimension of
cryptocurrency into UTAUT and UTAUT2. The integration
enables the group to study the factors that influence the
acceptance of cryptocurrency in Malaysian individuals’
context. The study involved a pilot study of 36 respondent and
analysis conducted using PLS-SEM analyses.

In [51], to measure target group intention to use research
data sharing system that applied the blockchain-based
technologies, researchers had developed a prototype by
applying the extended TAM-based model. The authors found
that this study gave a basic understanding of the acceptance
level on the blockchain-based data sharing; however, no
empirical data available to support the finding.

Furthermore, researchers also used TAM to measure
blockchain and cryptocurrency acceptance and adoption in
[51]-[55]. However, most studies only include few constructs
from whether TAM or TRI to study blockchain acceptance;
meanwhile, other significant constructs are neglected. The use
of incomplete construct might affect the balance of the
constructs and scale of TRI compared to the original version of
TRI [43], [44]. Hence, this study proposes to integrate TAM3
and TRI2.0, as suggested in the previous study [46], [56].

V. PROPOSED MODEL ON EVALUATION OF
BLOCKCHAIN-BASED DATA SHARING ACCEPTANCE AMONG
INTELLIGENCE COMMUNITY

A. Conceptual Model

Integration of two paradigms between TAM 3 and TRI 2 is
considered an established integration model that could deliver
the excellent result in previous research. Selected constructs
from TAM 3 are Job Relevance for System Characteristics,
Computer Self-Efficacy and Computer Anxiety for Individual
Difference Factor, Perception of External Controls for
Facilitating Condition Factor as shown in Table II.

This selection is made upon the conformity of the target
audience, which is the intelligence community.

Bala [35] illustrated that Job Relevance needs to be selected
as it is crucial to investigate either people can trust the usage of
technology and their belief if the technology improves their life
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and work. As an example, intelligence community personnel
believe that blockchain technology can improve the workflow
of information sharing in the intelligence community. The
author also highlights the significance of Computer
Self-efficacy, Computer Anxiety and Perception of External
Control. Computer Self-efficacy enables investigation upon the
effect of competency of intelligence personnel upon the
acceptance and readiness of blockchain technology
implementation.

In  comparison, Computer Anxiety examines how
intelligence personnel feels upon on the blockchain usage,
which will indirectly affect their acceptance of blockchain
technology, the PEoU. Perception of External Control will
study regarding the available resource and support that can be
provided to the intelligence community upon the
implementation of blockchain implementation. On the other
hand, this study selected all construct from TRI 2, as suggested
by [11]. The conceptual model were adapted from previous
study by [46], [56] which successfully validated the acceptance
of data mining among public university student in Malaysia as
it is suitable to be implemented in this study.

Therefore, an overview of the proposed model with
respective constructs from TAM 3 and TRI 2 is presented as in
Fig. 2.

The established model can be used in investigating an
individual’s acceptance and readiness for the implementation
of blockchain in the intelligence community. Based on the
constructed model, a set of hypotheses is developed.

TABLE II. SELECTED CONSTRUCT
Variables Factors Determinants
System Job Relevance PU

Characteristic

Individual Computer Self-Efficacy,
Difference Computer Anxiety
—— PEoU
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Fig. 2. Overview of the Proposed Conceptual Model with Respective
Constructs from TAM 3 and TRI 2.
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B. Hypothesis Development

This study suggests the following hypothesis in exploring
the influence of the variable to blockchain-based data sharing
acceptance and readiness in the intelligence community.
Hence, this study hypothesises that:

H1: Job relevance has a positive influence on the perceived
usefulness of the blockchain-based data-sharing system.

H2: Optimism has a positive influence on the perceived
usefulness of the blockchain-based data-sharing system.

H3: Innovativeness has a positive influence on the
perceived usefulness of the blockchain-based data-sharing
system.

H4: Insecurity has a negative influence on the perceived
ease of use of the blockchain-based data-sharing system.

H5: Discomfort has a negative influence on the perceived
ease of use of the blockchain-based data-sharing system.

H6: Computer self-efficacy has a positive influence on the
perceived ease of use of the blockchain-based data-sharing
system.

H7: Computer anxiety has a negative influence on the
perceived ease of use of the blockchain-based data-sharing
system.

H8: Perception of external control has a positive influence
on the perceived ease of use of the blockchain-based
data-sharing system.

H9: Perceived ease of use has a positive influence on the
perceived usefulness of the blockchain-based data-sharing
system.

H10: Perceived usefulness has a positive influence on the
behavioural intention to use the blockchain-based data-sharing
system.

H11: Perceived ease of use has a positive influence on the
behavioural intention to use the blockchain-based data-sharing
system.

V1. METHODOLOGY

A. Instrument Development

This study adopts a quantitative deductive approach of
primary data collection using the survey questionnaire. The
previous study by [35] [43] [46] and [56] was adapted and
tailored accordingly to suit this study. The survey instrument
that was developed consisted of 56 questions and divided by
two sections include first section; Demographic Information,
Authentication and Blockchain Knowledge, and second
section; Technology Acceptance Model and Technology
Readiness Index. Demographic information comprises the
relevant information of the respondents including age, gender,
level of education, work experience in the intelligence
community, knowledge in authentication system and
knowledge on the blockchain application. The questionnaire is
measure by 7-points Likert scale in which (1) Strongly
Disagree, (2) Quite Disagree, (3) Slightly Disagree, (4) Neutral,
(5) Slightly Agree, (6) Quite Agree and (7) Strongly Agree. The
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questionnaire was validated through a pre-test conducted with 3
respondents from the intelligence community, 2 experts in the
blockchain industry and 2 experts in academics to validate the
accuracy of the items.

B. Selection of Respondent

This pilot study applies purposive sampling among
intelligence personnel from the intelligence community in
Malaysia. For the sampling, we used purposive sampling that
also referred to as judgement sampling. Participants were
selected based on the qualities that the participant holds
according to the pre-determined specific criteria [57].
Purposive sampling is commonly used in study using TAM as
found in [49] [58] to meet specific criteria of the respondent
that is vital in meeting the objectives of the study. Furthermore,
the purposive sampling used in a under researched area such as
in intelligence community mainly because of the closeness and
confidentiality of intelligence practices which made the target
population normally reluctant to participate and the sample was
chosen exhibit must possess knowledge and experience in
intelligence and information sharing, as well as awareness on
latest intelligence structures and communication networks [59].
In this study, the sample must work in an intelligence
organisation and experienced in the data-sharing system.
Targeted respondent is selected and interviewed using a
questionnaire where knowledge on authentication and
blockchain application is surveyed in the earlier section of the
questionnaire. About 35 survey questionnaires were distributed
during the interview, and 30 data which meet the criteria were
used in the analysis.

VII.RESULT AND FINDINGS

A. Demographic Profile

In total, 30 respondents of this study consist of 23 (76.67%)
males and 7 (23.33%) are females. Age distribution of
respondent with the majority of 21-30 years old with the sum of
18 (60.00%) respondents, followed by 31-40 years old with 8
respondents (26.67%), 41-50 years old 3 (10.00%) respondents
and 51-60 years old 1 (3.33%) respondent. Majority of
respondent qualified with bachelor’s degree level of education
19 (63.33%) followed by master’s degree and secondary school
qualification of Sijil Pelajaran Malaysia with both 4 (13.33%)
respondents, meanwhile for diploma 2 (6.67%) and Doctor of
Philosophy (PhD) with 1 (3.33%) respondent. 9 (30%)
respondents had 3-5 years working experience in the
intelligence community, 7 (23.33%) respondents had less than
3 years working experience in the intelligence community, 7
(23.33%) respondents had 6 to 10 years working experience,
meanwhile 4 (13.33%) respondents with more than 16 years’
experience and 3 (10%) respondents with 11-15 years’
experience respectively. To gauge respondent’s knowledge on
the authentication system, result from related question shows
23 (76.67%) had knowledge in authentication meanwhile 7
(23.33%) possess no knowledge on authentication system. Data
distribution of knowledge on blockchain application shows that
16 (53.33%) had knowledge of blockchain applications;
meanwhile, 14 (46.67%) respondents had no knowledge of
blockchain application. The indication of high percentage in
knowledge about blockchain and authentication system
provides credibility of the respondent in answering the
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questionnaire of this study. The overall demographic
information of the respondent is shown in Table I11.

B. Reliability and Validity Test

To analyse the reliability and normality, partial least
squares structural equation modelling (PLS-SEM) analysis was
done by applying Smart PLS 3 software. Based on the model
and reference from previous literature, this model is designed
and evaluated using a reflective measurement model. The
measurement model is assessed by evaluating Internal
consistency that includes Cronbach’s alpha and composite
reliability, Convergent validity that includes indicator
reliability and average variance extracted. Also, this research
includes the discriminant validity as proposed by [60]. In
ensuring the consistency of a measuring instrument, reliability
and normality testing is required. Satisfactory level of validity
and reliability is required before a significant relationship in the
structural model is evaluated [61].

Vol. 11, No. 12, 2020

The assessment of the measurement model that was
proposed in this research, Cronbach’s Alpha for all construct
are analysed. Previous studies recommended that the value for
Cronbach’s Alpha that greater than 0.7 [61] [60] determined as
reliable. Table IV shows all Cronbach’s Alpha values is above
the acceptable level of 0.7, where the lowest value is Perceived
Usefulness (0.722), and the highest value is Job Relevance
(0.946). For indicator reliability in exploratory research, values
between 0.60 and 0.70 are acceptable; meanwhile, reliability
value between 0.70 and 0.95 considered satisfactory to good
reliability levels [60]. Hence, 20 indicators with values below
0.6 are eliminated from the original 60 indicators in this study.

After insignificant indicators were eliminated for the
model, the composite reliability is evaluated to determine
internal consistency. for the composite reliability, the expected
minimum level is above 0.70 [60]. As per Table 1V, the value of
the composite reliability ranged from 0.82 to 0.971. These
values are above the recommended acceptable value above
0.70, demonstrating reliability. To assess the convergent

TABLE Ill.  DEMOGRAPHIC INFORMATION (N = 30) el g -
validity, the AVE value is evaluated. Convergent validity refers
Demographic Criteria Frequency Percentage to the theory that indicators for a specific construct are at least
Gender moderately correlated between the indicators of constructs
Male ” .67 [61]. As per Table IV, the AVE value recorded is above 0.5,
- demonstrate that all the AVE value is satisfactory and reflect
Female 7 23.33 that the constructs explain more than half of the indicator’s
Age variance [61]. Next, the assessment is done on the discriminant
21-30 18 60.00 validity. Discriminant validity refers to the extent to which a
3140 P 26,67 particular construct varies from others [61]. In this study, as per
i Table V the discriminant validity is assessed by using the
41-50 3 10.00 Heterotrait-Monotrait Ratio (HTMT). The author in [61]
51-60 1 3.33 suggested that HTMT value below 0.8 indicates conceptually
Level of education qn“ferent construct. Tab_le V |r_1d|cates t_hgt a.II th(:} HTMT value
is below 0.8 indicates discriminant validity in this study.
SPM 4 13.33
Diploma 2 6.67 TABLE IV.  RELIABILITY AND NORMALITY TEST
Bachelor’s degree 19 63.33 Variable Cronbach’s Composite AVE
Master’s Degree 4 13.33 Alpha Reliability
PhD 1 3.33 Bérjwoural Intention to Use 0836 0.871 0631
Work experience in intelligence (B1Y)
community: Computer Anxiety (CANX) | 0.941 0.971 0.944
< 3 years 7 23.33 Computer Self-Efficacy 0.856 0.901 0,696
3-5 years 9 30.00 (CSE) ’ ) )
6 — 10 years 7 23.33 Discomfort (DISC) 0.807 0.851 0.538
11 - 15 years 3 10.00 Innovativeness (INN) 0.861 0.877 0.549
16 years > 4 1333 Insecurity (INS) 0.787 0.844 0.576
Knowledge on Authentication Optimism (OPT) 0.812 0.869 0575
System
Perception of External
Yes 23 76.67 Control (PEC) 0.756 0.820 0.540
No 7 23.33 -
Perceived Ease of Use
Knowledge on Blockchain (PEoU) 0.834 0.884 0.658
Applications -
Perceived Usefulness (PU) 0.722 0.828 0.546
Yes 16 53.33
No 12 16.67 Job relevance (REL) 0.946 0.961 0.860
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TABLE V. HETEROTRAIT-MONOTRAIT RATIO (HTMT)

BIU CANX CSE DISC INN INS OPT PEC PEoU PU REL
BIU
CANX 0.094
CSE 0.299 0.275
DISC 0.277 0.430 0.646
INN 0.364 0.467 0.668 0.475
INS 0.384 0.450 0.318 0.796 0.587
OPT 0.164 0.195 0.212 0.312 0.378 0.249
PEC 0.345 0.231 0.757 0.602 0.632 0.406 0.354
PEoU 0.237 0.138 0.297 0.291 0.307 0.371 0.215 0.401
PU 0.300 0.270 0.253 0.353 0.288 0.269 0.788 0.288 0.255
REL 0.139 0.346 0.137 0.264 0.276 0.291 0.244 0.335 0.104 0.714

C. Structural Model Analysis

Bootstrapping procedure is used in this study to evaluate the
significance level of the partial least square estimation [62]. As
recommended in reference [60], this study use bootstrapping
procedure using 5000 subsamples. Fig. 3 and Table VI shows
the values of the path coefficients and R-squared of the
structural model.

As per our finding that shown in the structural model result
in Fig. 3 and Table VI, consistent with H1, job relevance has a
positive influence on the perceived usefulness of
blockchain-based data-sharing system with a path coefficient
of 0.453. As hypothesised in H2, optimism has a positive
influence on the perceived usefulness of blockchain-based
data-sharing system with a path coefficient of 0.561. As in H3,
the hypothesis is not significant as innovativeness has a
negative influence on the perceived usefulness of
blockchain-based data-sharing system with a path coefficient
of -0.238. For H4, the hypothesis is significant as insecurity has
a negative influence on the perceived ease of use of the
blockchain-based data-sharing system with a path coefficient
value of -0.428.

As in H5, the hypothesis is not significant as the discomfort
has a positive influence on the perceived ease of use of the
blockchain-based data-sharing system with a path coefficient
of 0.018. As hypothesised in H9, perceived ease of use has a
positive influence on the perceived usefulness of
blockchain-based data-sharing system with a path coefficient
of 0.051. The rest of hypothesis is not significant as the result
shows a contrast value compared to an early hypothesis in H6,
computer self-efficacy has a negative influence on the
perceived ease of use of the blockchain-based data-sharing
system with a path coefficient of -0.162, in H7, computer
anxiety has a positive influence on the perceived ease of use of
the blockchain-based data-sharing system with a path
coefficient of 0.295. In H8, perception of external control has a
negative influence on the perceived ease of use of the
blockchain-based data-sharing system with a path coefficient
of -0.165, in H10, perceived usefulness has a negative influence
on the behavioural intention to use blockchain-based data
sharing system with a path coefficient of -0.193 and in H11,
perceived ease of use has a negative influence on the

behavioural intention to use blockchain-based data sharing
system with a path coefficient of -0.011.In order to support the
hypothesized paths, as per reference [60], the t values need to
be significant at 1.65 (significance level = 0.05), or 2.33
(significance level = 0.01). Based on the result, H1, H2, and H4
are supported meanwhile H3, H5, H6, H7, H8, H9, H10 and
H11 are not supported.

Fig. 3. Structural Model Results.
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TABLE VI.  RESULT OF STRUCTURAL MODEL TESTING

Path E:;pficient p-value value Findings
" EJSL IR 0.453 0.000* 3.355 Supported
" (F?ST N 0.561 0.000* 3.392 Supported
H3 II:,IITJN - -0.238 0.096 1.305 g\ggported
W g\éiJ -0.428 0.028* 1.917 Supported
H5 IP)éiLCJ ~ | o018 0477 0.057 ?Jgported
HE SS?J -0.162 0.257 0.654 g\fj(;)tported
H7 gé%x ] 0295 0.110 1.225 L\lu(gported
He | PEC= | s 0.263 | 0636 glu(;tported
Ho 1;5<>U ~ ] 0.051 0.351 0.382 SNuoptported
HO | oo 0,193 0305 | 0509 L\lu(:)tported
it | 5oV~ | -om 0486 | 0036 :J%tpoﬂed

*Significant at the 0.05 Level.
Next, the determination of coefficient or R? value is carried
out. The R? value shows the amount of variance in endogenous
constructs which the exogenous constructs may describe [63].
The R?ranges are from 0 to 1, with higher levels show higher
predictive accuracy [60]. In [64], the authors stated R?values
for endogenous latent variables in the structural model of 0.75
is substantial, 0.50 as moderate and or 0.25 as weak. Fig. 3
shows that the accuracy of the endogenous constructs PU
predicted at (68.6 %) and PEOU at (29.1 %), which meant their
associated independent variables could explain both dependent
variables. The R? for BIU is at (3.8 %) indicating weak
predictive accuracy.

VI111.DISCUSSION

This study proposed a conceptual model of acceptance and
readiness on the blockchain-based data-sharing system for the
intelligence community based on constructs in Technology
Acceptance Model 3 (TAM 3) and Technology Readiness
Level 2 (TRI 2). We achieved our objective of this study to
integrate constructs from TAM 3 and TRI 2 in the proposed
model of Blockchain-Based Data-sharing Acceptance Model to
explore behavioural intention to use the blockchain-based
data-sharing system.

This study validates the reliability and validity of the
proposed acceptance model using a pilot study conducted
among the respondents. Prior to that, a pre-test was conducted
to validate the questionnaire survey used in this study with
validation from representatives from the respondent group and
subject matter expert feedback. From the initial 60 indicators,
20 indicators were removed from the pilot questionnaire due to
unsatisfactory level of below 0.6, resulting in the remaining 40
indicators used in further analysis. The reliability and validity
of the model are satisfactory and suitable based on the

Vol. 11, No. 12, 2020

Cronbach’s Alpha, Composite Reliability, and Average
Variance Extracted (AVE) and discriminant validity based on
heterotrait-monotrait ratio (HTMT).

However, the analysis of structural model testing is limited
due to the small sample size used in this pilot study. This
limitation is similar to other study using a small sample size in
investigating acceptance and intention to use blockchain and
cryptocurrency as in [50], [51]. According to [60], by using the
rule of thumb, the minimum sample size must be 10 times the
maximum number of arrowheads in the model. In this model,
PEoU has the maximum number of arrowheads pointing to the
variable with 5 arrowheads. Hence, at least 45 observations are
needed to achieve a statistical power of 80% for at least 0.25 R2
values detected with a 5% probability of error [60]. In this
study, three hypotheses are supported including on job
relevance has a positive influence on the perceived usefulness
of the blockchain-based data-sharing system, optimism has a
positive influence on the perceived usefulness of
blockchain-based data-sharing system and insecurity has a
negative influence on the perceived ease of use of the
blockchain-based data-sharing system.

IX. CONCLUSION AND FUTURE WORK

This paper elaborated and discussed regarding blockchain
technology acceptance in intelligence community using the
case of the proposed blockchain-based data-sharing system in
the intelligence community. As known, the intelligence
community relies on accurate and precise information for
country security purposes. Thus, blockchain technology is
proposed to be integrated into the intelligence community data
sharing system due to its capability in managing access control
and authentication automatically. Blockchain is also proven to
be a brilliant solution in ensuring data integrity that is vital for
the intelligence community-related data. However, since that
blockchain technology is still new, the readiness and
acceptance level of the intelligence community upon
blockchain technology implementation is yet to be discovered.
Thus, this paper survey about blockchain technology and
proposes a pilot study by integrating a reliable model in
investigating the intelligence community readiness and
acceptance upon blockchain technology usage. The model is
established based on constructs from TAM 3 and TRI 2. The
establishment of the integrated model derived by the
effectiveness that was proven by other researchers in their
previous work that we obtained from literature reviews. This
study is an ongoing work of implementing TAM 3 and TRI 2
for blockchain technology readiness and acceptance in the
intelligence community of Malaysia.

This study concludes that the acceptance model can be used
in investigating behavioural intention to wuse the
blockchain-based data-sharing system in the intelligence
community. The awareness and knowledge in blockchain
technology among the respondent shall be enriched via training
and education to increase the level of acceptance and readiness
of such technology. Future work may include full-scale survey
based on the recommended sample size and involvement of
different agencies from the intelligence community context.
This will provide reliable data that could serve as a source of
reference for the development of government policy for
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blockchain implementation, especially in the intelligence
community environment.
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