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Abstract—Although the Internet has positively impacted 

people's lives, it also has its dark side. There have been reports 

on the increase of cases of violence, racial abuse, cyber-bullying, 

online fraud, addiction to gaming and gambling, and 

pornography. A vital issue has emerged that Internet users still 

lack awareness of these online risks. In this study, our 

respondents were involved in the development of educational 

videos related to cyber risk topics using a storytelling approach. 

The participants in this study were 28 in-service teachers who 

took a master class on Resource and Information Technology. 

This study aims to examine the issues that participants took into 

consideration while planning and developing their digital stories, 

and their experiences developing digital stories about cyber risks. 

The data was collected using a written reflection. The data was 

then analyzed thematically using NVivo Software. The findings 

indicate how the respondents valued their experience in 

planning, developing, and evaluating their storytelling videos. 

The impact of learning from the videos on the students’ affective 

domain is also discussed. We further discuss the benefits of the 
storytelling approach for behavior change. 

Keywords—Cybersecurity; awareness; education; video; digital 

storytelling; media; case study 

I. INTRODUCTION 

It is an undeniable fact that the way people learn, retrieve 
information, and construct knowledge has changed with the 
existence of the Internet and digital media [1], [2]. Although 
the Internet is considered the most valuable innovation ever 
created, it also has a dark side that may result in adverse 
effects on its users, including adults and children [3]-[5]. 
Among the potential cyber risks are cybersex [6], pornography 
[7], personal information exposure [6], [8], [9], cyber 
addiction [10], online fraud, and addiction to gaming and 
gambling [11]. 

Cybersecurity is defined as: “the protection of cyberspace 
itself, the electronic information, the [Information and 
Communication Technologies] ICTs that support cyberspace, 
and the users of cyberspace in their personal, societal and 
national capacity, including any of their interests, either 
tangible or intangible, that are vulnerable to attacks 
originating in cyberspace” [12], [13]. However, the process of 
cybersecurity has become a more human issue, as it demands 
a human-centered approach rather than merely technical 
controls. 

According to [14], human weakness is considered the most 
challenging issue to deal with in relation to cybersecurity. This 
is because behavior, emotions, and feelings towards 

technology are somewhat unpredictable [15]. Therefore, to 
create a safe online environment for all users, everyone must 
be aware of cyber risks so that early prevention can be done. 
As the issue of awareness is closely related to the affective 
domain of learning, it is crucial to have a learning medium 
that applies an approach that can result in a rise in awareness 
of the importance of being safe online to avoid such risks. In 
this study, we launched a project in which digital stories were 
developed by 28 in-service teachers that covered topics related 
to cyber risks. This study aims to examine the issues that 
participants took into consideration while planning and 
developing their digital stories, and their experiences 
developing digital stories on cyber risks. 

A. Digital Storytelling 

Digital storytelling is an approach that has been found to 
be engaging for both students and teachers [16]. Storytelling is 
an approach for communicating information through the use 
of words, images, and sounds [17], [18]. Although some 
authors use the word „narrative‟ as a synonym for „story‟, 
narratives can be defined as predominantly factual, whereas 
stories are reflective, creative, and value-laden, usually 
revealing something important about the human condition 
[19]. Digital stories can be produced with a combination of 
visuals, photos, drawings, voice narration, and music to 
present a narrative [18], and with the existence of multimedia 
applications, digital stories can be made even more powerful 
with the integration of the elements such as texts, graphics, 
audio, video, and animation. In line with this, [18] also points 
out that digital stories are similar to short films, with a 
continuous narrative line. 

Digital storytelling has potential for learning, as a 
combination of images, music, narrative, and voice can help 
promote deep dimensions and vivid colors for characters, 
situations, experiences, and insights [20], elevating both 
students‟ and teachers‟ experiences [21] and thus accelerating 
students‟ comprehension by boosting their interest in 
discovering new ideas [22]. The use of digital storytelling also 
helps teachers to build constructivist learning environments 
that encourage creative problem-solving based on 
collaboration and peer-to-peer communication [23]. Digital 
storytelling has been found to facilitate integrated approaches 
to curriculum development, and to engage learners in higher-
order thinking and deep learning [24], creating more engaging 
and exciting learning environments [25]. 

The benefits of digital storytelling have not only been 
reported in relation to the cognitive domain, but it has also 



(IJACSA) International Journal of Advanced Computer Science and Applications, 
Vol. 11, No. 2, 2020 

187 | P a g e  
www.ijacsa.thesai.org 

been shown to be helpful in promoting affective learning. 
[26], for example, highlights that the use of digital stories can 
develop a sense of connection among learners and mold their 
attitudes. This is because, through storytelling, learners will 
develop their listening skills and be able to identify the key 
messages of the stories, thus expanding their sense of respect 
and openness [19]. 

There are three major categories of digital stories: 
a) personal narratives–stories that contain accounts of 
significant incidents in one‟s life; b) historical documentaries–
stories that examine dramatic events that help us understand 
the past; and c) stories designed to inform or instruct the 
viewer on a particular concept or practice [21]. [27] has 
formed a comprehensive five-part definition of digital stories: 
They must a) include a compelling narration of a story; 
b) provide a meaningful context for understanding the story 
being told; c) use images to capture and/or expand upon 
emotions found in the narrative; d) employ music and other 
sound effects to reinforce ideas; and e) invite thoughtful 
reflection from their audience(s). 

On the other hand, [1] suggests seven elements of digital 
storytelling: a) the point of view (what is the perspective of 
the author?); b) a dramatic question (a question that will be 
answered by the end of the story); c) emotional content 
(serious issues that speak to us in a personal and powerful 
way); d) the gift of your voice – a way to personalize the story 
to help the audience understand the context; e) the power of 
the soundtrack (music or other sounds that support the 
storyline); f) economy (simply put, using just enough content 
to tell the story without overloading the viewer with too much 
information); and g) pacing (related to economy, but specifically 
dealing with how slowly or quickly the story progresses). 

In this study, the process of developing digital storytelling 
required teachers who were involved in this project to 
collaboratively design an educational video using a digital 
storytelling approach as the end product of the learning 
process. In this process, they needed to consider themselves as 
teacher-designers. Participants had to learn specific software 
skills as and when required by their evolving project. The 
researchers anticipated that when participants were engaged in 
their collaborative work, they would develop skills in 
designing the product, such as how to operate the software 
needed to develop their animations, video editing, the use of 
timelines, and how to execute the content to be effectively 
delivered to end-users. The main role of the instructors was to 
act as facilitators and problem-solvers, rather than as content 
experts [28]. Learning in this context involved becoming a 
practitioner, not just learning about practice [29]. Most 
importantly, by engaging themselves in the design process, the 
teachers would build a better understanding of the subject 
matter, and in how to selecting specific instructional goals 
instead of general ones. Therefore, according to [28], every act 
of design is always a process of placing the components of 
technology, content, and pedagogy together. 

II. METHODOLOGY 

This study employed a single case study research design 
[30]. A case study is an approach that focuses on one or a 
small number of groups to investigate a contemporary 

phenomenon within its real context [31], for the purpose of 
gaining an in-depth understanding of the “events, 
relationships, experiences or processes occurring in that 
particular instance” [32, p. 52]. 

The total number of respondents was 28 teachers, the 
majority of them are female (n=24), and the rest male (n=4). 
In terms of their race, the majority was Malay (n=24), while 
two were Indian, one Chinese, and one Bidayuh, i.e. one of 
ethnic groups in Sarawak. The participants were masters 
students who enrolled in an Information and Technology 
Resources course. However, the subject they were teaching in 
school varied. As shown in Table I, the largest number were 
English Language teachers (n=8), followed by Information 
and Communication Technology (n=6) and Mathematics 
(n=5); three participants each taught Science and Malay 
Language, two participants taught Islamic Education, and one 
participant taught Tamil Language. 

The spread of their teaching experience can be seen in 
Table II. Nine participants had less than three years of 
teaching experience. The same number had four to nine years 
of experience, and eight participants had ten to 15 years of 
experience. 

Concerning their former skills in developing digital 
storytelling, only six of them admitted to having previous 
skills in this area, while the other 18 had never been involved 
in digital storytelling. As this project was about spreading 
awareness of cyber risks, we also asked about their prior 
involvement in any project related to spreading awareness 
about cyber risks. However, none of them had ever had 
experience in this area. 

One of the learning outcomes of the course in which the 
participants were enrolled is that participants be able to 
produce animated videos using a storytelling approach. As an 
assessment of this learning outcome, they were challenged to 
become teacher-designers so as to allow for ownership of their 
project. The task was for them to plan, design, and develop 
videos about topics related to cyber risks using any animation 
software. 

TABLE. I. RESPONDENTS‟ BACKGROUND 

Subject taught n % 

English Language  8 28.57 

Malay Language 3 10.71 

Islamic Education 2 7.14 

Science  4 14.28 

Information and Communication Technology 6 21.42 

Mathematics  4 14.28 

Tamil Language 1 3.57 

TABLE. II. RESPONDENTS‟ BACKGROUND 

Years of teaching experience n % 

> 3 years  9 32.14 

4-9 years 10 35.71 

10-15 years 8 28.57 

18-20 years  1 3.57 
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To complete the tasks, they were grouped into groups of 
four or five, and each group was given a choice of topics to be 
developed into digital stories. The topics were: 
a) cyberbullying; b) Internet addiction,; c) pornography; 
d) games addiction; e) oversharing of personal information; 
and f) grooming. They were then given the freedom to plan, 
arrange, and develop the content of their digital stories, 
starting from developing a storyboard, to developing the 
animation or video, and designing assessments for after the 
audience has watched the digital story. Examples of their 
storyboards are shown in Fig. 1. However, an iterative process 
also took place through which participants were required to 
present their storylines to all the members of the group, and 
received constructive feedback on how to improve their plots. 
Another presentation took place after they had developed a 
draft video or animation. Examples of their finalised videos 
are shown in Fig. 2. At this point, other group members told 
the developers whether the story had an impact on their 
feelings. This was a crucial phase, as the aim of the project 
was to promote awareness, so it was important that the 
„audience‟ felt the message during the preview of the digital 
stories. The overall process of developing the stories took ten 
weeks. 

 

Fig. 1. Examples of Storyboards Developed by the Participants. 

 

 

 

Fig. 2. Examples of Finalised Storytelling Videos Developed by the 

Participants. 

For data collection, we used written reflections (given to 
the teachers as part of their tasks, and of a minimum of four 
thousand words) prepared during the final week of the 
semester. The data was then imported to Nvivo 12 Plus 
software for coding purposes, and analyzed using thematic 
analysis [32]. This study aimed to explore the experiences of 
the participants throughout the whole process as teacher-
designers. Our research questions were: 

1) What were the considerations teachers took into account 

in the development of their digital stories? 

2) What are teachers‟ views on their experiences 

developing digital stories about cyber risks? 

III. FINDINGS AND DISCUSSIONS 

In this section, we present the findings of the analysis. 

Teachers‟ considerations in the development of digital 
stories. 

The analysis resulted in the emergence of six main themes 
related to teachers‟ considerations for the planning, design, 
and development of their animated videos: a) content; 
b) characters; c) language; d) narration; e) multimedia 
elements; and f) duration of the video (see Table III). 

1) Content: In terms of the content, as many of the 

teachers were not very knowledgeable about the topics they 

were given, the first thing they had to do was to understand the 

content related to the topic. This included searching for facts 

available from different sources such as journal articles, books, 

and websites. As teachers, they were trained to ensure that the 

delivery of content was based on the facts, and that the 

arrangement of the information needed to be to suit the level of 

the target audience, i.e. school students aged from 10 to 14 

years old. 

Sample statements include: “Since our target audiences are 
primary and lower secondary school students, we were careful 
in the selection of the content and the development of the 
story. We also used simple language to make sure the message 
is delivered effectively.” (Joecy). 

“We took many factors into consideration. To make it 
impactful, we simply provided related facts. We created a 
storyline to illustrate how a teenager who is addicted to games 
started to decline in their academic performance, and the 
deterioration of his health as well. In the end, we showed the 
dos and don‟ts of playing online games.” (Ummu). 

To enhance the impact of the videos, some of the 
respondents shared their strategy of developing a storyline that 
had a similarity to audiences‟ actual lives. 

TABLE. III. TEACHERS‟ CONSIDERATIONS 

Sub-themes Numbers of participants cited Percentage 

Content 22 78.5% 

Characters 18 64.2% 

Language 15 53.5% 

Narration  13 46.4% 

Multimedia elements  24 85.7% 
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 “In terms of content delivery, we tried to make our video 
easy-going for the students. We think that by providing 
environments similar to their actual lives, it will help to 
engage them more.” (Reene). 

For example, for the topic of games addiction, the team 
members agreed to use PUBG and Fortnite as examples. One 
of them explained. 

“We chose PUBG and Fortnite games in our story. We 
know that our students love to play these games, so by 
choosing examples from their real lives may seem more 
realistic and impactful for them.” (Ruhi). 

Another respondent also presented an example of how her 
teammates used examples of students‟ daily lives in their 
video. 

“Our topic is on grooming. It was a tough topic to be 
developed as we do not have much information on how it 
happens in real life, especially in our country. However, I 
talked to my little sister, and she pointed out the use of 
WeChat among teenagers, and many of them used the 
platform to make a connection with adult males. Her friend 
was once offered a thousand bucks by a man she knew from 
WeChat if she shared her half-naked picture! So we decided to 
use that scenario in our video.” (Hannah). 

The selection of issues related with audiences‟ actual lives 
may help them to relate the message to their personal lives and 
Internet use. Author in [17], in his seven elements of digital 
storytelling, stresses the importance of personalizing a digital 
story to help the audience understand the context better. 

2) Characters: Participants also pointed out the aspects of 

the characters that they took into consideration while planning 

their digital stories. 18 participants mentioned that their group 

chose to create teenage characters to make their digital stories 

close to the audiences. 

Some of the participants also mentioned they created 
characters from different races, for instance Malay, Chinese 
and Indian, as symbols of a multiracial country like Malaysia. 
For example: 

"We wanted the video to have a simple yet powerful 
message. We chose characters that are similar to their real 
world. We include characters from different races in our story 
to promote unity and togetherness as Malaysians as well. We 
also created characters like counselor, parents, and peers to 
show who are the significant others for them to turn to if 
similar case happens to them. " (Shasha). 

3) Language: Participants also shared their considerations 

about the language used in the video. All the groups agreed to 

use their first language, Malay language, as the medium of 

their stories. This was decided through discussions among 

peers in the class. Sample answers include: 

“The approach used was very much based on the level of 
the audience. The narration text was developed according to 
the pupils‟ language level. The language chosen was our 
mother tongue, as it is more familiar to the pupils and thus 

would help in their total understanding of the story delivered.” 
(Faiza). 

The aspect of simplicity, or „economy‟ is mentioned by 
[21] as a vital characteristic of digital storytelling, in that a 
digital story has to be simply put, using just enough content to 
tell the story without overloading the viewer with too much 
information. In addition to the selection of Malay as the 
language medium, participants also used simple language to 
suit the level of their target audiences, i.e. students aged from 
ten to 14 years old. Sample answers include. 

“Lastly, we used simple and clear language which is 
suitable for the level of understanding of primary and 
secondary school students.” (Zaidi)  

“Since our target audiences are those in primary and lower 
secondary school, we were careful in the selection of the 
content and the development of the story. We also used simple 
language to make sure the message is delivered effectively. 
We made it a short and sweet kind of video.” (Diane). 

Another vital aspect that was taken into consideration was 
the narration. In order to ensure that the message was 
successfully delivered, the participants had to choose suitable 
narrators. Some sample responses include. 

“Now that we have developed a script with simple 
language, there comes a problem. Who is going to be the 
narrator? It was a funny moment for us when all of us tried to 
record our voices, and we listened to them together to finally 
choose the „best‟ voice! We are teachers, of course, we have 
loud voices, but we need to pick the most „marketable‟ voice!” 
(Armie). 

“As our digital story uses third-person narration, we need 
to choose the right voice. We want it to sound pleasant and 
professional. This is our first baby, so we want to produce the 
best.” (Ila). 

4) Narration: In terms of the narration, the majority of the 

participants used third-person narration. However, several 

mentioned using first-person narration. For example: 

“We agreed to use third-person narration in our story. Our 
topic is Internet addiction. So our approach is to create a story 
that includes a self-check approach to help our audience to see 
whether they count as addicted to the Internet or not. In this 
case, we think it is better achieved if we use third-person 
narration.” (Kumar) 

“Our group used first-person as well as third-person 
narration. We divided our story into two main sections. The 
first section was a story of how a girl was bullied by her 
friends online. The second section included a scene where the 
girl reflects on how she felt about cyberbullying and what 
lessons should be learned from her story.” (Daisy). 

5) Elements of multimedia: As mentioned earlier, this 

project was about the development of animated videos about 

cyber risk topics. The participants were empowered to choose 

any software they preferred to develop their stories. Among the 

software packages used by the participants were Powtoon, 

Pixtoon, and Plotagon. Participants also considered aspect of 
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multimedia such as audio, music, animation, and colors. The 

analysis shows that participants agreed on the fact that the use 

of multimedia elements such as audio, text, graphics, and 

animation helped them produce better and more impactful 

learning material. This finding corroborates [18], who also 

opines that the use of multimedia elements can enhance the 

power of message delivery. Sample answers include. 

“Furthermore, the background music was added to make 
the video more interesting. We also included the element of 
feeling. The characters in the story portray feelings to 
influence the audience or help them relate to the feelings.” 
(Hannah). 

 “I think what makes the video appealing is because we 
use animation and music. After getting feedback from peers 
during the tenth week of class, we got the chance to improve 
the quality of our music and sound.” (Roy). 

“The inclusion of recorded audio was also varied 
according to its suitability for the story in order to give 
emphasis and highlight important aspects of the story, as well 
as making the story more interesting for the audience.” (Nani). 

Digital storytelling has its own potential as a learning 
material, as a combination of images, music, narrative, and 
voice can help promote deep dimensions and vivid colors for 
characters, situations, experiences, and insights [20]. 

6) Participants’ views on their experiences in developing 

digital storytelling: Based on the overall findings, participants 

shared their positive thoughts about spreading awareness of 

cyber risks, especially by using digital stories. 18 participants 

stated that the approach was a unique way to affect the hearts 

of the target audiences, compared to giving a lecture or telling 

them about dos and don'ts. For example, one participant said. 

“I am positive that this kind of video can be an effective 
learning tool for our students. I have tried three videos with 
my students, who are in Form One [13 years old], and they 
love it so much. What is important is that we, as teachers, use 
the material in a meaningful way. Definitely, the video can be 
used to spur discussion among students, or we can ask them to 
do some reflections on what they have done in their daily 
internet use.” (Ziana). 

This finding is in line with [33], who posits that the use of 
digital storytelling in class activities can encourage students‟ 
insights, and may spur more in-depth discussions. In addition, 
participants also mentioned that the digital storytelling 
approach could convey a clear message without burdening 
learners‟ cognitive loads: this is because in digital storytelling, 
other elements of multimedia are used [17]. In this study, the 
use of animation and narration helped students to gather the 
information without having to read a dense text. Instead, the 
videos involved them in thinking about the message and 
relating it with their own life. 

“My reflection on the use of storytelling is that it helps to 
lessen the cognitive loads of the students, and the presentation 
of the message can be done more easily with storytelling.” 
(Wani). 

Participants in this study also agreed that digital 
storytelling is an appropriate approach to develop learners‟ 
affective domain. 

“It [storytelling] can be used to address the affective part 
of the students. The message in the video is not delivered like 
a class note; rather, the message is conveyed indirectly 
through the storyline. It makes learning more fun, too.” (Roy). 

“We know that from our experience, teaching the affective 
domain is not easy to achieve. What makes it more 
challenging is that the affective domain is difficult to assess. 
You may hear your students say: „Yes, teacher, I know it is 
wrong and I can assure you that I will never do such a thing.‟ 
Nevertheless, how many of us can guarantee that it will never 
happen? Hopefully, using digital stories that cater to their 
affective domain will have an impact on the students.” 
(Daisy). 

This finding supports [26], who highlights that the use of 
digital stories can develop a sense of connection among 
learners and mold their attitudes. This is because, through 
storytelling, learners will develop their listening skills and be 
able to identify the key messages of the stories, thus 
expanding their sense of respect and openness, and promoting 
the development of wisdom [19]. 

“What is beautiful about storytelling is that it helps us to 
convey the messages more easily in a more powerful way of. 
Conservatively, we can produce a slide on dos and don‟ts. 
Very dry and monotonous. In contrast, storytelling is more fun 
to work with. We were challenged to be more creative and 
more sensitive in the selection of the words and language. 
This is something that can trigger us, teachers in a school, to 
learn and do more about the power of storytelling.” (Faiza). 

Involvement in digital storytelling also made the 
participants feel engaged in their projects. This supports [16], 
who claim that digital storytelling is engaging for both 
learners and teachers. 

Other findings derived from the participants‟ reflections 
relate to their experiences as teacher-designers. Some of the 
participants shared that their experiences had been memorable. 
For example, a number of participants highlighted that 
through the whole process of developing their digital stories, 
they had learned many skills, including storyboarding, 
handling animation software, video editing, voice recording, 
and decision-making. They explained that the project required 
higher-order thinking skills, as everything had to be decided 
among the members of their group. This is closely related to 
[28]: according to [28], when teachers are given a role as 
designers, they will develop skills related to what they have 
been doing. In such situations, teachers have to exercise 
problem-solving skills and become practitioners [29]. Through 
their engagement in the design process, teachers will build a 
better understanding of the subject matter, and learn how to 
select specific instructional goals instead of general ones [28]. 

IV. CONCLUSIONS 

In this study, we have examined the considerations that 
teachers perceived as important while planning and 
developing their digital stories, and their experiences in 
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developing digital stories about cyber risks. Although there 
are guidelines for digital storytelling, based on the findings, 
we believe that the considerations are most closely related to 
the cultural stance of the developers and the targeted audience, 
for instance in terms of the selection of characters, language, 
and storyline. This study also further supports the fact that 
digital storytelling as a powerful technological tool, not only 
to promote affective learning and positive values, but also to 
enhance the skills and content knowledge of developers. 
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