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Abstract—Web services are growing rapidly to provide
clients, either organizations or individuals, with multiple Internet
services and to offer solutions for the integration of many
applications. Quality of Service (QoS) of a Web service is the key
consideration of both service providers and users. Thus,
measuring the QoS requires, in addition to its normative
requirements, engaging the views of clients and service providers
and environmental factors. Human intervention and the
environment may lead to uncertainty and result in uncertain
factors in assessing QoS. In such a case, traditional computing
and statistical techniques cannot provide an accurate
representation of inherited uncertainties, especially when
uncertain variables are connected with ambiguous (fuzzy)
relationships. An alternative is to use a soft computing approach.
This paper proposes a Fuzzy Cognitive Map (FCM) model as a
soft computing approach that can represent and simulate the
uncertainty of QoS. FCM represents the uncertain variables in
the domain knowledge and their connections in the form of a
signed directed graph consisting of nodes representing the
variables and directed arrows representing the cause-effect
relationships. In addition, it allows representing imprecise data
either using numeric data, i.e. in the ranges [0, 1] and [-1, 1], or
linguistic data, i.e., "'low, medium, high". For calculations, FCM
is converted to an adjacency matrix to find the effects of
variables on each other. Scenario simulations can also be
implemented to help decision makers to investigate appropriate
outcomes. Finally, the proposed approach is tested by an
experiment to demonstrate its reasonability and admissibility of
the representation and simulation of the uncertainty of the QoS
domain knowledge.

Keywords—Web services; quality of services; uncertainty; fuzzy
cognitive maps; simulation; decision support systems

I.  INTRODUCTION

A Web service is any online service that uses Web
technologies and systems including standardized XML
exchange systems and HTTP protocol for integrating,
interacting, and exchanging data between Web applications.
Nowadays, using Web services are widely used, particularly by
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business. Web services are an important competitive value for
business. Many of the Web services do the same functions, but
they may have different levels of quality [1]. Thus, Web
service providers make every effort to provide high quality and
performance services to satisfy their clients. Quality of service
(QoS) has become an important measure to assess the degree
of acceptance and appropriateness of the service provided [2].
There are different functional and non-functional QoS
requirements (i.e. integrity, security, reliability, accessibility)
[3]. Each of these requirement has a different role in delivering
QoS and also has limitations, especially when Web
Applications need to interact with each other. In addition, the
nature of the Web is rapidly changing over time and numerous
Web applications and technology platforms are emerging.
Moreover, human and environmental factors often contribute
to the selection of acceptable QoS for both its providers and
users. The factors mentioned above make decision-making
about QoS is dominated by the inherited uncertainty and may
create  several uncertain environmental and human
factors/variables which in turn affect the QoS [4]. This poses a
major challenge and reinforces the need for approach that can
tackle this challenge and deal appropriately with such uncertain
domain. Due to the inherited uncertainty, using traditional
computations or even smart algorithms, such as genetic
algorithms [5-7] in representing the domain knowledge are not
appropriate.

Several studies have addressed QoS of the Web services
under uncertainty to achieve the appropriate service required
[4, 8-12]. Authors in [8] proposed a robust model that can
select composite services within the uncertain QoS
environment. In order to handle the uncertainty of QoS for
service selection, they adopted the response time, throughput
and reliability QoS attributes. On one hand, they used uncertain
interval data, i.e., [0, 1], to express the uncertainty of the
response time and service productivity. On the other hand, they
used a certain dataset for service reliability. Another attempt to
address QoS under uncertainty was in [9]. In this attempt, the
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researchers represented the uncertain QoS domain by a
distribution function. Then, they used an approach to generate
acceptable alternative services and assign uncertain scores for
them. Finally, a comparison between the alternative services
was performed using beneficial rules in order to report
admissible services gradually. Mostafa and Zhang [10]
developed two approaches; the first for single policy scenarios
and the second for multiple policy scenarios. The goal of their
approaches is to handle the uncertainty resulted from dynamic
environments in order to efficiently compose multi-objective
Web service. First, they addressed QoS criteria and challenges
and conflicting objectives facing multi-objective service
composition. Second, using the first approach to assign weights
for the objectives of the QoS. Finally, their second approach
was used in order to generate different solutions that would
satisfy all the conflicting objectives of the QoS.

However, the above studies have some limitations in
representing the QoS domain knowledge under uncertainty.
The limitations are: the studies did not deal appropriately with
uncertain data and knowledge, they did not also take into
consideration the perceptions of human such as users and
providers about different QoS requirements and environmental
factors, and they did not differentiate between quantitative and
qualitative QoS factors and relationships between these factors.
Nevertheless, the uncertainty of the QoS domain is caused by
several reasons, for example: dynamic environment, lack of
QoS scientific information and factors, differing views
between service providers and users about the factors
determining the success of the service, reliability of the service
as factors are affected by the current state of the Internet, and
different QoS characteristics which are used by users with
different levels of usage knowledge and experience [8-9].

As a result, uncertain factors/variables about QoS are most
probably emerging as well as these variables may influence
each other through nonlinear imprecise/fuzzy connections.
Therefore, representing such uncertain domains forms a big
challenge and requires a suitable approach that deals with the
uncertain variables and influential connections. The goal of this
paper is to propose an approach that can deal with the
uncertainty of the Web service QoS as well as to represent and
simulate uncertain variables and connections resulting from
this inherited uncertainty. Consequently, the proposed
approach could be considered as a decision support system
(DSS) that would assist decision makers, i.e., service providers,
in making appropriate decisions. To achieve the above goal, a
soft computing approach is the best choice because it can
represent and model uncertainty domains and deal with any
uncertain data. In this paper, a fuzzy cognitive map (FCM) as a
soft computing approach is proposed. FCM introduced by [13]
is a cognitive map consisting of nodes and directed weighted
edges that can represent, in a fuzzy method, uncertain variables
and influential connections, respectively. FCM can be encoded
into a matrix, which in turn can be simulated to provide results
for analysis.

The rest of this paper is organized as follows. Section 1l
gives an overview of FCM approach and why it has been used.
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Section Il presents the method proposed by this paper to
represent and simulate the uncertainty of QoS. Testing the
proposed method through an experimental study is presented in
Section V. Section V concludes the paper and suggests some
future work.

Il. PERSPECTIVES ON FCM

Kosko integrated fuzzy logic [14] with cognitive
knowledge to produce FCM [13]. The goal of this is to address
knowledge domains including inherited uncertainty. FCM
approach describes the uncertain problem by collecting its
uncertain variables and then assigning uncertain cause-effect
relations between them. One of the advantages of FCM
approach is that uncertain data can be represented in numeric
interval data, such as [0, 1] and [-1, 1] or in linguistic data,
such as "weak, moderate, strong". Fig. 1 shows an example of
FCM. As shown from the figure, variables can influence
negatively or positively on each other. For clarification, the
connection value from V, variable to V; variable is negatively
very high (-VH), this means that if the value of V, increases,
then the value of V; will highly decrease, and if the value of V,
decreases, then the value of V4 will highly increase. As shown
also from the figure, the connection value from Vg variable to
QoS variable is positively low (+L), this means that if the value
of Vs increases, then the value of QoS will slightly increase,
and if the value of Vg decreases, then the value of QoS will
slightly decrease. It is also noted from the figure that FCM
approach enables loop influences. This means that the
influence of a certain variable on another variable can in turn
indirectly influence on that certain variable.

Another advantage of FCM approach is that it allows
different relevant stakeholders (i.e., providers, clients,
specialists, decision makers, etc.) regardless of their knowledge
to share their views/systems by developing their own FCMs.
These developed FCMs can be combined to form an expressive
view/system that can comprehensively describe the knowledge
domain. The individual and whole FCMs are then analyzed and
simulated to produce system outcomes, which in turn reveal
useful solutions, alternatives, or recommendations for decision
makers in order to assist them in decision-making.

The FCM approach has proven its ability to deal with
uncertainty in several domain systems [15, 16]. Authors in [17]
proposed a decision model based on big data analytics and
FCM qualitative approach for improving the decision making
for IT service procurement process. Authors in [18] introduced
Web-mining inference mechanism using FCM inference to
analyze the Web data in order to extract useful knowledge.
FCM was used as a navigation to address the connections
between Internet of Things and intelligent space [19]. FCM
approach has also been used for modelling and simulating the
uncertainty in socio-ecological, economic and environmental
systems [20-23]. Next section presents the proposed FCM
approach to present the uncertainty of the QoS domain and
then simulate the FCM system to reach outcomes that could
reveal suggestions for selecting an appropriate QoS for
stakeholders.
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Fig. 1.

I11. REPRESENTING AND SIMULATING UNCERTAIN QOS

Zadeh in [14] introduced soft computing approaches, such
as fuzzy logic and neural networks (NN) to model systems
including uncertainty in order to help in decision making. FCM
combines fuzzy logic and artificial neural networks (ANN). It
utilizes the fuzzy logic to represent fuzzy/uncertain values of
nodes and connections. The connection values between nodes
are encoded into adjacency matrix. Then, ANN is used to run
the FCM system based on initial values of nodes, called initial
states, until the system reaches steady values of nodes, called
steady states. From the steady states, several policy scenarios
can be simulated. The results of these simulations are
considered as different alternative solutions offered to decision
makers for selection.

A. QoS Representation

As mentioned before, any stakeholder can represent their
knowledge domain in the form of FCM system. The steps of
representing the uncertainty of the QoS domain knowledge
using FCM approach are as follows:

a) Map nodes to represent uncertain QoS variables such
as QoS requirements, factors, attributes, parameters, or other
related concepts. The value of each variable takes an
imprecise/fuzzy linguistic term or numeric value in the range
[0, 1], and it is called the state of the variable.

b) Map directed arrows to represent connection weights
of casual uncertain relationships between QoS variables. Each
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+ L: Positively Low

+ M- Pocitively Mediom
+H: Positively High

+VH: Pozirively Fary High
- L: Negatively Low

- M: Negatively Mediwos

- H- Negarively High

Example of FCM; Connection Values in Signed Linguistic Terms.

connection weight takes a fuzzy value in linguistic terms or in
the range [-1, 1], see Fig. 1.

The fuzzy values (numeric in [-1, 1] or linguistic terms) are
represented by membership functions (i.e. triangular
membership functions). Each value has a degree of
membership between 0 and 1 in the [-1, 1] universe of
discourse in all membership functions. For example, Equation
1 calculates the degree of membership of any connection value
represented by a triangular membership function. Fig. 2
illustrates eight linguistic terms describing the connection
values (-VH, -H, -M, -L, L, M, H, and VH) represented by eight
triangular membership functions. It is worth mentioning here
that the degree of membership of a linguistic term is one in the
membership function that represents it and zero in other
membership functions. For mathematical calculations, the
degree membership values are converted to crisp values in the
ranges [0, 1] or [-1, 1] using a defuzzification method, such as
Centre of Gravity (COG) [24].

X—=v

—L vy, <x<,
V2—V1
v3—X

pu(x) = , U Sx < U3 1)

V3=V
0,otherwise

Where v; < v, < v; are the parameters of the membership
function M in the universe of discourse X [-1, 1], x is the fuzzy
connection value in X, and py () is the degree of membership
of x in the membership function M.

Linguistic terms

-FH - - =L
1

bl
[}

b
[

Membership degree (1)
bk

[=]

-1 -0LTE -0.5

025

MNLILL L Ad H FH

a 025 05 075 1

Univerze of Dizscourze (Connection WValue)

Fig. 2. Eight Linguistic Terms Represented by Eight Membership Functions in [-1, 1] Universe Of Discource.
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As stated before, any relevant stakeholder can develop their
FCM system. Then, FCM systems developed by stakeholders
can be combined, after converting them to adjacency matrices,
using the additive method [21, 27], (Equation 2). The
combined FCMs into a whole FCM can reflect a holistic view
of the system [21-22, 25-26]. Then, several simulations can be
conducted on any FCM system to achieve the desired
outcomes. To produce a group FCM with connection values in
the range [-1, 1], it is normalized by averaging these values.

Grp(FCM) = X3, (FCM,) )

where Grp(FCM) is the resulting FCM, N is the number of
FCM s to be combined, and FCM, is the matrix of k" FCM.

Next section describes the simulation process to simulate
the QoS domain knowledge

B. Simulating QoS

Once the QoS domain knowledge is represented by an
FCM system, it is easily converted to an adjacency matrix
representing the QoS domain variables in its columns and
rows. This adjacency matrix includes the weights of
connections between variables in the range [-1, 1], see Table I.
If the weight is greater than zero, this means that the variable in
the corresponding row impacts positively by the assigned value
degree on the variable in the corresponding column. The same
thing is for the weight less than zero, but the impact is
negatively. Finally, if the weight is zero, this means that no
connection between corresponding variables.

To find the outcome of the FCM system, also called FCM
inference, the following steps are performed:

a) An initial (current) state values of FCM variables in
the range [0, 1] are represented in a vector (i.e., V = Vy, V,,...
V), where N is the number of variables.

b) The next state value of each variable is calculated
using ANN using the following Equation 3: a graphical
representation of the equation is shown in Fig. 3.

VL = FEN, VE * wy + V) ©)

Where V"'is V; value at time t+1, V;' is V; value at time t,
wjj is the connection value between V; and Vj, and f is a
threshold function, e.g., sigmoid function (Equation 4), to force
the active variable to take a value in the range [0, 1].

1

fo)=—= (@)
TABLEI. FCM IN FIG. 1 AFTER CONVERTING TO AN ADJACENCY
MATRIX
QoS Vi V, V3 V, \ Vs
QoS | 0 0 0 0 0
V; | 05 0 0 0 0.25
V, | 0.75 0 0 -0.25 0 0 -0.5
Vs | 05 0 0 0 0 -0.25
V, | 0.75 -1 0 0 0 0
Vs | 1 0 0 0 0 0 -0.25
Ve | 0.25 0 0 0 0 0 0
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Py

Variable i

Outcomes
Vi

Fig. 3. A Graphical Representation of Finding a New State Value of
Variable i using Equation 1.

Where x is the weighted total of inputs

a) The next state value of V; is then used as an input to
find the new state values of all other variables connected to it.

b) Repeat steps b and ¢ until the system reaches a steady
state where the state values are not changed any more [27].

The resulting steady state can be considered as a system
status quo, which then be used to apply different policy
options. The values of states in the range [0, 1] reflect the
amount of their influence on each other and thus on the system
(i.e., 1 means high influence, 0 means no influence). Based on
this, different scenarios, e.g., "what-if questions”, can be
performed. The results of these scenarios are then compared in
order to obtain satisfy goals. For example, what will the steady
state values of variables (system results) be if specified
variable (s), e.g., those who have high influence, are changed
in the initial state and kept fixed at a specified value while
system running.

I\V. EXPERIMENT STUDY

Day after day, the use of mobile digital platforms,
particularly smartphones, has increasing popularity. This is due
to many mobile functions and their capabilities to run various
internet applications. Therefore, a high quality of the mobile
service is highly required. This paper investigates QoS of the
Mobile service as an experimental study of the proposed
approach. First, we selected the main factors that would
influence the QoS of the Mobile service. Based on the previous
studies and the views of relevant experts, these factors were
"Mobile specifications (V1)", "Operating system (V2)",
"Coverage (V3)", "Service cost (V4)", "Service pack (V5)",
"Devices & network technologies (V6)", "Negative user
reaction (V7)", "Accessibility (V8)", and "Unlimited data plan
(V9)" [28-30].

According to these variables, we then asked three of
domain experts from three different businesses to represent
their perceptions. They had two options; either by depicting
their perceptions in the form of FCM systems or filling in an
adjacency matrix with connection values that we sent them as
an excel file. Fig. 4 shows an example of FCM developed by
one of them. The connection weights were in the range [-1, 1].
The three FCM systems were added to each other to form a
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group FCM system using Equation 2. We normalized the
connection values of the group FCM to be within [-1, 1]
interval, by assigning weights to the developed FCMs. These
weights were equal to all FCMs, (0.33 for each FCM). The
adjacency matrix of the group system is shown in Table II.

We also asked the experts to assign current values of the
above factors as initial states representing the system current
state. We also normalized the variable states suggested by
experts using the same above process used in normalizing the
connection values. Table Il shows initial state values
suggested by an expert, and normalized states suggested by all
experts.

Then, ANN and Equation 3 were used to run the group
FCM. The system reached a steady state after 29 iterations, see
Table V. Based on the system inference (steady state), it is
easily to rank the variables according to the degree of their
influence and hence their importance to the change in the status
quo in order to reach desired outcomes.

As shown from Table 1V, the state value of the variable
"QoS of MS" was enhanced from 0.7 to about 0.95. This
enhancement accompanied, on one side, with enchantments in
the state values of the following variables: "Mobile
specifications(V; )" (from 0.47 to 0.69), "Operating system
(V2)" (from 0.53 to 0.69), "Coverage (V3)" (from 0.67 to
0.83), "Service cost (V4) (from 0.7 to 0.96)", "Service pack
(V5)" (from 0.37 to 0.87), "Accessibility (V8)" (from 0.73 to
0.9), and "Unlimited data plan (V9)" (from 0.43 to 0.62). On
the other side, the state values of "Devices & network

Vi Mopbdle
Speaiications

) Vi S S —

Vi Coverage
IS

T

/
-D.ﬁl

—U'.EL Vo Negative 70
LUserReaction'ly

_o5T0s

. Servace
Pack

QoS of M5~ 475
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technologies (V6)" and "Negative user reaction (V7)" variables
were decreased from 0.73 to 0.66 and 0.57 to 0.09,
respectively.

The state value of V, "Service cost" in the steady state is
the highest value among all state values of the other variables.
This means that it has the highest importance, and hence, it has
a high impact on the QoS of the mobile service system and on
the other variables as well. On the other hand, the variable V;
"Negative user reaction" has the lowest degree of the impact on
the system.

From the status quo, different policy scenario simulations
can be implemented, i.e., setting a variable with a significant
impact or more than one variables at a high value while the
simulation process is running to observe what the system new
steady state will reach [31-33].

Then, the difference between status quo and new steady
states is calculated. This shows which variables, particularly
"mobile service QoS", have increased and which variables
have decreased. Calculated positive and negative differences
mean increased and decreased variables, respectively. The
amount of the calculated difference reflects the degree of
increase or decrease of the variables as a result of the scenario.

Finally, making analysis and comparisons among the
differences between status quo and new steady states for the
different scenario simulations can reveal potential and
reasonable solutions or alternatives that would enhance the
"QoS of Mobile service".

V. Operating
System

V.- Servrce |
Cost

09 /

*.

. ) V- 0.4
Y 1 Accessibity I

V. Dewrces &
Vi Dinlimmited Network
Data Flarr

Fig. 4. FCM Developed by a Relevant Expert Representing Important Factors and their Relationships of the QoS of the MS System.
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TABLEIl.  FCMINFIG. 1 AFTER CONVERTING TO AN ADJACENCY MATRIX
QoS of MS Vi V, Vs V, Vs Vs \ Vg Vy
QoSofMS | 0 0 0 0 0 0 0 -0.77 0 0
V; | 0.43 0 0.07 0.33 0 0.13 0 -0.33 0.4 0
V, | 0.23 0.17 0.1 0 0 0.17 0 0 0 0
V; | 0.87 0 0 0 0.83 0.43 0 -0.73 0.63 0.07
V, | -.083 0 0 0 0 -0.07 0 0.63 0 -0.4
Vs | 0.37 0 0 0 0.37 0 0 -0.40 0 0
Ve | 0.73 0 0 0.83 0.87 04 0 -0.43 0.73 0.3
V; | -0.6 0 0 0 0 0 0 0 0
Vg | 0.6 0 0 0 0.37 0 0 -0.5 0 0
Vo | 0.5 0 0 0 0.33 0.5 0 -0.47 0 0
TABLE I1l.  INITIAL STATE VALUES OF ONE EXPERT AND INITIAL STATE VALUES OF ALL EXPERTS
Variable ID Initial states suggested by one expert Normalized Initial states by all experts
QoS of MS 0.8 0.7
V1 0.5 0.466667
V2 0.8 0.533333
V3 0.7 0.666667
V4 0.8 0.7
V5 0.2 0.366667
V6 0.7 0.733333
V7 0.5 0.566667
V8 0.8 0.733333
V9 0.5 0.433333
TABLE IV.  THE RESULTS (STEADY STATES OF VARIABLES) OF THE GROUP FCM SYSTEM
Variable 1D Initial state Iteration 1 Iteration 29 steady state
QoS of MS 0.7 0.881843 0.949539
V; | 0.466667 0.635835 0.692044
V, | 0.533333 0.650067 0.692044
V; | 0.666667 0.806797 0.833217
V, | 07 0919925 | ... 0.956162
Vs | 0.366667 0.78 0.875281
Ve | 0.733333 0.675536 0.659046
V7 | 0.566667 0.230705 0.095841
Vg | 0.733333 0.867074 0.898568
V, | 0.433333 0.603483 0.62124

V. CONCLUSION

This paper introduces a new soft computing approach for
decision makers (service providers) to support them in
reaching a high level of QoS under dynamic environment
dominated by uncertainty. This approach uses fuzzy cognitive
map (FCM) as a model/system for representing uncertain
variables existing in the QoS domain knowledge in the form of
nodes. Then, each signed connection between any two
variables is drawn in the form of directed arrows. The FCM is

easily transformed into an adjacency matrix for mathematical
calculation. This approach also allows various related
stakeholders regardless their knowledge to participate in
depicting their perceptions by developing their own FCMs. The
developed FCM systems can be combined to obtain a
comprehensive FCM system. Then, artificial neural network
(ANN) is used to simulate the FCM system based on the
connection values in the adjacency matrix and the initial values
of variables. This simulation process ends when the system
reaches a steady state where the values of the variables do not
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change. To reach an appropriate QoS, different scenarios can
be simulated to see which scenario has led to a high level of
QoS by comparing the outcomes of these scenarios. Finally,
the proposed was experimentally examined. The results of the
experiment study "QoS of Mobile service" showed the
reasonableness and effectiveness of the proposed approach for
representing and simulating QoS domain knowledge under
inherited uncertainty.

As a future work, we intend to expand the experiment study
to include more factors and connections by involving other
different stakeholders such as technical supports, public users,
agents, etc. We also intend to investigate the feasibility and
applicability of various scenarios in order to provide useful
recommendations to assist decision makers.
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