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Abstract—In this paper, the prototype of Thai voting system using blockchain technology (B-VoT) has been successfully
designed and developed. Hyperledger Fabric was chosen to be
a major blockchain infrastructure. The web-application was
developed to allow voters to vote. In addition, real-time voting
results will be shown on the same website after election period
has passed. We connected the web-application and blockchain
database together in order to store the votes as a blockchain
transaction. With our Blockchain Internet Election, the voters can
easily elect on the website and their votes is automatically stored
in the blockchain database as a single blockchain transaction.
This voting prototype can assure the data integrity because no
one can modify any information or voting results. Therefore, our
system could have a huge impact on the voting reliability as well
as rebuild public trustworthiness in Thailand election.

be applied in order to improve security. Blockchain is a
promising technology as its system is decentralized [5]. It is
a chain of blocks in which each block stores all information
of network activities after the block was added to the chain
[9], [10]. In other words, blockchain is a traceable database . It
allows every user to add data as a transaction. Moreover, every
user can review all data in the blockchain, but no one is able
to change it [11]. This work proposes a promising solution in
which blockchain technology has been integrated to the voting
system. The prototype of Thai Blockchain-based voting system
(B-VoT) is developed. Our prototype is based on the election
regulation. In addition, web-application is created to facilitate
the voting process for users as well as encrypt voting data to
enhance the system security.
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In this paper, Section II defines the blockchain technology
and also reviews the works related to the Internet Voting
System. Section III explains our proposed blockchain-based
voting system. Section IV presents the case study to verify the
feasibility of the proposed system. The results are shown on
the website. Section V discusses the evaluation and benchmark
of our proposed system design. Finally, Section VI describes
the conclusion.

I.

I NTRODUCTION

Thailand is a Southeast Asian country [1]. It accommodates
around 70 millions persons according to the review in 2020
[2]. The country election system is traditionally handled by
the Election Commission of Thailand (ECT) [2], [3]. Thai
election schemes are based on the paper election form and
manual counting system. The ECT regurates the monopoly
system to all election-related tasks during the voting process.
Their duties include regulations preparation, election places
allocation, votes counting, and the result announcement. Unfortunately, many mistakes and problems cannot be avoided
with this traditional system, and even dramatically increased
in the election in 2019. The fault result announcement was
broadcasted across the country without the awareness of miscounting ballots and confusing allocation of polling places.
These systematic problems cause a huge trouble to the country
and raise the concerns from populations around the world [4].
In order to prevent the problems on the system, an integration
of the information technology can be applied. The use of
information technology can effectively prevent human errors,
which are the habitual mistakes in any systems across the
world [5]. The Internet platform has been chosen by a number
of countries to use as the basic voting system. For instance, the
“Internet voting system” or “I-voting system” has been used by
the Republic of Estonia since 2005 [6]. A major advantage of
this system is convenient, reduces cost and increases security
[7], [8]. However, this system is still a “Centralized system”
which is similar to the election system in Thailand. According
to the problem mentioned earlier, blockchain technology can

II.

BACKGROUND

Blockchain is a decentralized technology which is secure,
tamper-proof and immutable. Every user in the same network
can communicate with each other and receives a database that
keeps all records of transactions, see Fig. 1. This database
is known as ledger [12]. It ensures that any users in the
system are able to update and monitor blocks, where data is
stored. The block itself cannot be changed after the transaction
has been transferred to the blockchain. The transaction is
verified by consensus algorithm depending on the structure
of each blockchain before adding to the block [13]. This
method thus guarantees the integrity, trust, and traceability of
the system [5]. Individual blocks are linked with a chain. As
can be seen in Fig. 2, each block contains a cryptographic
hash of the previous block (except the first block) and a
transaction list [14]. There are two major types of Blockchain
networks divided by authorization which are permissioned
and permissionless blockchain. Permission blockchain requires
authorization to join the network, while the permissionless
blockchain allows everybody to participate in the network
[15]. One of the most well-known blockchain applications
is Bitcoin [16]. It was developed by Satoshi Nakamoto in
2008 [17]. Bitcoin is a digital cryptocurrency which will come
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into the focus in the future [14]. Blockchain technology itself
also applied to various applications at this moment, including
Internet of Things (IoT), supply chain, and digital credential
[18]–[22].

Fig. 1. Blockchain is a decentralized network that allows every user to
communicate with each other. The user in the network will contain a database
called “Ledger”. The ledger has a role to store data in the form of block
and chain. The block has a role to store data. The chain is a cryptographic
mechanism.

Fig. 2. In each block of the chain must store an individual hashed data with
another hashed data from the previous block (the first block of the chain will
store only own hashed data).

Hyperledger Fabric is a permissioned blockchain network,
initially contributed by IBM and Digital Asset [23]. It offers
a decentralized ledger platform with a special role between
nodes in the system, allowing pluggable implementations of
various functions. A protocol of the Hyperledger Fabric is
run by peers [24]. There are two kinds of peers. One is a
“validating peer” that runs consensus, executes chaincode, validating transactions, and maintaining the ledger. The validating
peers run a Byzantine-fault tolerant (BFT) consensus protocol.
Another is “non-validating peer” who maintains blockchain
integrity and provides approved transactions to the peers of
the network [23], [24]. Hyperledger Fabric is mainly designed
for the Distributed Ledger Technology (DLT) development.
It is widely used in many prototypes, conceptual models,
and practical applications [23]. An overview architecture of
Hyperledger Fabric can be seen in Fig. 3.

Fig. 3. Hyperledger Fabric Architecture: Every Org (user) contains ledger,
which is a data storage, and chaincode, that use to call function in blockchain.
Orderer responsible in ordering new block to a blockchain.

In 2005, Estonia introduced the Internet Voting system
to their national elections. In this system, voters can identify themselves by using their national ID card to a card
reader. After the authentication process, the voter is able
to elect a candidate using the web-application. The vote is
then encrypted with the server’s public key and signed with
the voter’s ID card to identify the voter [7], [8]. The vote
results are immediately stored in a storage server during the
election period. At the end of the election, all of the votes
are transferred from the storage server to the counting server
by the election staff. The result is counted in this server. In
this process, the voter that signed with the voter’s ID card will
drop the voter signature. Then, the vote-counting server will
decrypt the vote and count anonymous ballots [7]. Eventually
the election result is announced on the web-application. During
the voting period, the voter can cast a vote over the Internet
several times. However, just the last vote is counted.
A benefit from this system is the speed, election cost
reduction and user-friendly. This is because the voter uses only
the web application in order to vote for a candidate. These are
the evidences proving that the Internet voting system has many
problems. With the current system, neither the internet voting
system nor paper-based voting can be a promissive system
in the future. Unfortunately, this system has only one server
storing massive and sensitive data. When the server has a
problem or is attacked, the election process certainly fails [7].
In the review, they recommend Estonia to discontinue using
their internet voting system as it potentially fails, risks, and
unsettles [6]. After Estonia launched the I-Voting system, this
system structure has been applied by various countries, including the Netherlands, Switzerland, Norway, Canada, Greece and
India [25]–[27]. However, those applications encountered some
security issues. For example, some countries faced with DDoS
attack software implementation errors [7].
A major problem related to the internet voting is democracy, since it has many factors to consider such as the identity of the voter, availability for the system, authentication,
anonymity for a voter, monitoring, voter privacy and coercion-
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resistance [8], [28]. These factors make the internet voting system unacceptable by many countries. However, a benefit from
the internet voting system makes some countries want to use
this system and consider methods that enhance performance of
the internet voting system such as multiple encryptions, visual
cryptography, biometrics with Raspberry Pi and TFT module
[29]–[31].

front of the national ID card while a verification number can
be seen on the back of the card. Next, the voters can cast a vote
depending on their province and household area registration.
After the voters completely casted, the voters cannot cast a
new vote. When the voting period ends, the system instantly
counts the votes. Finally, the result is announced on the web
application in the form of a dashboard.
B. System Architecture
1) User Activity: In our proposed method, there are three
types of users which are voter, administrator, and election staff.
These types of users have different functions and allowances.

Fig. 4. System Overview: voter login to athenticate themselves and cast a
vote, once the voting period is completed, system counts every voting record
and announce the result.

III.

P ROPOSED M ETHOD

In order to solve the problem mentioned earlier, this
paper proposes the prototype of Thai Blockchain-based Voting
System (B-VoT). The blockchain database can assure the data
integrity because no one can modify any information or voting
results. Therefore, our system could have a huge impact on
the voting reliability. Moreover, we are able to decentralize
the current Thai voting system using the Hyperledger Fabric
blockchain infrastructure. However, the voters are still required
to go to the polling places according to their household
registrations because verification of voters is needed. The vote
is conducted by using the provided devices with a controlled
network in order to restrict voters activities. The real-time
transaction and database update from the blockchain increase
security of the whole system. This paper mainly focused on the
B-VoT prototype development. Therefore, the Python program
is created in order to generate the random candidates and voters
information such as name, the identification and verification
number of voter, and party. The generation protocol is designed
according to election structure in Thailand.
A. System Overview
The B-VoT system can be divided into four main sections
as can be seen in Fig. 4. Firstly, the voters access the B-VoT
system by using an identification number and a verification
number. An identification number is a number that displays in

•

Voters have a role to vote for the candidate, by
selecting the number of the political party, which
belongs to their province and area number. The voters
in our proposed system are Thai people over 18 years
old (in the year of election). Their main duty is to
vote for a candidate in their province and area number
according to their household registration. Once the
voting period is completed, they are able to see the
election result.

•

Administrators are Thai government officers in each
particular polling place. For the B-VoT prototype, they
are responsible for checking the voter information
and verification before allowing the voters to cast
their votes. In case of emergency, administrators can
suddenly report any issues to the election staff in
order to solve or prevent problems during the election
period.

•

Election staff are responsible for validating a list of
voters according to their household registration. After
that, they are required to add the voters and candidate’s
information into the database before the election day.
During the voting session, their roles conform to the
administrators, which is the system failure prevention
procedures of our current prototype.

The web application needs the authentication of voters
and administrators before performing any activity on the
site. They are required to fill in their personal information,
identification number, and verification number (stated at the
back of the ID card which consists of two alphabets and ten
numbers). Actually, the voting features in the web application
are unusable before the election date. In addition, the voting
period on the day of election is limited to 9 hours, from 8am
to 5pm. Once the voting period finishes, the voting feature
returns to unusable state. Then, voters and administrators can
check the candidate score in the country view or search from
province and area number. The candidate’s results are also
shown in the web-application which every user can assess.
2) The B-VoT Database: The B-VoT system requires the
election staff to add voters and candidate information to the
database prior to the election day. This personal information
is encrypted for security reasons and anonymity. The web
application is connected to the blockchain database to access
the voter’s data for user authentication during the voting
period. After the user identity is verified, the web application
automatically redirects to the voting page. The list of qualified
candidates is sorted to display in the browser according to the
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political party number. Only one candidate can be chosen for
each voter according to the role and permission mentioned in
subsection III-B1. Moreover, the voters cannot edit their votes
after their votes have been confirmed. Once the vote has been
confirmed, the web application calls a blockchain function to
receive and store the transactions including the voter identification number (encrypted version), selected political party,
and polling place information (province and area number).
3) Hyperledger Fabric: The Major Blockchain Infrastructure: The blockchain technology itself is classified into two
types: permissioned and permissionless. By the way, the permissioned blockchain, called Hyperledger Fabric, was chosen
because we need to strict the network in order to higher the
security level. With Hyperledger Fabric, the control layer runs
on top of the blockchain can differentiate the actions that
performed by each user. Therefore, permissioned blockchain
has a better transaction performance because we can set the
block size limitation and the validate information by adjusting
the Chaincode during the implementation process. Within this
type of blockchain, we can assure the security level of the
system because every user has a different priority status [5].
IV.

Fig. 5. Login page of B-VoT system: The Login page has a form with two
input fields and one submit button. The first input field requires “Identification
No.”. Another input field requires “Verification No.” (the number that displays
behind the national ID card).

R ESULTS

With this implementation, the Hyperledger Fabric is used
as a main infrastructure for the back-end development. Webapplication (B-VoT website) is also designed and developed.
This website is the only platform that allows voters to cast
their votes for our B-VoT prototype. The voting result is finally
revealed on the B-VoT website at the end of the election period.
The overview of the system from login to result announcement
are shown in Section III. In this section, the preliminary results
from both back-end and front-end development are shown.
A. Back-End Development: Hyperledger Fabric Implementation
After the vote was sent to the blockchain network, vote
data including timestamp, voter ID, candidate party’s number,
province, and area of the voter are stored in the block. This
information can be seen as a command line on the Hyperledger
Fabric back-end system.
B. Front-End Web Development: B-VoT Website
The B-VoT website consists of three main pages, including
Login, Home and Vote as shown in Fig. 5, 6, 7. The first page is
the Login page that requires the user credentials as mentioned
in Section III. After the voters authenticate themselves, the
page is redirected to the home page. Home page is the main
page of the system. The navigation bar appears on the top of
the page. This bar must navigate the voter to other functions
such as show vote information function, cast a vote function,
and logout function. The home page has a countdown timer in
the middle of the page. This timer has a role to countdown to
election day. Vote page is separated into two columns. The first
one shows voter information such as name, surname, and ID
number (hashed). The second one has a role to show a qualified
candidate list in the form of a radio button. Each button shows
important information about candidates such as the political
party name and number, candidate name and surname. The
voter can select a candidate and press the submit button to
send a vote.

Fig. 6. Home page of B-VoT system: This page is the home page for the
users after they authenticate themselves with the information as mentioned in
Fig. 5.

V.

D ISCUSSION

After development processes finished, our system automatically counts every voting record in the blockchain network and
announces the result. As mentioned in section II, the Estonian
Internet Voting system contains all votes in the vote storage
server and transfers the votes to the vote-counting server after
the election session. This system overcomes the drawbacks
of paper-based voting system since the internet voting system
reduces time and cost consuming. However, the current Internet voting system contains various risks and fails easily [6],
[7]. The objective of the Internet Voting system is to balance
between transparency, privacy, and security. Security is the
crucial factor to monitor because it relates to trustworthiness of
all involving users. Therefore, blockchain is used as a database
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