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Abstract—Since the Swiss Davos Forum in January 2017, the
most searched keywords related to the Fourth Revolutionary
Industry are Al technology, big data, and 10T. In particular, the
manufacturing industry seeks to advance information and
communication technology (ICT) to build a smart factory that
integrates the management of production processes, safety,
procurement, and logistics services. Such smart factories can
effectively solve the problem of frequent occurrences of accidents
and high fault rates. An increasing number of cases happening in
smart factories due to botnet DDoS attacks have been reported in
recent times. Hence, the Internet of Thing security is of
paramount importance in this emerging field of network security
improvement. In response to the cyberattacks, smart factory
security needs to gain its defending ability against botnet.
Various security solutions have been proposed as solutions.
However, those emerging approaches to 10T security are yet to
effectively deal with loT malware, also known as Zero-day
Attacks. Botnet detection using honeypot has been recently
studied in a few researches and shows its potential to detect
Botnet in some applications effectively. Detecting botnet by
honeypot is a detection method in which a resource is
intentionally created within a network as a trap to attract botnet
attackers with the purpose of closely monitoring and obtaining
their behaviors. By doing this, the tracked contents are recorded
in a log file. It is then used for analysis by machine learning. As a
result, responding actions are generated to act against the botnet
attack. In this work, a review of literature looks insight into two
main areas, i.e. 1) Botnet and its severity in cybersecurity,
2) Botnet attacks on a smart factory and the potential of the
honeypot approach as an effective solution. Notably, a
comparative analysis of the effectiveness of honeypot detection in
various applications is accomplished and the application of honey
in the smart factories is reviewed.

Keywords—IoT; smart factory; honeypot; Botnets; detection;
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I.  INTRODUCTION

Smart plant strategies are being pushed forward to innovate
global manufacturing competitiveness. Germany is undergoing
the Industry 4.0 process. It builds manufacturing into an
automatic production system through the Internet of Things,
Initiated in China 2025 in China, Terrain Manufacturing
System in Japan and Seoul is pushing for Manufacturing
Innovation 3.0 [1]. Smart factories in the era of the Fourth
Industrial Revolution refer to consumer-oriented intelligent
factories that incorporate digital new technologies and
manufacturing technologies beyond the current level of factory
automation (FA). It can produce a variety of products from one

production line and is expected to change from mass
customization to flexible production systems through
modularization. It is possible to save energy by changing from
a person-centered working environment to an ICT-oriented
one, and it is expected that the productivity of the
manufacturing industry will increase [2], Various possibilities
for the transition to smart factories are recognized. It is
predicted that it will be able to monitor and control
manufacturing sites via virtual space, making it easier to
manage factories. It will enhance competitiveness in quality
and cost [3]. Smart factories are closely linked to data by
application of the latest ICT technologies such as Al,
Blockchain and hyper-automation, Augmentation as well as
10T as shown in Fig. 1.

Based on that, production processes are controlled on their
own, making the industrial control system (ICS, Industrial
Control System) more complex and advanced than the ordinary
systems. However, due to the complexity of the system and the
application of new technologies, the advancement in smart
factories raises the risk of new security threats that have not
occurred earlier. Specifically, the number of attacks on actual
cyber vulnerabilities has increased sharply in recent years on
physical equipment and software in power generation, energy,
and manufacturing [5].
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Fig. 1. Smart Factory Function Requirements[4].
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Fig. 2. Growth in the Internet of Things Devices [9].

In order for smart factories to operate and maintain their
autonomy, they must analyze themselves and accurately carry
out product design as well as quality process management and
production management. It utilizes important information such
as process know-how, requirements of analysis data, product
design diagrams, business secrets and research and
development results. The threat of leaking confidential
information by exploiting the security vulnerability of wireless
communications via remote control or monitoring of systems
in a factory using wireless devices could cause severe damage
and economic loss.

In the last five years, there is a tremendous increase in the
use of 10T devices from 8 billion to 25 billion, noticeably in the
application for smart factories [6]. However, one significant
limitation of these loT devices is its instability, as identified in
250 vulnerable features (shown in Fig. 2) [7]. In an analysis of
10 most popular 10T devices such as the open telnet ports,
firmware of outdated Linux and the transmission of sensitive
data without being encrypted [8]

Due to the instability of the IloT devices on the
infrastructure of the Internet, they become an ideal target of the
IoT botnet with a surging number of attack cases. A good
example is an attack that occurred in October 2016 when the
Dyn DNS infrastructure involving 100,000 loT devices
(mainly on CCTV cameras). It was under the attack of a DDoS
(distributed denial of service) caused by Mirai botnet. This
DDos attack resulted in temporary unavailability in several
commercial websites like Amazon, Netflix, Twitter, CNN and
PayPal. Another example is the new Mirai source code
released in 2017. It rendered increasing DDos attacks. Such
Mirai-induced loT botnets occurred more frequently in recent
times and their consequences became more severe. Thus, the
identification and mitigation of 10T botnets are urgently needed
due to the development of new technologies [10].

With a great potential of machine learning (ML) emerging
recently, it offers a new solution for anomaly detection of any
malicious internet traffic. Indeed, internet traffic is distinct
from other Internet-connected devices (smartphones and
computer laptops) in a way that communication between loT
devices is allowed by small endpoints contained in a limited
set. In contrast, internet-connect devices use a variety of web
servers. Moreover, for the 10T devices, the patterns of network
traffic are repetitive in the regularity of network pings with
small packets for logging. Interestingly, there is a scarcity of
research investigating in development of ML models featured
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in networks of 10T devices and attacks in loT traffic using the
machine learning approach.

Botnets are a collection of computers associated with the
Internet that are compromised and are controlled distantly by
intruders through malicious software, normally called bots.
Malicious software is generally used by attackers [11]. Mirai
botnet. It was recently unveiled as an open source, used the
vulnerability of such an loT device to launch a botnet attack on
the DSN provider, DYN. The reason for the significance of a
botnet attack is that it was not a computer but an loT device
such as a webcam. Besides, similar incidents are expected to
occur due to the open code as well as attacks that have already
been carried out. Mirai botnet starts with an attacker
approaching a random IP address. An attacker uses a pre-
specified ID and password to gain root privileges on the
device. An attacker has an ID and a cryptographic list of
several 10T devices that are specified when a product is sold,
thereby gaining the device’s ROOT authority from the contents
of the list. This is a vulnerability that occurs because users do
not change passwords on their 10T devices even after they
purchase the products [10].

If root privileges are obtained in this way, the shell script
executes an infection behavior in the device. The infection
code is downloaded and executed from the attacker’s loader
server to infect the device completely. When the surveillance is
complete, a standby message is sent to the attacker’s C&C
server in Fig. 3 [12]. The same routine that infects other loT
devices and increases the bot exponentially. The attacker then
sets a target of the attack and commands the bots to execute the
DDOS attack as the target of an attack on the attacker server.
To prevent the infection of the BOT of a DDOS attack, the
code of the attacker, who is connected to find, defend and
detect attacks of the same pattern was proposed to be analyzed
[13].
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Fig. 3. Mirai Botnet Operations [12].

A. Review Aim

The review aims to compare various methods of detecting
botnet attacks and to evaluate the potential of using honeypot
as a solution to botnet attacks in the smart factory situation.
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The work mainly focuses on two sections. The first section
presents the threat of cyber-attacks to the loT based system and
narrows the case of the smart factory with the utilization of 10T
equipment. The second section addresses the latest security
solutions to the botnet attack, especially honeypot detection for
a smart factory. A comparative analysis is made among related
studies with respect to the advantages and disadvantages of the
honeypot and other similar methods. Finally, future work is
suggested for developing a botnet detection model using the
Honeypot approach.

RELATED WORK

A. Smart Factory Security

In the Industry 4.0, smart factories raise interest in
manufacturing companies and academic researchers [14].
Although smart factories are already constructed and operated
in the industry, implementation standards are yet to be
established for smart factories [15]. The manufacturing system
could be rated in scale based on different perspectives, such as
function [16]. A smart factory is conceptualized as adaptive
and flexible manufacturing consisting of three aspects, i.e.,
interconnection,  collaboration and  execution [17].
Furthermore, systems in the smart factory’s architecture for
loT are segregated into four layers arranged hierarchical
starting at physical resource layer, networking layer,
application layer and interface layer, as shown in Fig. 4 [18]
[19]. With the aim of transforming a modern factory into a
smart factory, key technologies related to all layers require in-
depth research.

The key element of a smart manufacturing system, such as
smart factories is intelligence. It is based on network
technology and manufacturing data. Additionally, system
maintenance and requirements of manufacturing should be
incorporated into the implementation of smart factories. Due to
such complexity in the design and operation of the smart
factories, many technical problems arise and need to be solved
[20].

Although the industrial radio sensor network (IWSN) has
advantages for industrial manufacturing networks, the Internet
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of Things (10T) can be used to apply for the network layer with
support of new protocols and new data formats at higher
flexibility and scalability. At the data application layer, the
cloud platform should be able to perform semantic analysis of
various data. Therefore, modeling smart plants should consider
the employment of ontology to provide self-organization, self-
learning and self-adaptation capabilities. In addition, data
analysis and data mining are useful to provide a scientific basis
for decision-making and design optimization, respectively. All
layers of smart factories are developed and analyzed by
focusing on core technology [21].

At the sensing or physical resource layer, the acquisition of
real-time information is obtained by physical equipment and
transmission of heterogeneous information at high-speed
through communication devices. As a result, rapid
reconfiguration and adaptability have to be ensured at the
workplace by increasing the intelligence of these basic
devices/equipment to meet the requirements for the Internet of
Things [22]. In the entire operating cycle of smart factories,
including the physical resources, the efficiency of smart
manufacturing to produce customized products creates new
demand for adjusting manufacturing equipment, production
lines and data acquisition. Due to the limitation in flexibility
and configurability, current manufacturing equipment in the
workplace is highly specific and relatively narrow in scope,
making it vulnerable to adapt to changes in the manufacturing
environment.

Some manufacturing equipment such as robots, mechanical
arms, machining centers can be modulated in the
manufacturing unit to improve a dynamic scheduling. This
leads to a reconfiguration of the controller and extension of the
manufacturing equipment function. The assembly capability of
the workshop can be improved to be more adaptive and self-
configurable at the robotic islands for each modular
manufacturing units. Because of this, the capability of flexible
manufacturing can be enhanced at the integrated management
level [20]. A variety of algorithm was proposed [23]. This is
for the reconstruction of grid-based, modular self-reconfiguring
robots that dramatically simplify the complexity of robot
configurations through a repetitive approach.
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cyber-physical integration of cognitive robots in
manufacturing was proposed [24]. Specifically, a humanoid
robot is used to integrate with the smart manufacturing plant in
coordination with the execution system. These robots can
cognitively adjust their own manufacturing behaviors to
recognize information uncertainty, changes in schedule
management and independently dealing with complex
problems of manufacturing. There is a relationship between the
level of intelligence of smart factories and the modular
maturing units. Therefore, increasing the intelligence of the
modular manufacturing units such as robotic units is very
important to allow them to work together to accomplish
common tasks by mutual recognition and co-working
mechanisms. The heterogeneity of interactions should also be
considered. It is important to create an optimal or lane
combination method because the functions of other modular
manufacturing devices can be duplicated for a particular
product. Each manufacturing unit not only meets the
manufacturing requirements of the product, but it can also
systematically improve the smart factory efficiency on its own.
However, a deadlock can occur in smart manufacturing as
some different products enter the production system in a
disordered manner [25]. Currently, a solution to a deadlock in a
flexible manufacturing system increasingly becomes a research
interest [25].

Smart factories operate in an loT platform. It collects and
processes information from various RFID devices [26]. Fig. 5
shows the system structure of the study that manages various
data by integrating middleware and sensors (RFID readers)
into a single framework based on RFID security network
systems. RFID is a technology that collects information from
tags through signals that detect and transmit radio frequencies
from tags installed on devices. The application of RFID
technology is considered to be the key to establishing an
environment for smart factories with ubiquitous security
networks. Because of the many advantages in the real-time
product, equipment transportation and automatic information
collection, various areas such as plant facility management and
worker safety management are being applied [27]. Besides
that, RFID technology is also used in building security
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networks of the smart factories by gathering tags and removing
duplicated or unnecessary tag information. RFID middleware
is needed to provide information only in application programs
and to manage security under the framework [27].

The RFID system is constructed. The RFID system consists
of a reader, a questionnaire, a tag and a transponder. Readers
need to recognize tags in the fast-paced reading range. The
reader has a radio communication module and an interface to
communicate with the antenna, power supply, math and
memory and host systems. The reader is relatively less
restrictive in terms of power, computing power and memory
size. It can be divided into fixed and mobile types depending
on its mobility. The reader sends the identified tag information
to the host computer system. It consists of database and
application software to processes the tag information [29].

Tags being attached to objects are in the form of
microchips with unique allocation IDs that contain information
about each object. The tag has relatively big limits on the
power, operating functions, adding memory and antenna size
required to operate a circuit. Tags can be classified into
different types depending on the nature of the internal memory
or the presence of batteries. Classification of RFID tags is
made according to the characteristics of the internal memory or
the availability of batteries [30]

RFID tags, which are widely used in smart factories in loT
platforms, are equipped with a variety of memories, i.e. to
read-only or to read/write memory types. The classification of
RFID tags is based on battery installation. First, passive tags
have no power source for their own functions. Instead, they
utilize the power generated by the electromagnetic signals of
the readers with similar functions. Secondly, semi-passive tags
equipped with their own internal battery are able to be
identified at a longer distance. Thirdly, active tags are more
advanced than the semi-passive tags. Due to their longer
wavelength and their own supply of power, their capacity
covers are not only for channel detection but also for collision
detection. In comparison between the three RFID tags, the
active tag is the most expensive, followed by the semi-active
whereas the more economical one is the passive tag [31].

" D> Physical Readers (pr)
j W Virtual Readers (vr)

Production Lines

s .

Assembly Points
! Range of VR

= -4 - -4 < - - Flow of Objects
= e e — ' . - s -l — VR Connections
— & - S 1
L - Product - (=
»—,_-i 3%.75, *Storage o . : { > :
 UEESE Product : i A! . Parts s :
Parts - - = l = ~
— 8 .
i — . i '
e : T VRS
' &h j rqj’\Qﬂ?J : [ '79
L . | R < F Camera 1-- 3
S - K S T TOETT e - S :
i -] VR1 ; i . Vi 2 : i :‘ VR 4
Fig. 5. RFID System Deployment in Smart Factories [28].
421|Page

www.ijacsa.thesai.org



(IJACSA) International Journal of Advanced Computer Science and Applications,

Data written on the RFID tags are collected by the process
sensors, known as RFID tag readers. These data are then
combined to become real-time information for smart factories
to analyze in the loT platform. Such analyzed information is
crucial for communication like warning notifications for the
management [28].

B. Botnet Detection

Serious damages caused by botnet attack occurs in online
banks, e-commerce Internet systems and industries as a whole.
Such damages become increasingly threatening to users as well
as the service providers. Therefore detection is imperative.

One of the severe cybercrimes is botnets, which are termed
software robots or boats that operate automatically and
systematically. A four-stage bot is typically created and
maintained. Zombie computer groups are controlled remotely
by attackers who call them botmasters [32].

Stage 1 - Initial infection: The computer can be infected in
several different ways. For example, 1) being actively
exploited. There are some vulnerabilities in the host, such as
DCE-RPC. The malware then runs on the host and exploits the
vulnerability, 2) The malware is automatically downloaded
while viewing the web page, 3) The malware is downloaded
and executed automatically by opening an e-mail attachment,
4) USB autorun.

Stage 2 - Injection: In this stage, the infected host
downloads and runs the bot code and then becomes a real bot.
Downloading is available via FTP, HTTP and P2P (e.g., Trojan
horses).

Stage 3 - Malicious activity: The bot communicates with
the controller to get instructions for performing the activity like
spam, DDoS and scanning. Currently, there are more
sophisticated methods called fast flush service networks.
Command communication can avoid single points of failure
using IRC-based, HTTP-based, DNS-based, or P2P
protocols[33].

Stage 4 - Maintenance and upgrade: Botnets are always
classified according to control structures and commands. The
bot will continue to upgrade its binary number. At this stage,
for example, the Internet Relay Chat (IRC)-based bonnet is an
IRC protocol user[34]

Network devices that have a low level of information
security and mass distribution of personal computers, as well
as loT devices, are the attractive targets for cybercriminals.
The most serious attacks in recent years have been made by a
botnet consisting of unsecured 10T devices. Among the
botnets, Mirai botnet, as the largest botnet in history, has
affected a vast number of loT devices [35]. The working
principle of the Mirai is that performing an IPv4 address space
scan to identify vulnerable devices with open port TCP / 23
and TCP / 23233 [36] used by the network service TELNET
[37] and then conduct a robbery attack on these ports.

In the work of Nguyen et al., (2020), the mechanism of
spreading Mirai botnet was identified and its effects on loT
devices investigated. A combination of more than 60 basic user
credentials is employed in Mirai to access the shell of any
devices which are open to the public. Once, a smart device
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becomes a part of the botnet, other connected devices which
are subjected to vulnerability as it will scan for other IPv4
address spaces. It would be subsequently identified and
damaged. Despite becoming a botnet, receiving the order of the
energy to perform malice, the botnet infected devices are still
able to carry out the default activities set by the manufacturer.
Such attacks caused by Mirai botnet has laid a foundation for
the rising of botnet targeting 10T devices such as botnet list and
botnet amnesia. For example, the attack that happened to
Telnet and SSH services caused by most botnets resulted from
gaining unauthorized access to 10T devices. Another example
is the unauthentic access to nearly 400,000 loT devices via two
services reported in the Cybersecurity Survey on loT [38].
Therefore, due to the availability of numerous network devices
that are vulnerable to protection, botnets remain one of the
main concerns of cyberspace. To become a useful part of the
botnet, vulnerable network devices go through the step
sequence.

The first step of the lifecycle compromises with vulnerable
devices that are considered potential boats. In the second step,
the malicious code that is required to communicate with the
botmaster is downloaded and installed. The third step is to
connect to the Command and Control (C&C) server and
receive instructions from the botmaster. The next step is
malicious activity, which assumes malicious behavior in
accordance with the instructions of the botmaster of the
infected host. The final step consists of upgrades and
maintenance. This step is essential for botmasters to effectively
monitor infected hosts as long as possible and modify their
behavior as follows: installing malware updates to prevent the
loss of large-scale malicious activity by botnets, breaking the
representative chain at any stage.

Other detection methods are for after botnet penetration. In
particular, post-intrusion measures are much less effective in
terms of detection rates. Contrary to previous research,
honeypot protects 10T equipment inside the smart factory by
installing the trap in advance, not after the botnet intrusion. The
following studies compare the pros and cons.

Signature-based detection is a method of analyzing, scaling
and detecting botnets based on their knowledge. A typical one
is Snort. The signature-based detection method has the
advantage of high detection and low false detection for botnets
and malware, as previously found. However, if a new botnet
attacks, it is not able to detect it because it does not have a
signature. For example, in Lishi, a bot is judged by the IRC
name of the bot. The IRC name of the boat was thought to be
much different from the nickname of the end-user. However,
making IRC nicknames similar to end-users is difficult to
detect and impossible to detect without an IRC-based botnet
[39].

Anomalies-based detection is a way to suspect and detect
strange things that behave differently than normal users in the
network traffic, such as intensive traffic or abnormal port use.
Yeung’s study presented a method for detecting botnets by
analyzing the data flow data of the transport layer. The data
suspected from the bot is extracted separately from the data
flow and scores are calculated and determined by the bot if the
score exceeds the threshold. This method is detectable, even if
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botnet communication is encrypted and has a low error rate. It
is also highly scalable and can help to measure the size of a
botnet. Again, only IRC-based botnets can be detected [40].

Bots communicate through command and control, bots and
botmasters exchange messages to regularly perform certain
tasks. Botnet relies heavily on C&C servers and provides low-
latency communication [41]. The botsniffer, HTTP-based
botnets can also be detected, and abnormal detection
technologies can be applied to stop all bots. In addition, servers
as channels are detected in similar types of behavior i.e.,
flexible in the substation of C&C server addresses. It also
provides the information needed to detect hybrid botnet
structures[42].

Mirai botnet detection using binary code is a classic method
developed by Lee Jun-soo. First, the binary code of the
malicious code is analyzed and the structure of the binary file
is determined before it is used [43]. For example, the binary
code is described as a portable file structure that runs in a
Windows environment. PE format should be implemented
based on the nature of the detection, i.e., compatibility in
various operating systems (OS) to facilitate detection. So, it
was named the “Easy Movement” format. This is because this
format is a file format for executable files used in Windows,
such as Dynamic-Link Library (DLL), Object Code (object
code) and FON-type font files. Similar to PE, there are
executable files and connection formats (ELF) and Mac OS X
formats, which are x86-based UNIX and UNIX systems[44].

Honeypot is a system that is installed with a purpose to
detect abnormal access and it also serves to track down
attackers and gather information. To deceive an attacker, a trap
is created, as if the attacker had infiltrated into a normal
system. And then a bot is caught and analyzed. Based on the
analysis results, software disguised as a bot is created and
traffic exchanged with the software is analyzed to find a
botmaster or botnet. One advantage is that botnets can be
detected at a high detection rate without existing knowledge
[45].

Kippo: Medium Interaction SSH Honeypot can add or
delete files through a fake file system and save files separately
on the host system when downloading them. It also configures
simple command execution and setup files. It can record Burt
Force attacks and malicious user behavior [46].

Cowry: Similar to Kippo’s Honeypot, Telnet service, SFTP
and SCP are added to allow the collection of uploaded files via
Telnet and SSH attack houses, SFTP, and SCP [47].

Dionaea: uses libemu to detect shellcodes with Python
honeypot. It supports IPv6 and TLS to collect malicious codes
by providing vulnerabilities to malicious users[48].

Telnet-loT-Honipat: Honeypot for collecting Telnet attacks
is written in Python and mainly collects malicious botnet
codes. Then the collected malicious code to Virus Total is
uploaded [49].

I0TPOT: jointly developed by German and Japanese
universities. It consists of Honeypot and Sandboxes against
Telnet attacks. It provides Telnet service for various loT
devices and consists of two parts. The front end provides a low
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level of interaction and the back end provides a high level of
interaction through an environment called the loTBox. The
loTBoX integrates eight CPU architectures, including Mips
and ARM, to provide a variety of virtual environments
commonly used in the systems. However, the use is limited
until it is released, not for open-source [50]

C. Potential of Botnet Attack to Smart Factories and the
Honeypot Approach

The network environment in the smart factory will require
both the new honeycomb system and the IDS method to be
deployed if the honeypot detection system is applied. It also
designs scalable honeypot clients that perform and interact
efficiently. The purpose of their study will be to increase
capture capacity and establish in-depth analysis. The
autonomous version of the honeypot implementation was
addressed by [51].

There is a high possibility that some major attacks will
target smart manufacturers, especially those smart factories
using loT technologies. Typical I0T nodes can be directly
attacked by individuals within the radio range, such as
relatively low-power processors and wireless networking
functions. This undermines the security model in which
borders and devices (e.g., firewalls and intrusion detection
systems) are defined. Instead, each device needs to be self-
secured, at least in part and this is a task that becomes more
difficult due to the reduced processing power of typical loT
nodes. Normally, manufacturers may not be aware of large-
scale attacks that do not adequately secure individual devices.

Botnet Mirai [35], the biggest cause of distributed denial-
of-service attacks, is the best example and hypothesis of the
failure of the smart manufacturing defense. Operation of the
Miribot Net allows Mirai to identify vulnerable IoT devices
that can be accessed using the Internet.

Once these devices are identified, an attack is carried out
using a simple pre-attack (composed of factory default user
names and passwords belonging to users such as
administrators) [5]. The boat sees the identified IP address of
the vulnerable device (1), reposts it to the server (2) and then
deploys the vulnerable device to the load server (3). The load
server loads the malware associated with the operating system
(4). When the device executes malicious code, bot (5) appears
and receives new commands from the command and control
server (C&C server) (6). Mirai also has the ability to eradicate
other malware processes by closing all processes using SSH,
Telnet and HTTP ports, searching for and removing other
botnet processes that may be running on the device. The C&C
server communicates with the report server to keep an eye on
the infected devices (7). The boat carries out distributed denial-
of-service attacks on targets (8), continues to scan and infect
new victims and receives further instructions from C&C
Server (9) [12].

It will take advantage of the lack of security in IoT devices
and carries out a successful approach that can cause production
downtime and negatively affect the company’s reputation due
to equipment failure or attacks on other systems.

The operation of smart factories on the loT platform reveals
some features. It became vulnerable to the Botnet attack.
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Web interface insecure: Loss or damage to data can be
caused by unsafe web interfaces [52].

Lack of accountability or denial of access can lead to a
complete device takeover. (security impact) [53].

Lack of transport encryption: Depending on the data
exposed, user accounts or devices lose data or become
completely corrupted (e.g., sending unencrypted credentials
and data) [52].

Privacy concerns: Data collection of the smart factories,
along with a lack of data protection, can lead to a compromise
of a user’s personal data.

The threat of botnet attacks on smart factories can possibly
be encountered by applying honeypot as a detection method.
This is because the honeypot approach presents the following
special features: Able to capture attack into log files. And log
analysis allows for details about exploitation and attack
patterns to be found. Able to capture anything that interacts
with them, including tools or tactics which have not seen
before (0-Days).

Only deal with incoming malicious traffic. So, the collected
information is smaller and has a higher value. Fewer false
positives compared to other security solutions since only attack
traffic is detected (no legitimate traffic). Require minimal
resources with no additional budget for the companies. Simple
to understand, to configure and to install. Do not require
known attack signatures (unlike IDS). Able to detect an IPv6-
based attack the same way it does with an IPv4 attack. Besides
the good features, limitations of the honeypot detection method
are also presented: it suffers from fingerprinting: it is easy for
an experienced hacker to differentiate between a fake system
and a real one. The risk of being hijacked by the honeypot
system (if not adequately designed) may be used to attack other
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systems. Limited visions: a honeypot can only capture data
involving directly interacting hacking activity.

Industrial manufacturers need to maximize production and
plant management efficiency. It is important to understand and
resolve issues that occur in the manufacturing process. Finding
security-related issues is critical in running the operating
system smoothly. In addition, concerning the management of
smart factories involving the use of various 10T equipment, the
recent threat of botnet has become a problem because it has
caused considerable damage to production. Since botnet
attacks are becoming increasingly more serious, it is an urgent
matter for producers to detect botnet. Problems with data
transfer between botnets, sensors, CCTVs, PLC equipment,
and main database servers may be affected by data leakage in
the smart factory network which resulted in data updates being
exploited by unauthorized users who may cause unexpected
impact on smart factory operations. Indeed, real-time detection
is of paramount importance, especially in smart manufacturing
environments [11]. Various methods of detecting botnet are
compared, as shown in Table I. Honeypot and honeynet can
respond to attacks in real-time and attract attackers to deceptive
assets rather than real assets. For binary, anomaly and C&C
detection methods, reaction to real-time is slower than
honeypot and honeynet method [43], [57], [58]. Although
binary detection is simple in structure, the detection processing
is too slow for smart manufacturing environments that seek
real-time detection. In terms of cost-effectiveness, honeypot
has an advantage in being capable of responding to attack in

real-time at relatively low cost for construction and
management. It is suitable for smart manufacturing
environment [55], [56] However, processing botnet

information by the honeypot is slow for analysis. It results in a
decrease in accuracy and processing speed [59], [60]. Notably,
an attempt of using machine learning techniques to combine
with honeypot has not studied so far.

TABLE I. COMPARISON OF HONEYPOT VS. OTHER DETECTION METHOD
Division Honeypot Honeynet Binary detection Anomaly detection C&C detection
Configuration General host Heuristic
gu One host Security solution BINARY SERVER
form Rules[54]
Honeypot Network
High Efficiency of - -
Collecive Data Exellnt dats colevon | SUEe compute
Efficient Packet Data and warnin application Systems have the It has the advantage of being
Advantages Processing Aplicabl tg . Only 1 &0 are being capability to detect zero- | able to detect and expand
Install, apply, operate, p? Icable do various used, implementation day attacks as well [57] HTTP-based botnets.[58][41]
and manage Systems an becomes easy[43]
applications[56]
[55]
Intrusion into the In the case of botnets with
network Difficult to set up and - Not simple structure large delays, the detection
Disadvantages | Information analysis build Lsolng-term processing high false-positive rate drops, and the false
slow [60] [61] [62] detection rate
[59] increases.[63][42]
Itis good for detecting There are many loT devices
Botnet is highly efficient | Data collection and The ?tru_c;?rtla of rt:zietzystem attacks that attack ;ﬁerd f_or t?ﬁ 1mirtgag§?iy. I]f
in collecting data and alerting against botnet IS ve yt5| .prf.’ ?“ € vulnerabilities such as d ? els al ITg probabili %’.0 a
easy to build and attacks are quick. computer IS ighly zero-day, but the €layin lof communication
Research Gap manage detection It takes a lot of time to recognizable. However, the roaram structure is devices such as RFID, the
H inf ti build tom for the first process is too slow. So not Eong lex. and the detection rate and error rate
an(zavlves\i/srivslgl(?vrvma on tilrjr:e a system for the firs suitable for smart factory robr;bili’t of failure i will automatically increase.
Y : : environment Ei h y Not suitable for the smart
an. factory environment.
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TABLE II. HONEYPOT STAGE OF INTERACTION
Interaction Pros Cons Honeypot
stage types
Ability to |f09 hUEe Time-consuming .
amounts of attacl The highest
Low data. No | probability of risk. | HONeYnet
simulation needed for | complex [71]
the actual OS used
for interaction [70]
Increasing subject
Offer better. to the security
Simulated services. | vulnerability Kippo
Medium More difficult for Longer time for -
attackers to identify | implementationand | 7*]
[72] expertise required
[73]
Require to have a
Easy to install and complete set of
price effective. features
- . Honeyd
High Lowrisk.  Require Give limited
little to no expertise information about [77]
[75] the specific attacks
[76].

Honeypot is a program designed for cybersecurity to
defend against virus attacks. Attackers are attracted by the
exploits contained in the honey software to extract data from
the network of an organization with the intention of causing
malice. Frank Cohen was the designer of the first honeypot
known as The Deception Toolkit. It was used to effectively
against the automated attacks on a system. With a variety of
vulnerabilities as a form of deception, attackers are lured to the
system. This deception toolkit has an important feature to
create alert for the administrator against the deceptions, given
that information used to hack into the system was often under a
particular service like sending an e-mail [64]. The invention of
honeypot created a breakthrough in the field of security
networks and computers. Due to this, honeypots have been
widely used in the year of 2000s. Meanwhile, some computer
programs. It can self-replicate were spread rapidly within the
Internet network, causing an outbreak of worms. The spread of
such computer worms poses a danger to network traffic and
thus, increases the latency of the whole network. The idea of
capturing these worms for analysis was not considered.
Instead, the optimal solution to collect these worms was by
trapping them into a honeypot [65].

A variety of honeypot solutions has been used within the
organization or applied to specific industries and services. It
was found that honeypots are categorized into two main
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dimensions: level of interaction with attackers and service
provision, as shown in Table Il. Analysis requires a variety of
data to be collected, requiring a higher level of interaction, with
reference to the research conducted by Ronald and Keshnee
[66].

Some applications of honeypots in distinct research fields
were studied. A good example of this is the design of a system
called “Sweetbait”, using the honeypot approach for capturing
fast worms with the purpose of automated analysis and
signature generation. Continuous updates of signatures were
sent to both network and host-based IDS/IPS all over the parts
of the Internet [67].

Machine learning as an alternative solution to the
conventional detection methods using in smart factories
currently. So far, smart manufacturing has been using rule-
based intrusion detection methods that use signal DB or
SNORT to analyze security data. The detection method is
mainly based on anomaly-based detection. It determines
normal and abnormal conditions compared with normal
network conditions.

This makes it difficult to respond quickly to unknown
attacks or attacks on manufacturing 10T using a botnet. There
is a hassle to manually set the rule for attack patterns. And it
often results in poor efficiency of security personnel input. In
addition, the rule-based methods, based on expert knowledge,
have difficulties in flexibly responding to changes in the
external attacks and maintain consistency in high detection
performance. This is because such rule-based detection makes
it impossible to detect intrusions outside of pre-designed rules
and it can vary the quality of the rules depending on the experts
and system environment. Therefore, research related to the
development of the detection model using machine learning
has recently been attempted to overcome the shortcomings of
the rule-based detection methodology. Indeed, machine
learning (ML) is a procedure that teaches computers or devices
to perform automatic processes. Network machine learning
will learn from the network environment for a period of time.
In addition, ML is based on mathematical modeling. Thus, it is
better than signature-based and rule-based detection methods,
so it will be able to cope with the continuously advanced and
sophisticated attacks [68][69].

D. Critical Literature Review

Taxonomies of the botnet detection and smart factories loT
security are illustrated in Fig. 6 and 7. Table IV gives a
summary of the selected papers used in these reviewed papers.
These studies were conducted with the effort to detect botnet,
the honeypot approach to detect botnets and narrowly focused
on botnet detection using honeypot for smart factories. They
are then grouped in Fig. 8, 9 and 10 accordingly.
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Fig. 6. Botnet Detection Taxonomy.
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Fig. 7. Smart Factory 10T Security Taxonomy.

This section provides a review of the literature related to
work conducted by the researcher in smart factories detection
and machine learning areas. The task scheduling algorithm is
detailed in the two taxonomies to clearly understand and
classify the basic approaches currently in use. Recently, there
has been a significant increase in Botnet threats. In particular, it
can be seen that botnet’s attack on IoT platform has increased
dramatically. Table Il summarizes some important studies in
using the Honeypot approach for detecting botnet in smart
factories. A study in IoT botnet detection suggested that it is
easy to monitor, if the 10T devices are infected through web
services [79]. Some restrictions have pointed out that
monitoring algorithms for 10T devices are simple to implement

and it is scalable enough for smart factories using loT
equipment [79]. The capacity for the loT devices has clear
limits. This approach was first designed with a hypothesis that
botnet contacts 10T devices were used to invent a detection
model based on the binary. The botnet detection uses a
machine learning approach that shows high accuracy of
99.94%. The combination of flow-based with graph-based
detection and machine warning has a high accuracy of
detecting a botnet attack as an advantage. The disadvantage of
this approach is that it is harder to detect quickly in the
randomized number of packets. Thus, the appropriation of
applying this approach for smart manufacturing needs more
research in real-time and it is time-consuming [80].
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A COMPARATIVE SUMMARY OF STUDIES IN BOTNET DETECTION FOR SMART FACTORIES USING THE HONEYPOT APPROACH

Ref. Approaches

Strengths

Weaknesses

Research gap

Smart factory

78] detection using

Cost reduction

Low detection rate,
high complexity and

Intrusion detection systems deployed in this study are implemented by deep
neural networks, requiring intrusion detection systems through convolutional

machine uncertaint neural network, recurrent neural network, deep brief network and deep g-
learning y networks applied to various systems in this study.
Web service is
available for easy
[79] Botnet, loT crjne(\)/ri](l:teogggltzfa:r?t-jris Limited capacity Deve!op a strategy to simplify and optir_nize:* the binaries that.imp!ement this
botnet ' security technology to broaden the application of the results in this study.

useful for smart
factories with many
loT devices.

[80] | Botnet detection
using Machine
learning

It shows the effect of
bookmarks. Hybrid
analysis of flow-based
and graph-based traffic
behavior achieves
99.94% detection
accuracy, surpassing
individual detectors

Randomly specify the
number of bytes per
packet and the number
of packets per flow so
that they are not
detected.so flow-based
detectors are not easy
to apply quickly.

Improved detection results show new botnet detection through effective graph-
based features and botmark effects.

[80] N
Detection using
10T Honey pot

The speed of
information gathering
is rapid.

Because it implements
only part of the system,
it consumes fewer
resources.

Unnecessary data piles
up

To support high protocols, the company plans to expand the IoT and expand
sandboxes with features that can further activate the architecture and
environment commonly used in loT devices.

[68] Detection using
Honey pot
Machine
learning

It has developed a
honeypot-based
solution for botnet
detection using a
machine-learning
detection framework.
The use of honeypot
ensures logging of
newly released
malware functions.

The function varies
greatly depending on
the difference in the
system performance.

The honeypot approach should be expanded. Cloud servers should also be
employed to handle 10T devices with minimal resources.

For smart factories, botnet detection using honeypot

integrated with 10T (10T honeypot) was studied [81]. There is a
stochastic basis compared to the machine learning approach
with superstitious running. Although the 10T honeypot has
stopped scalability by simply applying it to sandboxes IoT, it
aims to apply for common expansion in more situations and
environments [14.] In the detection system using honey pot
machine botnet, the learning logging for detection and tracking
are so accurate. The system, in accordance with the system
different but most standard equipment, is suitable for
performance smart factories. Hence, it is likely to be adopted in

the future. The cloud server approach uses the proposal [68].
As for IDS used by the smart factory, although the machine
learning approach can reduce costs, significant imperfections
such as low detection rates, highly complex and unsustainable
systems were observed [78]. Three studies in IDS, loT botnet
and honeypot machine learning showed some application
results for smart factories. Such solutions are possible to trace
through logging at low cost and are most cost-saving for the
10T devices. Thus, botnet detection for smart factories using
machine learning based on honey pot detection needs more in-
depth research.

427|Page

www.ijacsa.thesai.org



(IJACSA) International Journal of Advanced Computer Science and Applications,
Vol. 11, No. 6, 2020

~13. 10T Honeypot: A Review from Researcher’s Perspective

28. ThingPot: an interactive Internet-of-Things honeypot
— 14. A ZigBee honeypot to assess loT cyberattack behaviour

17. 10TPOT: A novel honeypot for revealing current loT threats

T 25. SIPHON: Towards Scalable High-Interaction
Physical Honeypots
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Fig. 8. Grouping of Honey Pot based Botnet Detection Model for Smart Factory (A).
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Fig. 9. Grouping of Honey Pot based Botnet Detection Model for Smart Factory (B).
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18. A study on smart factory-based ambient intelligence
context-aware intrusion
detection system using machine learning

‘ Smart factory

g

19. Routing Protocol in the Industrial Internet
of Things for Smart Factory Monitoring

24. Smart manufacturing: Characteristics,
technologies and enabling factors
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[68]

[82]

(3]

(84]

[85]

[80]

[86]

[74]

[87]

Different
Detection

15. Big Data Analytics for Network Anomaly Detection

from Netflow Data

Fig. 10. Grouping of Honey Pot based Botnet Detection Model for Smart Factory (C).

TABLE V. SUMMARY OF LITERATURE REVIEWED

Contribution

. It has developed a honeypot-based DDoS detection solution
that utilizes a real-time machine learning detection framework.
Using beehives can ensure logging of newly released malware
functions that can be utilized as ML-based detection.

Propose an in-depth category for DNS techniques within a
category.

Implemented in real-time environments with a variety of
microcontrollers that interface with central servers. The idea of
deploying a honeypot to handle DoS attacks can also be
extended by deploying a honeypot system that can handle
DDosS attacks using botnets.

This paper provides a lightweight sensing system.
NXDomain’s ConSpoiler Works in Nuclear loT-based botnets
in response mode, NXDomain’s compiler works the weeks.
Also, on a DNS train collected from two other large ISP
networks, Conspoiler can have this peculiarity that computers
have been developed by the city.

The system developed is a type of honeypot-based IDPS that
allows real-time animation of server network traffic.
Zero-day attacks can be detected more effectively than other
IDS. And you can save resources by reducing the amount of
data on IDS.

A variety of experiments outstrip flow-based or graph-based
detection by achieving 99.94% accuracy.

The system host interface is used as an aberrant detection
technique by analyzing the traffic of genetic algorithm
variation. The experimental results analyze each algorithm and
show that it is relevant. Future work provides additional
detection techniques as an extension of system functions.
Anomaly signature-based techniques such as the addition of
data integrity analysis are integrated to enable rapid delivery.
By placing Honey pot in a company or institution in the future,
employees are aware of the importance of security awareness
and increase the risk of detection by increasing the security
culture within the organization.

In this work, the concept of active honeypots was introduced to

Research gap

loT honeypot structure is heterogeneous because 10T device types are
different. But the original Honeypot structure is similar. So there is a
big difference between traditional honey and loT honeypot

While various papers talk about DNS-based botnet detection, each
detection technique does not provide efficient classification and does
not think about parameters.

Suggest a Honeypot Model to Mitigate DoS Attacks Started with loT
Devices

Information gathered from ISP networks requires an identifiable
assessment of devices infected with botnets.

A good hybrid honey pot is reminiscent of high interaction and low
interaction. Perform Honeypot. To effectively analyze data in real-time,
The developed Honeypot server application works by combining with
IDS.

A combination of flow-based network traffic behavior and graph-based
and network traffic behavior for botnet detection suggests an automatic
model of botmark.

Network anomalies detect and detect botnets through flow-based traffic
analysis using optical communication patterns in traditional methods.
However, simple flow-based traffic analysis and graph-based analysis
increasingly increase the failure rate due to the evolution and precision
of botnet attacks.

The host-based chip-in-detection system approach is based on the
modification of the algorithm It can be used in the event of an attack.
Based on the approach of anomaly detection. The cause of the current
system’s malicious code is the use of bots. This approach analyses the
cause of botnet attacks.

Analyze the honeypot data to analyze how employee information
security awareness and systems can be utilized by reviewing
cybercriminals (including vendors and malicious insiders).

Mapping and classifying boats that form part of the existing loT botnet

430|Page

www.ijacsa.thesai.org



[71]

[88]

[89]

[67]

[81]

[40]

[90]

[91]

[78]

[92]

[93]

[94]

(IJACSA) International Journal of Advanced Computer Science and Applications,

mimic real bots so that information can be leaked, usually only
to infect machines. It also described how active honeypots are
integrated into the proposed software architecture that allows
users to receive malware samples and extract botnet functions
for the purpose of penetrating botnets.

Here are some ideas for improving the design of honeynet and
for the constitution of the spread of the virus. Because the
honeynet has a low power index, it is easy to obtain virus
samples and it is easy to provide a number of numerical
examples for theoretical analysis.

The existing detection system shows limits in preventing
botnet attacks on loT. Because botnet keeps evolving, but the
study shows that ML technology has advanced in detecting
specific threats to lIoT networks.

Extensible botnet detection methods can be integrated by
providing computing infrastructure for building big data
frameworks using crowd service providers in large networks.
In addition, skilled human resources include the cost of
ownership because they build a framework

The design of 10T honeypots can be expanded to provide
intelligent responses based on interaction in the combination of
login/passwords, distribution of attacks, types of devices being
attacked and IP addresses by country of distribution. It can be
used as an additional review of 10T honeypots for loT devices.
Zigby is one of the wireless technologies used for loT. Large
global malware uses SSH as an entry point to continue pre-
and violent attacks. Therefore, deploying this Honeypot in
SSH to collect large data sets to identify awareness and interest
in the ZigBee network makes it easy to collect and recognize
automated attack types.

The accuracy of high anomaly detection should provide high-
quality service and communication, even as the complexity of
the attack and analysis processes increases. Anomaly attacks
and singularities are naturally rare. Propose innovative
algorithms achieved in future studies with more data and
anomalies.

In DT, ANN, NB and AN machines, the machine learning
technique proved to be superior to other techniques in false
alarm rate and accuracy, showing excellent ability in
identifying and investigating botnet without errors.

Five malign program families were identified, all of which are
actively used in DDoS attacks.

Machine learning-based intrusion detection systems have
reduced the frequency of incorrect replacement of existing
devices, resulting in significant savings.

It showed 33% to 1.33% process performance and 29% to
1.29% abnormalities but showed an effective scoring
architecture.

This paper aimed at proposing and analysing the efficient
framework of industrial 10T and providing the latest approach
to industrial applications. This paper also dealt with the
adoption of Laura.

While the 10T device, part of the botnet, was launched in a
damaged state, it demonstrated the ability to detect the exact
and immediate manner of attack that we proposed.

The proposed technique is expected to be useful in managing
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and how it spreads through the Internet are difficult. Forensic had
previously sought to solve the problem by installing, reporting and
securing remote loT devices that had been changed to boats.

The activity was based on honey pot, which can only “detect” the
Internet to guide and classify the loT bot according to its behaviour.

Within a systematic framework, honeynet’s potency was not evaluated
theoretically.

One method of detection is botnet processing power, amount of energy
consumption, loT environment requirements, etc.

Often it does not meet the potential to address security threats.

So the 10T network and Ddos attacks botnet often cause major security
problems.

The scalability problems of botnet detection systems arise from a
variety of problems, such as bottlenecks in the detection process,
storage, data collection and analysis.

Implementing a strong security mechanism leaves little room for
security implementation of 10T devices and limited hardware functions,
making it very difficult to implement.

There is a lot of inconvenience by limiting attack statistics to the
physical scope of zighee communications to collect cyber attackers’
paddles.

Big Data Anomalies Detection Security is key to continuing and long-
term cyber-attacks.

With constant changes in the distribution of network data, detection
becomes more difficult

To used ML techniques to investigate botnet activity and apply
detection to bonnet attacks, but there were many problems and high
false alarm rates to make perfect detection. So | found that there are
many problems in training and verification research of the detection
model of ML technique.

The botnet has done a lot of damage to devices powered by Microsoft
and Sony’s 10T through spam e-mails and we learned that the main
target point of the attack came from IoT devices.

loTPop analyses the samples of malware captured by honeypots and
analyses them on Telnet-based

This research proposes this method because it will be easy to track and
analyze attacks.

In a smart manufacturing environment, real-time detection is important
enough to have a significant impact. But there is a limit to real-time
detection.

The efficiency of 10T development and application should be increased
within smart manufacturing.

Industrial 10T requires more thorough security to prevent data leakage,
transmission errors and data injection due to communication between
hundreds of devices. Access should also be naturally controlled by loT
devices. Real-time industrial 10T device security needs to be monitored.

A new network-based abnormality detection method called 10T N-
BaloT, which detects abnormal network traffic by taking snapshots of
network operations using deep automatic encoders from damaged loT
devices, is needed.

This is because the number of loT-based botnet attacks should be
rapidly increasing and the threat of botnet attacks should be mitigated
by detecting loT-based attacks that last for hours and milliseconds.
The weak aspects of 10T device security through real-time security
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numerous loT devices such as the smart factory. The loT
market is rapidly changing and loT devices are widely adopted
in various fields. It suggested a system and operation method.
It can easily apply security functions to IoT devices. This study
further validated the usefulness of the proposed technique by
developing a prototype.

The network traffic pattern of 10T devices classifies Ddos
detection general and Ddos attack traffic, thus using a limited
set of functions that are important for real-time intermediate
box layout. So the study of machine learning at the packet
level shows that it depends on the hypothesis.

Reducing the error rate from 7.517% to 2.103%, the in-depth
learning approach was automatically extracted from the high
level of characteristics and then patterned from the sequence of
network traffic, making it easier to track network attacks. It
has shown enough that the new model is superior to the
existing one.

Smart manufacturing ontology feature that can be used to
provide a platform for active technology and factors identified,
discussions and clusters. Overall, situational awareness,
modularity, bilateral, inter-operability and configuration of
five characteristics are considered.

Potential weaknesses in 10T devices and Internet attacks have
always been threats to IoT equipment.

SIPHON can expose 10T devices to the Internet to enable clear
monitoring of test beds and enhance honeypot’s reality.

The limitations of simple security test mechanisms can be
overcome.

It detects Honeypot with 10T devices and provides detailed
information to attackers. Honeylo4 can run on both CLI and
GUI and for both experienced and inexperienced users.
Although its initial performance is limited, it succeeded in
detecting loT OS. Honey can be improved by adding more
features to this basic core.

A decentralized defense framework that prevents opponents
from degrading the learning model, suggesting a network of
high-interaction honeypots (HIHP). To achieve a goal by
preventing an attacker from learning the label correctly and by
approximating the structure of a black box system.

Attracting attackers, using adobe honey to generate
calculations that are not feasible for the enemy, for the Decoy
model and for the enemy.

The 10T platform and device attackers are caught. In particular,
five types of attacks have been discovered.

Honey pot that analyses the data methodology, the ethical and
legal issues are discussed.

Apply deep learning optimization to handle the high false cost
of the algorithm, integrating high-level new detection model.
So by classifying random filters, effectively achieve botnet
defense.
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monitoring

In order to minimize the threat of attack, there is a threat of secondary
attacks or malware attacks on damaged IoT devices. So | propose to
build various security functions and strengthen the system.

To remain limited due to memory constraints in loT devices, caching
adds to the delay time and complexity. Therefore, the optimal algorithm
should store flow information only for a short period.

Traditional detection solutions have failed to defend against fatal threats
and have shown limitations in monitoring network traffic based on
statistical variances against rapidly growing DDoS attacks.

However, if performance identification based on machine learning is
improved, there is also a potential for the development of statistical
characteristics.

Intelligent manufacturing, many items that appear to be indistinct
redundancy to smart factories, one of the most advanced manufacturing,
need to be established as a foundation for manufacturing ontology.

An inefficient way for an attacker to move benefits before solving the
vulnerability problem of finding vulnerabilities in loT devices. In
traditional IT security, we understood accounts that were critical to the
dynamic threat environment without hacking and potentially conducted
honeypot attempts to establish unauthorized connections. There were
attacks in realistic ways, such as log-in shellfish.

Honeypot usually deceives the system in a limited way. They also have
less risk to the network if the honeypot is damaged, but the information
collected for attackers or attackers is also very limited. Preventive,
detection and response mechanisms should be provided to facilitate
maintenance and protection on the organization’s network.

Limited access to input and output labels of data can be used to confuse
input learning. However, the market is increasingly in demand for
machine learning services. Naturally, there is a possibility of exposure
to a variety of complaints by increasing threats.

10T device signals clearly sent to 10T for the exploitation of security
vulnerability by those who want it. So it may be possible to secure 10T,
but it is important to identify an attack strategy.

The survey provides a broad overview of honeybees. This includes not
only honeypot software but also methodologies for analyzing honeypot
data.

Many researchers have many botnet detection models in the past, but
most of them have not found botnets these days with both high
probability and good memory and time efficiency.

Table IV elaborated literature review critically to the botnet
issues with smart factories, and other related domains. This
issue equally impedes to the smart homes as well [102]. In
addition, studies elaborated that the phishing works and
supports for botnet attacks [103]. Further, these botnet attacks
help to the attacker by providing them ground, where they can
launch different attacks and make possible intrusion of the
network [104], and later these attacks could help the criminals
[105-106] for their different activities.

I1l. CONCLUSION

Throughout this review of literature, the field of loT-based
smart factory using honeypot approach to detect botnet is a
potential area for the research to explore. Conventionally,

smart factories have been using three methods i.e. signature-
based, rule-based and anomaly-based for detection.

However, these conventional methods were recognized to
have a limitation in the responding time which is desired to be
quicker in detection. It took a long time to detect the botnet,
exposing the vulnerability of smart factory. Honeypot is an
approach that has been examined for its effectiveness to trap
botnet in some studies. The honeypot approach can overcome
the limitation of the conventional methods in terms of quick
detection, while the botnet is easy to spread in the 10T based
environment.

So far, there is a scarcity of studies in applying the
honeypot approach for botnet detection designed for smart
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factories. However, this paper suggests the possibility. If
honeypot botnet detection is applied in Smart factory loT
environment, it can improve the productivity of Smart factory
and fasten the production time.

IV. FUTURE WORK

Future research should look into developing honeypot
models and algorithms that can be applied in smart factory loT
environment. And if the failure rate and detection time can be
reduced through the metadata score, the model performance
will be improved dramatically.
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