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Abstract—This paper covers the problem of corruption in 

Peru, with an emphasis on regional governments, and presents a 

proposal for an anti-corruption software application architecture 

for those levels of government. The design of the proposal starts 

from the analysis of corruption encompassing statistical studies, 

trust evolution, government management, legal situation and 

incidents in information technology. Also, aspects of the budget 

allocation, crime data, political party financing data, 

management resources, contracting processes, integration 

systems and citizen participation are presented, for the 

subsequent presentation of the data structure and resources for 

the software application architecture. The methodology used is of 

an exploratory documentary type. In addition, a systemic 

approach and development are considered in three layers: data 

persistence, logical process, and presentation; considering the 

interrelationships that must exist between them for the 

development of the proposed architecture. 
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I. INTRODUCTION 

Globally, corruption problems are a global concern because 
it is a multidimensional phenomenon that occurs systematically 
and at different levels and sectors of the countries [1]; which 
by misusing public or private power directly affects the 
development of countries, weakening governance, trust and 
rights of people. As defined universally and in the legal codes 
of Latin American nations, corruption is "the abuse of public 
power and the position for private benefit" [2]. 

Corruption materializes when there is a closed set of factors 
such as political, economic, cultural, social and axiological that 
influence the performance of officials, who easily fall for acts 
of corruption, such misuse of public funds mainly limits the 
effectiveness of social policies, strongly impacts the most 
vulnerable populations and allows the participation of illegal 
activities in the sphere of decision-making [3]. 

According to Transparency International, in the Corruption 
Perception Index (CPI) 2019, more than two thirds of the 
countries obtain scores lower than 50, with an average score of 
only 43. Denmark occupies the first place with the lowest 
corruption index worldwide. At the other extreme, the country 
with the highest perception of corruption is Somalia, the most 
corrupt since 6 years ago [4]. In the case of Peru, it registers a 
PCI equal to 35 out of 100, which places it in the world 

ranking in 101
st
 place out of 180 countries, although Peru is 

above Brazil, Bolivia, Paraguay and Venezuela. However, it is 
still below the Latin American average as shown in Fig. 1. 

 

Fig. 1. Heat Map on the Corruption Perception Index 2019. 

Although it is true, worldwide and predominantly Latin 
American, corruption problems are really worrying, however, 
in recent years, some countries have taken measures to mitigate 
this global problem. Organizational processes can be ISO 
37000 anti-bribery certification based that consists of 
demonstrating the integrity of an organization and mitigating 
exposure to the risks of bribery [5]. 

According to Proética, a Peruvian chapter of Transparency 
International, 62% of the Peruvian population identifies 
corruption as one of the main problems in the country and 73% 
of the citizens consider that corruption will continue to increase 
in the next five years [6]. Perhaps motivated by impunity, the 
bad example of authorities of the highest rank and the 
perception that there are no effective sanctions; This triggers a 
general feeling in the population of high exposure to it, 
resignation, lack of mechanisms to eradicate it and therefore a 
great barrier to implement real and effective mechanisms to 
fight corruption. 

In this context, information and communication 
technologies, data analytics and big data tools allow us to have 
the ability to predict, to emulate a reality and anticipate 
changes in the environment, using quantitative and qualitative 
methods to process the data and information available, in order 
to solve problems and predict relevant results in the fight 
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against corruption [7, 8, 9, 10, 11, 12, 13, 14]. Consequently, 
[15] discusses three questions aimed at public policy decision-
makers on the use of data, data science and new technologies 
to fight corruption: a) what data is important to prevent and 
Investigate acts of corruption? b) If they exist, how can data 
science be used to process them? and c) if a national or local 
government wants to adopt these alternatives, what actions 
should it take? Finally, policy recommendations are mentioned 
to governments in the region to make data-driven anti-
corruption initiatives and new technologies more effective. 

Coding of the information system software requires 
determining the software architecture as a consequence of an 
analysis of the functionalities and processes of the 
governmental institutions of the regions of Peru, and the 
proposal of new processes and interrelations. Thus, this 
research covers the software architecture design that considers 
various regional government organizations, citizen 
participation and the use of information technologies related in 
an integrated way to achieve strengthening transparency in the 
management of regional governments and reducing corruption 
in those regions. 

Therefore, this paper has the following structure: global 
context of IT as anticorruption tool, analysis of corruption in 
regional governments in Peru, resources and data for the anti-
corruption application architecture and proposal of the data 
structure and resources of the application architecture, 
additionally to results, conclusions and future work. 

II. CURRENT CONTEXT OF THE USE OF IT IN THE FIGHT 

AGAINST CORRUPTION IN THE WORLD 

In recent years, various countries have been incorporating 
ICT in government procurement processes, as well as 
mechanisms for public transparency of information. In this 
sense, a leading country is Estonia; who makes use of high 
technology and a transparent and available digital registration 
system, making it one of the least corrupt countries in the 
world [16]. 

There are some computer platforms developed to reduce 
corruption, such as GoAML (detection platform for money 
laundering networks) and GoINTEL (financial intelligence 
information exchange platform) developed by The United 
Nations (UN) [17]. Furthermore, in the European Union, 
Ukraine has an online procurement platform called ProZorro 
by simplifying oversight opportunities for the civil society and 
by enabling enhanced, open competition among businesses that 
aim to supply goods and services to the government entities. 
Likewise, The DoZorro artificial intelligence application was 
developed by Transparency International (Ukraine Chapter) in 
addition to the risk identifiers generated by the State Audit 
Service of Ukraine and serves to capture information from the 
electronic contracting national system ProZorro, to determine 
possible faults in the law or anomalies in the contracting 
processes and to identify tenders with a high risk of corruption 
[18]. Also, an early warning system for corruption in Spain 
based on neural networks was developed. This analyzes 
various data, such as property taxes, unemployment rate and 
number of years in government, etc.; and consequently it could 
predict corruption in the public sector and uncover hidden 

indicators of legal and economic problems including money 
laundering in the European Union [19]. 

In Latin America, an anti-corruption software, named IAC, 
was developed by The Comptroller of the province of La 
Guajira (Colombia) to measure the level of corruption in the 
institutions of the region, considering items such as 
accountability, customer service, among others. It could help 
the departmental administration, municipalities, educational 
institutions and all entities and that administer public resources 
to evaluate the country's management [20]. Also, the 
corruption risk algorithm was developed in Peru by the 
organization Ojo Público, named FUNES. This seeks links 
with companies to determine the possibility of winning in 
public procurement, managing to extract information from 
public databases on contracts made by the Peruvian 
government to investigate possible corruption risk scenarios 
and identify political and financial connections [21]. 

In some countries, mobile applications have been used 
mainly to instantly report corrupt acts. The “Action for 
Transparency (A4T)” app was launched by Transparency 
International in Uganda and Kenya that fights corruption and 
mismanagement of government funds. The citizen can to check 
the amount of government money pledged to each school and 
health clinic – and the amount actually spent [22]. Next, the 
“Bribr” app was launched by an entrepreneur in Russia, it 
allows the citizens to anonymously register and categorize 
bribes and show corruption problems [23]. Also, the 
"Transparencia al Instante" app was launched by the 
Transparency Unit of the City Hall of La Paz (Bolivia) to 
report acts of corruption or irregularities of the municipal 
public officials [24], and “Obras Transparentes” app launched 
by Ministry of Public Works, Services and Housing of Bolivia 
[25]. Also, the "Dilo Aquí Guate" app was launched in 
Guatemala by the Tigo Foundation and the NGO Acción 
Ciudadana. This allows confidential reporting of fraud, illicit 
enrichment, bribery, abuse of authority [26]. Furthermore, the 
"Denuncia la Corrupción Querétaro" app was launched in the 
city of Querétaro (Mexico), in order for citizens to participate 
in the mitigation of corruption. It includes a track mechanism 
for the complaint made [27]. Also, the “Elefantes Blancos” app 
launched by the government of Colombia. It seeks identify and 
track information about public construction works that have 
been neglected, abandoned or overbilled [28]. 

Particularly, in Peru has been implementing the National 
Policy for Integrity and the Fight against Corruption and other 
initiatives at the level of web-based technology platforms [29], 
although there is minimal use of information and 
communication technologies to mitigate this problem [30]. 

III. ANALYSIS OF CORRUPTION IN REGIONAL 

GOVERNMENTS IN PERU 

Peru is governed by being a unitary and decentralized 
government; unitary, because it is a single entity with common 
duties and shared goals aimed at the general welfare or 
protection of citizens. It is also decentralized because Peruvian 
governance must be exercised at three levels of government: 
national government (also known as the central government), 
regional government, and local government (provincial and 
district municipalities). Decentralization, to that extent, is a 
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democratic process and a permanent compulsory government 
policy whose objective is the integral development of the 
country [31]. However, part of the corruption problem has been 
increased and focused on regional governments (twenty five 
regions), this level of government that began its 
implementation since 2002 [32], in order to promote 
participatory decentralization in Peru, brought with it some 
positive aspects such as generating better development and 
quality of life for the inhabitants of its regions; however, due to 
the lack of policies, strategies and the due commitment of its 
officials, in several of the regions the different cases of 
corruption began to be identified [33, 34, 35]. 

According to the National Institute of Statistics and 
Informatics (INEI) of Peru, inquests in 2019, carried out on the 
perception of acts of corruption in Peruvian households by 
region [36], it was obtained that 4.2% of the households 
consulted reported that some member of their household was 
asked for an “extra payment” when making arrangements or 
requesting services in Public Institutions. Madre de Dios and 
the Lima region reported the highest percentages in "extra 
payments" of 8.8% and 7.9% respectively, while in Ayacucho 
0.2% of households declared this situation; as shown in Fig. 2. 

In turn, local governments constitute another level of 
government, which are made up of 196 provincial 
municipalities and 1,671 district municipalities, these 
governments have among their main functions: to 
comprehensively plan local development and territorial 
ordering, at the provincial level, thus how to permanently 
promote strategic coordination of comprehensive district 
development plans; Similar to regional governments, due to 
their autonomy to carry out activities in recent years, 
corruption cases in public services have increased [37, 38]. 

Fig. 3 shows the current situation and shows how the 
corruption network manifests at different levels of 
governments, emphasizing the corruption analysis in regional 
governments. The basic services or needs that citizens have are 
essential for the social development of Peruvians, it is there, 
where regional governments, through specialists, collect these 
needs to be evaluated and solved according to the problem. It is 
at this point where Public Investment Projects (PIP) are raised 
and the first incidents of corruption are perceived, where some 
consultants, public managers (Invierte.pe - National System of 
Multi-annual Programming and Investment Management) and 
advisers could present insufficient technical or managerial 
knowledge. Other incidents that exist are low resources and 
probably have officials without expertise. Furthermore, the 
procedures are cumbersome procedures with long duration in 
the management of the PIP. 

The management of the PIPs is worked jointly between the 
Local Governments (LG) and the Regional Governments (RG) 
so that they can be managed in the technical areas of the 
ministries and approved by the Central Government (GC). 
However, it is here where the problem of corruption is 
exacerbated (see legend routes), where mayors, governors, use 
various media or intermediaries such as brokers, congressmen 
or government allies for the approval of the PIP; for this they 
use laws, regulations or addenda to misuse the economy of the 
Peruvian Government [39]. It is for this reason that the 

economic losses suffered by Peru due to corruption problems 
are around 10% of the annual public budget, exceeding three 
billion dollars. Therefore, it affects a tenth of the financial 
resources that are destined to health, infrastructure, 
administrative expenses, security, and education for the benefit 
of citizens. 

 

Fig. 2. Corruption Index in the Regions of Peru. 

 

Fig. 3. Scenario of Interaction of the Players in the Corruption of the 

Regional Governments. 



(IJACSA) International Journal of Advanced Computer Science and Applications, 

Vol. 11, No. 7, 2020 

716 | P a g e  

www.ijacsa.thesai.org 

IV. INTERACTION PROCESSESS FOR AN ANTI-CORRUPTION 

SYSTEM 

In the analysis of the current situation of corruption, it is 
highlighted that it has a high negative incidence in the national 
and regional government; affecting both its image, its 
management, and especially the population. Therefore, Fig. 4 
shows the approach of an analysis model to reduce corruption 
for Regional Governments, using information technologies, 
positioning an anti-corruption application architecture module. 

 

Fig. 4. Players and IT Interaction Scenario Against Corruption. 

Due to the decentralization policy, the Office of the 
Presidency of the Council of Ministers (PCM) of the 
Government and the Ministry of Economy and Finance (MEF) 
annually agree funds to allocate to the Regional Governments, 
made up of transfers from the national government (from from 
all sources, that is, general resources, tax, royalties, customs 
revenues, etc.), financial income and own income from the 
collection of fees or rights. These funds should be directed to 
the development of the regions and promote science, 
technology and innovation. Therefore, these data are very 
important as input to the information system. Likewise, the 

technical areas of government ministries maintain a 
classification and prioritization of various areas within their 
field of action. So they interact with the Regional Governments 
to work together in the development of the regions. However, 
the Regional Governments have autonomy and under this 
operating framework corruption can potentially occur. 

Currently, due to the low socio-economic situation of the 
majority of the population, the government prioritizes the 
management of basic services or to cover social needs, which 
are of high importance for the development of the regions. 
However, the productive management that Local Governments 
must have in conjunction with Regional Governments is being 
neglected in order to increase the regional contribution to 
national productivity, prioritize projects for the development of 
the region and promote activities related to science and 
technology. It should be noted that all this is minimized by the 
problem of corruption. In this situation, it is necessary to 
incorporate a module of the anti-corruption application 
architecture, to carry out a transparent management of the 
financial aspects and expected results in the various PIPs, and 
thus reduce the corruption index in the Regional Governments. 

The resources and data considered to have an orientation in 
the architecture of the anti-corruption application for Regional 
Governments are the following: 

 Budget allocation data for all Regional Governments. 

 Corruption crime data. 

 Financing data for political campaigns. 

 Statistical resources or management information. 

 Administrative management resources. 

 Funds of the contracting processes in the Regional 
Governments. 

 Integration resources between institutions. 

 Funds for citizen participation in Regional 
Governments. 

V. DATA STRUCTURE AND RESOURCES OF THE SOFTWARE 

ARCHITECTURE 

Fig. 5 shows the structure of data and resources for the 
development of the software architecture of the anti-corruption 
application. In order to operate and carry out information 
transparency action, the architecture must incorporate data 
from several sources as the National Office of Electoral 
Processes (ONPE) on the funds that political organizations use 
for their electoral campaigns, as well as data from Ministry of 
Justice of the judicial cases that are taking place and involving 
authorities and their family, friendship and business 
environments, from PCM on the transfer of funds for the 
regions from the central government, from the Supervisory 
Agency for State Procurement (OSCE) regarding procurement 
and contracting, and other data. On the other hand, it is very 
important to make the comparison with the information that 
comes from the Office of the Comptroller General of the 
Republic, since it is the institution in charge of controlling the 
country's public assets and resources. 
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Fig. 5. Data and Resources for the Architecture. 

For the development of the architecture of the anti-
corruption application, the approach is made to the levels of 
data processing and presentation. Therefore, it is considered 
that the following elements must be integrated: 

A. Data Processing Level 

 Budgets 

 Financing 

 Crimes 

 Government contracts 

 SIAF integration 

 Administrative management (Regional Governments) 

 Citizen participation 

 Statistics / information from institutions. Regulators 

B. Presentation Level 

 Economic situation modulePolitical parties module 

 Corruption module (court cases / Notifications) 

 Contracting module (PIP notifications) 

 Management module (reports, production and social) 

 Partners (user registration - rating system) 

 Citizen participation (services and transparency) 

 News (give your opinion / vote, News and learn more) 

Fig. 6 shows the software architecture, where the 
application database collects the data with relevant information 
for subsequent analysis, coming from the multiples resources 
(databases) from various organizations. 

A key element in the anti-corruption enforcement is the 
transparency of government information. Therefore, through a 
Web service, all government information such as government 
budget, corruption statistics, budget, sources and activities of 
political organizations, government contracts and so on, is 
made publicly accessible. 

At the logical processing level, data analytics and control of 
the information collected on the application server are 
performed. Before this, data analysis with a large volume of 
data is carried out, firstly to perform the capture, management 
and processing of data with low latency, and social networks 
can be added to add perceptions, complementary data, etc. In 
this way, artificial intelligence (AI) drives the complexity of 
the data through new forms and origins of the data. Advanced 
analytical techniques are incorporated, such as text analysis, 
machine learning, predictive analytics, data mining, statistics, 
after data conditioning. 

Subsequently, correlations are found between them, the 
resulting information is prepared to show trends, summaries 
and comparisons of activities (works, investments, progress, 
etc.), budgets, government contracts and others. Thus, the 
adequate information can be made public for the population 
and available to the political authorities for better and more 
timely decisions. Likewise, it should be noted that public 
information through the Web service may be usable for 
academic research studies, interactive systems with the citizen, 
background monitoring of candidates and political and 
government authorities. 
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Fig. 6. Software Architecture Design. 

VI. CONCLUSION AND FUTURE WORKS 

Corruption represents a systemic phenomenon, affects 
morale and ethics, generates discouragement in the population, 
affects the poorest population, and causes a large amount of 
resources to stop being used for project development, 
especially those aimed at closing gaps, serving the basic needs 
of the most neglected population. In this sense, an analysis of 
corruption in regional governments has been carried out from a 
current situation; considering statistical studies, management 
areas, legal aspects and incidents of the IT. 

The resources and data necessary for the anti-corruption 
software architecture have been highlighted. Consequently, the 
structure of this architecture has been proposed considering 
data on budgets, crimes, financing, administrative management 
resources, government contracting processes, citizen 
participation, integration of institutions, statistics and 
information. Finally, the levels of presentation of the required 
modules, data processing and logic are established. 

Given the susceptibility and complexity of the processes 
involved at the regional government level, it is considered that 
the implementation of the proposed software architecture is 
developed and implemented in phases, being able to integrate 

data analytics and machine learning tools to obtain greater 
precision of the indicators and medium and long-term 
projection for better decision making. 

As new scenarios appear, such as the health emergency due 
to the COVID-19 pandemic, the conditions exist for other 
possible corruption mechanisms to appear. In this sense, the 
new modalities must be analyzed and the appropriate 
operations must be included to update the proposed 
architecture. 
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