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Abstract—The huge demand for spectrum has created
immediate need to make available new licensed and/or unlicensed
spectrum bands to satisfy the explosive growth of spectrum
demands and to satisfy the quality of service requirements of
diverse applications. Spectrum shortage and harsh environment
have become a challenging bottleneck to achieve reliable
communications in the smart grid. Cognitive radio is the
emerging technology to achieve both spectrum and reliability
awareness. Cooperative spectrum sensing takes advantage of
spatial diversity to reduce the impact of receiver uncertainty.
However, the harsh smart grid environments limit advantageous
of cooperation due to variations of signal to noise ratio on which
energy detection technique depends on. This paper proposes a
reliable spectrum detection for a cluster based cooperative
spectrum sensing in harsh smart grid environment, where
cognitive cluster heads and a centralized cognitive radio based
fusion center are deployed to solve both spectrum and reliability
problems. The proposed fuzzy inference system is based on three
fuzzy descriptors of energy difference, link quality, and local
probability of detection. The results show the superiority of
proposed fuzzy based fusion scheme to enhance accuracy of
spectrum decision in harsh environment.
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. INTRODUCTION

The recent technological developments in wireless
technologies have enabled the deployment of the smart grid
[1], which is the next generation of electrical power grid
proposed to solve problems associated with traditional power
grid [2]. The massive increase in diverse applications have
resulted in exponential increase in demand for spectrum which
have created immediate need to make available new licensed
and/or unlicensed spectrum bands [3]. Wireless Sensor
Networks (WSNs) have been considered as a promising
technology to enhance capabilities of monitoring, control, and
maintenance of the entire smart grid from power generation to
transmission, distribution and consumption [4]. Different types
of communication technologies are currently used to collect,
aggregate, and analyze data collected from all sectors of the
smart grid. However, the severe conditions of electrical power
grid may adversely affect network reliability. Furthermore,
WSNs are typically operate in the unlicensed Industrial,
Scientific and Medical (ISM) frequency band which is already
congested and overloaded with many other coexisting
technologies. This increases interferences from neighboring

networks and makes communication a challenging task due to
spectrum scarcity and interference problems which could result
in failure to establish and maintain reliable communications.
There is need to sustainably support the continuously growing
demand and to overcome both spectrum shortage and
unreliable communications [4]. Cognitive radio (CR)
technology allows the unlicensed Secondary Users (SUs) to
opportunistically access the available licensed spectrum
assigned to Primary Users (PUs) [5]. These underutilized
licensed spectrum bands are assigned temporarily without the
need to purchase the spectrum which offer reliable
communications to ensure reliable communication in highly
congested periods by transmitting data either on the original
unlicensed channel or the additional licensed channel [6].

Spectrum Sensing is the most important function to detect
the presence or absence of PUs at a certain location, at a given
time, and in a specified frequency band. One of the spectrum
sensing techniques is the transmitter detection which is further
divided according to detection method into several methods,
one of which is the energy detection [7]. Energy detection is
the preferred technique for resource constraint nodes due to its
low computational requirements compared to other techniques.
Nodes in different spatial locations individually make local
decision in a non-cooperative spectrum sensing by comparing
the sensed energy with a predefined threshold to decide
accordingly. However, due to the effect of propagation
impairments, the Signal to Noise Ratio (SNR) of the received
PU signal can be very low and individual SUs may not be able
to distinguish between severely attenuated signal and vacant
channel. Accurate spectrum sensing is important to mitigate the
effect of environments and to guarantee reliable
communications [8].

Cooperative Spectrum Sensing (CSS) has been proposed to
enhance local spectrum decisions, where a group of SUs share
their sensing reports with a Fusion Center (FC) either
centralized or distributed to overcome receiver uncertainty by
exploiting the spatial diversity [9]. In centralized CSS, the FC
collects local spectrum sensing reports either as one-bit,
quantized multi bits, or raw energy to identify spectrum
occupancy, and broadcasts final global spectrum decision back
to all nodes. Whereas in distributed CSS, each node shares
spectrum reports with all of its neighbor nodes. CCS consumes
energy in resource constraints nodes which cannot tolerate the
heavy computations in distributed CSS. On the other hand,
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centralized CSS consumes large bandwidth and also consumes
energy which reduce network’s lifetime [10].

CR based communications can be utilized in all sectors of
the smart grid [11]. Reliable communication is urgently needed
to sustainably solve spectrum scarcity problem, satisfy the ever
increasing demand, and support the diverse applications [12].
However, the detection of available spectrum depends on
multiple parameters which form a multi-objective optimization
problem. Fuzzy logic can be utilized to solve this optimization
problem that is difficult to be modeled using the mathematical
methods. Fuzzy logic models are relatively simple and less
computationally complex which make it suitable for resource
constraints WSNs [13].

This paper proposes a Fuzzy Inference System (FIS) to
enhance accuracy of cooperative spectrum detection in harsh
smart grid environment. The harsh environment is prone to
error and spectrum sensing reports will not be received
correctly. To the best of our knowledge, none of the previous
work have proposed a FIS to enhance detection accuracy in
harsh smart grid environment. The contribution of this paper is
the development of fuzzy logic based soft fusion strategy to
accurately detect the opportunistic spectrum in harsh
environment. The proposed system is based on three fuzzy
descriptors of energy difference, channel condition, and local
probability of detection.

The organization of this paper is as follows. Section Il
provides the related work. Section Il describes the local
spectrum sensing decisions in various environments. The
performance indicators are also mathematically formulated.
Section IV presents the cooperative hard fusion strategies in
harsh environments. Section V proposes the FIS. The
simulation results are demonstrated in Section VI. Finally,
Section VII provides conclusion and future research work.

Il. RELATED WORK

The increasing demand for more spectrum has motivated
the development of CR based network to solve both spectrum
scarcity and reliability problems facing the introduction of a
wide range of new applications [14]. However, most of the
previous work on spectrum sensing have assumed simplified
propagation model in which received signal depends only on
distance between transmitter and receiver. Additive White
Gaussian Noise (AWGN) channel model for sensing channels
was assumed while reporting channels were assumed to be
dedicated error free channels. This model cannot accurately
represent the real environments where propagation of
electromagnetic signals suffers from propagation impairments
which negatively impact the performance and present great
challenge to reliability of wireless communications. The
reliability of communication channels varies significantly from
channel to channel and over time which impact the diverse
applications which have stringent Quality of Service (QoS)
requirements with respect to throughput, delay, and availability
of the communications channels [15]. The random variation of
the received signal makes spectrum sensing decision not
accurate and nodes may fail to detect the spectrum due to
presence of fading, shadowing, and time-varying nature of
wireless channels. The randomness features of communication
channels and variations in SNR causes uncertainty in sensing
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reports and makes it difficult to accurately achieve reliable
spectrum detection decisions which could results in severe
threat to reliability of network and sever threat to data integrity
due to failure to satisfy spectrum demand by the diverse
applications.

In Cluster-Based CSS, SUs perform spectrum sensing and
send spectrum sensing reports to a Cluster Head (CH) and
aggregate sensing reports to FC to perform the energy
consuming functions [16]. The FC combines the individual
reports either by hard-decision or soft-data fusion to increase
the accuracy of local spectrum sensing. In hard combining,
sensing reports are received as a one-bit decision and combined
using the counting rule of “l out of N”, where “OR” rule,
“AND” rule, and Majority rule are special cases [17]. Hard
fusion decreases overhead on reporting channel, however the
use of one energy threshold introduces information loss which
degrade performance. On the other hand, soft fusion rules
depend on raw sensed energy reports. The conventional soft
combining schemes such as Square Law Combining (SLC),
Maximal Ratio Combining (MRC), and Selection Combining
(SC) enhance detection performance at a cost of increasing
communication overhead. Nodes send their raw data to FC
which consumes energy and bandwidth due to periodical
transmission of raw data [18].

A tradeoff between overhead and detection performance is
achieved by using a softened quantized multi-bit hard fusion
[19]. Each SU quantizes its local observations into multiple
decision regions to reduce overhead and achieve reliable
sensing performance simultaneously. A quantization based
multibit soft fusion rule is proposed in [20] to provide a
compromise between sensing performance and control channel
overhead. SUs use energy detector to observe the received
signal level and compare it with quantization thresholds to
estimate the multibit data. The data from all SUs are
transmitted to FC to perform inverse quantization for the
spectrum occupancy decision [21]. However, the more the
number of bits, the more the overhead and the accurate the
final global decision [22]. When the number of SUs is high,
increasing the quantization bits provides no performance gain
and quantized two bits energy report can be used. A softened
two bits hard scheme that divides energy level into four
quantization levels is developed in [23]. While in [24] a soft
combining rule is proposed that assumed SNR is available at
SUs. Similarly, a two-bit softened hard scheme is proposed in
[25] for a cluster based CSS. One bit hard fusion is used based
on SNR and one bit majority vote is used to combine the
results.

Fuzzy logic can be utilized with CR based WSNs to
produce the spectrum decision [26]. It is similar to natural
language and can deal with uncertainty and imprecise
knowledge for decision making. It allows phrases of real
situations to feed mathematical models of reasoning. The
statement truth of fuzzy logic depends on the degree of
membership which have values between 0 and 1. Fuzzy logic is
used in [27] with three descriptors of spectrum utilization
efficiency of the secondary user, of mobility, and its distance to
the primary user. Fuzzy channel ranking estimation was
presented in [28] using four descriptors of variability of the
channel duration availability, duration of the channel idle time,
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channel condition and distance. Similarly, in [29] fuzzy based
spectrum allocation was proposed to enhance spectrum
efficiency based on three descriptors. IEEE 802.22 wireless
regional area network (WRAN) is proposed for the smart grid
to allow unlicensed broadband network to opportunistically
access the unused TV white space [30]. Fuzzy logic is also
applied to the IEEE 802.22 to prioritize channels in the backup
and candidate channel list [31]. Finally, fuzzy logic was also
proposed for IEEE 802.22 WRAN in [32] to select channels
based on required QoS using throughput, latency and
reliability.

I1l. LocAL DECISION IN VARIOUS ENVIRONMENTS

The FC is responsible of coordinating the spectrum
availability and providing the list of available spectrum to be
scanned and utilized. SUs sense the spectrum and transmit their
local spectrum decisions about spectrum availability to their
corresponding CR based Cluster Head (CH). The network is
clustered into c clusters with cluster 1, cluster 2, and cluster j,
each has cluster members of k, , k,,.., k. respectively, where
1<j<k. The CHs collect sensing reports, schedule and
distribute the spectrum sensing tasks among the cluster
members. Upon joining a cluster, j, a SU; becomes a cluster
member defined as SU/. The sensing reports from all cluster
heads CH’/ are collected, to make the spectrum sensing
decision, and this decision is propagated back to SUs to access
the available spectrum.

The functionality of spectrum sensing is implemented at
both physical and MAC layers [33]. Physical layer detects
PU’s signal using energy detection and MAC focuses on time
to sense and channels to sense [34]. CHs schedule and transmit
sensing reports in a Time Division Multiple Access (TDMA)
where total sensing period is divided into a number of sensing
slots, each has a duration of T, that is divided into two sub-
slots: a sensing sub-slot of T, and a reporting sub-slot of T..
All SUs sense the channels in the assigned time slot and then
forward sensing report over the reporting channel in the
scheduled reporting time slots [35]. The spectrum sensing may
behave as binary with hypothesis testing problem, if there are
no activities on the channel, it is considered as a null
hypothesis H, or otherwise it is considered as busy channel H;.

All SUs forward their sensing reports to FC about each
channel. Without loss of generalities, the following is for one
channel, where the local spectrum decision is decided based on
local energy threshold, sensing parameters, and environment.
The propagation is modeled as a simplified AWGN non fading,
or realistic environments lognormal shadowing with no
channel errors, or harsh environment with errors.

A. Non-Fading AWGN Environments

The spectrum sensing in AWGN assumes sensing channels
to be error free with AWGN [33]. For each cluster member
SU/ ", the received signal in the tt" sensing time is defined as
y;(t), where i =1,..., k., is formulated as:

(D) = ny(D) : Ho .
b = oy Xp (D) + (D) : H @
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where 7 =1,...,8, where § is the number of received
samples within the spectrum sensing period T, such as
S =T f; . The PU signal sensed over the sensing channel
Xp,(r) has a carrier frequency of f; with zero mean and
variance of o,,. The AWGN noise signal n;(r) has zero
means and variance of a,,,. Both PU’s signal X, (z) and noise
signal #;(7) are assumed to be independent and identically
distributed random processes. #,; is the channel fading
coefficient. When number of samples “S™ is large enough, the
Probability Distribution Function (PDF) of Y; follows a central
chi square distributed under hypothesis H, and a non-central
chi-square distributed with N degree of freedom under
hypothesis H;. Then the observed sensed energy statistics E;
can be approximated by the Gaussian distributions and
formulated as:

Ei = < Z3lg (@ ©)

The local hard decision u; of the individual SU is computed
by comparing its received energy E; with a predetermined
threshold 1., to decide on hypothesis #; and #, that is
formulated as:

u = {}[1 : EL 2 Ath
' (H,: otherwise

®)

The performance indicators are evaluated to know whether
the sensed value is generated under hypothesis H, or
hypothesis #; which represent idle and occupancy state the
PU. The probability of detection (P, ) is the probability that
decision is #; when H; is true which is formulated as:

Py = P[H; | Hy] = P [E; > Ay |Hy] 4)

The probability of false alarm (P,) is the probability that
decision is 7, but is true which is formulated as.

Prq = P[ 3| Hyl = P [E; > Ay |Ho] )

Pfq is an indicator of the spectrum utilization, where a high
value of Pr, means less spectrum utilization and lower value of
Py, means higher spectrum utilization. Both higher (P;) and
lower (Py,) provide more protection for the PUs and improved
spectrum utilization. As E; follows a Gaussian distribution
with zero mean and variance of ¢? , then performance is
approximated as follows:

2(1+ y)2op
ElH, = Py ~N ((1+ y) 03 220 (6)
207
EilHo = Pro~dV (03,22) @)

where y is SNR. The performance indicators in AWGN
environment are computed as follows:

Ath
Pa = E;176; =Q<[%—1l J;) (®)
o([z-1] [22) ®

Prq = Ej |Hy =
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where Q(.) is the complementary distribution function of
the standard Gaussian function.

B. Error Free Fading Environment

The smart grid have noise, interferences, and multipath
propagation effects [36], and the received SNR at different SUs
is not the same and can be computed as follows.

Fipi (T) xpl(T)

SNR) =vy/ =
L YI Ay (@)X (0)+ 0'1

Zl 1,l#i (10)
where there is | node index and [ < k. ,
ngl_mhli (1)X;;(7) is the accumulated interfering signals
coming from [ nodes. For the error free fading Environments
(channel error probability P, = 0), the sensing channels will
have variable channel fading coefficient /,,; and consequently
have variable SNR. The average probability of detection P, ;
will be computed as

lt_g
oo Tin Tsfs
Poi =, Q arry L /T friddy; (11)

where f(y; ) is the Probability Distribution Function (PDF)
of y;. Under H, case, the P, is independent of y; and the
average Py, ; is the same for all SU; as computed in equation
(9). Then the PDF of y; can be approximated.

i 1 ivi — B)?
fO) = [gatexp— S0,y 2 0 (12)

where 3; is the expectation of y; i.e., B; = €[y; ], and «; is
the shape parameter. In lognormal distribution, the relation
between the parameters {a;, 3;} and {u;, 0; ,, } is specified as
follow:

o © oidp o Bi
Bi = exp (lP ! 211'2)' @ = ox ( ldB> (13)
p -1
where =ﬁ , p is mean, and o;,, is the standard

deviation of the SNR; in logarithmic scale (10log10vy;).
Then Q(x) function is computed as %erfc (%) , Where

erfc(.) represents complementary error function and defined
as follows:

feo (@) =1- Zxp, e (14)
erfc(x))=1— =), g—F——
VT S0 ey K1(2k+1)
In this case, Q(x) function is computed as
1 1 © (- 1)k f2k+1
QM) =5 =Xk —— (15)
2 V0 ke

T
)'t_le
Where t = [L— 1] /Ts—fs
(1+yi) 2

The average probability of detection P, ; at different SU; is
a function of y; and is formulated as:

= _ ﬁ @ ._3/ a(yt )
Py = /8nf0 Vi Zexp[ ]

2B:%yi

Vol. 11, No. 8, 2020
@ (Tsfs)z"“i (—1)k y
2m? \ 2 Sk 4 1@k + e
- Ath )
a
e

For a target performance and if each cluster is assumed to
have the same channel gain, the performance indicators can be
approximated as follow:

Py; = Pr{u; = 1|H;}, Py; = Py; Vi 17)
Pro; = Priu; = 1|H}, Prgi = Prg; Vi (18)

2k+1

/2 exp [ l(’/l—ﬁ)] dy, (16)

pmd,i = Pr{ui = Ol}[l}' Pmd,i = pmcl; Vi (19)

where P, = 1 — P, is the probability of miss detection.

C. Harsh Environment

Due severe noise and shadow fading in sensing channels in
each cluster, the interference increases packet loss rate, which
increases demand due packet retransmissions and consequently
deteriorate QoS due increase in retransmission. This causes
errors and the performance indicators should be modified to
include the channel error probability P, as follows:

Ffe= Pfa(l_Pe)+(1_pfa)Pe (20)
_mde(l - Pe) + (1 - Pmde)Pe (21)

IV. COOPERATIVE HARD FUSION IN HARSH ENVIRONMENT

Prge =

Local spectrum sensing performs poorly in harsh
environment. CSS exploits the spatial diversity from multiple
spectrum sensing nodes, where each SU; submits a one bit
local decision to the CH’ through the reporting channels to
aggregate these reports to the FC to combine these reports
using hard fusion strategies or soft fusion strategy if reports
have raw data. CSS improves detection performance where
nodes in different spatial locations share their sensing reports
with the FC to overcome uncertainties of individual decision.
Either hard or soft fusion strategies can be used [37]. Local
binary decisions are transmitted to FC to combine these
sensing reports to evaluate performance indicators based on
OR, AND, or majority voting strategies [38]. Similar to the
local decision, the final CSS decision is measured based on
both P, and Py,,.

Under ’AND’ rule FC decides the presence of PU when all
the SU’s detects the PU signal.

ke
AND = H Pdv PFAAND = Hi:lpfa (22)

Under ’OR’ rule, at least one of the SU’s involved in the
sensing decides the presence of the PU.

PR = 1 -1, (1 - Pyy),

Pef = 1111, (1 - Pra,) (23)

Under majority fusion rule (half wvoting rule), the
cooperative probabilities can be simplified and formulated

167|Page

www.ijacsa.thesai.org



(IJACSA) International Journal of Advanced Computer Science and Applications,

using the normal Binomial distribution (instead of Poisson-
Binomial) to become:

() Pat (1= PR (24)
Q" = TS5 Pt (1= P! (25)

In harsh environment, performance indicators are modified
to include P, as follow:

(%) Pyt (1 = Pye)lee™ (26)
161(%) Prae' (1= Prge)te 27)

Quae™™OR™ = 1= T(%) Prnge ™ (1= Prge)t  (28)

MA
Qq f =

MAJORITY __
Qde -

MAJORITY __
Qfae -

V. PROPOSED FUZZY INFERENCE SYSTEM

In harsh environments, depending on energy statistic as the
only parameter to detect PU is not enough to correctly detect
the spectrum, as the received energy samples are corrupted by
propagation impairments which cause performance degradation
at low values of SNR. Fuzzy logic can deal with uncertainty in
data by converting imprecise data into precise data. The FIS
utilizes four steps of fuzzification, fuzzy inference engine,
fuzzy rule base, and defuzzification as depicted in Fig. 1.

The fuzzification converts crisp values into linguistic
variables to determine the membership function in which the
fuzzy rule IF-THEN is applied to form the new outputs set.
Three antecedents or descriptors are combined compute the
spectrum detection decision. The first descriptor is energy
difference, the second is the channel condition or SNR, and
third is the local probability of detection which is directly
computed. Each descriptor is assigned three linguistic variables
to compute the reliable probability of detection. The defuzzifier
computes the crisp output from the rule output sets.

The FIS computes reliable spectrum decision based on
these three descriptors. Each is divided into three levels of
linguistic values to reflect different degree of membership of
input linguistic variables. These values are set after analyzing
their range. The Fuzzification converts crisp values into
linguistic variables. The rule base consists of a humber logic
rules in the form IF-THEN statements, where ‘IF’ part of the
rule is called ‘antecedent’ and the “THEN’ part of the rule is
called ‘consequent’. These rule clauses depend on the number
of linguistic variables and membership functions to find
optimal solutions. The three descriptors are computed as
follows.

A. Energy Matrix

The energy matrix is constructed from the received reports

and the absolute energy difference DIFF / for each SU/ from
the average energy for all other SUs in each cluster j is

computed by neglecting the SU/ result in each sensing interval
to evaluate impact of not including this particular SU; in the

result. The energy difference matrix DIFF { for each node i in
cluster j is formulated as

DIFF ] = |E} - ki v El (=12, ..,0) (29)

j=1"i
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Fig. 1. Proposed Fuzzy Inference System.

The total number of SUl.jL, in cluster j is k; , where kq, k|

w.okcand 1 <j < cmeansthat k; SUs in Cluster 1, k, SUs
in Cluster 2,... k. SUs in cluster “c”, respectively. The average
value of energy reports of all other SUs is evaluated by keeping
away the sensing report of the SU; out of the average cluster’s
energy. This value is standardized to get its consistent
dimensions as follows:

; j
Dif fmax— DIFF {

DIFF/ = —_—
t Dif fmax— Dif fmin

(30)

Energy difference to cluster average (Diff}) is the

Absolute differences of the sensing energy of SUL.j with the
average sensing energy provided by all other SUs in each
cluster. It has three linguistic values of Low, Medium, and
High.

B. Channel Condition Matrix

The SNR, computed as (yl.j) , is standardized to get its
consistent dimensions as follows:

j
'j — Ymax~Vj 31
yl Ymax~ Ymin ( )
yl.j has three linguistic values of Poor, Adequate, and
Excellent.

C. Probability of Detection Matrix

The local probability of detection for each SUL.j is defined
as P4, which has three linguistic values of Low, Medium, and
High.

D. Reliable Probability of Detection

The output linguistic values that represent reliable decision
for each SUijand defined as Pd{ has seven linguistic values of
Very High, High, Med High, Mid, Mid Low, Low, Very Low.
Since there are three inputs parameters, each of them have

three levels, a total of 27 fuzzy rules are used. The output is
defuzzified to convert fuzzy output into crisp values again

which is the actual output of the system or the reliable P},
spectrum sensing decision.
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E. Membership Functions

Many types of membership functions can be used to cover
the complete input and output range, from which triangle and
trapezoidal membership functions are the most useful types
due to their simplicity to determine their degrees of
membership. The middle levels of the three inputs re
represented by triangle membership functions and the other
levels are represented by trapezoidal membership functions.
The seven-output linguistic variable are represented by
triangular function as shown in Fig. 2. The two extreme IF-
ELSE statement rules fall between these two cases:

Case (1): IfDiffj'- is high, yij is poor, and de_l. is low then

Reliable P, ; is verylow.

Case (2): If Diffj. is low, yij is excellent, and dei is high
then Reliable dej is veryhigh.

Verylow Low Medlow Med MedHigh High VeryHigh
I|| A
I |
: I .
P 9 A /
\ ( |\
Probability of ( [
% Detection |
/' (Memberships) |
: 27Rules |
A |
.’
’
|
|
SNR

J
Pd;
Fig. 2. The Input and Output Membership Functions.

VI. SIMULATION AND RESULT DISCUSSIONS

The cluster architecture is naturally suitable for all sectors
of the smart grid, one of which is the Home Area Networks
(HANS). HANSs consist of a large number of smart appliances
that communicate with utility to support various smart grid
applications. This environment is simulated with all of the
required simulation parameters selected based on this specific
environment. The sensing reports are collected and transmitted
to the corresponding CH which aggregate these reports to the
FC to compute reliable spectrum decision based on the
proposed FIS. The range of the inputs and outputs of the three
descriptors are selected based on experience acquired from
running several simulations. The numerical values are then
correlated with linguistic variables describing their degree of
belonging to each of the three variables. A rule table, in the
form of if-then statements, is used to represent the fuzzy rules
to generate the values after defuzzification is done on the
output.

A. Simulation Environment

The network nodes are assumed to be static SUs and are
deployed within an area of 200mx100m. SUs are assumed to
have a single interface that can switch among C traffic
channels accessed opportunistically, along with the predefined
common control channel. These SUs coexist with M PUs that
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can appear on C channels. The SUs can opportunistically
access the available licensed channels only when PU is not
active. The PU activity is modelled as independent and
identically distributed random process with busy and vacant
probabilities. Nodes are assumed to sense highly correlated sets
of channels. Each cluster is assumed to have only 5 available
channels to generate congestion. The propagation parameters
are selected to give a high impact of environment. The traffic
parameters are also selected based on data traffic load found in
most HAN applications, which have a periodic traffic that is
generated with constant bit rate (CBR) packets and have a rate
of one data packet every 5 seconds to overload the network.
Each packet has a size of 512 bytes, which corresponds to most
smart grid applications. In addition, the data rate is set to the
maximum data rate 250 kbps. The common simulation
parameters are presented in Table I.

TABLE I. COMMON SIMULATION PARAMETERS
Parameter Values Parameter Values
. Target Probability of
Network radius 100 m false alarm P, 0.1
FC location 50msom | 1getProbabilityof 1 g
detection P,
Unlicensed Band | IEEE802.15.4 | Clannel Error 03
probability P,
Number of SUs 100 Super frame duration 10 msec
SU coverage radius 3Bm ?ensmg report duration 1 msec
N
Number of channels | 5 Sampling duration T 0.1 msec
Path loss exponent 42 Number of samples (§) | 500
Shadowing Variance | 4.0 PU coverage radius 50 m
Receiver sensitivity | -85 dBm Number of PU 5
licensed Band IEEE802.11 | Frequency band 2.4 GHz

B. Simulation Results and Analysis

The impact of various environments, for different values of
SNR, on the probability of detection for various fusion rules of
OR, AND, Majority rule, and the proposed fuzzy fusion under
both AWGN and harsh environment are presented in Fig. 3.
Generally, the cluster based CSS enhances performance over
local decision in harsh environment. The OR logic rule with
and without error shows good performance compared to AND
rule and Majority rule. The proposed fuzzy fusion has the
highest detection probability in AWGN environment than other
fusion rules due to enhancement in decision accuracy.
However, the harsh environment has caused severe threat to
reliability of sensing reports and threaten network operation
due to failure to find any available spectrum. This has degraded
performance in all schemes and reduced detection accuracy at
lower values of SNR. The developed FIS was effective to
enhance spectrum detection using three fuzzy descriptors of
sensing node energy, channel condition, and local sensing
decision. At the sensing node, lower values of SNR indicate
unreliable sensing environment which introduce errors and
degrade the reliability of sensing reports.

The performance of all fusion rules is degraded
significantly under lower values of SNR which made spectrum
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sensing difficult due to incorrect reception of sensing reports
and inability to differentiate signal from noise. The degradation
in detection probability for all schemes is due to inaccurate
sensing reports that cause uncertainty and render the energy
detector useless. For a target Pr,,, as SNR increases, higher
values of P, is achieved as nodes are able to properly detect
spectrum and provide more reliable sensing reports. The
proposed fuzzy fusion has better performance than AND and
Majority fusion rules due to enhancement in decision accuracy
even at smaller values of SNR.

The harsh environment which is prone to error and sensing
reports may not be received correctly have greatly affected all
schemes and decreased the probability of detection. The fuzzy
fusion was able to maintain the performance to a certain limit
after which it could not compensate for errors introduced in
environments. However, the OR logic fusion shows relatively
good performance than the proposed fuzzy fusion and was able
to achieve good performance even in harsh environment.

The probability of detection against probability of false
alarm is presented in Fig. 4, which the proposed fuzzy fusion is
compared with both majority fusion and local detection under
both AWGN and harsh environments. The proposed fuzzy
fusion in AWGN is shown for comparison which has the
highest detection probability than other fusion rules due to
enhancement in decision accuracy. The proposed FIS has
enhanced the detection probability compared to other schemes
and it is able to provide a sustainable solution to solve both
spectrum scarcity and reliability problems in harsh
environments. The reliable fuzzy based spectrum detection has
accurately mitigated the impact of unreliable environment and
has achieved more efficient and robust detection than other
schemes. However, harsh environment is prone to error and
sensing reports may not be received and this causes lower
performance of the proposed fuzzy fusion under harsh
environment as compared to the AWGN case.

Probability of Detection

0.0 T T T . . . . .
-10 -8 -6 -4 -2 0 2 4
Signal to Noise Ratio
=+ AWGN AND —e— Harsh OR
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Fig. 3. The Probability of Detection Against Signal to Noise Ratio.
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Fig. 4. The Probability of Detection Against Probability of False Alarm.

Fig. 5 plots the probability of miss detection against
probability of false alarm Py, for different SNR. At lower
SNR, performance deteriorates mainly because the energy
detection method is based on received signal’s energy and
consequently higher noise levels at receiver greatly impact
performance indicators. The probability of miss detection
increases with the decrease in SNR and the harsh environment
which introduces errors that leads to incorrect reception of
sensing reports. At lower values of SNR, the probability of
miss detection reaches 0 only when probability of false alarm
is close to 1. However, for better values of SNR, lower values
of probability of miss detection is achieved at lower values of
probability of false alarm.

10

0.8

0.6

0.4 4

Probability of Miss Detection

0.0 ' T
0.0 0.2 0.4 0.6 0.8 10

Probability of False Alram
Fig. 5. Probability of Miss Detection Against Probability of False Alarm.
The lower values of probability of miss detection is
achieved only at higher SNR. However, at lower SNR, nodes

cannot recognize the signal and could identify the signal as a
noise and consequently it will consider channel as vacant. The
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harsh environment is subjected to errors that impact probability
of false alarm Py, which occurs if an idle channel is detected
as busy and may lead to a potentially wasted opportunity for
the SU to transmit. Also it impact the probability of miss
detection P,,; which occurs when a busy channel is detected
as idle and could potentially lead to a collision or interference
with the PU, leading to wasted transmissions for both PU and
SuU.

V11. CONCLUSION AND FUTURE WORK

This paper proposes the use of a fuzzy inference system to
enhance spectrum detection in a cluster based cooperative
spectrum sensing in harsh environment. The proposed fuzzy
based soft fusion is simulated and evaluated using the
probability of detection and the probability of false alarm. The
results indicated that the proposed FIS have significantly
outperforms other fusion rules in harsh environment. It was
effective to enhance probability of detection and provide more
robust fusion decision by incorporating environment in
decision making.

In this paper, the QoS was assumed to be satisfied by only
accessing the available spectrum, however, various
applications demand different data rates and use different data
size with various transmission times which need to adapt to the
PU activities. The PU’s activities was fixed and the proposed
FIS urgently needs to consider PU activities, sort the available
channels based on their quality, and allocate available spectrum
based on QoS requirements. Further maximization is expected
by adapting sensing parameter to react to environment
accordingly. However, these sensing parameters should be
optimized along with other parameters to satisfy the QoS
requirements of diverse applications. An immediate future
work will be the development of this complex problem.
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