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Abstract—Although biometric technologies have revolution-
ized the world of communication and dematerialized exchanges,
authentication by biometrics still has many limitations, particu-
larly in terms of privacy concerns, due to the various potential
threats to which biometric templates are subject. The existence of
these vulnerabilities has created an enormous need for biometric
data protection. Indeed, several protection schemes have been
proposed, which are normally supposed to offer certain guaran-
tees, including the confidentiality of the collected personal data
and the reliability of the recognition system. The challenge for all
these techniques is to achieve a trade-off between performance ac-
curacy and robustness against vulnerabilities, which is not always
obvious. In this paper, we propose a theoretical protection model
dedicated to biometric authentication systems. The objective is to
ensure a high level of security for the stored reference data in such
a way that it complies with the non-invertibility and revocability
properties. The main idea is to incorporate a discretization tool,
namely the spread spectrum technology and in particular the
Code Division Multiple Access (CDMA), into a biometric system
based on Random Projection. We introduce and demonstrate the
proposed scheme as a non-invertible transform, while proving its
effectiveness and ability to meet the requirements of revocability
and unlinkability.
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I. INTRODUCTION

In a society where the risk of fraud continues to increase,
the security of individuals within authentication systems has
become a major concern. Despite the development in this
sector, which has experienced a qualitative leap in terms of
surveillance and access control, the traditional authentication
systems, namely those based on knowledge (use of passwords)
or possession (use of badges and keys) are ineffective against
attacks of fraud and identity theft. Over the years, this kind
of system has shown great weaknesses because of its inability
to differentiate between an authorized person and an impostor
who fraudulently acquires knowledge of the authorized person.
Thus, the use of an authentication system that was both
efficient and secure was essential, hence the emergence of
biometric authentication.

In just a few years, biometrics has become the only way for
authentication to guarantee rigorous access control since it is
based primarily on the morphological and behavioral aspects
specific to each person. Indeed, biometric systems exploit the
physical characteristics (such as fingerprints, face, iris, etc.) or
the behavioral aspects (such as voice, writing, the rhythm of
typing on a keyboard, etc.) to construct an identity representing
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an individual. Commonly called modalities, these biometric
identifiers are often universal, unique to each person, and
permanent in time [1]. Moreover, they ensure great robustness
since it is very difficult for them to be lost, forgotten, stolen,
copied, or falsified. The main objective of biometrics is to
provide a more secure alternative to traditional access control
systems, in the sense that it avoids the use of a large number
of complex passwords, concerns about loss, theft and other
falsifications of keys [2].

Although biometric authentication systems provide a much
higher level of security compared to traditional systems, they
are not safe from tampering. The use of this kind of system has
given rise to new challenges related to the protection of bio-
metric data [3]. Biometric information is generally considered
sensitive since it is specific to each individual, and through
which it can identify the owner. The inappropriate use of
biometrics may involve risks to respect for fundamental rights
and freedoms. Some risks of privacy violation are presented
as follows:

e Absence of secrecy: Biometric data can expose very
sensitive information, simply because the data are
publicly available, so they can serve as a basis for
unjustified discrimination.

e  Traceability: the tracking and monitoring of an indi-
vidual identified by the same biometric data across
different databases, to perform profiling of the user.

e Irrevocability: In case of a compromise of the refer-
ence biometric template, it is impossible to revoke it
because of its uniqueness.

e Function creep / Misuse: extending a specific use
of the biometric identifier for another unintended or
unauthorized use.

The issue of preserving biometric data deserves special
attention to ensure respect for privacy when using biometric
data. It should be noted that despite the advantage of biometric
features being virtually impossible to steal, and difficult to
guess by a tier, biometric systems are still vulnerable to attacks
that target this kind of system [4]. Indeed, any component
of the biometric system may be susceptible to a specific
attack: the sensor, the feature extractor, the biometric reference
templates stored and the final decision [5, 6]. The storage and
security of reference data remain among the most crucial issues
for a biometric system, as it can lead to serious security and
invasion problems compared to other modules such as:
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e  The handling sensitive information.

e  The regeneration of the original biometrics from the
stored template.

e  The construction of a falsified biometric sample.

e  The secondary use of biometric information (surveil-
lance, discrimination, etc.).

e The inability to revoke the biometric identifier when
identity theft occurred.

These tasks require imperative attention, especially in the
absence and necessity of an effective protection mechanism
based on biometric templates. This has undoubtedly motivated
us to multiply our thoughts on this point. The challenge is to
design, implement and use a cancellable biometric system that
improves authentication services without unduly compromis-
ing privacy.

Each protection approach for biometric templates must
be designed with strong security analysis while taking into
account the scenarios where the risk of fraud threatens the
stored templates, and must also offer the possibility of revoking
a biometric data set in the case of interception [7]. As specified
by Jain et al. [3], template protection techniques are generally
divided into two families: (i) Feature Transformation and
(i) Biometric Cryptosystem. The common feature of these
methods is that they do not directly store the raw biometric data
in databases, but rather they are either stored on an external
medium or stored after an alteration due to a transformation
function.

The principle of feature transformation approach [3, 8]
consists in transforming the original biometric template X
by using a function § which depends on a random data K.
This specific information that should normally be secret is
assigned to each legitimate user of the system. Thereafter,
only the transformed template §(X, K) will be stored. At
authentication, the query features X’ will be transformed in
the same way using the same transformation function 5, then
is directly matched with the reference template. Authentication
will succeed if F(X’, K) is sufficiently close to F(X, K)
using some measures of similarity. To guarantee the notion
of revocability in case of compromise of the transformed data,
it is sufficient to change the parameters of the transformation
function, and this is done by directly replacing the user key
K, the reason for which biometric transformations generally
use secret data in addition to the original biometric data
[9, 10]. The choice of the transformation function remains
the paramount element in the design of a protection approach
belonging to this category. The function used can be either
invertible in case of Salting, where security is relative to
the knowledge of the transformation parameters [11], or is
non-invertible when a one-way function is applied to the
template [12, 13], in this case, it is computationally infeasible
to reconstruct the original template, even if the transformation
parameters are known.

Biometric cryptosystems [14, 15] provide the means to
adapt cryptographic protocols to biometric data which are very
sensitive and intrinsically noisy. The use of this kind of system
consists either in securing the cryptographic keys using the
biometric features or else indirectly generating cryptographic
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keys from biometric features. They are also based on user-
linked help data extracted from the biometric feature vector,
which is needed during matching to extract the cryptographic
key from the query biometric features. The helper data is
public information that should not, in any case, reveal any
significant information about the original biometric template.
Biometric cryptosystems in their turns can be classified into
key generation schemes, where binary keys are directly created
from the acquired biometrics, and key binding schemes, which
store information obtained by combining biometric data with
randomly generated keys.

All evoked protection schemes have their advantages and
limitations in terms of performance, accuracy, and robustness,
but generally do not yet respond effectively to all desired
requirements. The difficulty is that the transformation is in
most cases entirely or partially invertible. Moreover, the de-
sired criterion of revocability is not obvious to achieve without
creating other risks. This is why we are motivated to design
a generic transformation, in which the protected reference
templates will be easy to revoke, difficult to reverse, and will
not degrade performance. In this paper, we present a demon-
stration of a new protection model for reference templates
by adapting the security aspect of a multiplexing technique
defined as spread spectrum called Code Division Multiple
Access (CDMA) within a system based on random projection.
The proposal aims to verify and prove the identity of an
individual only through its provided identifier while ensuring
agreement with the properties of revocability, unlinkability, and
non-invertibility. This paper is organized as follows. Section
2 presents related works. Section 3 is devoted to preliminary
knowledge. Section 4 describes in detail the steps required to
build the templates. Analysis and discussion of the revocability,
diversity, and non-invertibility requirements produced by our
proposal are given in Section 5. Finally, Section 6 is dedicated
to the conclusion and future work.

II. RELATED WORK

In biometric protection schemes, privacy preservation is
related to the protection of the biometric templates. Ideally, as
defined in several references [16], these schemes are designed
to meet the requirements of non-invertibility, unlinkability, and
revocability. Among the solutions that have been proposed
by the research community to further protect the biometric
templates, we can quote:

Ratha et al. [17] have proposed an interesting solution. The
main idea is to apply geometric transformations on the finger-
print minutiae representation. Three types of transformations
have been tested: Cartesian, polar and functional. This solution
offers great security, as it is difficult to recover the orig-
inal minutiae representation from the transformed template.
However, these transformations increase the rate of intra-class
variations in the protected representation, which considerably
degrades the performance.

Tulyakov et al. [18] made use of symmetric hash functions
as means of protecting fingerprint templates. The hash func-
tions were constructed from the minutiae locations, considering
the random shifting of the minutiae during the acquisition
phase. The security of the generated templates is improved
in [19] using a combination of various hash functions. How-
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ever, it seems that the enhanced approach also suffered from
computational complexity.

Wang and Hu [20], proposed a non-invertible transforma-
tion that can be applied to vectors derived from pair-minutiae.
The proposal is an infinite-to-one mapping approach which is
able to generate revocable templates. The performance of the
system is very promising except that the consistency of the
user key matrix leads to certain storage problems.

Moujahdi et al. [21] have developed a protected fingerprint
representation that relies on the distances between fingerprint
global features (Singular points) and all other fingerprint
minutiae. The principal is to build special spiral curves, which
will represent the final protected template rather than the
features of minutiae. The accuracy performance is supposed
to be maintained, however, The risk is that when a fingerprint
template is compromised, it may reveal the distances used to
generate the protected template.

There are a variety of other methods in this context, many
of which are recent [22, 23].

III. PRELIMINARY KNOWLEDGE

In this section, we focus on the main pillars on which
our approach is based. For this, we will detail both Random
projection and CDMA.

A. Random Projection

Random Projection is a technique that allows in a way
to hide data in a certain space, it is considered in several
works [24, 25, 26] as one of the most secure transformations
concerning biometric template protection [27], as it ensures
unlinkability and revocability. The principle of Random projec-
tion is to project a data vector X € R" onto a random matrix
R, to generate a vector M € R™ of reduced dimension m < n
(from the product M = RX). In biometry, the utility of such
a projection depends on whether the distances between the
different feature vectors of the same user will be preserved
or not. For that purpose, S. Kaski [28] has proved that if the
matrix R is orthonormal then the similarity between vectors
is preserved, and therefore the matrix R becomes a basis
of projection. To get an orthonormal matrix, we have to
go through the Gram-Schmidt process [29], which requires
that the set of randomly generated vectors must be linearly
independent.

According to the literature, the Random projection was al-
ways a basis for many approaches that deal with biometric tem-
plate protection, specifically BioHashing [11] and BioPhasor
[12] approaches. The use of such a technique was to produce
transformed biometric data that may be used for authentication
purposes, given that it provides an impressive diversification
effect for biometric templates protection. Moreover, through
the Random projection, we can also reinforce the property
of non-invertibility using quantization. This step consists in
transforming the result of the projection W = (wy, ..., w,,) to
a vector with binary values, by using a one-way transformation
such that the resulting transformed biometric data cannot
be used to reveal the original biometric data. However, the
quantization requires the definition of a threshold 7, for the
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computation of the resulting vector B = (by, ..
following formula:

0
e {0

Generally, the threshold 7, is chosen equal to zero as the
results of the projection have the same probability of being
negative or positive.

.y bm,), from the

if w; <7
if w; >

ey

B. Code Division Multiple Access (CDMA)

CDMA is a multiplexing technique that is widely used in
the radiofrequency domain, where it provides multiple access
and resource sharing that is both flexible and secure [30]. This
method of access is derived from the spread transmissions used
in the context of military transmissions for many years, where
their objective was to resist at best narrow-band interferers and
to carry out discrete transmissions. Subsequently, this tech-
nique has seen a surprising emergence and a great evolution
over the following years [31].

The principle of CDMA consists in transmitting a set of
messages coming from several transmitters simultaneously on
the same physical medium. On receiving, each recipient col-
lects the received data and then tries to retrieve only the mes-
sage originating from his corresponding transmitter, notably
through a code that was allocated to him at the beginning of
the communication. The use of spreading sequences as codes
provides a way of distinguishing between the different given
users. This makes the transmission less vulnerable to selective
fluctuations in frequencies, and as well as a secure transmission
[32]. This results in better management of available resources.
It was thus stressed that the CDMA technique based on
the use of orthogonal spreading sequences, was theoretically
very satisfactory so that the different trains emitted by the
users do not interfere with one another [30]. The generation
of orthogonal codes is such a crucial step for resistance
against interferences with multiple users. According to [33],
there are two important properties of spreading sequences
that must be respected: autocorrelation and cross-correlation.
The autocorrelation property refers to the correlation between
time-shifted versions of the same code while cross-correlation
concerns if the codes which are used are completely orthogonal
or not, if it was not the case, the different users are interferers
to each other, hence the near-far problem appears. There
are several code expansion techniques to generate orthogonal
codes. Probably Hadamard transform [34] is the best-known
technique. According to our reflection, we will adopt the
same strategy as the CDMA by multiplexing all the reference
templates in the same instance. During the authentication, the
code corresponding to the user is calculated and then used to
extract the specific reference template to perform the matching.
We discuss the approach in detail in the following section.

IV. THE PROPOSED APPROACH

In this section, we introduce a new protection scheme for
the biometric template, which consists of applying a non-
invertible transformation on the biometric features in order to
generate a unique compact binary code. The secure transfor-
mation is based essentially on the principle of multiplexing
provided by CDMA and the principle of Random projection.
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Furthermore, we made sure during the design phase, that our
approach meets the requirements of revocability, unlinkability,
and non-invertibility. Generally, cancellable biometrics [35] is
mainly based on two factors that must be presented at each
authentication [36], namely the biometric trait and the seed
(which can be seen as a secret key). The seed is a user-
specific component through which the transformation of the
original template is carried out, this element must indeed be
secret and out of the way of impostors. For this reason, we
have made sure that the transformation only relies on the
biometric modality as [13] to avoid any vulnerabilities that
may arise in case of seed theft [37]. So, to keep the seed secure
and unknown to adversaries, we integrated its generation
intuitively during template generation as shown in Fig. 1. In
general, biometric systems consist of two main phases: 1)
enrollment and 2) authentication (which can take the form
of either identity verification or identification [20]). During
Enrollment, the user biometric trait is captured (acquisition)
and the features are extracted and stored in a database as a
reference template. At authentication, the same biometric trait
is captured again, the features are extracted and compared
with those previously stored in the database for an eventual
matching and then produce a decision (match/no match). In the
following, we outline the stages that make up our processes.

A. Enrollment Stage

Our proposed protection scheme consists of two main
steps:

1)  Associate for each enrolled user a unique seed,
through which we can always access the same pro-
jection space.

2)  Projection of the extracted original biometric features
onto a secure domain generated from the seed used
in the previous step.

During processing, we used CDMA to discretize the seed
associated with each user. As mentioned above, CDMA is
a mechanism that requires the use of spreading sequences
to avoid interferences. For this reason, our thinking has led
us to apply the QR decomposition, which decomposes a
matrix into two components () and R, where R is an up-
per triangular matrix and () is orthogonal with orthonormal
columns QT.Q = I (where I is the identity matrix). When
the decomposed matrix is square, then firstly it will always
have a decomposition and secondly ) will be orthogonal
QT.Q = Q.QT = I. In our approach, this decomposition as-
sumes an important part, not only in the generation of orthog-
onal sequences but also in linking each identity to a unique
orthogonal code. All steps of the proposed revocable approach
are described in the Algorithm 1.

The enrollment phase involves the storage of three ele-
ments, namely the matrix R from which the orthogonal code
is recovered, the sum S relative to the CDMA technique, and
finally the protected templates.
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Fig. 1. Binding and Discretization of Seeds.

B. Authentication Stage

During the authentication phase, the system scans the
biometric trait of the enrolled user k&, hence the extraction of
the feature vector V. Thereafter, the orthogonal code Qy is
recovered using the stored triangular matrix R according to
the following formula:

Qr =RV, 4

(It should be noted that making the matrix M squared
during the enrollment phase, was very useful when selecting
orthogonal sequences residing at the rows of the orthogonal
matrix (). Then, the sum S is multiplied by the recovered
orthogonal code )i to separate the seed I}, corresponding to
the user k. Applying the same process of random projection
during the enrollment phase, the protected template will thus
be obtained. The system computes then the Hamming distance
between the resulting template and the reference one stored in
the database to either accept or reject the claimer. Concerning
the determination of the threshold, it depends on the system
design, and it is chosen such that the desired false rejection
rate (FRR) and false acceptance rate (FAR) are satisfied.

V. ANALYSIS AND DISCUSSION

Our scheme is considered as a one-way function since
it is computationally infeasible to reconstruct the original
template starting from the stored elements. It is true that the
sum S contains all the orthogonal codes and their associated
seeds, but it is almost impossible to extract them in case of
compromise. Even the knowledge of the triangular matrix R
can not reveal the orthogonal codes @;, especially with the
absence of the feature vectors, knowing that M = QR. So the
security of our scheme is ensured as long as it is difficult
to reverse the transformation to obtain the original biometric
template. Furthermore, the scheme meets also the requirements
of revocability and unlinkability, properties for which an ideal
biometric template protection technique is founded. Thus, if a
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Algorithm 1 Stages of the enrollment phase

Step 1. Extraction of the biometric features vector x € R”
from a raw biometric image where n is the feature vector
dimension.

Step 2. Assemble the set of feature vectors on a matrix
M, xn, where m represents the user index during enroll-
ment phase and n > m.

1,1 X1,2 T1n
Z2.1
men = .
Tm—1,n
T, 1 Tm,n—1 LTm,n

Step 3. Make M a square matrix by complementing it with
random numbers in a way to avoid the case where
det(M) = 0 (the order of the new matrix becomes n X n).

Step 4. Apply the QR Decomposition on the matrix M,
which it can be expressed as My, xn = Qunxn-Rnxn

Step 5. Generate for each identity a random vector represent-
ing the seed, {I; | k =1,...,m}.

Step 6. Application of CDMA combining all the generated
seeds {I; | &k = 1,...,m} with the first m orthogonal
sequences residing at the first m rows of the orthogonal
matrix @) into a single data as :

S= Qin®I @)
i=1

Step 7. Generate a set of pseudo-random vector, { r; € R" |
t = 1,...,m } from each seed Ij, through a random
number generator (RNG), in our case we used Blum-
Blum-Shub [38].

Step 8. Apply the Gram-Schmidt process on the previous set
of random vectors to get an orthonormal set of r, { or; €
R" |i=1,...,m } thereby forming a projection base.

Step 9. Project each acquired biometric vector on its associ-
ated projection base, by computing the inner product of
feature vecteur x € R™ and each orthnonormal vector or;
, such that (z, or;) .

Step 10. Quantify the transformed template as follow:

0 if
bi:{ 1 if

where 7 is a predefined threshold, and m is the dimension
of the protected template.

(x,or) < T
(x,or;) >T

3)

stored template is compromised, it can be protected by using
a new seed instead of the one corresponding to the identity of
the compromised template. The revocation requires both the
storage of a new protected template resulting from the use of
the new seed and also the update of the stored sum S as:

Snew = Sstored - (Qidentity & Iold) + (Qidentity ® Inew) (5)

That is how we will be able to generate multiple protected
templates for the same biometric identity by using different
seeds, which ensures the unlinkability or diversity property.
The advantage of the proposed technique lies not only in the
fact that it is perfectly secure but also in that the scheme does
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not require the repetition of the enrollment phase in case of a
compromise of a protected biometric template.

On another hand, it should be noted that biometric iden-
tifiers are very sensitive and are affected by the variations
that can occur during acquisition thus leading to a consid-
erable degradation in accuracy performance [39]. This lack of
accuracy is due to several factors: variability during capture
(i.e. acquisition noise, use of multiple acquisition sensors,
etc.), intra-class variability (variability of biometric data for
an individual), and inter-class similarity (i.e., the similarity of
biometric data for multiple individuals). The work we have
proposed at this stage is dedicated to biometrics that represents
high stability during the acquisition phase or non-biometric
digital data to demonstrate the effectiveness of the provided
discretization mechanism.

VI. CONCLUSION AND FUTURE WORK

In this paper, we have proposed a new scheme for biometric
template protection. We have indeed exploited the multiplexing
property provided by the Code Division Multiple Access
(CDMA) to generate a certain discritization for biometric
templates as a non-invertible transformation in a system based
on random projection. Our proposal is a kind of biometric
protection approach, which only requires the user biometric
identifier to perform the authentication of individuals. We have
demonstrated that it meets the requirements of a revocable
biometric system, namely, the properties of revocability, un-
linkability, and non-invertibility. It must be mentioned that
the nature and sensitivity of the biometrics have a crucial
impact on performance preservation after the application of the
non-invertible transformation. Through this work, our proposal
has been proven to be effective for stable digital data. In
this perspective, future work will focus on adapting sensitive
biometrics and then evaluating them through experiments using
public biometric databases, as well as a comparative study with
some classical protection schemes in terms of revocability,
unlinkability, non-invertibility, and accuracy performance.
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