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Abstract—Despite the adoption of information security policies, many industries continue to suffer from the harm of noncompliance. Some of these harms include illegal disclosure of
customers sensitive data, leakages of business trade secrets,
and various kinds of cyber-attacks. The impact of such harm
can be enormous.To avert this, monitoring the compliance of
information security policies (otherwise known as use policies)
have been adopted as a strategy towards enhancing security policy
compliance. One of the main essence of use policy monitoring is
to enhance security policy compliance so as to prevent harm.
Ironically, the consequences of use policy monitoring can be
detrimental. While proponents use utilitarianism ethics to argue
that the monitoring of use policy is enhancing security policy
compliance, the opponents of use policy skewed to deontological
ethics to argue against the monitoring of security policy. Deontological ethics is of the view that monitoring of security policy
intrudes on employees’ privacy and tend to hamper on their
work performance. There have not been any clear solution to this
discourse. A survey was conducted to understand the extend of
security policy monitoring. Vulnerability principle was therefore
explored as the panacea towards enhancing the monitoring of use
policy to satisfy all the involve stakeholders.
Keywords—Information security; vulnerability principle; ethics;
security policy monitoring

I.

I NTRODUCTION

There exists a “a tag of war“ between employers and their
workers over use information security policy monitoring [11]–
[14], [26]. Employers are threatened based on the fact that the
employees have been entrusted with user access credentials
and other company resources. So if the use of these assets are
not monitored, the employer cannot be certain of the loyalty
of the employees to be using the entrusted resources for the
assigned duties.
Use policy monitoring involves observing the behaviour
of legitimate users with various tools and technology. The
ultimate goal is to detect and mitigate employees behaviours
that deviate from the established policies. Data from monitoring of the policy can also be used in a reactive manner. It
can serve as evidence for penalizing disloyal employees. Use
policy monitoring can also exonerate suspected but innocent
employees in a dispute scenario which has to do with abuse
of use policies.
There have been various instances where employees inadvertently or deliberately cause problems for the companies
based on their empowerment with access credentials and
resources. For instance, an employee in a drug manufacturing
company sent an email to update its customers but unfortunately, all the customers’ email addresses were entered in the

”TO“ field of the email system [11]. Apparently, each of the
customers got to know of the other customers who were using
the drug [11]. The company was subsequently found guilty
of breach of privacy and was heavily fined [11].In addition,
employees’ conduct can result in the exfiltration of sensitive
data, in unauthorised sharing or disclosure of the company’s
trade secretes. Employees’ actions and inaction has been a
gateway to multiply cyber-attacks which are mostly costly to
the healthcare providers [2].
Based on these repercussions, many companies have
adopted monitoring to track how employees comply with
established information security policies, standards and guidelines [11], [13], [16]towards preventing harm from employees.
Averagely, 80% of organizations are monitoring use policy
compliance. And resent survey indicates that more than 90%
of financial companies uses various methods in monitoring use
policies [1]. Utilitarianism ethical theory is believed to be in
support of use policy monitoring to prevent harm to many
parties in a company [21].
On the contrarily, deontological ethics support the claim
of employees against the monitoring of security practice. According to the opponents, monitoring of use policies can have
psychological and physical harm to employees. Especially,
overzealous monitoring of use security policies are invasive to
employees’ privacy. Excessive monitoring of use policies could
involve video monitoring of toilets, bathrooms and dressing
rooms. As this is very dehumanizing, deonthological ethics
heavily frown on such monitoring and believe that employees
have a reasonable level of expectation of privacy at work places
[11].
Various solutions have been professed but none of them
have the ability to completely mediate in this “tag of war”.
So a review was conducted to understand the problem area
towards proposing a lasting solution.
This introduction is followed by a background section
which provides understanding of the ethical theories that
were used in this study. A section which clearly defines the
research problem, objective and scope was also presented.
The background section is followed by the method section
which describes the approach of the study. This was followed
by presenting the current use policy monitoring methods and
devices were identified. Additionally, the benefit and advert
effect of monitoring these policies were also explored. Finally,
vulnerability principle was used to develop a framework with a
discussion that is deemed fare to all the involved stakeholders.
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II.

BACKGROUND

Ethics provides a set of standards for behavior that helps us
decide how we ought to act in a range of situations [3], [4], [6].
In a sense, we can say that ethics is all about making choices,
and about providing reasons why we should make these
choices. Ethics is defined as an aspect of philosophy which
deals with the nature, criteria, sources, logic and rationality of
moral judgement [3], [4]. It establishes some standard ways
of behaviour to enable one to decide how to act in different
scenarios. Ethics is basically based on moral and cultural
values to establish the moral behaviours or customs within
various groups. Some ethical behaviours such as murder, theft,
assault and arson are universal and unacceptable [3], [4].
Ethics is categorized into three main areas [3]. The are
meta-ethics, normative ethics and applied ethics. Meta-ethics
deals with the source of the ethical principle as to whether it
is a social invention or will of God. Normative ethics propose
standards and principles that regulates the right and wrong
behavior. Applied ethics investigate specific areas and special
controversial issues, for actual application of ethical principles
and standards. Such special areas include abortion, capital
punishment, voluntary euthanasia and animal rights.
In addition to proposing ethical principles for regulating
good and bad behavior, normative ethics also deals with
evaluating moral judgement of which both meta-ethics and
applied ethics are less concern about. In this light, this
study concentrates on surveying for roles in which corporate
institution can play to enhance security practice. Primarily,
normative ethics is categorized into consequentialist theories,
deontological and virtue theories.
A. Deontological Ethics
Deontological ethics deals with the fulfilment of duties
and obligations of people in any given setting. As a result,
deontological ethics is also known as duty-based approach [5],
[6] which is a kind of normative ethics where the principles
and standards tend to guide and assess the choices of people
with their given duty on what they need to do [6]. Each one
is expectant to fulfill their respective duties irrespective of the
outcomes [6]. So a good ethical behavior require an individual
to perform their given duties in the rightfully prescribed
manner, irrespective of the repercussion. A system of rules are
provided in deontological ethics with consistent expectations
for those in the same domain [5], [6]. For instance, if a
behavior is judged to be morally right, that encompasses all
people in related situation and these are basically the laws
established in various jurisdictions.
B. Consequentialist Theories
Consequentialist theories (also known as utilitarianism)
deal with the consequences of individual’s behavior. Primarily,
some actions would always result in good or bad outcome
[5], [6]. So the best ethical decision would be the choice of
action that provides the most good or causes the least harm.
Consequential theory is counterrally to deontological ethics
since deontological ethics does not care about the consequence
of an action aside the obligation for one to perform his or
her duty, irrespective of the outcome [5], [6]. An aspect of
consequentialist approach concerns itself with the common

good where our actions should be guided by contributing
towards the common good of the people. So the best society
for instance should be based on the general will of the people
towards producing what is best for the people [5], [6].
The virtue approach deals with the adoption of outstanding
human characteristics which can motivate an individual in
a given context. A person with good character might have
attained some virtues in society. It normally concentrates on
moral characteristics instead of rules(deontological) or consequences in (consequential ethics) [5], [6].
C. Vulnerability Principle(VP)
According to Robert Gordin, all kinds of ethical principles
can be drawn from vulnerability principles (VP) [32], [41].
In moral responses, others (vulnerable people) depends on the
moral agents. Moral agents ((which is also called vulnerable
agent) has a degree of autonomy and the capacity for independent and reasonable self-determination. Moral agents have the
ability to determine what they want and how they want to go
about their way of life. They can influence their choices by
taking measures to grantee the materialization of their decision.
The employer is the moral agent in the context of workplace.
On the contrary, the dependence are not entirely in control of
what happens in their affairs. Dependants have limited choices
and lack a complete ability to control their affairs. Employees
are the dependants, moral patients or vulnerability patient in
workplace scenarios.
The dependants are really vulnerable to the actions and
choices of the moral agents. The concept of vulnerability in
ethics is a situation in which a dependant (otherwise called
moral patient) is susceptible to injury or harm in some way
[32], [41]. Human beings are emotionally and psychologically
susceptible to loss and grief, to neglect, to abuse, to lack of
care, to rejection, to isolation, and humiliation at various work
places [31], [40]. The VP has therefore placed a responsibility
on moral agents to act in a manner that will prevent putting
vulnerable people or dependence at risks and to protect them
against harm or injury [32], [41]. Stakeholders in a company
including employees, board of directors, share holders and the
society at large can be vulnerable in various ways including
man-made threats, threats of nature, omissions or neglects of
others and through the actions and in-actions of others [32],
[41].
Vulnerability results in a state of helplessness and dependency [7], [32]. Helplessness is the inability to help one
self while dependency is being subordinated, conditioned,
subjected, reliance or living at another’s cost. In both situation,
the harm through vulnerability is as a result of the inactions
than actions [8], [32]. To be harmed means for the patients to
be made worse than the earlier state by direct acts of agents
or by the inactions of the agents who may fail to protect the
patient from the threats [32].
In the context of information security, the employer can
be vulnerable [32], [41]. Employees are normally given authorized access to the company resources such as physical
assets, network, data, software and hardware. In this case, a
kind of autonomy has been entrusted into the employees [11],
[12], [26], [32], [41]. So the employees can then decide what
and how they can use their access right for, if there are no
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established use policies. Even if there are, the employer is
still vulnerable if the employer has no means of determining
the compliance of the use policy [11], [12], [26], [32], [41].
On the other hand, if compliance monitoring of use policy
is established, the employee can become vulnerable if the
monitoring is excessive. In the implementation of use policy
monitoring, ethics is concern with protecting the vulnerable
in the company against others that have the power or are in
position and have the upper hand. And that is the basis of this
study. How can employees, customers and share holders among
others who found themselves vulnerable, can be protected
from harm in the context of security practice which involve
monitoring of the security policies. This study explored VP
to develop an ethical framework towards enhancing security
practices while satisfying the ethical needs of all the vulnerable
partners.
D. Problem Definition, Objective, Study Scope and Approach
The issue at hand is depicted in Fig. 1 where the vulnerability patient (moral patient) suffers harm from both deontological
and utilitarianism decisions which stemmed from the moral or
vulnerability agent. The background is that employers need to
monitor their employees on adherence to information security
policy [11], [12], [26]. From utilitarianism ethical point of
view , security policy monitoring is acceptable, so long as
it serves the common good principle [6], [11], [21], [26]. But
this mostly clashes with deontological ethics [21], [26]. Deonthological ethics stand against information security monitoring
when the monitoring tend to cause harm to employees [21],
[26]. So in such a contention, which ethical method can mediate to bring lasting solution to this discourse? The founding
principles of utilitarianism ethics has been criticised [6], [11],
[21], [26]. As it promotes common good, utilitarinism ethics
can trample over the fact just to achieve its common good
principle [5], [6]. This is ethically wrong [5], [6].For instance,
if video cameras are mounted such that the monitoring invades
workers privacy, so long as the monitoring prevents thefts,
protects the customers, the business and the society at large,
utilitarianism ethics does not care of the privacy issues of the
fewer employees in the company [5], [6], [11], [21], [26].
Deontological ethics mostly restricts the extend of monitoring to prevent employees’ privacy invasion and causing
other harm to employees but some of these provisions does
not satisfy the employers [6].
Vulnerability principle consists of moral agents who have
the moral responsibility to protect vulnerability patients [32].
Vulnerability patients can be identified among all stakeholders
(such as workers, employees and customers) in the company
[8], [32].
In order to mediate and profess a lasting solution on use
policy monitoring issue, one needs to understand the problem
domain in all of its facets.For instance, what are the methods
or tools used for monitoring? What are being monitored
specifically ? How is the monitoring conducted? How does
these kind of monitoring benefit the employers, employees and
other stakeholders and society at large? What are the negative
consequences of the use policy monitoring? Whom does these
monitoring negatively affect and what solutions have already
been proposed?

Fig. 1. Impact of use Policy Monitoring Decision in the Context of VP.

This survey therefore explored to answer these questions
and propose and effective solution. VP was hence adopting in
defining an effective approach to solving the discourse in use
policy monitoring.
III.

M ETHOD

A literature search was conducted in Google scholar, IEEE
Explore, ACM Digital Library and Elsevier, for ethical dilemmas in monitoring information security policies of employees.
Key words including employee, information security policy,
monitoring and ethics were combined with Boolean functions
of AND, OR and NOT, to enhance the effectiveness of
the search strategy. The dilemmas in use policy monitoring,
with respect to utilitarianism and deontological ethics were
analysed. A solution for use policy monitoring was therefore
proposed.
IV.

F INDINGS FROM L ITERATURE S URVEY

They findings in the survey were organised in this section
to answer the outlined questions( section 2.4) as follows.
A. What are the Methods or Tools used in the Monitoring?
In recent time, various methods, techniques and devices
are used in monitoring the compliance of use policies. Employers can conduct monitoring of the use polices within or
outside their organizations, with different kinds of hardware
and software tools. Some of these tools include video surveillance systems such as Closed-circuit Television(CCTV) and IP
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cameras [13], [14], [26]. Both of them transmit video to their
defined destinations but while CCTV converts the video signals
into television usable format, the IP cameras converts its video
signals into packets that can be transmitted via data network.
Employees are also being tracked through their work badges
[13], [14], [26]. In the badge tracking,time spent and entries
into various locations by the employees are monitored [13],
[14], [26]. Additionally,logs of physical accesses with access
cards are stored and can be analysed to determine the security
practice of the use policy [13], [14]. Internet monitoring, email
monitoring, keystrokes, voice recording and biometric devices
are some of the devices and techniques used in monitoring
within the workplaces. In exploring for observational measures
towards profiling healthcare staffs’ security practice, Yeng et
al also identified that the logs of electronic health records
are mostly analysed to monitor health care professionals’
behaviour within the hospitals [2].
With the perceived advert impact of employees security
violations, use policy monitoring is extended beyond the
employers offices. Outside the office space, global positioning
systems(GPS)chips and Radio Frequency Identification (RFID)
chips are being used to track assets locations such as laptops,
phones and vehicles used by employees [13], [14], [26].
B. What are being Monitored and How is the Monitoring
Conducted?
The use policy monitoring methods and tools are mostly
used to observe a broad scope of the employee security
practices. Communication related activities such as keystroke
dynamics, inbound and outbound email communications [11],
text-messages, use of internet and such engines, use of social
media sites and telephone use [11] are some of the employees’
activities that are being tracked [13], [14].
Other employers go to the extend of secretly viewing,
recording and reporting basically all the computer activities
of employees [15], [16]. Some of the monitoring activities
were noted to include hiring and using outside investigators.
Some overzealous monitoring were identified to include video
taps of employee dressing rooms [21], [22] and watching of
attendance to bathroom at work [21], [22]. Other companies
adopted these advance monitoring systems without the knowledge of the employees [15], [17].
C. What are the Purposes of these Monitoring?
It is often said that, “there is no smoke without fire”,
meaning that there are obvious reasons which trigger the
monitoring of these used policies. Some of the main essence
for monitoring use policy includes security and employee
productivity [15], [18], [19]. Many industries claim to suffer
from the harm of non-compliance of security policies by
employees [11]. By virtue of their legitimate accesses to
company resources, employees are required to apply their
given resources in accordance with their provisioned security
policies [11]. So if there is lack of monitoring, employees
could cause the company to lose trade secretes or business
processes to competitors [15], [18], [19]. Companies could
even face legal consequences for negligence to monitor use
policies of employees’ practices which results in causing harm
to others [15]. Aside these, the employers deem it unethical

for workers to be downloading objectionable materials such as
pornography, visiting unauthorised websites and downloading
unauthorised software onto the company computing resources.
Such misbehaviours waste company network and computing
resources [9]. The monitoring of non-compliance such as
emails coming from outside the organization can help protect
the company against various threats such as viruses and social
engineering attacks. Monitoring outbound emails can also help
to prevent data exfiltration. Unauthorised sharing of sensitive
data could be very costly to both the company and the data
subjects involve [10].In terms of security enhancement, CCTV
for instance helps to prevent unauthorised and inappropriate
practices such as theft, fraud and other misuse of security
policies [26]–[28]
Monitoring of use policy does not only help the employer,
but have direct benefits to the worker as well [15], [20]. For
example, an employee who is suspected of sharing trade secret
can be exonerated through the review or audit of his emails
if indeed the employee was wrongfully accused [15], [20].
Other Utilitarian considerations include monitoring which goes
a long way to protect society as a whole in terms of job creation [21]. Aside security enhancement, the proponents of use
policy monitoring trust that the monitoring is able to increase
productivity, improve quality and service while decreasing
cost [21], [24], [25]. Additionally, use policy monitoring has
been considered to be effective in discouraging undesirable
behaviours and enhances productivity [26], [29], [30]. From
the perspective of utilitarianism theory, use policy monitoring
is essential as it supports the protection of consumers, workers
and the company at large [22], [23].
D. What are the Negative Effects of the use Policy Monitoring?
Various “fingers” have been pointed at the advert impact of
monitoring use policies. From deontological point, employee
monitoring is a fundamental breach of the workers rights
and it causes privacy invasion, stresses, decrease in work
satisfaction and is very dehumanizing [11], [12]. Employees
might sign to abide by such monitoring decisions, but they
will still have their resentments of the implications. Employees
may feel that the monitoring of the use policy encroaches
their privacy’s. A related study also supported the argument
and pinpointed that [26] monitoring of use policy invades
privacy, of employees which results in mental and physical
health. The proponents of use policy monitoring believed that
monitoring affects creativity, autonomy, morale, productivity,
work-life balance, organizational trust, job satisfaction and
increased in job stress [12], [15], [26].In terms of privacy rights
of employees, Deontological ethics emphasise that employee
monitoring should never be allowed at work places [15].
E. What are Some of the Suggested Solutions?
Ford et al examined how monitoring of employees’ security
practice could be done without invading on their privacy.
The study therefore proposed for frequent updates of the
use policies by involving the employees while updating use
monitoring decisions with emerging laws [13].
Yearby (2013) considered various scanrios of use policy
monitoring and suggested that , policy writing, policy updates
and compliance should be a cross-functional team work. The
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team should include, representatives from human resources,
legal counsel of both employer and employees and the IT
group, who can best advise on how the monitoring can be
better conducted and the activities that will be monitored. The
IT group can also advise on who will be monitored, and the
data will be included in monitoring. Existing policies should be
reviewed yearly to determine if the policy is in line with current
procedures [15], [16].Janet et al also supported the idea and
stated that policies, “once developed, need to be periodically
reviewed to ensure compliance with evolving legal changes”
[12]
A suggestion was offered for the adoption of communication in the design and implementation of monitoring systems to
solve the issues originating from both deontological and utilitarianism [21]. This should be done by allowing the employees
involve to give input in the monitoring design with regards to
their preferences, The companies need to also communicate
the monitoring activities to the employees and provide faceto-face feedback to employees. The feedback response should
be considered in subsequent monitoring and the employees
who provided the feedback should not be directly or indirectly
punished based on their feedback [21].
Ethical orientation of both the employees and employers
was proposed as a mediation to solving the divide [26]. It is
believed that if both parties are “on the same page” regarding
ethical understanding, there is therefore a high likelihood for
them to reach fair decision which satisfies both the employer
and employee [26].
F. Gap Analysis

Fig. 2. Use Policy Monitoring Solution based on Vulnerability Principle.

subsequently dialogue to finding a lasting solutions is what
this study explored.
V.

U SE P OLICY M ONITORING S OLUTION BASED ON
V ULNERABILITY P RINCIPLE

As shown in Figure 2, the vulnerability principle can be
adopted in the following steps:
1)
2)

With respect to the proposed solution by Ford et al.,
updating security policy monitoring procedures to catch up
with current laws and concerns of employees is a step in the
right direction. However, it in not only employees who are
vulnerable in use policy monitoring. The consequences of use
policy monitoring affects broad scope of actors including the
society at large [11], [12], [26].
Similarly, communication and ethical orientation were respectively suggested by [12] and [26]. The suggestion can
actually provide the parties involve in this argument, with
ethical knowledge and an option for dialogue. But a better
approach should be adopted to identify the stakeholders and
subsequently identify the vulnerability agents and patients.
A complete identification of the stakeholders will lead to
a fruitful discussion among stakeholders towards arriving at a
better approach to monitoring the use policies. Yerby (2013)
supported this identification of the stakeholders but the study
did not specify the method that can be used to properly identify
the vulnerability patients who are affected in the monitoring
of the use policy [15]. The existing gaps has been depicted
as shown in Fig 1. Moral Agents often opt for utilitarianism
ethics, deontological ethics or both in developing use policies
[11], [12], [26]. Any of the approaches can result in their
respective harms (Harm from deontoligical decision or harm
from utilitarianism decision). In such decisions, the vulnerability patient is the receiver of related harmsitem22,itemf,item32.
Therefore, using the vulnerability principle to identify the
vulnerability patients in the decision making process and

3)
4)
5)
6)

7)

Identify what policies need to be monitored. This also
involve, the identification of the monitoring methods
and devices.
Identify all stakeholders who can be affected by the
use policy monitoring. This includes technical teams,
such as legal advisor of all vulnerable groups, and
IT teams who will install the devices or perform the
monitoring.
Train or orientate stakeholders with ethical principles
[26]
Identify deontological and utilitarianism concerns
[26]. This will help catalogue all issues in the use
policy monitoring for consideration.
Identify vulnerable agents and vulnerable patients and
how they are affected by the monitoring
Assess monitoring decisions and strategies and agree
on reasonable monitoring methods which are acceptable to all stakeholders. This should include agreement on what data is to be collected or stored, what
is to be video or audio recorded etc.
Periodically review the entire process for appropriate
update of the monitoring processes [12].
VI.

D ISCUSSION

Information security monitoring is vital in various organizations. But its implementation can tend to ironically suffocate
the very business that it was mend to safeguard and cause various harms. This discourse of use policy monitoring is between
utilitarianism ethics and deontological ethics. Utilitarianism
is a proponent of use policy monitoring while deontological
ethics tend to support employees in the argument against
use monitoring policy due to its negative impact as outlined
in section IV, subsection D. To find lasting solution to this

www.ijacsa.thesai.org

27 | P a g e

(IJACSA) International Journal of Advanced Computer Science and Applications,
Vol. 12, No. 3, 2021
argument, a survey was conducted to understand the use policy
monitoring domain. The results also provided guidelines to
propose what is deemed as lasting solution. The tools, devices
and methods were identified in the review as shown in Table
1. How and what are often monitored were also identified as
summarised in Table I.
Biometric devices in this context are used for monitoring
of employees’ characteristics which relating to their conscious
and unconscious changes of the employees’ traits [33], [34].
Some of these characteristics include temperament, motivation,
posture balance, brain activity, emotions and behaviour [33],
[34].
The advert impact of these monitoring were identified to
include privacy invasion, increment in stresses, reduction in
work satisfaction and causing mental and physical health problems. Monitoring also affects employee creativity, autonomy
and trust which have advert effect on their productivity.
From the view point of employees, aside privacy concerns,
monitoring keystroke for instance can provide misleading
reports of a user behaviour to management which may lead to
needless employee sanctions. A keystroke monitoring system
may not detect when an employee actually has a running
stomach or a brief stretch from his seat. A court ruling in the
European Court of human right in UK, supported this with the
ruling that workers have reasonable expectation of privacy in
making and receiving calls at work [11]. In a related ruling in
the US, the judge noted that an employee does not surrender all
privacy rights and therefore should not completely surrender
that on a company’s computer automatically [11].
In this dawn of digitization, most companies often leverage
on the power of information technology to archive their
business objectives. So employees are often entrusted with
related resources such as access credentials, physical and
electronic office places among others. Computing and other
resources including laptops, phones, tablets, emails, internet,
vehicles and many others, are often provided to the employees
alongside with their usage rules and regulations [11], [12],
[37]. The policies governing the usage of these resources is
often important. So the use of these resources are monitored
to prevent or detect misappropriation, misuse or abuse [11],
[12], [37]. Inappropriate use of a company resources can have
serious consequences on the company, on a third party or
both [11], [12]. A company can collapse if its resources are
wasted [11], [12], [37]. From utilitarianism point of view, this
will not only affect the company and its investors, but the
employees jobs will be lost and clients or the service receivers
will be harmed [11], [12], [37]. Society will also be adversely
impacted since the companies will not be in operation to pay
taxes [11], [12], [37]. Trade secrets and business processes can
be stolen. This can shift the business out of competition [37],
[38].
Companies that deal with personal data also have the
responsibility to efficiently protect this information [12], [14].
So companies can face serious legal challenges if their customers data is compromised or not used for the intended
purpose. Based on some of these pertinent reasons, it is
very sound to monitor use security policies for compliance to
prevent utilitarianism ethical related harms. But some of these
monitoring can be overzealous as employees believe that their

reasonable expectation of privacy at their work places tend to
be encroached.
Privacy concerns in organisations include but not limited
to Intrusion and public disclosure of private facts [26], [35].
Intrusion occurs when there is a deliberate encroachment into
one’s private affairs [26]. This can be done physically or the
usage of devices such as phone calls,taking one’s pictures in
his or her private place, opening one’s personal mails, watching
others with video a camera, recording voice messages and
phone calls among others [35], [39]–[42]. Public disclosure
of private facts involve unreasonable disclosure of the affairs
of one’s private life [26]. Employees feel that monitoring of all
their activities is not right [26]. Even when employees consent
to monitoring for security, performance, they are still much
worried of their privacy [26], [35], [36].
Employees tend to be dehumanized if monitoring is excessive [35], [36]. Employees’ privacy can be heavily compromised in monitoring use policies and this negatively affects
their psychological and physical health [11], [12], [26]. Excessive monitoring prevent employees from working successfully,
because employees tend to lose autonomy and the discretion
to take useful decisions [11], [12], [26], [36], [37].
Critically, deontological ethics is not entirely against the
monitoring of use policy. But the cause of contention is where
use policy monitoring tend to cause harm to the vulnerable
[11], [12], [26], [36], [37]. Ultimately, the advert impact of
excessive monitoring of use policy does not affect only the
employees. Ironically, it affect the employers too. For instance,
psychological and and physical sickness of employees could
translate into poor customer services or production in the
business [11], [12], [26], [36], [37].
More to the point, one of the objectives of enhancing
security is to safeguard the business. Deontological ethics
also expects employees to be productive in their assigned
duties. But the burden of overzealous monitoring can frustrate
this. To find an everlasting solution contention, a reasonable
monitoring of use policy need to be determined with the
appropriate methods. Vulnerability principle which is the father
of all ethical principles could be used in finding lasting
solution to this discourse as outlined in Fig.2. In this regards,
all those who are affected in the security policy monitoring
are identified as the stakeholders [15]. In a typical company
setting,the stakeholders can include the employer, employees,
IT team, customers,lawyers representing the various group
of stakeholders and labour officers [15]. Training or ethical
orientation is then provided to bring the stakeholders upto the
same level of ethical understanding within the scope of security
policy monitoring. Ethical issues concerning utilitarianism and
deontological ethics can then be identified. Based on the VP,
the moral agents and vulnerable patients are identified under
various scenarios. Using dialogue and effective communications [12], [26] backed with their ethical orientation [26], the
use policy monitoring decisions are assessed and analysed to
satisfy all parties. Periodically, the entire monitoring process
should be reviewed to reflect changed laws.
VII.

C ONCLUSION

Following the long standing debate on information security
policy monitoring, a survey was conducted to understand
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TABLE I. D EVICES AND M ETHODS O FTEN USE IN M ONITORING I NFORMATION S ECURITY P OLICIES
No.
1
2
3
4

Device/Method
Video Cameras
Badge Tracking
GPS
RFID

5

Log monitoring and log analysis

6

Biometric monitoring

7
8
9

Keystroke
Voice Recording
Email, social media and SMS
monitoring
hiring and using outside investigators

10

Purpose
Monitoring employees at the offices, dressing room, toilets or baths
Trackin og employees and their time spent at various locations in the office
Tracking and monitoring location of office vehicles
Monitoring and tracking location of office equipment such as phone, laptops,tablets, within and outside office
Profiling employees’ behaviour through logging physical access and accesses
through specialist application software. And also secretly viewing, recording
and reporting all the computer activities of employees [15], [16]
Monitoring the characteristics of staff such as mood changes, facial expressions,
looks, etc
Tracking performance and detecting behavioural changes
Monitoring voice communication to prevent unauthorised disclosure
Monitoring messages to prevent unauthorised disclosure
To assess the nature of the employee in potential policy breaches

the problem domain. Employers are poised in monitoring
employees regarding to how they apply security resources
in their duties.However employees feel that the monitoring
sometimes inflicts them with varying degree of harms such as
privacy invasion, pyschological and mental stress and even tend
to negatively affect their work performance. Deontological
ethics took side with employees as there are some privacy
laws against overzealous monitoring. The basic solution is
to find a balance point of which security policy monitoring
can be conducted in such a way that harm is not caused
onto the stakeholders involve. Vulnerability principle was
therefore explored to help in the mediation of this controversy
in use policy monitoring. The process involve identifying
all stakeholders, training or orientating the stakeholders with
ethics relating to use policy, identifying deontological and
utilitarianism ethical issues in use policy monitoring.This is
followed with identifying moral agents and their patients,
assessing and analysing use policy monitoring decisions to
satisfy all parties. The process is reviewed periodically to
catch-up with updated laws and concerns.
In following this process, all the parties in the use policies
will be involved in the design of the monitoring process.
Their challenges relating to use policy monitoring can then
be identified and resolved. Use policy monitoring can then
be reasonably conducted to meet the desire effectiveness of
the employer without causing harm to employees. Empirical
studies need to be conducted in future to assess and evaluate
this proposed solution for practical use.
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