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Abstract—The Internet-of-Things consists of heterogeneous
smart appliances connected by global network with self-
configuring capabilities requiring interoperable communication
schemes while performing inter-domain routing. A review of
existing interoperable approaches shows that there is still a large
scope of improving 10T interoperability. The proposed system
introduces Interoperable Communication System (ICS) by
developing a novel inter-domain routing in loT using two
schemes. Preemptive and Non-Preemptive Communication
scheme targets mainly emergency-based routing, which demands
faster transmission, and dedicated transmission, demanding
accountability in communication. A simulation study carried out
for the proposed system shows that it offers approximately 90%
reduced delay, 57% increased packet delivery ratio, and 98%
faster processing time when compared with existing approaches
to accomplish interoperability in 10T.
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I.  INTRODUCTION

The term Internet-of-Things (loT) refers to technological
advancement, which connects various virtual and physical
things using the internet's existing infrastructure [1]. It consists
of network infrastructure globally-connected, characterized by
self-configuring  capabilities  considering  interoperable
communication systems [2]. 10T devices are generally
considered smart appliances integrated with different platforms
to assist in operating various applications, e.g., transportation,
utilities, agriculture, healthcare, commerce, and industrial
buildings [3]. In this aspect, the concept of interoperability is a
much-discussed topic under the roof of research and
development in loT. If two loT platforms are incompatible,
then an application's operational features cannot be fully
established [4]. The concept of IoT interoperability is
perceived in the form of a platform, semantic, syntactic,
networking, and device interoperability [5]. In the present time,
the state of interoperability in 10T is managed using different
approaches. The primary approach is to work on gateways and
adapters that mechanizes intermediate software and tools to
bridge the communication among the 10T devices with respect
to different standards and data [6]. Existing gateway protocol
in 10T offers one gateway to communicate with others. Still, it
suffers from significant scalability issues, especially in multiple
and massive smart appliances, which results in higher design
complexity. The second approach uses overlay-based
techniques to integrate the actuators/sensors with other IP-
based objects to carry out seamless operation [7]. It can also be
carried out using a virtual networking system that permits
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device-based communication with an end-to-end approach;
however, it also suffers from scalability issues. The third
approach uses different networking technologies using IP-
based approaches, Software-defined approaches, network
function virtualization, fog computing, etc. [8]-[10]. The fourth
approach uses service-oriented architecture to offer syntactic
interoperability among all smart appliances [11]. The fifth
approach is to make use of semantic web technologies [12].
Apart from this, various other research work is being carried
out to investigate interoperability issues in loT. It is still in
progress, and no definitive solution has yet arrived. There are
various problems associated with interoperability from existing
research trends which are as follows: i) existing trends of the
solution is more inclined towards considering specific case
study which is somewhat unpractical from practical loT
deployment, ii) in the presence of a large number of smart
appliances, it is eventual that the communication has to be
carried out using the application-domain approach, which is
not considered much in existing trends of research,
iii) although, all the major investigation towards
interoperability of gateway node, they have ignored the
consideration of amending the search and data translational
services when gateway communicates with multiple
application domains.

Existing studies in 10T towards interoperability focuses on
specific communication environment without considering
capabilities of devices included in it. This is a significant
limitation of existing system. Therefore, this paper introduces a
simple yet efficient inter-domain routing scheme in 10T that
emphasizes achieving interoperability. The investigation
contributes to evolving a new methodology where
heterogeneous communication systems are considered while
performing inter-domain routing. This paper's contribution is
mainly to introduce a simplified framework that can support
interoperability of communication systems in 10T, not current
times. The organization of the paper is as follows: Section Il
discusses existing research approaches towards interoperability
in loT, Section Il discusses identified research problems,
Section IV discusses proposed research methodologies,
Section V' discusses system design along with algorithm
discussion. Result analysis is carried out in Section VI, while
the paper's conclusive remarks are provided in Section VII and
future work description in Section VIII.

Il. EXISTING APPROACHES

At present, various approaches have been implemented to
address multiple ranges of issues in loT [13]. This section
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specifically discusses the issues about interoperability in loT.
The recent work carried out by Xu et al. [14] has presented a
technique for improving throughput performance, specifically
concerning industrial 10T systems using cognitive networks.
The study has used a convex optimization process in order to
address resource allocation issues in industrial 10T. The
technique also considers scheduling of 10T devices in order to
achieve better fairness control. A similar direction of study
towards resource provisioning to achieve interoperability in
10T is also presented by Zhou et al. [15]. This approach makes
use of the Lyapunov optimization scheme with delay
awareness. Without having any form of dependencies towards
predefined information of statistical data of cloud system, this
technique reports provisioning of 10T application of different
types. The approach finally claims a cost-effective operation
considering practical world traces of traffic information. The
current study also emphasizes security and interoperable
conditions in 10T where signcryption is used for the multi-
receiver system over the mobile system in 10T (Qiu et al. [16).

Another study carried out by Behera et al. [17] has
developed an enhanced communication scheme focusing on
the heterogeneous network in 10T. Considering the wireless
sensor network case study, this implementation mainly deals
with selecting cluster-head for performing data aggregation in
the heterogeneous network in IoT. However, the scheme is
restricted to addressing issues associated with energy
efficiency only in 1oT. Considering the case study of healthcare
in 1oT, the work carried out by Ray et al. [18] has used broker
services for message queueing in order to perform service
provisioning. A unique gateway testbed has been constructed,
which includes various wireless networks for usage in
translational services. The complete study has been carried out
in prototyping form using real-time sensors. The work carried
out by Diez et al. [19] has presented a validation framework in
order to assess the fact of proper alignment of data with
standards of the data model. It has also been seen that
messaging protocols play an essential role in interoperability in
I0T. Al-Masri [20] has discussed the dependency of multiple
messaging protocols to establish proper communication among
heterogeneous devices in loT.

There is also dedicated research being carried out towards
assessing the testbed of 10T. One such research work is carried
out by Lanza et al. [21] where experimentation in the form of
services has been presented for 10T. Existing studies have also
been carried out towards assessing the trustworthiness of
gateway systems in 10T, as seen in the work of Fraile et al.
[22]. The approach discusses security architecture for device
drivers along with faster visibility of the node. Yang et al. [23]
have presented an optimization scheme towards industrial 10T
operation where the Poisson process is used for developing the
work distribution in 10T. The adoption of convex optimization
principle is used for performing analysis. A combined study
towards network security and quality of service is carried out
by Sood et al. [24] in order to enhance the heterogeneity in the
serviced rendered by Software Defined Network in 10T. The
technique also performs transformation of the controllers of
heterogeneous form to the homogeneous form using
mathematical modelling. Heterogeneity is also studied with
respect to security over physical layers in 10T as seen in work
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of Wang et al. [25]. The work carried out by Leu et al. [26]
have emphasized over achieving stability in messaging services
in 10T in order to enhance the heterogeneity in Service-
Oriented Architecture. The technique makes use of shortest
processing time in order to carry out scheduling of the loT
messages in web-based services.

Study carried out by Nguyen et al. [27] has used network
codes in order to investigate the impact of energy consumption
over loT performance. In this study, the author has investigated
the use of random linear network coding targeting to improve
the throughput performance in 1oT. A unique study presented
by Wu et al. [28] discusses the use of tree concept in presenting
sensor network over 10T considering case study of healthcare
assessment. In this work, a unique tree structured is developed
with indexing policies where a neural network is applied in
order to perform feature engineering for facilitating
interoperable operation in 10T. Such learning based approaches
towards heterogeneous network are also witnessed in work of
Yang et al. [29]. This approach makes use of radio frequency
in order to cater up the QoS requirement using Markov
decision process. The study also uses reinforcement learning
scheme for further optimizing the outcome. Adoption of swarm
intelligence is also reported to carry out optimization operation
in IoT. Work of Ni et al. [30] have used dragonfly algorithm in
order to plan the communication path considering multiple
robotic system of heterogeneous form. An indepth
investigation towards various optimization algorithm towards
improving hardware architecture for heterogeneous 10T is
carried out by Krishnamoorthy et al. [31]. Noori et al. [32]
have carried out investigation towards slotted ALOHA
protocol for improving the communication performance in
heterogeneous 10T. Finally, Asad et al. [33] have improved the
quality of service using provisioning of quality of service over
multiple radio access technology using game theory concept.
The idea is to offer a seamless access among heterogeneous
devices in loT.

Hence, it is seen that existing system mainly make use of
heterogeneity concept in order to achieve better interoperability
in 10T. Heterogeneity doesn’t necessarily address
interoperability issues in 1oT. A closer look into existing
system shows beneficial approaches and outcome when it
comes to addresses considered problem. However, all the
essential problems are not considered in generalized
environment of 10T. The next section discusses about research
problem.

I1l. LIMITATION OF EXISTING STUDIES

After reviewing the existing approaches of interoperability
in 10T, following research problems has been noticed:

e Although, there are certain degree of work being
carried out towards addressing interoperability problem
in 10T, but they are very much specific to singular
environment of communication. However, practical
application in 10T demands more towards inter-domain
communication scheme, which unfortunately is very
less. Existing solution are highly inclined towards
either network layer or device level. This is not
sufficient to deal with wvarious emergency
communication systems in 10T.
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e Existing system offers minimal emphasis over
capabilities of smart appliances or 10T devices while
working on interoperability. There is a need of
evolving up with standard of communication over loT
which are not present at this moment in order to cater
up the demands of communication associated with the
low end devices in loT. It is essential to understand
that a practical form of solution for interoperability
should not be purely dependent on available network
entity. Another biggest challenge is also associated
with the existing gateway system in loT which is not
compatible with the changes when a new smart
appliance is added or new services are edited. Apart
from this, there is an emergent need of flexible
interoperability within the gateway system for boosting
up machine-to-machine communication system with
higher range of scalability.

e The third challenge explored in existing studies is that
they consider single of two platform in the form of
application domain. In the practical concept of large
scale scenario of loT deployment, there are
possibilities of multiple number of application domain
and loT nodes within this domain are required to
establish communication process dynamically. A better
and effective approach should be highly practical with
facilitation of scalable operation over the multiple
number of application domains. Adding of new domain
should not affect the scalable performance of the
gateway node.

e There are various routing scheme in 10T; however all
the existing protocols suffers from the challenges
associated with fault tolerance, context awareness,
presence of multiple network standards, node
deployment, intermittent connectivity, multihop
communication scheme. Apart from this issue, existing
routing scheme cannot actually differentiate dynamic
demands of the large scale distributed communication
system. It works in similar way for all kinds of
communication demands. Interoperability is achieved
by a predefined environment in loT which is
impractical.

Hence, the statement of problem is "It is challenging to
develop scalable, interoperable routing scheme which justifies
all forms of traffic demands in unbiased fashion in large scale
IoT environment."

IV. RESEARCH METHODOLOGY

The proposed system adopts an analytical research
methodology where the idea is to construct a framework which
can jointly address the both preemptive and non-preemptive
communication system in loT. The novelty of the proposed
methodology is that it offers higher degree of flexibility to
achieve interoperability in achieving communication in IoT.
The prime aim of the proposed study is to offer a significant
range of interoperability among the heterogeneous smart
appliances, also called as 10T nodes. It is a continuation of our
prior implementation where scalability factor has been
achieved [34]. Fig. 1 highlights the architecture implemented
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for this purpose to develop Interoperable Communication
System (ICS).
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Fig. 1. Architecture of ICS.

Fig.1 highlights the composition of prominent block of
operation of ICS. The first block of 10T Topology mainly
incorporates l1oT environment with presence of 10T nodes
deployed in the form of group. The second block of
Application Domain clusters all the 10T nodes within the 10T
environment. The common block of 10T Routing considers the
deployment of any communication protocol within application
domain. Each domain is assumed to execute discrete 10T local
routing. The next important block of operations is preemptive
and non-preemptive communication scheme. The former
scheme is used for processing emergency transmission while
the later scheme is used for dedicated transmission in 10T. The
idea is to develop a framework which can cater up
communication demands of maximum situation in loT. The
next block of operation is Gateway Node Management which
is mainly used for translational services for facilitating
interoperability in the system. In case of preemptive approach,
the gateway node performs data translation while in case of
non-preemptive approach; addresses of the node are shared.
The study outcome is finally. The further discussion of
methodology of proposed system is illustrated in next section
with respect to system design.

V. SYSTEM DESIGN

This part of the study illustrates about the system design as
well as implementation being carried out towards developing
Interoperable  Communication System (ICS) in IoT. The
complete implementation is carried out considering the
practical environmental scenario of using different forms of
smart appliances deployed in loT environment. The study
considers heterogeneity in the devices being connected where
achieving interoperability in communication system is still an
open-end problem. For this purpose, the complete ICS is
designed considering two states of communication demands
i.e. preemptive and non-preemptive stage. This section
elaborates about the system design deployed for this purpose.
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A. Preemptive Communication Scheme

The prime purpose of the preemptive communication
scheme is to offer instantaneous communication establishment
during any form of emergency circumstances (Fig. 2). It is
based on the hypothesis that when a large number of
heterogeneous smart appliances are connected in an loT, either
in small and large scale, achieving faster communication is
quite a challenging aspect. Hence there is a need of preemptive
mechanism which can ensure that an emergency
communication always takes place irrespective of any situation
of some of the 10T nodes owing to any reason. This scheme
also considers that only few 10T nodes could possibly exhibit
degradation in its performance of data forwarding either due to
resource depletion or due to any miscellaneous reasons. Apart
from this, it should also offer supportability of mobility
condition of 10T nodes.

Application Domain-1

(ICS)gnoge

Application Domain-1 Application Domain-2

(ICS)gnode
Gateway-2 > Node-4

Gateway_RREQ

(ICS)gnoge
Gateway-1

1. Gatyyvay_RREQ

Comm Prot (C1) Comm Prot (C2) — Corhm Prot (C2)

Fig. 2. Preemptive Routing Scheme in loT.

Fig. 2 highlights a practical implementation environment
where a smart appliance node; is a part of application domain
a; which sensed an event-data and now it is required to
transmit this data to node, that is part of different application
domain a,. The environment also considers usage of two
different communication scheme 3, and B, followed by all 10T
nodes in domain o, and o, respectively. The transmitting node,
broadcast the beacon for route discovery first considering the
presence of an loT gateway node y. It should be noted that the
study considers a single gateway node in one deployment zone
v which offers translation services for two application domain
by offering two discrete sub-gateway services i.e. y=( y1, 72).
This gateway node carries the addresses associated with
identity and position of their respective registered smart
appliances followed by establishment of connection. The
proposed system constructs an algorithm which initiates
processing of the request of data forwarding where gateway
protocols assists in establishing preemptive routing. The
algorithm implemented for this purpose is shown as follows:
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Algorithm for Preemptive Communication Scheme

Input: n, », g, Cv, f

Output: d

Start

1. Fori=1:n

Formulate o=1: m

oi=[ a, ay, .... 0| M<N]

alloc n;j2an, Y2

For o=1:m
ny; forwards msg(Cy1)
Cy; forwards msg(y(a))
(i) >MSg 1 (y(0tis1))
Y(ir1) 2(Cr2) > (d)ny

10. End

11. End

n

©WoN O A~®

The above mentioned algorithm takes the input of n
(number of smart appliances), y (gateway node), o (application
domain), Cv (Communication vector), and f (function for data
translation), which after processing leads to generation of d
(transmitted data). The algorithm considers all the sensor nodes
(Line-1) and formulates m number of application domain «
(Line-2 and Line-3). It should be noted that number of
application domain m is considerably less compare to number
of 10T nodes. The algorithm further allocates specific number
of sensors n; to all m number of application domain (Line-4).
Considering all the number of available application domain o
(Line-5), the 10T node initially forwards the message in the
form of communication vector C, (Line-6). The variable msg
will mean control message or beacon used for route discovery
process (Line-6). This is carried out in the form of broadcasting
and this information is then passed on primary gateway node y
of the parent application domain (Line-7). The parent domain
accesses the information from the message to find out the
location of the destination node within different application
domain (Line-8). The implementation considers the fact that
each application domain exercises a unique routing scheme
where the gateway node assists in data translational services in
cross-application domains. It is also assumed that each gateway
node possess information of its respective 10T nodes.
Therefore, when a request to forward data to a specific node
arrives for a gateway node from different gateway node, there
are two further possibilities viz. i) if the destination node is
present than the data d is subjected to data translation using
function f(x) (Line-9) and finally data is forwarded, and ii) if
the destination node is not present than the gateway node
passes the route request message to the next gateway node and
this search continues until and unless the destination node is
found. It should be also noted that all the gateway nodes
performs an exchange of their information after a certain
interval of time. This will reduce the search time as updated
information will be always available.

B. Non-Preemptive Communication Scheme

This is another alternative of the routing scheme where the
circumstances demands dedicated routing of the data among
heterogeneous loT devices.
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This part of the implementation considers exactly the
similar deployment of application domain, gateway node, and
10T devices. According to the representation shown in Fig. 3,
the transmitting node node; transmits the control message for
the purpose of route discovery process. When the parent
gateway node receives this request, it is forwarded to
neighboring gateway node of different application domain.
This is done if the primary gateway node is located far from
destination gateway node which has destination node. If the
target gateway node is located near to primary gateway node
than the message is forwarded directly to the destination
gateway node. Different from preemptive communication
scheme, this scheme basically emphasizes on the address
information of all the nodes involved in communication
process in order to offer more accountability in communication
process. Another uniqueness of this technique is that it offers
bidirectionality of the communication process. Apart from this,
the study also contributes towards assisting in exchanging
routing table information between the transmitting and
destination node located in different application domain. This
makes the process of updating routing operation quite faster.

The algorithm responsible for this purpose is as follow:

Algorithm for Non-Preemptive Communication Scheme

Input: n, v, a, Cy, A, T.

Output: d

Start

1. Fori=1:n

2. Formulate a=1: m

ai=[ a, ao, .... Om| M<N]

alloc nj2an, y2o

For o=1:m
ny; forwards msg(Cy,)
response of C,; is forwarded to ng;.
Cu1> (y(ai))

9. ()21t (v(ei))

10 y(ai)>MCy2)

11, Cp> tu(ny)

12.  transmitd

13. End

14. End

N O AW

The algorithm takes the input of n (IoT nodes), y (gateway
node), a (application domain), C, (Communication vector), A
(process of sharing address), and t (information of address),
which after processing yields an outcome of the d (transmitted
data). The unique aspect of this routing scheme is that it
mechanizes a method which performs embedding of the
routing information to the 10T devices present in the network.
In order to facilitate a dedicated communication path, the
proposed algorithm ensures that each communicating nodes
should have an access to the address information of all the
nodes involved in path establishment via different gateways.
The gateway node is responsible for sharing the address
information among each other. Therefore the non-preemptive
process of communication differs from preemptive
communication scheme by facilitating the gateway node to
carry out mutual exchanging of positional information among
each other. The preliminary steps of operation are nearly
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equivalent to preemptive operation. Considering all the loT
nodes and application domain involved in it (Line-1 and Line-
2), the proposed system initiates it process when node; in
domain q; attempts to communicate with node; in application
domain ;. The 10T node nodei transmit its control message
using communication vector C, (Line-6). The respective
response is forwarded to node node; and instantly transmits the
information about the address along with it to node; via the
gateway node vy; in application domain a;. The request for
routing is not forwarded to the application domain but they
only share information of its addresses. The gateway node
associated with the a; share its own information as well as
adjacent loT devices after it receives the information of address
for the node; in the form of response. Once this information
about address is received, the gateway node share the
equivalent information with an assistance of communication
vector C, that make use of method of sharing address which is
further forwarded to transmitting loT node. One of the
significant characteristic of this algorithm is that it is capable of
generating maximum number of addresses of all connected loT
nodes with the gateway node. Therefore, there are minimal
utilization of the network resources as well as there are lesser
dependencies in processing this algorithm in contrast to
preemptive routing scheme. Another potential contribution of
this algorithm is that it facilitates inter-domain routing specific
to those nodes which are registered under established entries in
more secured manner. The proposed system also performs
specific way to exchange the message. The proposed approach
carries out forwarding of the beacon for collecting the
associated information of the loT nodes followed by sharing of
the control message along with the gateway nodes. In this
process, the sequence number as well as address of 10T node is
used for formulating the structure of beacon used in proposed
study. The proposed system considers IP address as the address
of the 10T nodes while freshness of data is represented by the
sequence number.

Application Domain-1 Application Domain-2

(Ics)gnude

Node-1 |—>| Gateway-1 [§
é ©

(ICS)gnode

3. Addr_DataExchange

Addr_daf

{ 1RREQ |~
Comm Prot (C1) «—» Comm Prot (C1) Comm Prot (C2)

Application Domain-1 Application Domain-2

(ICS)gnode

Node-1 |—>| Gateway-1 [§
é ©

1. Addr_Data£xchange

ddr_dat:

3. Exchange [<
o

i of addr
Comm Prot (C1) «—» Comm Prot (C1)

Comm Prot (C2)

Fig. 3. Non-Preemptive Communication Scheme.
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VI. RESULT ANALYSIS

This section discusses about the outcome obtained after
implementing the proposed ICS. The implementation of the
proposed system is carried out considering 500 10T nodes
deployed in 1000 x 1000 m? simulation area where the
transmission range is considered as 200m with assessment
period of 1000s of iteration. As the proposed system mainly
presents a modelling for communication scheme; therefore, it
considers the equivalent standard performance parameters of
delay, packet delivery ratio, and overall processing time. In
order to perform a measurable assessment, the outcome of the
proposed system is compared with the existing standards which
are related to IoT. The first existing standard considered for
processing is RFC 3221 which is responsible for performing
inter-domain routing in 10T [35]. The second existing standards
which are related to 10T is RFC 8352 which is responsible for
implementing gateway scheme in loT [36]. This section
illustrates all outcome achieved.

A. Outcome of Delay

Delay is one of the prominent performance parameters to
signify the communication effectiveness. Communication
carried out in large scale scenario in presence of gateway and
uneven traffic can significantly increase delay. Hence, the
assessment of delay is carried out by forwarding 2500 bytes as
experimental data. Fig. 4 highlights that the proposed system
excels better outcome in contrast to existing approaches. The
prime reason behind this is the underlying mechanism of
message control in proposed ICS with availability of both the
schemes. Presence of preemptive scheme always results in
lower delay but at the same time, non-preemptive scheme too
assists in reducing delay as once the path is set via accessing
addresses, then data transmission becomes almost seamless in
this dedicated path of inter-domain routing.

It is to be noted that the gateway node of proposed system
contributes towards collecting individual address of the loT
devices and it performs periodic exchange of information with
its adjacent gateway node. Therefore, proposed system can
ascertain routing of maximum quantity of data over shorter
range of time. Apart from this, the duration for obtaining
information of communication vector from other 10T devices is
also reduced. There is no potential overhead in the gateway as
it only permits the exchange of the address information of loT
device. On the other hand, RFC 3221 offers overhead control
in 10T, but there is no updating process towards the routing
information in the memory of routing table. Apart from this, no
information is shared with its adjacent nodes. The existing
approach of RFC 8352 assists in performing gateway protocol
implementation standard by opting for highly stabilized
communication channel which is carried out using index of
mobility criterion. It should be noted that gateway node is
tracked via index of mobility to find out if they resides within
the coverage of network. This calls for increasing search
process which further increases the delay to a higher value.
Therefore, the proposed system offers approximately 90%
improved delay reduction when compared with existing
standards of interdomain routing in loT for targeting better
interoperability.
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Fig. 4. Analyzed Outcome of Delay.

B. Outcome of Packet Delivery Ratio

Packet delivery ratio is considered another performance
parameter which is assessed by considering amount of data
which is already being forwarded to the amount of the data
received by the recipient. Fig. 5 highlights that proposed
system offers approximately 57% of improved packet delivery
ratio in contrast to existing system of inter-domain routing. The
prime reason behind this outcome is that it offers better form of
data processing over the gateway node which makes the system
characterized by higher interoperability. The routing tables are
generated as well as updated by proposed data translational
services into multiple structured which has solution to all the
possible alternative communication path between transmitting
and receiving 10T nodes.

Apart from this, preemptive scheme assists in node-by-
node communication system where data is instantly forwarded
to next node during route discovery process itself. Hence, it
constructs a stabilized path whereas the path stability increases
multifold when non-preemptive communication scheme is
applied. However, no such operation takes place in existing
system resulting in inferior packet delivery ratio.

C. Outcome of Processing Time

Processing time is one of the essential performance
parameter to measure the computational complexity as well as
to assess the overall response time of the system. It gives a fair
idea of effectiveness of proposed model over practical network
environment. The proposed evaluation considers processing
time as the cumulative amount of time needed for the gateway
node in order to perform processing of the data transmission
from source node of one application domain to destination
node of another application domain. Hence, there is higher
feasibility of different ranges of processing time for different
set of communicating 10T nodes. Considering multiple rounds
of simulation, the assessment of the processing time is carried
out to evaluate the effect of various traffic behaviour, its load,
and variable data over the processing time.
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Fig.6 showcase that the proposed system accomplishes
approximately 98% of reduced processing time in comparison
to existing system. The justification behind this outcome is that
the developed gateway system of ICS can cater up the demands
of any form of dynamic environment. The proposed ICS solve
the problem associated with intermittent breakage of link in
dynamic topology of 10T. This is made possible when there is
communication exchange between gateway nodes of different
application domain. However, such forms of route
management is not taken care of by existing standards in 1oT.
Another essential contribution of proposed system is that 10T
nodes are freed from any form of duty towards strengthening
the connectivity of 10T devices that is also the reason for faster
response time.

VI11. CONCLUSION

This paper presents a discussion about a novel framework
of facilitating an inter-domain routing in loT with core
emphasis to accomplish full-fledge interoperability. The study
uses an analytical approach where an loT environment is
deployed in such a way that the device-to-device
(heterogeneous) communication is carried out using gateway.
The protocol implemented is executed on gateway node where
it facilities two forms of routing scheme apart from its data
translation services. Preemptive scheme assists in emergency
communication while non-preemptive scheme assists in
offering dedicated line of communication in IoT. The study
outcome shows better communication performance in contrast
to existing schemes deployed in achieving interoperability. The
definitive findings of the measure of its significance in the
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research community is that proposed system offers 90%
reduced delay performance, 57% of more packet delivery ratio,
and 98% of reduced processing time in comparison to existing
system.

VIIl. FUTURE WORK

The present research work will be continued towards
achieving secure communication in data transmission in 10T in
compliance of scalability and interoperability aspects too. It is
necessary as the proposed system is capable of connecting a
vast set of network with another network via a gateway system
and hence massive number of data as well as services are
exchanged. Hence, future work could be carried out using
trust-based data integrity scheme along with privacy
preservation.
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