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Abstract—The COVID-19 pandemic, produced by the SARS-
CoV-2 virus, has caused global public health emergency, with the
rapid evolution and tragic consequences. The fight against this
disease, whose epidemiological, clinical, and prognostic
characteristics are still being studied in recent works which is
forcing a change in the form of care, to include transforming
some face-to-face consultations into non-face-to-face. Recently,
various initiatives have emerged to incorporate the Internet of
Things (loT) in different sectors specially the health sector
generally and in e-Health systems specifically. Millions of devices
are connected and generating massive amounts of data. In this
sense, based on the experience in the health sector in the
management of the pandemic caused by COVID-19, it has been
determined that monitoring potential patients of COVID-19 is
still a great challenge for the latest technologies. In this paper, an
loT-based monitoring framework is proposed to help the health
caregivers to obtain useful information during the current
pandemic of COVID-19, thus bringing direct benefits of
monitoring patient's health and speed of hospital care and cost
reduction. An analysis of the proposed framework was carried
out and a prototype system was developed and evaluated.
Moreover, we evaluated the efficacy of the proposed framework
to detect potentially serious cases of COVID-19 among patients
treated in home isolation.
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I.  INTRODUCTION

Currently, the Internet of Things (IoT) is one of the
technologies that have been widely disseminated in different
application contexts [1]. 10T can be defined as a technology
that consists of millions of devices that are connected to the
Internet [2]. This network of devices exchange, add and
process information about their physical environment to
provide value-added services to the end users. Thanks to the
advantages provided by 10T, its use has been made possible in
different sectors such as industry, tourism, health, and the
environment, which has made possible the construction and
formation of smart cities [3].

There has been a remarkable growth in the number of
connected devices in recent years. Since 2008, these have
already surpassed the number of inhabitants on earth, and
could reach 75 billion connected devices by 2025 [4]. An
example of this scenario is the smart lamps, which even when
they are not emitting light must remain connected, waiting for
a switch on, whether from a human user or from another
computer system. Another example is wearable devices [5],
which constantly monitor a person's physical activity, and can
issue alerts if any of the indices fall outside the desirable range

[6]. With this view, the trend is that it is increasingly necessary
for isolated items to connect to share information. Therefore,
just as it is now uncommon to have a computer disconnected, it
will soon be unusual to have an air conditioner or a coffee
maker in this same situation.

Worldwide, the commercial automation and home
automation areas are, among the 10T technologies, those that
currently attract the most investment and with the largest
installed 10T parks in the world [7]. Despite this, many other
areas can also take advantage of the growth, evolution, and
cost-effectiveness of this technology to expand its possibilities.
Health care is one of these areas, where the use of 10T can help
in various fields, whether streamlining medical care,
emergency response time, predicting the occurrence of serious
events, among other possibilities [8]. In all cases, the expected
benefit is the improvement in the quality and life expectancy of
the public using loT technology [9].

Coronavirus is a new disease that comes from the group of
coronaviruses which has seven distinct types in this family.
four types of this family are mild, like a catarrh. COVID-19
was primary identified in Wuhan City, China, and has been
officially named "SARS-CoV2." It causes cough, fever and
difficulty of breath. The incubation period is officially two to
fourteen days after exposure. Infection can range from very
mild to advanced pneumonia, but it appears that 80% of cases
are mild [10].

With the COVID-19 pandemic, the researches on personal
health sensing equipment became even more intense [11].
Thermometers and pulse oximeters, for example, have become
even more popular. One of the impacts of this was that many
wearable devices, such as smart watches, incorporated these
features into their latest models. using these devices, it is
possible to monitor interesting data about the user's health,
such as heart rate, blood oxygenation and body temperature -
depending on the device model [12].

The demands of the health area that can be supported by
IoT are extensive, ranging from the needs in hospitals and
health care establishments, through ambulances and emergency
environments to home care environments. Even with all these
possibilities, the healthcare area still does not make full use of
10T technologies [13].

In intensive care unit environments, for example, patients
are routinely monitored by hospital equipment that usually
displays data on parametric monitors, located within sight of
healthcare professionals. Its main function, arguably, is to
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display the values obtained in real time, as well as to provide
audible and visual alerts when values leave the normal range.
In general, the generated historical data is stored in the
equipment for a few hours, just so that it is possible to observe
the average, maximum and minimum values for the period.
However, the definitive record is made by the nursing team:
periodically a professional must go near the monitor to write
down the information presented in the patient's medical record
[14].

As for ambulances, operating protocols may vary according
to the management and purpose of the displacement. A
common case of use of ambulances is when a patient is
transferred in a state of urgency or emergency to a specialized
hospital. When an emergency call is received requesting, for
example, an ambulance to go to the home of a patient in home
care, the ambulance environment (equipment and
professionals) is quickly prepared based on the health status
information that was provided when the call was made. If the
patient (before the arrival of the ambulance) experiences any
sudden change of state (for example, cardiac arrest), it will be
necessary for the ambulance team to be notified by telephone,
while still on the outward journey. In a perfect setting [15],
during the COVID-19 pandemic, it became necessary to
simultaneously monitor millions of infected people, to monitor
their symptoms and carry out, if necessary and at the right
time, their hospitalization[16]. In this scenario, there is a great
benefit in using loT devices to collect and analyze patient
health data in real time, which is the possibility of predicting
the capacity of sectors and scheduling internal patient transfers.
Not only that, but there could also be an optimization in the
process of external transfers, as the team could, through real-
time patient data, choose the ideal moment to perform each
transfer.

These factors indicate that the current way of using health
sensing data can be improved, with the objective of generating
benefits for both the patient and for the professionals and
health services involved. These benefits are related to the
agility in identifying health problems, measurable by sensors,
the quick notification of health caregivers and the possibility of
obtaining prognoses about the patient's health.

The contribution of this paper is to propose an loT-based
monitoring framework that can help the health caregivers to
obtain useful information during the current pandemic of
COVID-19. Moreover, a prototype system is developed and
evaluated.

The rest of this paper is organized as follows: Section Il
discusses related works. Section Il describes the proposed
loT-based e-health framework. Section 1V elaborates the
prototype simulated implementation. Section V discusses the
experiment. In Section VI, we discuss our findings. A
conclusion if this work in conducted in Section VII. Finally,
Future work is proposed in Section VIII.

Il. RELATED WORK

This section presents a set of related works that were
considered for the development of this work. In [17], a review
is made of the main potentialities of 10T as a mechanism to
mitigate the impact of the pandemic caused by COVID-19.
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Likewise, a set of applications that have been developed in
different countries for the identification and control of patients
with COVID-19 are presented, several of which have been
articulated to the health system. In the same way, the authors
highlight the possibilities of loT to make remote and
autonomous monitoring of variables such as heart rate, blood
pressure and blood glucose by patients. In the same way, as
challenges of this type of technology, the security of the data
and the interoperability of the different devices stand out.

In [18], the authors propose an loT system for heart rate
monitoring in usability tests. The system proposed by the
authors obtains the heart rate and heart rate variation data from
a Bluetooth belt and sends them to a desktop application,
which receives the data through a Bluetooth adapter and stores
them in a database at the time that displays them graphically as
a function of time. From the data captured, the system
determines the level of mental stress of the user at different
moments of the test.

In [19], a system for the detection of heart conditions and
the identification of mental stress is proposed using the free
Arduino hardware platform and a heart rate sensor compatible
with it. From the data captured by the sensor, the system allows
the graph of the heart rate to be displayed in real time as a
function of time, as well as the possible level at which the
obtained heart rate is classified (bradycardia, normal,
tachycardia). The system presented by the authors does not
allow the storage of the data and therefore neither the analysis
of the history of the captured data.

In [20], the authors present an loT system for the self-
diagnosis of heart diseases using a probabilistic method for the
study of cardiac dynamics. The proposed system is framed in
the service-oriented architecture and consists of a bluetooth LE
heart rate sensor, which captures the data and sends it in real
time to a mobile application, which is responsible for
visualizing the data and calculating the probability. Heart rate
takes a previously defined critical value. Although the
proposed system includes the capture, storage and analysis
layers, it does not present the behavior of the heart rate in real
time at a graphical level, nor does it take into consideration the
level of oxygen saturation as a study variable.

Among other applications of loT for health care, the
proposal of [21] stands out who propose a monitoring system
for chronic obstructive pulmonary disease-COPD through
constant measurement of body temperature, oxygen saturation
and heart rate with inexpensive sensors to issue early
prevention alerts. For their part, [22] present a literature review
oriented to internet of things applications for home health care
using loT technology, known as loT Health.

All the works presented in this section show loT Health as
a promising alternative for the health industry by allowing the
personalization of the health service with lower labor and
operational costs and facilitating the early warning of health
alterations in people.

I11. PROPOSED FRAMEWORK

In this section, a detailed description for the proposed
framework is given. A generic diagram of the framework is
shown in Fig. 1. It aims to provide support for healthcare
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specialist decision-maker. Additionally, it works as a
component capable of generating useful information about
patients through 10T technology. The proposed framework can
receive data collected from sensors, process and generate
relevant information and notifications in a timely manner. The
proposed framework was designed for COVID-19 patients.

A. loT Data Collection Module

An important part of data analysis is collecting patient data.
0T data collection module considered as the bridge between
wearable sensors and the proposed framework. This module is
built based on the 10T infrastructure for health applications. In
this experiment, the Mysignals platform is used. MySignals is a
hardware development platform built for e-health system [23].
Fig. 2 shows MysSignals device and its different types of
connected loT sensors. The information collected by
MysSignals is useful for the analysis of COVID-19 patients.

The following information can be collected through
MySignals:

e Body position - important to know which side the
patient is on or has been in the same position for many
hours (warning to prevent pressure ulcers from
forming). In the case of patients with COVID-19, this
data may indicate whether the patient is walking or
lying down, in addition to indicating the patient's level
of discomfort and stress.

Body temperature: the body temperature data is
collected more often for the caregivers. This data can
also be used by crossing data from the external
environment, since temperature and other external
factors can also affect the patient.

Electromyography: This sensor detects abnormal
muscle electrical activity. Although not directly related
to the symptoms of COVID-19, the caregivers can use
it as a crossover to indicate other comorbidities that
may weaken the patient in general.

Airflow: to check the number of breaths and identify the
patient's discomforts for breathing.

Galvanic skin response: can be used to check patient
relaxation and stress levels.

loT data collection module
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Blood pressure: check hypertension and hypotension. It
is also not directly related to COVID-19 but can be used
to assess other comorbidities and patient weakness.

Glucometer: check changes in normal blood glucose
levels. It is also not directly related to COVID-19 but
can be used to assess other comorbidities and patient
weakness.

Pulse Oximeter: in intubated patients, it is important to
verify the efficiency of mechanical ventilation. For
patients being monitored before the intensive care unit
environments, it is essential to indicate lung
involvement by the virus.

B. Communication Module

The purpose of the communication layer is to connect
different types of sensors devices with the rest modules. It is
mainly the communication network that receives the data and
transmits it through 5G networks. This module is also
composed of microservices to receive, transform to a standard
format, and then persist and transmit the data to other modules.

C. Processing Module

The processing Module is directly linked to the Data
collection module and communication module. The objective
is that this module is to manage the received information; pre-
process it links it with the notification module. as shown in Fig.
1, this module can identify an immediate data analysis flow,
right after the pre-processing, reducing the waiting time for
certain notifications, as well as the complete flow with data
processing to generate new information. The decision module
would use a knowledge base to interpret what values need to
generate notifications. In this case, the decision module
required specific information from the patient, to carry out the
correct analysis as a knowledge base.

D. Al Module

This module is considered as a general Al component. It
may deploy different Al techniques based on the purpose of the
given medical application; thus, this module can be considered
also as an expert system.

Fig. 1. Conceptional Diagram of the Proposed Framework.
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Fig. 2. MysSignals Device and its different loT Connected Sensors [23].

There are many algorithms that use Al techniques, which
help in the automatic grouping and classification of data. As an
example of these Al techniques, it is possible to mention:

¢ Neural Networks: are specific Data Mining techniques
that aim to learn through examples and try to apply the
same rules learned to new unclassified data.

e Data Mining: are techniques to explore data in search of
patterns. The goal is to discover hidden patterns, such
as time sequences or association rules between data, to
classify new data.

e Decision Trees: is a technique for creating a sequence
of rules that determine results through a series of logical
tests.

e Expert Systems: are software that simulates a
professional's decisions expert in the area, through a
combination of rules or heuristics that analyze
information, just like a human being would.

E. Notification Module

The notification module represents an important part of the
proposed framework. In this module, each patient will receive
notifications in two distinct categories: simple notifications and
detailed notifications. These notifications are used by the
caregivers, and can be displayed on a mobile application,
monitoring screen or SMS messages sent to the patient
relatives for immediate action. As mentioned before, two
categories of notifications can be issued by the notification
module. These categories are as follows:

e Simple notifications: This category is related to events
that occur by direct analysis of data received from a
sensor, by searching the knowledge base. For example,
a notification could be triggered by a heart rate outside
the pre-established normality or a low percentage of
oxygen when analyzing the glucometer. These events
trigger alerts quickly.

e Detailed notifications: This category is that of
notifications triggered after analyzing the data received
from various sensors, using data crossing and analysis
of historical evolution. The information obtained is
checked against the knowledge base to generate
definitive results. For example, a patient could be
categorized with their degree of evolution (stable,
improving, getting worse), or an alert could be issued
for the possibility of a heart attack in the next few
hours.

IV. PROTOTYPE IMPLEMENTATION

In order to validate the proposed framework, a system
implementation was performed. Java is used as the
programming language for the main modules. Fig. 3 shows the
main dashboard for individual patient. Here, caregivers can
monitor the patient health status data.

The first aspect that can be observed is the information
about which patient is currently being viewed, and the option
to switch to monitoring another patient. This makes it easy to
monitor multiple patients on one device. Since this is a
prototype implementation, only three types of sensors have
been predefined, BPM (heart beats per minute), Body
Temperature and Pressure. The last valid value received by the
sensors will be displayed in the corresponding field. The
simulated dashboard will receive data which would normally
be sent directly by the 10T Data collection module; for example
connected to a MySignals sensors. Although not using real
sensors, the system will make the simulated data follow the
same data flow within the processing module. The reported
data aims to send generated linear sequence of data, so that
specific situations can be tested, such as by example, a patient
with a fever for many hours. Once received, this data may
generate a notification to the health caregivers and the patient
relatives.
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Fig. 3. Prototype Dashboard for the Collected Data.

V. EXPERIMENTAL RESULTS

In order to test the proposed Validation Module, specific
rules were created to categorize patients infected with COVID-
19 into four profiles, based on disease severity.

To this end, the risk values were averaged, considering the
lowest and highest values recorded in sensors of patients who
recovered or not from COVID-19. Accordingly, the following
profiles were created:

e Normal state (patients who have recovered).
e COVID aggravation stage 1.
e COVID aggravation stage 2.
e COVID aggravation stage 3.

After configuring the system and adding specific rules, the
tests performed, using the module's simulated data linear
sequence generation algorithm, it was possible to see that the
simulated system correctly categorized the patients tested,
according to the severity of the disease, indicated by the
average values of the sensors.

Within a hospital environment there are different profiles of
patients, with different diagnoses and being followed up in
different ways. To reduce the scope of this work and simplify
the evaluation of the results, the group of patients infected with
COVID-19 and waiting (at home or in a hospital) for natural
recovery or for the evolution of symptoms to proceed with
hospitalization in a specific sector was chosen of the hospital
environment.

The rules for generating predictions (which will be stored
in the knowledge base) are not the direct target of this work,
since this information would depend on the analysis of a
specialist in the health area. Some rules are simple and even
easily discovered, including in the manuals of health
monitoring devices [24]. For example, the minimum glucose
rate setting (which normally triggers an alert) could be set to 70
mg/dl and the maximum normal temperature could be 36.7°C.
Other measures, however, need constant adjustments by health
specialists.

VI. DISCUSSION

In this paper, we proposed an loT-based e-Health
framework for COVID-19 patients monitoring, which is
proved to be well-established as a useful and safe approach. Its
use in for COVID-19 cases of risk allows adequate medical
control, detects in advance the deteriorating of the disease,
supports the care in times of high demand, helps to maintaining
social isolation by avoiding calls to the emergency room and
helps the patient and his relatives.

Although many previous works have been proposed in the
control of acute infectious diseases, most of the existing
evidence comes from the management of patients with chronic
diseases. The evidence available on the role those new
technologies such as 10T and advanced e-Health systems can
play in controlling an epidemic is scarce.

For mitigating COVID-19, there are different studies
(please see Section IlI) that provide guidance on the working
method and the way to implement it. However, we believe that
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proposing a lightweight and effective framework for
monitoring COVID-19 patients is beneficial. It is definitely a
solid basis for future research, more extensive and with control
groups, to define the role that 10T technologies have to play a
major role in current and future pandemics.

The approach that combines IoT and proactive healthcare
follow-up systems has been well accepted by the patients.
Probably a main reason is that this monitoring strategy gives
the user a security in days of uncertainty. The proactive
attitude, the response to alerts or calls from patients in
acceptable times gives a feeling of vigilance and control. We
understand that, at least in part, this justifies that the connecting
COVID-19 patients with health care givers is essential.

When assessing this work, a number of limitations must be
considered. Firstly, the data used is simulated from small size
of data and for a single hospital center as a use case. Since the
findings may not be identical in areas with a different incidence
of COVID-19, it is important to reproduce this study in other
health areas.

In summary, this work suggests that loT monitoring
framework, used effectively, enabling useful and safe follow-
up for high-risk COVID-19 patients, although steady at the
time of diagnosis. More researches are required to validate
these results and assess their possible application in potential
pandemics.

VII. CONCLUSION

New technologies for patient monitoring are very welcome
and with the COVID-19 pandemic, they have become even
more necessary. This work proposed a COVID-19 loT-based
framework that receives and analyzes patient data through a
10T sensors. An analysis of the proposed framework was also
carried out, as well as implementing a prototype system.

As a result of this work, the proposed framework that
works on an loT-based sensor infrastructure is developed to
provide real-time health information. The proposed framework
is interconnectable with other systems, which process data and
maintain a patient history. With the use of this framework, a
general improvement in the quality of patient follow-up by the
healthcare team is expected. This work was developed
considering the monitoring exclusively of patients infected
with COVID-19, but it is necessary to investigate whether it
can be applicable to other diseases or health conditions.

VIIIl. FUTURE WORK

As for future work, it would be interesting to implement an
application layer that can provide display data for medical
caregivers, nurses and especially first responders. A possible
hospital module could present information about each patient,
including their current and past status, notification history and
possible prognosis. A possible ambulance module could
indicate this information and also all monitoring data in real
time during the process of transferring the patient from home
to the hospital, its alerts and prognoses. This could improve the
efficiency of the entire process, as rescuers could anticipate
events. Moreover, it would be essential to compare the
efficiency of the proposed framework with relevant literature
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through the application of Al algorithms for detecting and
monitoring COVID-10 cases.
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