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Abstract—The development of new technology has the
potential to disrupt and transform an existing system as well as
information technology. This study aims to build a proposed
model in order to transform an old system into a Blockchain-
based system. The smallholder oil palm supply chain currently
uses a traditional information system and technology, hence its
integrity, transparency, and security are vulnerable. To solve this
problem, frontier technology is needed, such as a blockchain,
which has trust, transparency, and traceable characteristics to
improve performance and quality. The method used in this study
was digital transformation in the context of operational processes
and technology. In addition, the As-Is To-Be model was used as a
mechanism to develop a transformation model for the
smallholder oil palm supply chain system. Specifically, the As-Is
model was implemented in identifying and analyzing the
information system and technology in an already existing system,
while the To-Be was used to determine the blockchain potential
and characteristics. This becomes the proposed model for the
transformation of the old system into a Blockchain technology-
based. Also, a prospective and mechanism for system
transformation were produced in the aspect of transactions, data,
and architecture, as well as the flow of change strategies needed
in the transformation of the blockchain-based smallholder oil
palm supply chain system.

Keywords—Transformation model; smallholder oil palm supply
chain; blockchain; smart contract

I.  INTRODUCTION

The oil palm industry is one of the leading sectors in
Indonesia as indicated by its plantation area and productivity.
Also, the oil palm supply chain, specifically the FFB
management, has been extensively studied from different
perspectives.

It has been observed that the smallholder oil palm
agroindustry supply chain has a variety of chain models, with
many actors and regulations [1]. The independent actors in the
oil palm agroindustry supply chain, such as traders are more
concerned with the profit element. Therefore, formal supply
chain institutions, such as cooperatives need to improve their
roles and functions in order to play an active role, which
brings benefits and improves the welfare of an independent oil
palm smallholder [2][3].

Currently, an information system is used for processing
transactions in the smallholder oil palm supply chain
environment. This developed system is still centralized,

thereby allowing data vulnerability occurrence. Also, the role
of users who still interact a lot with the system leads to input
errors and other results that are not desired. This simply means
data security is not guaranteed, and it is vulnerable to being
exploited by other parties. Another problem with a centralized
system is that it has a mechanism controlled only by one
entity. This implies that the entity can fully control the
activities and data contained in the system. Consequently, data
are easily manipulated by system owners or hackers, thereby
reducing the trust and data transparency in the operation of a
product, as well as tracing an asset's provenance [4]. It has
been discovered that the digital contract in the existing system
was only an agreement between the oil palm mill and the
cooperative but the contractual clauses contained therein are
often not observed. This leads to manipulation and non-
transparency in the running system. In addition, the
centralized system poses a high operational challenge in
securing the servers and data from hackers. It involves the cost
of maintaining data authenticity due to a large amount of
manual work and paperwork involved in the business
processes [5].

These problems encourage the development of blockchain-
based smart contract technology, as an alternative solution to
eliminate and reduce challenges in data transactions and a
centralized system. The smart contract’s implementation
reduces human intervention, supports transactions, and
increases trust between entities [6]. Meanwhile, blockchain
technology adoption targets several domains, such as supply
chain, healthcare system, electronic voting, proof of location,
distributed cloud storage, and even human resources
management and recruitment [7]. According to [8]-[10]
blockchain is managed by a distributed peer-to-peer system in
a decentralized infrastructure secured by a cryptographic
hashing mechanism and with the support of a smart contract
and consensus system, which is effective in collaboration
between organizations and individuals.

The transformation of a system becomes important when a
new technology emerges and has the potential to improve the
existing system’s performance [11]. This study aims to
develop a technological transformation model needed by an
existing system to be blockchain technology-based.
Subsequently, the following questions were answered

1) What model and technology is used in the current
supply chain system for smallholder oil palm?
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2) What is the desired model when blockchain is used for
the proposed system?

3) Which system and
mechanisms are required?

technology transformation

Since the existing smallholder oil palm supply chain
system is digital-based, the approach selected is a partial
blockchain technology adoption mechanism model [12]. In
this scenario, the transformation is performed by considering
the presence of an information technology/information system
existing previously and focusing on the transformation of
technology and system architecture. This current study
provides an overview of the system transformation mechanism
from “traditional” digital solutions (As-Is) to model a system
by applying “frontier” digital solutions (To-Be) technology -
blockchain-based system.

This article is structured as follows, Section | discusses the
problem background in the current system, potential solutions
with blockchain technology, as well as the objectives and
contributions. Section Il entails the literature reviews, namely
smallholder oil palm supply chain, blockchain technology,
smart contract, and types of blockchain platforms.
Furthermore, Section 111 describes the proposed methodology
used in conducting the study phases. Section IV contains the
results and discussion, starting with the existing system
analysis, the proposed transformation model, and how it can
be achieved, as well as discussions related to similar studies
and future developments. Finally, the conclusions of the study
results are presented in Section V.

Il. LITERATURE REVIEW

A. Smallholder Oil Palm Supply Chain

The smallholder oil palm supply chain in Indonesia varies
in different regions. However, one similarity between the
many flows is that they always involve intermediaries, called
middlemen. An example of an existing supply chain is shown
in Fig. 1, in which the FFB is harvested from farmers'
plantations and is then collected by cooperatives/farmer
groups. Furthermore, the FFB is picked up by small agents,
who distribute them to large agents, then to Delivery Order
(DO) holders, before arriving at PKS. This supply chain is
both long and also detrimental to farmers because every party
takes profit along the process. This reduces the impact on
prices and the profits that independent smallholders are able to

earn [13].
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Fig. 1. Smallholder Oil Palm Supply Chain Flow.
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Smallholder oil palm farmers do not have a great ability to
obtain capital and assistance due to a lack of knowledge as
well as access to information and capital that can ensure their
sustainability [14]. To increase their prosperity and capacity,
standardization and a good plantation management program
need to be implemented [15]. Also, institutions capable of
uniting smallholder oil palm farmers need to be developed.
This can be encouraged through the existence of the farmers’
groups (Gapoktan), as well as cooperatives that become
facilitators in regulating and supporting smallholders [16]. As
reported in [17][18], the ease of obtaining certification for
smallholder oil palm farmers needs to be supported by the
existing supply chain ecosystem in order to provide quality
assurance and products produced.

B. Blockchain Technology

Blockchain is a ledger system, such as a master ledger, in
which every transaction that has ever existed is recorded in the
form of a decentralized database network. All existing
transaction data are recorded in a block entity with each
connected to a pre-existing block like a chain [19].

The use of blockchain technology is capable of
transforming the conventional supply chain ecosystem with its
benefits. In a Blockchain-based supply chain, there are several
participants in the network working and interacting together.
Each participant sends transactions specifically according to
their task in the network [20][21]. In China, a traceability
model for agricultural products was developed with
blockchain technology and 10T using RFID [22]. As reported,
this blockchain technology is capable of developing supply
chain business models by reengineering the traditional supply
chain to become blockchain-based [23]. Meanwhile, the
implementation of blockchain-based logistics operations
produces a system that provides a faster and more accurate
traceability model [24].

Blockchain has an indelible data structure formed by a
series of data blocks that are connected linearly in a time
sequence [25]. Information is stored in each block and
encrypted with asymmetric cryptographic algorithms to ensure
the security of data access and transmission. In the system,
each data block records and updates the node data as well as
the transaction information according to the defined consensus
algorithm of the distributed nodes. The validity of the data is
verifiable for all blocks using a hash algorithm [26]. Fig. 2
shows a simple blockchain architecture consisting of a set of
blocks containing transactions with a header, transaction, and
hash component [27].

= E =]

Fig. 2. Blockchain Architecture [27].
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C. Smart Contract

It is believed that blockchain combined with smart contract
technology has great potential to facilitate a business process
[28]. A smart contract is considered a computerized
transaction protocol that executes a series of contract clauses
introduced in the nineties, while blockchain was the first
technology to officially support its implementation [29]. In the
literature, a smart contract and blockchain are inseparable
terms that together form the second generation of blockchain
technology [30][31]. The smart contract execution on the
blockchain can be implemented in both public and private
blockchain environments with conditioned functionality
[32][33].

As described in [34], a smart contract is built with the
specific purpose of executing a complete set of instructions on
the blockchain. Furthermore, it is a computer program
containing contractual agreements between entities generated
by the user and extracted from the environment (blockchain)
[35]. The purpose of a smart contract is to make the agreement
efficient, secure, and increase trust between entities [36].

A smart contract is a working mechanism that involves
digital assets and two or more parties. Some or all parties
input assets, which are automatically redistributed among
users according to a formula and on certain unknown data at
the time of contract is initiated [37]. Based on the mechanism,
a smart contract has five developmental stages, namely 1)
negotiation, 2) development, 3) deployment, 4) maintenance,
and 5) learning and self-destruction [38]. Also, a smart
contract is capable of reducing human intervention in business
process flows in the system environment [39], and can audit
automatically in order to quickly and efficiently complete the
work expected of users [40].

D. Types of Blockchain Platforms

In the development of a system, two types of blockchain
platforms can be used. The first is a public blockchain, which
emphasizes the importance of anonymity and decentralization,
such as the Ethereum blockchain. The second is a private /
consortium blockchain which has the characteristics of being
more focused on efficiency and centralized to some extent,
like the Hyperledger Fabric blockchain [41].

It is important to note that Ethereum was launched in 2015
with a programmable Blockchain. Due to this capability,
Blockchain can be used to build decentralized applications
according to user needs. As stated in [42], the characteristics
of the Ethereum Blockchain are stateful and Turing
Completeness, hence it is possible to store data other than
transactions and create complex programs. In addition, the
blockchain on Ethereum is a public ledger used to record
transactions, which means all data from the initial launch of
Ethereum are recorded in 23 Blockchains [43]. Since the
ledger is publicly accessible, Ethereum connects each ledger
block using a hash algorithm. Based on this mechanism,
changing one transaction data requires replacing the hash of
the next blocks. Ethereum is generally viewed as a
transaction-based state machine [44][45] and a stateful
Blockchain, as assets are stored in blocks, not just
transactions. It was observed that there are three Merkle
Patricia Trees, being a modification of the Merkle Tree on
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Bitcoin for transactions, accounts, and receipts, thereby
leading to three roots stored in the block header. Another
study found that there is more data on an Ethereum block than
on Bitcoin, which supports the process of creating
decentralized applications using the Ethereum Blockchain
[46].

Meanwhile, Hyperledger Fabric is an open-source
technology of a distributed ledger platform, which is
blockchain-enabled [47]. Furthermore, it is a technology
developed by the Linux Foundation which is modular for
industrial use. Hyperledger Fabric has a smart contract called
chain code [48], written with general-purpose programming
languages such as Java, Go, and Node,js. It also uses a
different approach to a smart contract in general, namely
execute-order-validate [49]. Transactions are first executed on
a smart contract, then it is ordered via a certain consensus
protocol and finally validated with an endorsement policy
before being written to the ledger [50]. Hyperledger Fabric has
the following main components, such as assets, shared ledger,
chain code, peer nodes, channels, organizations, membership
service provider (MSP), and ordering services [51][52].

I1l. PROPOSED METHODOLOGY

This study aims to develop an existing system and
transform it into a blockchain technology-based model. The
approach used was the As-Is To-Be Model [53], in which the
current system is the reference (As-Is model) for the
development of a new blockchain-based model (To-Be model).
This is achieved by developing a transformation model that
bridges changes from the existing system to the new form. A
limitation of digital transformation within the framework of
technological transformation was provided, which includes
network and communication, hardware and software, and data
technologies [54]. Furthermore, the transformation vision
approach is at the operational process level and relates to the
study conducted by MIT and Capgemini Consulting [55] used
to support technological change in the smallholder oil palm
supply chain system. Fig. 3 shows the stages of the study
performed.

In the first stage, analysis and evaluation of the existing
system were conducted. It includes the activities for analyzing
the transaction process contained in the existing system. It is
important to mention that transaction includes activities or
business processes performed by each actor in the current
system. The existing system architecture as well as the data
contained in the running system was then analyzed based on
the model and database used. This architecture is a program
structure or computer system consisting of software
components, its externally visible characteristics, and its
relationship.

In the second stage, a literature review discussing
blockchain technology in relation to the transaction
mechanism occurring in the blockchain environment, data
processed and stored, as well as the architecture supporting the
development of a Blockchain-based system was conducted.
The final stage involves the development of a transformation
model from the old system to a Blockchain technology-based
model. This transformation model includes the transaction, the
data, and the architecture.
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Fig. 3. Study Flow.

IV. RESULT AND DISCUSSION

This section entails the results of the study conducted,
which include the discussion of the analysis and current
system evaluation, the proposed transformation model, and its
change strategy. Fig. 4 shows the discussion flow of the
results, with the current system used as an As-Is model, which
provides an overview of the operating conditions of
transactions, as well as data and system architecture.
Meanwhile, the To-Be model was proposed for a new system
transformation using Blockchain technology. To produce the
To-Be model, a transformation strategy is needed, which is
described using a flowchart. Specifically, the transformation
employed includes changes to the transaction mechanism,
data, and technology architecture as part of the operational
processes in the smallholder oil palm supply chain system to
achieve the objectives.

A. Existing System of Smallholders Oil Palm Supply Chain

The current oil palm supply chain uses a compact
mechanism, specifically for the smallholder, which includes
only three actors, namely small farmers, cooperatives/farmer
groups, and finally the oil palm mill. This aims to reduce the
length of the existing supply chain, as well as to utilize
institutions, such as cooperation and better welfare for
smallholder oil palm farmers.

Fig. 5 shows the current smallholder supply chain work
system, in which the flow of information in the system occurs
in all supply chain actors, while the FFB products flow from
upstream to downstream. In this supply chain, information
system and technology was used to support operational
transactions conducted by the actors, from procurement
requests to FFB product fulfilment.
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The current information system starts with a digital
contract mechanism. Conceptually, a digital contract is a form
of an agreement made electronically through the interaction
between the offered party and the electronic system. In the
current system, two digital contracts were used to initiate
operations as well as the demand and supply transactions for
fresh fruit bunches (FFB) from an oil palm mill to
cooperatives, and also from cooperatives to smallholders. Fig.
6 shows the interaction of the digital contract in the current
smallholder oil palm supply chain.

Palm Oil Mill
Digital Contract

* Contract procurement
» Contract negotiation

+ Contract execution 4
* Contract fulfillment

* Contract execution

Cooperatives ™
/ Gapoktan

Y L
o
Smallholder
farmers

* Contract fulfillment

Fig. 6. Interaction of Digital Contract of Existing System Smallholder Oil
Palm Supply Chain.

Meanwhile, Fig. 7 shows the current FFB business
process. The activities occurring indicated that the contract
initiation process was performed by an oil palm mill, offering
the purchase of FFB to cooperatives. Furthermore, the
cooperative party that gets a contract offer from the oil palm
mill evaluates the approval. When there is a mutual agreement
from the negotiations between the oil palm mill and the
cooperatives, then a digital contract is created and stored in
the system. The next stage is to provide a Direct Order (DO)
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as a work letter and implement the digital contract. The DO
was given by oil palm mill to cooperatives, and cooperatives
pass the DO on to smallholder oil palm farmers who are
members. It is important to note that the smallholder oil palm
farmers act as suppliers who are obliged to fulfill the DO by
entering FFB production data simultaneously. Meanwhile, the
cooperatives serve as 1) collectors, 2) distributors, and 3)
sellers. This implies that the task of cooperatives is at the
center of the current information system because the
transactions they conducted are the most compared to other
actors in the supply chain system. As a collector, the
Cooperative monitors the FFB sent by independent
smallholders and collects it into a large batch of FFB ready to
be sent to the oil palm mill. Also, as a distributor, the
Cooperative has a role to provide transportation tools to pick
up and carry the FFB products, but as a seller, they are to
ensure that the price obtained still meets the standard price and
the mutually agreed contract. The Oil palm mill as a consumer
is expected to check the suitability of the FFB products
provided by the Cooperative and pay in accordance with the
agreement.

Fig. 7. Process Business of the Current Smallholder Oil Palm Supply Chain
System.

Table 1 shows operational transactions performed by
farmers which includes farmers' biodata, data on how their
plantations and oil palm plantations are managed, and other
supporting data. The next transaction is regarding the sale and
purchase of FFB, including its fulfilment transaction based on
the DO provided by the Cooperative, such as the sales process
to the Cooperative as well as information on the farmers'
performance level from profiles and the performed transaction
records.

Meanwhile, Table Il shows the transactions made by
Cooperatives, being the intermediary that connects the oil
palm farmers with coconut mills. The transaction starts with 1)
the recording of the cooperative profile and supporting data in
the system. 2) Contract creation and Direct Order (DO) for
FFB request transactions. 3) Purchasing the FFB from farmers
and selling it to an oil palm mill. The next operation is as a
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distributor that transports the FFB from a smallholder to oil
palm mill. The process of receiving payments both from an oil
palm mill and a farmer is performed by the cooperative. Based
on the Cooperative’s transactions and profile results, their
work performance is explained as follows.

TABLE I. SMALLHOLDER FARMER TRANSACTIONS
No Actors Identity Process Transactions
1 Farmer Profile Member Data
2 Farmer Profile Farm
3 Farmer Profile Land Process
4 Farmer Profile Supporting data
5 Farmer Operational Transaction fulfillment
6 Farmer Operational Sales
7 Farmer Operational History DO
8 Farmer Operational Performance
TABLE II. COOPERATIVE TRANSACTIONS
No Actors Identity Process Transactions
1 Cooperative Profile Member Data
2 Cooperative Profile Supporting data
3 Cooperative Operational LEZ?;?;“()”S
4 Cooperative Operational procurement
Cooperative Operational fulfillment
6 Cooperative Operational Delivery
7 Cooperative Operational ;rrzgnfii(;;::)nqzrggrocurement
8 Cooperative Operational Payment
9 Cooperative Operational Contract History
10 Cooperative Operational History DO
11 Cooperative Operational Performance

The next operational transaction takes place at the oil palm
mill as shown in Table Ill. It starts with the initiation of
contracts between the oil palm mill and cooperatives, then
continues with the making of DO and registration of FFB
suppliers. The sale and purchase transaction was performed
with the cooperative, a partner based on the agreed contract
and DO. The FFB payment process was conducted by the oil
palm mill at a mutually agreed time.

TABLE Ill.  OIL PALM MILL TRANSACTIONS
No Actors Identity Process Transactions
1 Oil Palm Mill Profile Member Data
2 Oil Palm Mill Profile Supporting data
3 Oil Palm Mill Operational procurement
4 Oil Palm Mill Operational Purchase
5 Oil Palm Mill Operational Payment
6 Oil Palm Mill Operational Contract History
7 Oil Palm Mill Operational DO History
8 Oil Palm Mill Operational Supplier
9 Oil Palm Mill Operational Performance
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The government, such as the provincial or district
plantation agency acts as an external actor that regulates,
configures the system, processes the FFB reference price data,
and monitors smallholder oil palm supply chain transactions in
their area as shown in Table V.

TABLE IV.  AGENCY TRANSACTIONS

No Actors Identity Process Transactions

. FFB-Province
! Agency Operational Reference Price Data
2 Agency Operational System Configuration

According to Fig. 8, a database was developed to store
profile data, manage FFB transaction data, and calculate the
performance of each actor in the smallholder oil palm supply
chain. The model in the current system includes six
interconnected table entities for storing the data used in the
digital contract creation and the transaction executed by oil
palm mill, cooperatives, and smallholders. Subsequently, the
table entails oil palm mill, cooperatives, contracts, contract
details, smallholders, and supporting data in the form of
plantation profiles.

] DetailKontrak ¥ 1 Kontrak L
idDetalKontrak INT idKontrak INT
Kuantitss VARCHAR(45) NamaKontrak VARCHAR(45)
SupplierKentrak VARCHAR(4S) JenisKontrak VARCHAR(45)
Kontrak_idkontrak INT PelakuKontak 1 VARCHAR(45)
Kontak_Koperas_idKoperas INT PelakuKontrak2 VARGHAR(45) =
PKS v
Kontrak_Koperas _PKS_idPKS INT Waktukontrak VARCHAR(45)
idPKS INT
> Koperasi_idKoperasi INT
NamaFKS  ARCHAR(45)
Keperasi_PKS_idPKS INT
AlamatPKS VARCHAR(45)
Koperasi_idKoperasi1 INT
EmailPKS VARCHAR (45)
Koperasi_PKS_idPKS1 INT
PKScol VARCHAR(45)
PKS_idPKS INT >
1 petani v >
idPetani INT
NamaPetani VARCHAR(45)
AlamatPetan VARCHAR(45) ] Koperasi v
—J Kebun v

idKoperasi INT
NamaKoperasi U ARCHAR(45)

EmailPetani VARCHAR(45)
dKebun INT
faeban Koperasi_idKoperasi INT
AlamatKebun VARCHAR(45)
LokasiLang VARCHAR(45)

Lokasil at VARCHAR(45)

> AlamatKoperasi ¥ ARCHAR (45)
Emailoperasi Y ARCHAR (45)
Jeniskoperasi VARCHAR(45)
Koperasicol VARCHAR(45)

PHS_idPKCS INT
Petani_Koperasi_idKoperasi INT >
>

Kebuncol VARGH AR(45)

Petani_idPetani INT

Fig. 8. Existing Database Scheme.

The web-based technology was employed in the current
system architecture for it to be accessible by all supply chain
actors. The system was developed using platform-based web
technology with a centralized database model on a server. In
accessing the system, supply chain actors were required to
register in order to obtain access rights to perform transactions
according to their privileges. Fig. 9 shows the current system
architecture.
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B. Proposed Blockchain-Based Smallholders Oil Palm
Supply Chain System Transformation Model

A blockchain technology-based system was the system
model developed in the smallholder oil palm supply chain.
Fig. 10 shows the logical changes made to the proposed
system by adding smart contract technology and a blockchain
network. A smart contract is generally used to automate
manual work performed by users, as well as increase the
accuracy and compliance with data entered in the system.
Meanwhile, the use of the blockchain network serves as a data
guarantor in a more secure, difficult-to-manipulate, and
immutable environment.

Proposed
System Blockchain Based Farmer Cooperative Palm Oil Mills
Modules Modules Modules
:
-‘ Smart contracts }-
x x -
P T T e T S
NSO WAL

Fig. 10. Logic Model of Proposed System Smallholder Oil Palm Supply
Chain.

Fig. 11 shows the differences between traditional
application development and those that are blockchain-based.
This difference affected the application development on the
user side, the database model, and the network architecture
used. Consequently, the changes caused a system
transformation from a traditional model to one that is
blockchain-based. The first transformation was the
transformation of the designed application to manage
transactions (transaction transformation) by changing the
traditional concept into Decentralized applications (DApps)
used to transact in the blockchain system. The second was the
transformation of a traditional database system into a
blockchain-based data model, both on-chain and off-chain
data (data transformation). Meanwhile, the third was the
blockchain network transformation used to store and
disseminate transaction records to all nodes in a blockchain-
based system (network/architecture transformation).

Blockehain-based
application

Traditional
application

* Transaction
Transformation

n Off-chain cata
- Data

Transformation

<Dapp>-app <Dapp>-contract

Function call

o]

No blockehain
conventional catabase and
file system

* Network
Transformation

Existing System Digital F
armer

Contract
M |
Module odules

J Cooperative

Modules Modules

Palm Qil
Mills

‘ Access Rights |

>

——

O

Fig. 9. Digital Contract Table Relation Schema.

Fig. 11. Proposed Transformation Model of Smallholder Oil Palm Supply
Chain Blockchain-based.

1) Transaction transformation model: It is important to
reiterate that the first transformation conducted was to change
the current system transactions into those executable in the
blockchain environment. This mechanism is shown in Fig. 12
and it begins with identifying the transaction process for each
supply chain actor, followed by determining whether the
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transaction needs to be stored on the blockchain environment
or not. When the transaction requires a secure, transparent data
environment, and traceability requirements, it was
added/modified by adding a smart contract in the system

development environment.
System Transactions

Need to be Stored
in Blockchain?

Transaction No
Mechanism Not
Changed

Integrate Transaction
Mechanism with Smart
Contract

Fig. 12. Blockchain-based Smallholder Oil Palm Supply Chain Transaction
Transformation Strategy.

Store on
Blockchain
Network

The identification and analysis of transactions existing in
the current system consist of actors in the supply chain,
namely farmers, cooperatives, oil palm mill, and related
agencies, such as admins. There are two process identities,
namely the identity for storing profile data and that of
operational data. Meanwhile, the business processes are
operational data that can be executed by any user based on
their access rights. Table V shows the results of the
identification and analysis of actors, transactions, and
recommendations for the proposed smart contract.

The proposed smart contract architecture model stores data
related to the profile of each smallholder oil palm supply chain
actor, such as farmer profiles, cooperatives, and oil palm
mills. The profile data of supply chain actors are in the form
of identity data of actors and other supporting data according
to their roles. Meanwhile, smart contract transactions are
designed to store transactional data occurring in smallholder
oil palm supply chain activities, ranging from the main
contract, DO manufacturing, FFB sourcing transactions, FFB
fulfilment transactions, performance reviews, and payment
mechanisms. The proposed smart contract architecture is
shown in Fig. 13.

Fig. 14 shows a sequence diagram for the transaction of
profiles of actors in the FFB supply chain, namely farmers,
cooperatives, and oil palm mills. This helps in describing a
scenario or a series of steps taken in response to an event to
produce a certain output, including the changes that occurred.

It is important to reiterate that a smart contract is an
executable code running on the blockchain to facilitate,
execute, and enforce agreement terms. A smart contract's
principal goal was to automatically execute the terms of the
agreement once the specified conditions are met [56]. An
illustration of the smart contract code is shown in Fig. 15,
which described the transactions and actions performed.

Vol. 13, No. 11, 2022

TABLEYV.  PROPOSED SMART CONTRACT ON BLOCKCHAIN-BASED
SMALLHOLDER OIL PALM SUPPLY CHAIN SYSTEM
Identity Business Proposed
No | Actors Process Process Smart Contract
1 Farmer Profile Member Data
2 Farmer Profile Farm Profile Smart
3 | Farmer Profile Land Process Contract
4 Farmer Profile Supporting data
. Transaction
5 Farmer Operational (fulfillment)
6 Farmer Operational | Sales system Transaction
- - Smart Contract
7 Farmer Operational History DO
8 Farmer Operational Performance
9 Cooperative Profile Member Data Profile Smart
10 | Cooperative Profile Supporting data | Contract
11 | Cooperative Operational | 1ransaction
History
Transactions
12 | Cooperative Operational (procurement
and fulfillment) .
- - Transaction
13 | Cooperative Operational Payment system | gnart Contract
. . Contract
14 | Cooperative Operational History
Cooperative Operational | History DO
15 | Cooperative Operational Performance
16 | Oil Palm Mill Profile Member Data Profile Smart
17 | Oil Palm Mill | Profile Supporting data | Contract
. . . Transaction
18 | Oil Palm Mill Operational (procurement)
19 | Oil Palm Mill Operational Purchase
20 | Oil Palm Mill Operational | Payment system
Transaction
. . . Contract
21 Oil Palm Mill Operational History Smart Contract
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Fig. 13. Proposed Smart Contract Architecture Smallholder Oil Palm Supply
Chain.
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Smart Contract
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Fig. 14. Sequence Diagram Proposed Smart Contract on Smallholder Oil
Palm Supply Chain.

Algorithm 1. Simplified structure of a transaction script in
Hyperledger

transaction tx(inputs)

if contract terms are fulfilled then
return Transaction Accepted & create/ update blockchain object(s)
& if network consensus achieved
Else
return Transaction Rejected
end if < do nothing if contract terms not met

end transaction

Fig. 15. Structure of Smart Contract on Smallholder Oil Palm Supply Chain.

2) Data transformation model: Data transformation is part
of the development of the current system into a blockchain-
based model. Also, data changes and adjustments are needed in
determining the data to be stored in the internal database
environment and those to be stored on the blockchain network.
Fig. 16 shows the mechanism for adapting the existing data in
the current system into a blockchain-based model.

The databases managed by centralized authorities typically
store multiple copies of data for secure server management. A
copy of the data is very important because those stored are
prone to corruption. The decentralized nature of blockchain
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has a major influence on the changes in how each industry
implement digital transaction system. Furthermore, blockchain
allows anyone who accesses it to work independently and
eliminates any need for centralized control. For example, a
server-based database acts as a centralized processing unit,
thereby allowing the database to work dynamically from small
to large scale. The client and server communicate with each
other over a secure connection. It was observed that
blockchain is based on distributed ledger technology and the
network is enabled with a secure, peer-to-peer cryptographic
protocol. Meanwhile, it shows another way of working, in
which the accessor can only read and write. It is important to
note that the data stored on a blockchain cannot be deleted or
replaced. This is because its nature is fixed and it supports
immutability, hence the inputted data is not disturbed or
manipulated.

Fig. 17 shows the transformation of the proposed data
model from a centralized to a decentralized database. The
decentralized data model on the blockchain network is
facilitated by the existence of an on-chain transaction
mechanism stored in the blockchain network environment. It
also involves an off-chain transaction mechanism, which is a
data model stored outside the blockchain network. The
proposed model uses a NoSQL database type to facilitate the
development of a blockchain-based system, as shown in Fig.

18.
Identify the Current
Data Model

S

Data Model is not Need to be Stored
Modified in Blockchain ?
~— @@
lYes
e —
Save with Off-Chain Ajust to the On- Put in On Chain Data
Data Mechanism Chain Data Model Mechanism

A ——

Store on Blockchain

network

Fig. 16. Blockchain-based Smallholder Oil Palm Supply Chain Data
Transformation Strategy.

f Blockchain Network \

On-Chain Data

Y Profile

Existing Database
+ Transactions

MySQL

Y Transactions | Off-Chain Data

\ Proposed Data Store /

Fig. 17. Proposed Decentralized Data Model Transformation.
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& ADD DATA - Y = na documents 1 - 20 of 4

Fig. 18. Example of a NoSQL-based Data Model.

The data format used in database development, which is
stored in a No-SQL and the process of sending it to the
blockchain network with json formatted APIs is shown in Fig.
19.

1serSchema) ;

Fig. 19. On-chain and off-chain Data Models in Smallholder Oil Palm Supply
Chain.

3) Network architecture transformation model: Network
transformation is the evolution of the current model to a
blockchain-based system. Specifically, the current system
works with a centralized network, while the blockchain
network is decentralized and distributed.

Fig. 20 shows the mechanism for developing a blockchain
network architecture on a smallholder oil palm supply chain
system. In addition, the stages of change include 1) an analysis
of the web platform technology used in the current system, 2)
the development towards a web platform that supports
blockchain, namely by building a blockchain network, 3) the
deployment of a smart contract on a blockchain network, and
4) end-user application development.

The network architecture in the smallholder oil palm
supply chain is shown in Fig. 21. Starting from an end-user,
applications interact with a smart contract to perform
operations on the blockchain network. Consequently, the
blockchain stores these records immutably and return the
changes in response to the client application.

A smart contract works by updating the ledger in the
blockchain network, which represents the immutable data on
all transactions and manages a world state denoting the current
data state. Furthermore, it is capable of executing the state
stored in the state DB and requesting transaction records
contained in the blockchain. Client applications interact with a
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smart contract to perform operations on the blockchain
network. This causes the blockchain to store these records
immutably and return the changes in response to the client
application.

Analysis of Current
System Network
Architecture

Develop Blockchain
Platform

Develop y
Smart Contract J_[ Bisid End Liser &pp J

Fig. 20. Blockchain-based Smallholder Oil Palm Supply Chain Network
Architecture Transformation Strategy.
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Fig. 21. Proposed Network Architecture in Smallholder Oil Palm Supply
Chain.

This is consistent with the study in [57], that the
development of a smart contract started from the re-
engineering of existing business processes. According to [58],
the smart contract’s function is applied as an automation
mechanism and data integrity guard. This means the smart
contract has the ability as a secure data storage mechanism,
particularly for access to a smallholder oil palm supply chain
[59]. However, this study was only completed at the
transformation model stage, hence it is necessary to conduct a
maturity assessment of the digital transformation model [60].
It also needs to be developed towards a physical model in the
form of developing a prototype system, in which the data,
transactions, APIs used, and the blockchain platform was
tested [61].

V. CONCLUSION

This study has led to a transformation model from the
current smallholder oil palm supply chain to a blockchain-
smart contract-based system. The system transformation
produced consisted of elements of transaction, data, and
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network architecture transformations. The results were
obtained by taking a digital transformation approach,
particularly at the technological level, and focusing on the
operational processes. The proposed system model was
derived from the partial integration mechanism for the
adoption of blockchain technology. This is because the current
system uses an information technology/information system in
its working process. The results represented the As-Is To-Be
model in developing the system transformation. Specifically,
the current system was used as an As-Is model, which was
analyzed and evaluated, while the To-Be was the result of
analysis and collaboration with blockchain technology,
serving as the solution. Furthermore, a flow of transformation
strategies in transactions, data, and network architecture was
produced. The transaction transformation was based on
business processes and those occurring within the smallholder
oil palm supply chain. This transaction is analyzed in order to
get a picture of the parts that are still being conducted
manually by the user, have low accuracy, and lack integrity.
Based on the investigation results, a form of change and
adjustment of transactions was obtained using the smart
contract mechanism. Regarding the data transformation, the
results were achieved through the analysis performed on the
current system model, which was developed with data in
accordance with blockchain technology. The evaluation
results showed that some data in the smallholder oil palm
supply chain need to be included in the blockchain in order to
maintain  its  security, integrity, and transparency.
Consequently, the direction in this section was to apply on-
chain and off-chain data storage mechanisms. The last
transformation was the network architecture, in which the
current system employs an architectural model and the
network used was centralized, while blockchain technology
was distributed and decentralized. This indicates the need to
develop a network that is able to distribute records/ledgers to
all nodes and user applications. It is important to mention that
these applications are developed based on Dapps capable of
working in a blockchain environment with smart contract by
utilizing APIs as a medium for connecting data to be stored in
the network. This study’s results were practically useful as a
guide, direction, and strategy for developing the existing
model for it to be transformed into a new system based on
blockchain-smart contract technology. In the future, studies
have to be directed toward the development of physical
models and prototypes of the blockchain-smart contract-based
smallholder oil palm supply chain system. This can be
implemented using a suitable platform with a smart contract
model and executed on a blockchain-based prototype
environment.
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