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Abstract—The emergence of cloud computing platforms 

makes it easier to connect and collaborate globally without 

setting up additional infrastructures such as servers and data 

centers. This causes the emergence of threats to data security 

against digital information. This security threat can be overcome 

by cryptography. Examples of cryptographic algorithms are RSA 

and NTRU. The main concern that arises in this research is how 

to perform a comparative analysis between asymmetric 

cryptographic algorithms, RSA (Rivest-Shamir-Adleman) and 

NTRU (Nth-Degree Truncated Polynomial Ring) algorithms and 

their implementation in cloud storage. Comparison of 

performance between the RSA and NTRU algorithms at security 

levels 80, 112, 128, 160, 192, and 256 bits by running 5 – 1000 

data, the results obtained that the running time of the key 

generation process and encryption of the NTRU algorithm is 

more efficient than the RSA algorithm. Wiener's Attack test on 

the RSA algorithm and LLL Lattice Basis Reduction on the 

NTRU algorithm. NTRU algorithm has a more secure level of 

resilience, so that it can be said that the NTRU algorithm is more 

recommended for cloud storage security. 
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storage 

I. INTRODUCTION 

Analysis of more than 135,000 organizations in 2020 
shows that globally, cloud adoption has reached 81% as 
measured by the use of productivity platforms based on 
research from an information technology company and US 
research firm Gartner. Cloud services have become a 
significant industry. Cloud expects to grow from USD 50.1 
billion in 2020 to USD 137.3 billion by 2025, with a 
Compound Annual Growth Rate (CAGR) of 22.3% research 
conducted Markets and Markets analysis. The increasing 
popularity of the cloud is also accompanied by several security 
problems in the cloud that are vulnerable to the possibility of 
being exposed to unwanted parties, especially security 
breaches in cloud storage [1]. Cryptography is one of the most 
effective and efficient components of network security in 
securing information. Cryptography ensures that only the party 
who has exchanged the keys can read the encrypted message 
(authentic party) [2]. The RSA (Rivest-Shamir-Adleman) and 
NTRU (Nth-Degree Truncated Polynomial Ring) algorithms 
are asymmetric cryptographic systems, however the NTRU 
algorithm is a lattice-based algorithm where the key selection 
is not only strong but also difficult to solve. Grid-based 
cryptography in general, is an improvement over classical 
number theory algorithms such as the RSA algorithm [3], [4]. 
This system is also known for its high level of security based 

on worst-case hardness. Worst-case hardness is based on the 
complexity of the problem grids and the shortest vector 
problem (SVP). NTRU cryptosystem is a lattice-based 
cryptography known to withstand quantum computing attacks, 
and classical computing attacks [5], [6]. The RSA algorithm is 
more optimal for the encode process than the DES algorithm 
[7] besides that the RSA algorithm is superior to the ElGamal 
algorithm [8]. 

Each algorithm bases on a different problem, such as the 
security of the RSA algorithm, which is difficult to factor large 
numbers into prime factors [9]. The operation of the NTRU 
algorithm is based on objects in a truncated polynomial ring 
R= Z[X]/(X^N-1) with convolution multiplication [10], [11]. 
The RSA algorithm, which is based on integer factoring, can 
be attacked using the Wiener’s Attack algorithm, while the 
NTRU algorithm can be attacked with the well-known 
algorithm to find short vector, LLL (Lenstra-Lenstra-Lovasz) 
Lattice Basis Reduction algorithm, which is a lattice-based 
reduction algorithm [12]. In this research, a comparative 
analysis will be carried out between the RSA (Rivest-Shamir-
Adleman) and NTRU (Nth-Degree Truncated Polynomial 
Ring) cryptographic algorithms and obtain the running time of 
key generation, encryption, decryption, and security level and 
see which algorithm is better and implementation on cloud 
storage using Flask. 

II. RELATED WORK 

The RSA algorithm is an algorithm that can be used to 
maintain the security and confidentiality of fingerprint data. 
Besides that, the RSA algorithm can be also applied  to cloud 
computing security by using digital signatures combined with 
the AES algorithm [13], [14]. The NTRU algorithm is a lattice-
based algorithm which refers to the lattice-based algorithm that 
makes the NTRU algorithm more resistant to quantum 
computing attacks [5], [6], [15], [16]. Cloud refers to a set of 
services and infrastructure accessed through the internet. Cloud 
service providers must use encryption algorithms to protect 
user data, such as the use of Advanced Encryption Standard 
(AES) algorithms, Rivest–Shamir–Adleman (RSA), Elliptic 
Curve Cryptography(ECC), and NTRU Encryption [17]–[19], 
in addition to the cloud, the application of the RSA and NTRU 
algorithms can implement in the IoT environment, the use of 
an accelerated IoT environment, the security of data collected 
and stored by devices becomes important [20]. NTRU's lattice-
based cryptosystem has lattice problems in the form of grid 
problems and Shortest Vector Problem (SVP) and can be 
attacked using the LLL (Lenstra-Lenstra-Lovasz) algorithm, a 
well-known lattice-based reduction algorithm for grid-based 
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cryptographic grid problems [21]–[24]. The RSA cryptosystem 
is the most used in the SSL/TLS protocol that allows sensitive 
information to be sent via the internet. Wiener's Attack shows 
that the RSA algorithm can be attacked when the value of d is 
relatively small compared to the modulus of N [25]. 

III. PROPOSED WORK 

In this section, we provide an overview of our solution 
comparative analysis of RSA and NTRU Algorithm and 
Implementation in the Cloud. The comparative analysis model 
is depicted in Fig. 1. According to the model, the model consist 
of five steps : (A) the key generation, encryption decryption 
process of RSA, (B) the key generation, encryption, decryption 
process of NTRU (C)  Winners attacks on the RSA (D) LLL 
attack on and NTRU, (E) Implemented in cloud storage. The 
process begins with the user who will upload the file to cloud 
storage, this file can be called plaintext. The encryption process 
will use the RSA and NTRU algorithm public keys. After the 
encryption process is finished, an encrypted message or 
ciphertext will be obtained, which will then be uploaded to 
cloud storage, then calculated and compared for the running 
time of the public key generation, the private key, and the 
running time of the encryption process, and the attack process 
on the public key. After the ciphertext file is uploaded to cloud 

storage, a download process will be carried out, where this 
process will decrypt the encrypted message using a private key 
and will obtain a decrypted file or plaintext file, then compare 
the running time of the decryption process on the RSA and 
NTRU algorithms. 

A. RSA (Rivest-Shamir-Adleman) 

In this section, the key generation, encryption decryption 
process of RSA is the first step. It can be explained as follows: 

1) Key generation: The key generation process in the RSA 

algorithm begins with selecting the prime numbers 𝑝 and 𝑞, 

then looking for the value of 𝑛 = 𝑝 ∗ 𝑞 . Then select the 𝑒 , 

𝑒 <  𝜙 , where 𝜙(𝑛) = (𝑝 − 1) ∗ (𝑞 − 1) , must be a prime 

number. Select the encryption key ‘𝑒’, 1 <  𝑒 <  𝜙 (𝑛), 

𝑔𝑐𝑑 (𝑒, 𝜙(𝑛))  =  1             (1) 

𝑒 and 𝜙(𝑛) are coprime. By using the Expanded-Euclidean 
algorithm to calculate 𝑑, then: 

𝑒𝑑 ≡ 1(𝑚𝑜𝑑 𝜙(𝑛))             (2) 

Or 

𝑒𝑑 ≡ 𝑘𝜙(𝑛) + 1              (3) 

 

Fig. 1. Comparative Analysis of RSA and NTRU Algorithm and Implementation in the Cloud. 
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Testing a number with the Rabin-Miller algorithm. If 𝑏0 
= 1 or 𝑏0 = 𝑛 − 1, then 𝑛 is a prime number. 

𝑏0 =  𝑎𝑚(𝑚𝑜𝑑 𝑛)             (4) 

If 𝑏0  ≠ 1 or  𝑏0 ≠ 𝑛 − 1, do with Equation (9). 

𝑏1 = 𝑏0
2𝑚𝑜𝑑 𝑛              (5) 

If  𝑏1 =  𝑛 − 1, then 𝑏1 validated probability as a prime. 

2) RSA encryption: Plaintext is made into blocks of 

𝑚1, 𝑚2, 𝑚3, . . . , 𝑚𝑛  so that each block represents a value 

between [0, 𝑛 − 1]  or (0 <  𝑚1 < 𝑛 − 1).  Where input 

message 𝑚 < 𝑛. Then calculate the 𝑐𝑖 ciphertext block for the 

plaintext block through the Equation (6). 

𝑐𝑖 =  𝑚𝑖
𝑒  𝑚𝑜𝑑 𝑛              (6) 

3) RSA decryption: Ciphertext 𝑐𝑖  is processed using 

Equation (7) to get the original message, the plaintext 

message. 

𝑚𝑖 =  𝑐𝑖
𝑑 𝑚𝑜𝑑 𝑛              (7) 

B. NTRU (Nth-Degree Truncated Polynomial Ring) 

The key generation, encryption decryption process of 
NTRU is the second steps. Before explaining further from the 
stage one to the next. We give the principle of NTRU. 

The principle of the object used by the NTRU public-key 

cryptosystem is to use a polynomial of degree 𝑁 –  1. If 𝑎 and 
𝑏 are two polynomials in the ring 𝑅, they can be defined in 
Equation (8) and (11). 

𝑎 =  𝑎0 + 𝑎1𝑥 + 𝑎2𝑥2 + 𝑎3𝑥3 + ⋯ +  𝑎𝑁−2𝑥𝑁−2 +
𝑎𝑁−1𝑥𝑁−1              (8) 

=  ∑ 𝑎𝑖𝑥𝑖𝑁−1
𝑖=0               (9) 

Coefficient vector𝑎 will be represented as in the Equation 
(10). 

𝑎 = (𝑎0, 𝑎1, 𝑎2, … , 𝑎𝑛−2, 𝑎𝑁−1)          (10) 

𝑏 =  𝑏0 + 𝑏1𝑥 + 𝑏2𝑥2 + 𝑏3𝑥3 + ⋯ +  𝑏𝑁−2𝑥𝑁−2 +
𝑏𝑁−1𝑥𝑁−1            (11) 

=  ∑ 𝑏𝑖𝑥𝑖𝑁−1
𝑖=0             (12) 

Coefficient vector 𝑏  will be represented as the Equation 
(13). 

𝑏 = (𝑏0, 𝑏1, 𝑏2, … , 𝑏𝑛−2, 𝑏𝑁−1)          (13) 

The basic operations used in convoluted ring polynomials 
are addition, subtraction, and convolution multiplication. The 
polynomial coefficient (a0, a1, …, an-1) is an integer. Some 
coefficient values are 0. This set of polynomials is called 𝑅. 

1) Key generation: NTRU Key Generation begins with 

selecting two polynomials 𝑓 ∈  ℒ𝑓 and 𝑔 ∈  ℒ𝑔 provided that 

𝑓 has an inverse modulo 𝑝 and 𝑞, so 𝑓𝑝
  and 𝑓𝑞 can writing in 

Equation (14), (15). 

𝑓 ∗ 𝑓𝑝 ≡ 1 (𝑚𝑜𝑑 𝑝)           (14) 

𝑓 ∗ 𝑓𝑞 ≡ 1 (𝑚𝑜𝑑 𝑞)           (15) 

The private key consists of the polynomials 𝑓 and 𝑓𝑝. After 

determining the polynomials 𝑓 and 𝑔, the public key can be 
calculated by the Equation (16). 

ℎ ≡ 𝑝𝑓𝑞 ∗ 𝑔 (𝑚𝑜𝑑 𝑞)           (16) 

2) NTRU encryption: To perform the encryption process, 

one chooses a polynomial 𝑚 representing a message so that 𝑚 

∈  𝐿𝑚  and a random polynomial 𝑟 ∈  𝐿𝑟. The message must 

be converted to a polynomial 𝑚. Then select a small random 

polynomial, 𝑟 ∈  𝑅 used to shuffle the messages. Calculating 

the ciphertext 𝑒, with the Equation (17). 

𝑒 ≡ 𝑟 ∗ ℎ + 𝑚 (𝑚𝑜𝑑 𝑞)           (17) 

3) NTRU decryption: The decryption process begins by 

calculating the polynomial 𝑎 = 𝑓 ∗ 𝑒 (𝑚𝑜𝑑𝑢𝑙𝑜 𝑞), then define 

the coefficient 𝑎 between−𝑞/2 and 𝑞/2 , then calculating the 

polynomial 𝑏 = 𝑎 (𝑚𝑜𝑑𝑢𝑙𝑜 𝑝) so that the private key  𝑓𝑝  is 

obtained to calculate the value of  𝑑. 

𝑑 =  𝑓𝑝 ∗ 𝑏 (𝑚𝑜𝑑 𝑝)           (18) 

Or 

𝑑 ≡  𝑓𝑝 ∗ [𝑓 ∗ 𝑒]𝑞(𝑚𝑜𝑑 𝑝)           (19) 

C. Wiener’s Attack 

In this section, Wiener's attack is a type of cryptographic 
attack against the RSA algorithm. This attack is the third steps.  
The attack uses an advanced fraction method (continued 

fraction). Continued Fraction of rational number 
𝑢

𝑣
 is an 

expression of the form 𝑥 =  𝑎0, and we get Equation (20). 

𝑥 = 𝑎0 +
1

𝑎1+
1

𝑎2+
1

𝑎3+ ...

           (20) 

Where the coefficient 𝑎0  is an integer and all other 
coefficients for 𝑎𝑖  for 𝑖 ≥ 1  are positive integers. The 
coefficient 𝑎𝑖  is called the partial quotients of the continued 
fraction. Generate unique continued fraction, with Euclidean 
algorithm, can efficiently determine all coefficients 
𝑎0, 𝑎1, … , 𝑎𝑁. 

D. LLL Lattice basis Reduction 

LLL attack on and NTRU is the four steps. It can be 
depicted in Fig. 2. 

 

Fig. 2. Basis Lattice. 
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Fig. 2 shows an image of the vector lattice and lattice, 
which is the basis of the LLL algorithm. The LLL algorithm is 
a lattice basis reduction algorithm. The basis of a lattice𝐵 =
 {𝑏1, 𝑏2, . . . , 𝑏𝑛}  will be defined as Gram-Schmidt basis 𝐵 =
 {𝑏1

∗, 𝑏2
∗, . . . , 𝑏𝑛

∗ } by fulfilling the two conditions below: 

(Size reduction) : 

| 𝜇𝑖𝑗 | =  
|𝑏𝑖.𝑏𝑗

∗|

‖𝑏𝑗
∗‖

2 ≤  
1

2
, 𝑤ℎ𝑒𝑟𝑒 1 ≤ 𝑗 < 𝑖 ≤ 𝑛.         (21) 

(Lovasz Condition) : 

‖𝑏𝑖
∗‖2 ≥ (𝑐 −  𝜇𝑖,𝑖−1

2 )‖𝑏𝑖−1
∗ ‖2, 𝑓𝑜𝑟 

1

4
< 𝑐 < 1 𝑑𝑎𝑛 1 < 𝑖 < 𝑛.

             (22) 

E. Cloud Storage 

In this section, implemented in cloud storage is the five 
steps. Cloud storage is a cloud computing model that stores 
data on the internet through a cloud computing provider. Cloud 
, storage is a cloud computing system that allows users to store 
and share data on the internet [26]. Cloud storage operates 
online, making it easier to retrieve and manage data. A cloud 
storage architecture, where a web browser will connect to a 
server that automatically accesses the database server. It can be 
depicted in Fig. 3. 

 

Fig. 3. Cloud Storage Architecture. 

IV. PERFORMANCE ANALYSIS 

In this section, we perform a comparative analysis of RSA 
and NTRU Algorithm and an Implementation in the Cloud. 

A. Parameter 

Security level algorithms RSA and NTRU are used in the 
Key Generation process. Table I shows the corresponding 
NTRU and RSA key sizes with equivalent security levels. 
Security level (k) 80, 112, 128, 160, 192, and 256 bits [27], 
[28]. 

The parameter used in the RSA algorithm is to take 
advantage of the number of bits selected, where the value of 
these bits will affect the length of the key. The parameter 
selection of the NTRU algorithm used in this study is the value 
of N, p, and q. This value will be used as a determinant of the 
length of the public key and private key which will later be 
used for the encryption and decryption process. The magnitude 
of this parameter is obtained from research [27], [28]. The 

explanation of the parameter values for each security level is 
presented in Table II. As well as the results of the running time 
obtained based on the parameters used. It can be shows in 
Table III. 

Table I and Fig. 4 show that NTRU's bandwidth usage is 
more efficient than RSA's when the level of security increases,  
from the same standard used in both RSA and NTRU 
algorithms, this security level will be used to compare the two 
algorithms so that we get a better result. 

B. RSA (Rivest-Shamir-Adleman) 

1) Key generation: From the process of key generation, 

encryption, and decryption of the RSA algorithm, the results 

are shown in Table II, showing the generation of public and 

private keys. The running time results are almost the same for 

low and moderate security, but public key generation is faster 

at the highest security. Private key generation on the RSA 

algorithm is faster at standard and high security. 

2) RSA encryption and decryption: The RSA algorithm 

encryption process uses the solution 𝑐𝑖 =  𝑚𝑖
𝑒  𝑚𝑜𝑑 𝑛 , to 

obtain an encrypted message in the form of a ciphertext 

message. The process of decrypting the ciphertext message is 

done using the solution 𝑚𝑖 =  𝑐𝑖
𝑑  𝑚𝑜𝑑 𝑛 to make the original 

message a plaintext message. The running time for the 

encryption and decryption of the RSA algorithm at each 

security level can be seen in Table II, showing that the results 

of the decryption process's running time are faster for each 

security level. 

TABLE I. SECURITY LEVEL RSA, NTRU 

Security Level (bits) NTRU (bits) RSA (bits) 

80 2008 1024 

112 3003 2048 

128 3501 3072 

160 4383 4096 

192 5193 7680 

256 7690 15360 

 

Fig. 4. Comparison of Security Level RSA, NTRU. 
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TABLE II. RUNNING TIME RSA 

Security level 
Security level 

(bits) 

RSA 

(bits) 

Public Key Generation 

(second) 

Private Key Generation 

(second) 

Encryption 

(second) 

Decryption 

(second) 

Low security 80 1024 0.62634 0.62634 0.0469 0.0153 

Moderate security 112 2048 6.59910 6.59910 0.2594 0.0780 

Standard security 128 3072 25.77820 25.77820 0.4458 0.1370 

Standard security 160 4096 58.39774 58.39774 0.9420 0.2884 

High security 192 7680 682.09213 682.09213 5.6284 1.7493 

Highest security 256 15360 6920.16406 6920.16406 41.5171 12.5220 

C. NTRU (Nth-Degree Truncated Polynomial Ring) 

1) Key generation: The main parameters of the NTRU 

algorithm are integers 𝑁, 𝑝, 𝑞. This parameter value is used to 

determine polynomial rings. The results of the running time of 

the public key generation and the private key of the NTRU 

algorithm can be seen in Table III. Table III shows that the 

speed of the public key running time is faster than the private 

key at each security level. 

2) NTRU encryption and decryption: The NTRU 

algorithm encryption process is carried out using the𝑒 ≡ 𝑟 ∗
ℎ +  𝑚𝑖  (𝑚𝑜𝑑 𝑞)  solution to obtain the ciphertext message. 

Ciphertext message can be processed with decryption using 

the NTRU algorithm to get plaintext message, with the 

solution 𝑑 ≡  𝑓𝑝 ∗ [𝑓 ∗ 𝑒]𝑞(𝑚𝑜𝑑 𝑝) . The encryption and 

decryption process in the NTRU algorithm obtained results, as 

shown in Table III. It can be seen that the encryption and 

decryption process in the NTRU algorithm does not show a 

significant difference. However, it can be seen that the 

encryption process is faster for the low-security level and the 

highest security. Moderate, standard, and highest security 

indicate that the decryption process is faster than the 

encryption process. The security level and the value of the 

NTRU parameter increase affect the running time speed. 

D. Comparison of RSA and NTRU Algorithms 

1) Key generation: Longer keys will provide higher 

security but will consume more computing time, so the value 

of security and speed will be inversely related. Generating a 

key with a long bit size can take from a few minutes to several 

hours, as shown in Tables II and III. From the two tables, 

Table II and Table III, the results are that private and public 

key generation in the NTRU algorithm is much faster than key 

generation in the algorithm RSA for security levels 80, 112, 

128, 160, 192, 256 bits, as depicted in Fig. 5. 

2) Encryption: The time required to encrypt files using 

both algorithms is compared to evaluate system performance. 

From the data obtained, the time for encryption using RSA is 

faster than NTRU with an average speed of RSA encryption of 

2.3285 seconds and described in detail at different security 

levels as shown in Table II and Table III. 

TABLE III. RUNNING TIME NTRU 

Security level 
Security 

level (bits) 

Key 

Sizes 

(bits) 

N p q Public Key (second) 
Private Key 

(second) 

Encryption 

(second) 

Decryption 

(second) 

Low security 80 2008 251 3 2048 0.5719 0.6281 0.5478 0.74925 

Moderate security 112 3033 401 3 2048 1.9941 2.1696 1.5158 1.4010 

Standard security 128 3501 439 3 2048 2.4076 2.6754 1.7236 1.6765 

Standard security 160 4383 487 3 2048 2.9953 3.4613 3.6976 3.4571 

High security 192 5193 593 3 2048 4.4289 5.1424 6.3630 5.4323 

Highest security 256 7690 743 3 2048 7.9426 9.0723 7.9774 9.1061 
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Fig. 5. Comparison of RSA, NTRU Key Generation. 

 

Fig. 6. Comparison of RSA, NTRU Encryption. 

From Table II and Table III shows graphs of running time 
for the encryption process for the RSA and NTRU algorithms, 
as shown in Fig. 6. It can be seen that the encryption process 
for low-level RSA security is faster than NTRU, but when it 
reaches the security level of 256 bits, the NTRU algorithm is 
much faster than RSA. 

3) Decryption: The average speed of the RSA algorithm 

decryption process is faster than the NTRU algorithm. RSA 

algorithm is more efficient in decrypting data than the NTRU 

algorithm. Table II and Table III show that when the security 

level is 80, 112, 128, 160, 192 bits, the RSA decryption 

process is faster, but when the security level is 256 bits, the 

NTRU process is faster than RSA decryption. 

A comparison for the decryption process in Table II and 
Table III, a comparison chart is obtained for each security level 
as shown in Fig. 7. It can be seen that the RSA decryption 
process for low-security levels is faster than NTRU decryption, 
but when the security level is at the highest security level, 
which is 256 bits NTRU algorithm has a faster speed. 

 

Fig. 7. Comparison of RSA, NTRU Decryption. 

4) Wiener’s attack on RSA: The security of the RSA 

algorithm depends on the difficulty of factoring large integers 

to obtain prime numbers, which is one of the mathematical 

computational problems that are difficult to solve. [29]. 

Wiener's Attack algorithm uses a continued fraction solution. 

Table IV is the result of the running time of the Wiener's 

attack process at different security levels, which shows that 

when the security level is increased, the time to carry out 

attacks will increase. 

5) LLL lattice basis reduction on NTRU: The NTRU 

algorithm with parameters N, p, q can show each parameter's 

security level. The public key on the NTRU algorithm will be 

tested using an attack in the form of LLL (Lenstra-Lenstra-

Lovasz) lattice basis reduction with the output obtained in the 

form of running time. This attack can show the strength of the 

NTRU algorithm. The strength of the NTRU algorithm is in 

the difficulty of finding a short vector of a lattice. 

In Table V, it can be seen how the LLL lattice base 
reduction algorithm runs on different parameters. When the 
value of parameter N increases, the time to carry out an attack 
also increases, and when the value of N = 31, the time required 
to carry out an attack takes more than 9 hours. From Table V, it 
can be said that LLL can perform attacks on the NTRU 
algorithm but in small parameters and cannot find short vector 
problems (SVP) for a larger basis. When N's value is higher, 
the running time of the attack process using LLL tends to 
increase. 

TABLE IV. RUNNING TIME WIENER’S ATTACK 

Security level 
Security level 

(bits) 

RSA 

(bits) 

Wieners Attack 

(second) 

Low security 80 1024 0.09733 

Moderate security 112 2048 0.35923 

Standard security 128 3072 1.19537 

Standard security 160 4096 1.46252 

High security 192 7680 5.87838 



(IJACSA) International Journal of Advanced Computer Science and Applications, 

Vol. 13, No. 3, 2022 

163 | P a g e  

www.ijacsa.thesai.org 

TABLE V. RUNNING TIME LLL ATTACK 

No N p q LLL Attack (second) 

1 24 3 128 6780 

2 25 3 128 7260 

3 26 3 128 18600 

4 27 3 128 15420 

5 28 3 128 24060 

6 29 3 128 28980 

7 31 3 128 > 9 hours (32400 second) 

E. Implementation on Cloud Storage 

1) Upload process: Fig. 8 is a flow block diagram of the 

file upload process and when it is implemented to cloud 

storage, as shown in Fig. 9. Fig. 9 shows the results of file 

uploads using the RSA and NTRU algorithms applied to file 

storage. When the uploaded file has been selected, the 

uploaded file will be converted into a ciphertext message then 

sent to the database server. 

2) Download process: Fig. 10 is a block diagram of the 

file download process that can be implemented in cloud 

storage. Fig. 9 shows the uploaded file can be downloaded and 

the file decryption process by pressing the download button. 

 

Fig. 8. Block Diagram Upload File. 

 

Fig. 9. File Storage. 

 

Fig. 10. Block Diagram Download File. 

After pressing the download button, the program will 
download the file and do the decryption process. Then will get 
the result of a plaintext message. 

V. CONCLUSION 

The RSA algorithm (Rivest-Shamir-Adleman) and the 
NTRU algorithm (Nth-Dimensional Truncated Polynomial 
Ring) are algorithms to secure plaintext or original messages 
by encrypting messages. In this study, the two algorithms 
compared their performance in key generation, encryption, 
decryption, attack, and their implementation in cloud storage. 
Performance comparisons are made with two things, measuring 
running time and testing the security of attack attempts on both 
algorithms. From the results of this study, the results are as in 
Table II and Table III. The use of the selected parameter for the 
RSA bit, the higher the bit selected, the greater the time 
required. The greater the value of the N parameter in the 
NTRU algorithm, the greater the time required for the key 
generation, encryption, and decryption processes. 

In terms of running time in the key generation and 
encryption process, the NTRU algorithm is more efficient than 
the RSA algorithm. In terms of security, by testing the 
Wiener's attack on the RSA algorithm and LLL Lattice Basis 
Reduction on the NTRU algorithm, it shows that the NTRU 
algorithm has a more secure level of resilience so that it can be 
said that the NTRU algorithm is more recommended for cloud 
storage security.  In this paper, we have not discussed the 
comparison of the LLL algorithm attacks applied to the RSA 
algorithm and the NTRU algorithm. The comparison analysis 
of the RSA algorithm and the NTRU algorithm has proven 
successful, but it is hoped that in future research a different and 
updated implementation can be carried out using other 
algorithms, such as the comparison of the ECC and Elgamal 
algorithms. 
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