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Abstract—Security has always been a prominent concern over
the network, and various essential requirements are required to
cater to an efficient security system. Non-repudiation is a
requirement about the non-deniability of services acting as a
bridge between seamless relaying of service/data and efficient
security implementation. There have been various studies carried
out towards strengthening the non-repudiation system. There are
certain pitfalls that render inapplicability on dynamic cases of
vulnerability. The conventional two-party non-repudiation
schemes have been widely explored in the existing literature. But
this paper also advocates the adoption of multi-party
computation, which has better feasibility toward strengthening a
distributed security system. The current work presents a survey
on the existing approaches of non-repudiation to investigate its
effectiveness in the multi-party system. The prime aim of the
proposed work is to analyze the current research progress and
draw a research gap as the prominent contribution of the
proposed study. The manuscript begins by highlighting the issues
concerning multi-party strategies and cryptographic approaches,
and the security requirements and standardization are briefly
discussed. It then describes the essentials of non-repudiation and
examines state-of-the-art mechanisms. Finally, the study
summarizes and discusses research gaps identified through the
review analysis.
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I.  INTRODUCTION

The computational infrastructure has evolved from desktop
computing to distributed architecture of computing. To
elaborate further, it can be said that the ecosystem of the
computation has evolved periodically from desktop
computation to the client-server, and after the event of the
internet, the model of the web-server-based applications. The
new dimension of a highly scalable infrastructure includes
cloud computing and the Internet of Things (10T) [1][2]. The
various applications are running on these distributed
architectures, which are critical for different walks of life,
including defense, government, e-commerce, e-hospitals,
education, etc., in the form of context-oriented pervasive and
ubiquitous manner. In any computing model, reliability
becomes a primary requirement once it matures because the
system has various vulnerabilities, and those vulnerabilities
pose multiple threats to the system [3]. A direct attack on the
system introduces the failure of the entire system; therefore,
appropriate security measures must be researched and
developed according to the changing dynamics of the
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computing environment. The reliable security system must
comply with the essential consideration of practical aspects for
Confidentiality, Integrity,  Authentication,  Availability,
Authorization, Access Control, and Non-repudiation [4][5].
The robust security in such distributed architecture means that
multiple parties or entities must collaborate to generate security
attributes. One such popular technique is "Multiparty
Computation,” which collects the inputs from various
participating entities to preserve or isolate their privacy from
the other parties [6]. A function generates the output based on
these inputs. The focus of the current paper is to study the
research trend on the non-repudiation aspects. The common
word meaning of repudiation is to deny. In digital security
systems, the transaction occurs between the stakeholder or the
different parties for the authentication or the security protocol
requirements. Therefore, both parties cannot deny that the
sender does not send either message and is not received by the
receiver. The guarantee of non-denial is the authentication of
the signature or message or the document or, in general, any
attributes defined as non-repudiation. Various network
architectures, including wireless vehicle network, Wireless
Sensor Networks (WSN), Internet of Things (loT), etc.,
demand customized security solutions. The popular techniques
used in the security domain include Public Key Cryptography
(PKC), Digital Signature (D.S.), digital certificate (D.C.),
hashing, and critical public infrastructure (PKI). Symmetric
Key Cryptography (SKC), etc. [7]-[10]. There is a challenge
that the method adopted should be suitable for most of the
essential requirements of the security protocols, or at least the
process for non-repudiation should also complement another
security requirement. This paper critically analyses the various
approaches used for the non-repudiation protocol design in
general and specific to the different networks. Further, this
paper focuses on the research approaches adopted for
designing a non-repudiation scheme using multi-party
computation. The proposed manuscript offers updated
information about multi-party security solutions towards non-
repudiation. Therefore, it is essential to gather research trends
in this direction and make the information available to the
researchers interested in security protocol design, especially for
non-repudiation  using  multi-party  computation.  The
contribution of this paper is as follows: The initial Section Il of
the paper provides conclusive information from the journal of
Onieva et al. [11], and then in Section 11, the methodology for
the literature data collection is described. Section 1V discusses
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the approaches toward non-repudiation, while Section V
discusses multi-party non-repudiation schemes. In contrast,
Section VI discusses open research issues, and Section VII
discusses the contribution of this paper.

Il. ESSENTIALS OF NON-REPUDIATION

This section highlights the significance of non-repudiation
and multi-party non-repudiation with respect to design
perspective.

A. Design Parameters for Non-Repudiation Protocol

Whenever the transactions occur between two parties, there
is a fair chance of disputes due to complete or conditional
denial of the transaction. The security service which tries to
resolve by a fair settlement is called Non-Repudiation (N.R.).
Generally, this problem is also to analyze the behavior of the
involved activities, and the first standardization was defined in
1996 by ITU as ITU-X.813 [11]. Fig. 1 illustrates a correlation
between the different phases of the N.R. service. The typical
stages of the non-repudiation process, such as evidence
generation, evidence transfer, storage and retrieval, and
evidence verification, includes the transaction (T)={E, I, O, R,
R.V.}, where E=evidence, I=information, O= observation, R=
request generation and RV= request verification. In the last
phase, dispute resolution, the defendant and the plaintiff
process their justification with the agreed adjudicator in the
non-repudiation service. The message communication occurs
either directly or through a delivery agent from the source node
to the destination node. For the accountability of the sender and
receiver node, services like non-repudiation of origin and non-
repudiation of receipt are essential. If the dispute occurs where
the delivery takes place through the delivery agent, the NR-
services require N.R. of submission and N.R. of delivery. The
evidence stored either digitally signed using PKC or as secure
envelopes using SKC with all the essential attributes is used in
the dispute. For this purpose: a digital signature assisted by the
TTP-U is encouraged for various advantages. Based on the role
of non-repudiation. The TTP-U is classified as a) offline TTP,
b) an online TTP, ¢) an inline TTP, whereas, in the more
advanced design, the use of TTP-U will be eliminated if an
alternate scheme exists for the dispute resolution.

A suitable design of normal transactions is exhibited in
Fig. 1 to highlight the non-repudiation system mechanism. It
can be considered as a generalized form of technique towards
non-repudiation. In such a scheme, the user feeds their
credentials in the form of user identity and password, followed
by the generation of the first authentication factor in the user
system side. An authenticator node further assesses this
information, further carrying out second-factor authentication.
This process takes place within the service provider (or another
node). However, prior to generating the secondary token, the
authenticator must access the user private key from the
hardware security module. The extracted information by the
authenticator node then successfully generates a second-factor
token and thereby completes the dual authentication system.
The transactional information generated by the hardware
security model is then forwarded to authentication to digitally
sign it. However, the biggest challenge in this mechanism is
the presence of common attackers, e.g., key loggers, trojans,
man-in-middle attacks, man-in-the-browser, internal attacks,
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etc. Hence, user applications could be extremely vulnerable
during the manipulation of information storage. Hence,
ensuring non-repudiation becomes quite a challenging aspect
of network security. Apart from this, existing studies are found
not much-adopted scrutiny towards non-repudiation of origin
or emission [12]. Basically, non-repudiation of origin refers to
the connection between a communication channel between the
sender of the message and the receiver of the message that can
offer legitimate evidence of the source of a message. On the
other hand, a disclaimer of emission refers to the relationship
between the content of the message and its source sender as
proof of the sender. The essential design requirement of an
efficient NR-Protocol includes: a) fairness, b) efficiency,
c) timeliness, d) policy, e) verifiability of TTP-U, and
f) transparency, where the verifiability and transparency
introduce trade-off which is a challenging task while design
N.R. protocols.

B. Multiparty Non-Repudiation

There are many transactions where more than two parties
have been involved in the case of multi-party. Therefore, the
multi-party non-repudiation problem is different from the two-
party N.R. problem. If 'N' parties such that, N>2, exchanges
messages and subsequent evidence of transactions are
collected, which can be used to settle the dispute if any, then it
is said to be a general case of multiparty Non-Repudiation
(MP-NR). The MP exchange may be either one too many,
many to one, or many, maintaining various topologies like star
or mesh. The scenario of MP-exchange, M= {M1, M2, M3,
M4} cannot adopt an N-Party NR-protocol, where N=2
because the efficiency will not be optimal as the correlation
among MP, cannot be maintained for any unique transaction.
Therefore, a suitable Multi-party Non-Repudiation Protocol
(MP-NRP) for multi-party exchange should be designed with
appropriate design goals of fairness, confidentiality, efficiency,
timeliness, and policy. Fig. 2 highlights the multi-party
computing model's conceptual architecture and the basic
security requirements to counter attacks on cloud-assisted and
loT-enabled ubiquitous and smart applications. Also, a fault-
tolerance system is an essential part of security to ensure the
reliability of both conventional and distributed computing
models.
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Fig. 1. Generalized Design Process of Transaction.
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Fig. 2. Conceptual Computing Model and Security Requirements.

I1l. METHODOLOGY FOR DATA COLLECTION

The scope of the digital security system is very vast;
therefore, in the initial stage of the study, the keyword-based
on the 'non-repudiation’ provides the following statistics.
Although there are many other reputed journals like Springer,
Elsevier, Inder- science Wiley, 1GI, NCBI, etc. However, IEEE
digital library offers an easy-to-use digital library to find the
appropriate problem statement after understanding the current
research trend and gap analysis. The data from the IEEE is
considered during this initial phase of the study. The timeline
of these publications was found from 1994 till 2022, which
shows that the research in the field of non-repudiation is
always active as throughout the time, The various new
networks and communication-based applications evolves on
the digital platform and that make the system dynamics.
Therefore, the legacy solutions to non-repudiation do not fit the
newly developed system. Therefore, to understand the current
trend, the literature of only the last five years' publications of
the conference and journals is segregated. The statistics found
for the same are as tabulated in Table I.

Generally, the IEEE journals and transactions papers are of
exceptionally high reputation, so the '34' reports are initially
analyzed, whose time stamping from 2015 till 2022 as seen in
Table Il. The next section discusses about the existing studies
toward non-repudiation followed by multiparty-based non-
repudiation techniques.

TABLE I. STATISTICS OF PUBLICATION ON NON-REPUDIATION
Type Number
Conference 785
Journal 87
Magazine 9

Early Access 6

TABLE Il STATISTICS OF SELECTED PUBLICATIONS

Type Number
Conference 305
Journal 69
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IV. STUDY TOWARDS NON-REPUDIATION

This section discusses the existing approaches carried out
in different areas of implementation towards addressing the
non-repudiation problem.

A. Securing Adhoc Networks Scheme

The ad-hoc technology, Smart On-Board Units (s-OBU)
and Smart Road Side Units (s-RSU) make the realization of the
Vehicular ad-hoc Network (VANETS), where the infotainment
system that provides data communication of all types, either
sensor data, images, or the video takes place seamlessly and
provides passengers conform and safety application and fulfill
the vision of intelligent transport system. There has been a
tremendous effort towards building such an ecosystem of the
network, but there are many security challenges, and the
existing security mechanism is ineffective. The work carried
out by Pan et al. [13] has presented a secure data sharing
methodology using edge computing. The security of the data is
offered using the encryption approach of ciphertext policy
attributes. Further study towards ensuring non-repudiation was
carried out by Baee et al. [14], where an authentication
framework is presented. The author has also discussed the
significance of using key management and encryption-based
approach for securing communication systems in vehicular
networks. The existing system mainly emphasizes an
authentication scheme towards ensuring a non-repudiation
system. Work in such direction was reported by Alfadhi et al.
[15], where a hash-based function is developed to perform
authentication  that  further reduces redundancy of
authentication. Further, the study implementation of Abbasi et
al. [16] has presented a clustering approach using trust and
reputation to offer better non-repudiation in vehicular
networks. Another study carried out by Fang et al. [17] has
emphasized using blockchain and digital signature. The
repudiation attacks occur in the VANET, where the attacker
denies the participation of sending and receiving the messages.
Due to this, the trusted authority gets confused about the audit.
The authors, Azees et al. [18], have surveyed the research work
towards the non-repudiation in the VANET, and the key
finding of those works is tabulated in Table Ill. In the
mechanism suggested by Jie Li et al. [19], whenever the
malicious vehicle transmits a fraudulent message and denies
the transmission of that message, the trusted authority opens
the signature in the message to reveal the actual identity of the
vehicle. Though this method provides a cost-effective solution,
certificate management is quite challenging in this method. To
overcome the problem of the overhead of the certificate
management in the PKI-based cryptosystem, the authors Choi
and Jung [20] proposes an ID-based cryptosystem to provide
non-repudiation. In this scheme, a timestamp is encoded with
the date and the time of the message encoded and defines the
message validity time. The biggest challenges in all these
approaches are that they must be supported by the mobility-
prone network, which is not offered with evidence Table IlI
highlights the advantages and issues associated with all these
approaches. This scheme cannot ensure strong non-repudiation
because of the critical escrow problem of the I.D.-based
systems. The authors Biswas and Misic [21] designed a scheme
for the non-repudiation of the privacy-preserving
authentication in VANET to prevent the repudiation attack. In
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their system, a signature is created for each message, and to
sign the message, each sender needs to have a unique secret
key and a session parameter. Once the sender signs the
message and sends it, then they cannot deny the signature for
the broadcast message. Table Il summarizes the important
implementation work towards securing an ad-hoc network

scheme to ensure non-repudiation.

TABLE Ill.  KEY FINDINGS FOR NON-REPUDIATION IN VANET
Technologies

Ref Problem Used Pros Cons

Pan Delay due to Edge Offers Lr;(tj\tjv%erk

[13] Data sharing computing confidentiality overhead

Secure .

Baee et - - Generalized Not

al. [14] ﬁommumcatlo Authentication architecture benchmarked

Alfadh - Reduced Not resistive

ietal P::J‘{:g%i/ on ;'uat?lr:e-r?t?sgg on computational | for physical

[15] P cost attacks

. Not

Qbaa}sa Transmission Clustering \F/Qz:)l?(;];tte?ind applicable

[16]' reliability algorithm scheme for dynamic
attackers

Li et PKC, Digital - manage

al. [19] ACPN Signature Costeffective | .o tificate
non-

Choi et | Certificate ID-based Time validity L%@Ud'atlon’

al. [20] | overhead Cryptos eSCrowW
problem

Biswas ] Message Repudiation Overhead of

[21] N.R. privacy signature attack signature

1) ldentified research gap: The VANET is a dynamic
network where the system works in a decentralized manner;
therefore, a method is required to mitigate the effect of the
repudiation attack that should have significantly less
computational overhead and yet be very effective supports the
distributed computing paradigms. Therefore, a multi-party
computation-based non-repudiation protocol is advised.

B. Certificateless Scheme

This form of scheme targets to resist the critical escrow
issue in network security. A dedicated module called certificate
authority generates secret keys that possess complete trust
factors within it [22]. For adequate security, this mechanism
uses a key generation center and user where the splitting of the
secret key is carried out. The work carried out by Zhang et al.
[23], Li et al. [24], Won et al. [25], and Islam et al. [26] has
used certificates scheme with a different focus on
implementation, viz. securing 5G communication, access
control on a wearable device, smart city, and enhancing
encryption, respectively.

1) ldentified research gap: Although this scheme is
claimed to offer security concerning non-repudiation, it fails to
fully optimize the information associated with the identity of
the nodes to generate the public key. It also introduces
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dependency towards the publishing process for the user's public
key. Another significant issue in this approach is that this
scheme offers too many usages of encrypting information;
however, the decryption process depends on only one private
key. Hence, such a mechanism cannot provide resiliency
against forged third-party users.

C. Conventional Cryptographic Measures

The conventional cryptographic measures make use of key-
based approaches as well as encryption approaches. Existing
systems offer many schemes that only emphasize these
approaches to provide non-repudiation. The work carried out
by Shim et al. [27], and Lin et al. [28] have used key-based
methods while the work carried out by Li et al. [29],
Amerimehr et al. [30], Zia et al. [31], Randriamasy et al. [32],
and Tseng et al. [33] have used encryption-based method. All
these approaches are meant for different research problems
associated with strengthening the security scope of the
application.

1) Identified research gap: The significant issue in
adopting conventional cryptographic measures is that none of
the mentioned studies have considered device-related
complexity issues. Implementing key management will also
demand storage, processing, and updating of the key, which
consumes extra buffer in resource-constrained devices that
have not been addressed. Further usage of encryption has not
been testified for its capability towards resisting different forms
of threats.

D. Privacy and Authentication Measures

Privacy and authentication are highly connected. The
communicating nodes should be secured to prevent their
private information from being vulnerable. One way to offer
better security is to provide privacy preservation approaches
and authentication techniques. Approaches towards privacy
preservation are seen in the work of [34]-[35], while some
authentication approaches are seen in the creation of [36]-[37].
These studies have strengthened non-repudiation; however, it
was not the only focus.

1) ldentified research gap: These approaches focus more
on privacy and authentication; however, no claim was found to
offer faster response time. Response time is required for
ensuring a lightweight encryption approach. Existing
approaches are also proven to be scalable for the extensive
communication environment. Apart from this, there are also
various other miscellaneous approaches, e.g., blockchain [38],
[39], [40], and various other analytical approaches [41]-[42].
All these approaches are focused on the split form of problems
in a wireless network as well as they are also found to be quite
specific towards solving methodologies. They cannot leverage
any form of flexibility and scalability when different network
conditions are applied. Hence, there is a broader scope of
improvement towards these approaches for strengthening the
non-repudiation issue. The next section discusses existing
methods to multi-party non-repudiation schemes.
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V. STUDY TOWARDS MULTI-PARTY SCHEMES

The multi-party based non-repudiation process is widely
used in the context of the applications like online
auction/bidding systems, business to business/business to
consumer, e-commerce, multicast-based  collaborative
applications, secure cloud storage, secure group encrypted e-
mail, securing tender information from the bidders, contract
signed by multiple organizations, securing keys in the
authentication system, e-mail system, certified notification, etc.
The popular methods and technologies used for these systems
include PKI, Hash, group encryption, TTP-free methods,
source authentication, and schemes to mitigate the effect of
non-repudiation attacks. Blockchain has been found to design a
multi-party non-repudiation scheme in recent times. The
section below describes the researcher's various approaches in
this context.

Electronics bidding is one process that mandatory require
efficient security. The method proposed by Curtis et al. [43]
provides a scalable system designed with essential
cryptographic functions. The method isolated the bidder's
identities among two core units of the scheme with the
assumption that they could not collude. The registration
process uses PKI with hash and is controlled by the registration
authority to guarantee non-repudiation between all the
participants as an auctioneer and the actual wined of the bid.
This approach of a registration authority is helpful in many
other applications as a framework for the design of effective,
secure multi-party transactions.

The basic design of the cryptosystem always considers the
hardness of the Discrete Logarithm Problem (DLP), and a
typical DLP is described as if a group 'G' such that ‘g’ is the
generator of the group and 'h' is the element of 'G', then the
discrete logarithm to the base 'g' of 'h' in a group 'G'. This
problem becomes more challenging if the Pohlig -Hellman
algorithm cannot solve the DLP very quickly, and it can
happen only if DL-cryptosystem Zp, where p is a prime
number such that p-1=2q {significant prime factor}. The
authors Yanping and Liaojun [44] propose an MPNR protocol
based on DLP and group encryption. In any of the online
platforms of the enterprises, either in the form of business to
business or business to consumer, there are the different digital
processes involved, including 1) item request, 2) documents
transaction for agreements, 3) payment, 4) different contracts
and 5) acknowledgment in a single batch or a group.

In the designed scheme, the stakeholder can direct another
message to multiple distinguished recipients to remove
exchanges of the same message. It also utilizes the offline
Trusted Third Party (TTP), which alleviates the cons of the use
of the online TTP and provides better efficiency. The
Alternative Time Temporal Logic (ATL) is a variant of the
Computational Tree Logic (CTL), used in many contexts
where multiple parties are involved for controllability. One of
the MPNR methods based on ATL is proposed by Wang et al.
[45] to make it useful in e-commerce by adding time limits to
each stakeholder so that it acquires a time-independent and fair
transaction. Another approach applicable for commencing is
proposed by the authors, Wang and Wang [46], use group
encryption to design MPNR without using a TTP and validate
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the model using a popular cryptographic model validation
method, namely SVO logic. In the era of collaboration, a
scalable architecture based on multicast communication
provides a platform to build business models involving multi-
party as a stakeholder.

To secure such frameworks, a Secure Multicast
Communication (SMC) is desired where the packet overhead
and computational efficiency is to be optimal. The most
significant problem for SMC is designing an authentication
model for the sources. The authors Eltaief and Youssef [47]
propose a model for SMC in the context where the
communication channel is compromised by the attackers who
work on the integrity of the data. The model exploits a multi-
layer connected chain structure to build secure multicast
authentication. It adjusts the effect of the packet loss but
ensures non-repudiation of the origin of the source.

In the era of globalization, where the global network
concept is emerging, the role of cloud systems is most
important. There is always a hiccup to migrate their data to the
cloud system unless they are not assured of the strength and
guarantee of security. The authors, Feng et al. [48], highlight
their work related to the different issues of security, including
1) fairness, 2) roll-back attack, and 3) repudiation. The method
suggested by them for MPNR protocol ensures proper storage
in the cloud system with non-repudiation and handles the roll-
back attacks. Another model told by Feng et al. [49] focuses on
the data integrity aspect during cloud storage by identifying
vulnerabilities in popular cloud storage providers. Based on
identifying the repudiation problem, a novel MPNR scheme
fixes the issue and justifies mitigation of the effect of various
network attacks [33].

To design a robust system of authentication schemes, the
security of keys plays a vital role. Mandal and Mohanty [50]
propose a TTP method to generate the keys and distribute them
to respective groups. The security analysis reveals its strength
against various attacks, including 1) the non-repudiation attack,
2) replay attack, 3) chosen cipher attack, and 4) man-in-the-
middle attack. The protocol can use for various applications
like a) group encrypted e-mail multicast in the defense sector,
b) securing tender information from the bidders, ¢) contract
signed by multiple organizations, etc.

The traditional benchmarked approaches of the multi-party
fair exchange protocol demand more communication cost if
applied to other networks' topologies different than mesh
topology. The authors Shiraishi et al. [51] found that if the
mesh topology strategy is used for the line topology, its
performance degrades. To overcome this issue, they propose an
N-party certified e-mail protocol for line topology with
fairness, non-repudiation, trusted third party invisibility, and
timeliness in less communication cost. An application like
certified notification requires a fair exchange with strong proof
and non-repudiation of the message's origin and exchange. The
authors Payeras-Capella et al. [52] introduce a Multiparty Fair
Certified Notification (MFCN)-scheme based on blockchain.
The system allows to sending simultaneously certified
notifications to the group of receivers. It validates the strategy
to achieve  better  security  properties, including
a) confidentiality, b) fairness, and c) timeliness with a stateless
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TTP. Table IV highlights research towards multi-party non-
repudiation schemes along with the associated research gap

being explored.

TABLE IV.  RESEARCH TOWARDS MULTI-PARTY NON-REPUDIATION
SCHEME
Citation Application Problem Approaches
: Securing Registration
Curtis etal. [43] Bidding system authority PKI, Hash
. Group
Eﬁr]lplng etal. B2C and B2B DLP Model encryption,
offline TTP
Wang et al. [45] | e-commerce ATL ﬁr(rj]?tmg time
Group
Wang et al. [46] | e-commerce SVOL encryption
Multicast Source

Wang et al. [47]

communication

chain structure

authentication

Feng et al. [49]

Cloud Storage

vulnerabilities

Overcome non-

for repudiation repudiation
— Resistive to non-
?gg}ndal etal. ?l;iemmlcatlon Key security repudiation
Y attack
Lo Less
[SShll]ralshl etal. e-mail system Line topology communication
cost without TTP
Payeras et al. Certified .
[52] notification stateless TTP Blockehain

1) ldentified research gap: There are various schemes

towards

multi-party

non-repudiation

schemes,

where

authentication is the prime focus. However, most of the
deployed security techniques towards this don't consider the
dynamic attribute of the user/node present in the network. This
form of implementation can successfully stop one specific
form of attack; however, they fail to identify when the attacker
changes their attack strategy. The validation of different parties
involved in this process is checked only once during the entire
simulation. In contrast, there is a fair possibility of inclusion of
new kinds of intrusion, or one of the nodes could possibly go
rogue. Hence, the existing multi-party non-repudiation system
is highly symptomatic and operational over a smaller network
and with apriori information of types of attackers.

The next section discusses the open-end research problems
identified from the existing review work.

V1. OPEN RESEARCH ISSUES

After reviewing the existing approaches, it has been seen
that it has addressed various security problems associated with
the different network variants. Therefore, each technique has
its scope of implementation while also related to multiple
pitfalls. Although all the approaches are liked with the usage of
encryption measures, key-based procedures, Certificateless
schemes, privacy and authentication schemes, etc., all of these
techniques have been specifically meant to address a particular
set of problems. The multiparty-based approach is one of the
best options; however, they still suffer from various issues
concerning non-repudiation as well as it also requires
inclusion. The significant problems that are found to be yet an
open-end are as follows.
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A. Network-Specific Solution

It has been noticed that existing schemes for non-
repudiation have been mainly carried out toward specific
groups of networks viz. convention network, 5G, Big Data,
10T, vehicular network, cloud environment, wireless sensor
network, etc. It should be noted that each network form has its
way of incorporating security, which is unique from each other.
However, some security protocols may be quite common in
this form. A closer look into Table I1I highlights that maximum
work has been attempted to date in the vehicular network. In
contrast, many works are carried out on sensory application
and 1oT (5G). It is well-known that 5G, IoT, and cloud are
future technologies and require more security strength to offer
better non-repudiation. However, multi-party is not equally
focused on these networks.

B. Authentication Flexibility on Different Networks

Existing approaches have used authentication within a
significantly narrower scope of its applicability. It should be
noted that authentication approaches for different network
forms have other dependencies. There is less work to address
authentication among massive devices present in loT. The
majority of the applications currently in upcoming times will
use 10T, and hence there is a drastic need to incorporate robust
authentication measures.

C. Strengthening Multiparty-based Approach

Multiparty-based authentication approach is one of the
most robust techniques to offer security. However, existing
studies have not provided any form of evidence toward
assuring the resiliency of the trusted third party involved in this
process. There is a need to incorporate a secure encryption
mechanism that can offer robust privacy and non-repudiation
while using a multi-party-based approach. A lightweight
encryption policy with a faster key management mechanism is
the most effective mechanism that can be opted for
strengthening non-repudiation issues in dynamic networks.

D. Mechanism of Validation

The majority of the existing approaches towards
multiparty-based schemes have not witnessed any standard
validation approach. There is a possibility of including any
number of multi-party-based authentication systems; hence,
there is a need for a cost-effective solution towards a validation
approach using unique performance parameters.

E. Computational Complexity

The inclusion of a multiparty-based solution could also
offer a potential computational complexity when it comes to
validating the stream of data or service requests. In such a case,
including an encryption mechanism will further elevate the
problem over a wireless network. Apart from this, encryption is
a highly iterative operation. At the same time, it is required to
offer a good balance between communication and computation,
which is not found in existing approaches.

VII.CONCLUSION

This paper has presented a review of the non-repudiation
system where the investigation is mainly to check the
effectiveness score in involving a multi-party system. After
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reviewing all the related research approaches, there are various
conclusive remarks. It has been identified that the existing
studies towards security have a splitting form of
implementation towards non-repudiation. Some models a direct
non-repudiation system, while others implement a different
technique to ascertain non-repudiation. The frequencies of
former approaches are comparatively less in contrast to later
forms of policies. Also, very few works have implemented the
multi-party mechanism to perform validation or security
authentication. Besides, multi-party mechanisms developed in
the existing system are too specific to network type.
Unfortunately, they offer a reduced scope of practical
implementation. It should be noted that techniques, e.g., cloud
and loT, integrate multiple forms of other networking systems.
A closer look into Table Il shows that studies were not
focused on cloud and 10T systems, which is required in the
existing approach.

More studies on authentication mechanisms have been
carried out, but they are not entirely using multi-party
computation systems. On the other hand, multi-party
computation/validation ~ studies  have  lacked  novel
authentication mechanisms. On the other hand, the existing
studies where both multi-party authentication systems have
been addressed do not deploy a computationally cost-effective
technique. There is no report of practical scenario if it runs
over resource-constrained devices.

Therefore, our future work will develop a comprehensive
model of a multi-party computational system that can offer a
superior form of non-repudiation in a dynamic network. The
study will consider the use case of 10T systems hosted over a
cloud environment. It will be meant towards bridging the gap
in current research work.
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