(IJACSA) International Journal of Advanced Computer Science and Applications,

Vol. 13, No. 6, 2022

Implementation of a Web System: Prevent Fraud
Cases 1n Electronic Transactions

Edwin Kcomt Ponce, Katherine Escobedo Sanchez, Laberiano Andrade-Arenas
Facultad de Ciencias e Ingenieria
Universidad de Ciencias y Humanidades
Lima, Peru

Abstract—The purpose of this project is to prevent cases of
fraud in e-commerce of purchase and sale from person to person
through social networks. For the development of the research
work, the Scrum methodology was used to allow the project to
be carried out in an agile and flexible way, adapting to the changes
that could arise along the way. The technological tools that made
this project possible were SQL Server, C++, Visual Studio and
Marvel app, the latter for prototype design. In addition, there
was the support of an artificial intelligence software known
as Optical Character Recognition that allowed the document
recognition process to be completed. The social network Facebook
was also relevant for the development process since the data
set for the training of the system was obtained from there,
guaranteeing its functionality. The results obtained benefit both
parties, sellers/suppliers and consumers, reducing the impact of
fraud cases and guaranteeing safer online operations. In addition,
a validation was carried out by experts in the development of web
applications, taking usability, feasibility, scalability, innovation,
and technology as criteria. Obtaining as a result the approval in
all its criteria; with the total mean value of 2.76.
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I. INTRODUCTION

Digital transformation has become more relevant in recent
years as a result of the pandemic, although this process
brings with it greater benefits and a positive impact on the
development of a country, it also poses certain risks for a large
number of the population. According to the World Economic
Forum in a survey presented in its Global Risks Report 2021
[1], it indicates that cybersecurity flaws rank 7th out of a
total of 37 risks presented. In Latin America, the growth of
e-commerce due to the pandemic had an exponential increase,
which meant a greater use of devices with internet access to
carry out various operations such as payments or purchases
of goods and services online [2]. Approximately 10 million
Latinos have purchased consumer goods through electronic
stores, however, one of the most relevant problems is the
criminal activities carried out through computerized means as
a consequence of this new normal [3].

Peru also adds to this growth, with e-commerce operations
reaching an increase of 86% in June 2020 and reaching its
highest point in July with 160%. This represents approximately
6 billion dollars, which covers the size of the e-commerce
market as detailed in the report by the Peruvian Chamber
of Electronic Commerce. However, this led to an increase in
claims related to online transactions due to the few regulations
and measures in this area. Let’s take into account that before

the pandemic, Peru had around 65,700 businesses that sold
online, but by the end of 2020 there were 263,200 businesses.
We must add that this also brought with it the increase in
informality in the digital sector [4].

In Peru there is a high rate of informality and this has been
increasing according to the latest data provided by the National
Institute of Statistics and Informatics, reaching an informality
rate of approximately 75%, also affecting electronic commerce
[5]. It is mainly social networks that are used for this type of
informal trade, where many independent workers offer their
products and services at very attractive prices. In this way
they manage to capture even more the attention of the public,
this activity through social networks represents an opportunity
to generate income without discounts or commissions when
carrying out their transactions. However, it is also an opportu-
nity for fraudsters to carry out their criminal activities hiding
behind anonymity and lack of security [6] [7]. These types of
crimes are carried out through online transactions for advance
payments without the guarantees or security that a platform
of a formal company offers. The purchase and sale operation
through social networks is based solely on trust between the
seller/supplier and the customer, thus exposing themselves to
being a victim of fraud [8].

Given the foregoing, the aim is to offer users the alternative
of carrying out their online purchase and sale operations with
greater security, thus avoiding and reducing computer fraud
rates. This not only benefits the buyer but also the seller as
it is an opportunity to demonstrate that their services and/or
products can be requested with complete confidence. Thus, it
also contributes to the security of the assets and personal assets
of the citizen covered by the Law on Computer Crimes, thus
being a reference to avoid fraud either by advertisements on a
website or by social networks.

The objective of this research work is to implement a
web system to prevent fraud in online transactions carried
out by people through social networks. The platform will
be available free of charge, allowing users to register and
contribute by reporting fraud cases in order to expand the
database, which in turn favors the system by improving its
efficiency and accuracy. So that the reports by complaint are
valid and avoid cases of misinformation; The user will be asked
to attach the respective complaint so that their report can be
considered. In this way, the aim is for users to have a system
that helps them guarantee greater security in their payment
transactions or online purchases for a requested product. As
well as independent workers or business owners, they can
avoid loss of resources and time by ensuring that their sale
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is finalized and that it is not canceled at the last minute.

The article is organized as follows: in Section II the review
of the literature, Section III the methodology, Section IV the
case study, Section V results and discussions, Section VI the
conclusions and finally Section VII future work.

II. LITERATURE REVIEW

The investigation addressed the issue of fraud prevention
through electronic commerce, through the development of a
web system. The studies of different authors on the research
topic are analyzed in order to have information on trends,
limitations, among others.

According to the authors [9], their application allows
identifying customers who may pose a risk of fraud for an
electronic commerce, through the information of cookies or
IP configured in the devices used for online transactions.
Normally, fraudulent clients do not make changes to their
laptop, smartphone or computer, so the application manages to
keep a record and identify the devices with a history linked to
these criminal acts. To achieve their objective, the developers
of the project use three main components for their fraud de-
tection system, which are PC identifier, Address identifier and
Asset Classifier. These methods are based on data extraction
and statistical analysis. A total of 8,020 purchase requests
were analyzed, efficiently detecting suspicious transactions
compared to traditional methods that use data mining, but with
poor performance.

For the [10] authors, the most frequent fraud operations
are carried out through the use of a credit card through
e-commerce. His proposal consists of applying the Support
Vector Machine (SVM) algorithm, allowing fraudulent oper-
ations to be identified and classified from safe operations.
The methodology for its system includes using fingerprint
scanning as a measure to reinforce security during registration
and access to online operations. If a transaction is classified as
fraud, the payment process will be canceled and the fraudulent
user’s information will be sent to the database. Finally, it can
be concluded that the SVM is an efficient algorithm with
an accuracy of 99.9% according to a comparison table of
several models prepared by the authors. These qualities of the
algorithm make an accurate classification in the process of
online fraud unlike other methods.

In the work developed by [11], the authors propose a new
data intelligence technique with the aim of maximizing the
model in the detection of fraudulent operations, without having
to depend on the data variation that may exist. As in the
previous article, this project focuses on operations carried out
through online payments through e-commerce. The proposed
system works with the Multiple Prudential Consensus model
that uses and integrates the efficiency of different classification
algorithms through a double criterion, probabilistic and major-
ity. The final algorithm is determined to classify authorized or
fraudulent operations according to the previously determined
model and according to the analysis of criteria elaborated. The
results obtained demonstrate the effectiveness of the model,
compared to other systems used to detect cases of fraud. Of
a total of 492 fraud samples, the developed model was able
to correctly detect 394 compared to the 349 cases that were
detected by the model that ranked second. The results confirm
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that the proposal stands out among many other solutions both
in terms of models and classification.

The authors [12] use Blockchain-based technology which
is quite secure and efficient. One of its great advantages is
that once the data has been registered, it is possible to alter or
delete it. In addition, it is a fairly simple technology and easy to
understand. Blockchain is a chain of blocks which consists of
a single registry network where information from the previous
block is stored and thus passes the information to the following
blocks. Based on this they decide to implement this technology
to support online fraud detection and thus qualify a valid
purchase. Blockchain will store verified transactions and their
associated qualifications, making ‘“verified” labels no longer
necessary. It is concluded that blockchain systems are quite
efficient in detecting online user fraud compared to traditional
methods. In addition, the system allows better control of
false accounts or information and has a reputation system to
effectively reduce the number of fraudulent ratings.

In the research work developed by the authors [13], they
propose a proposal based on Machine Learning in order to
improve the existing fraud detection systems. They consider
that there is an urgency for a better detection and prevention
of cases of electronic fraud. Its model is based on the use of
Machine Learning algorithms integrating big data, allowing it
to predict the probability that an electronic operation is safe
or fraudulent. The model was trained with a dataset com-
posed of history of credit card transactions through electronic
commerce; in order to predict any probability of fraudulent
operations. Specifically, supervised learning algorithms such
as Random Forest, Support Vector Machine, Gradient Boost
and combinations of these were used, comparing their perfor-
mance. The results obtained confirm the accuracy and precision
of the proposal by combining the Gradient Boost + Logistic
Regression algorithms. In addition, the model, being based on
Machine Learning, has an addition that is Active Learning.
This new addition allows solving data labeling problems,
which means an improvement in learning for fraud detection.

After analyzing the different proposals developed by the
cited authors, it is considered that the use of technologies
and application of engineering is of the utmost importance
to combat the growing increase in cases of computer fraud.
Although most of the works focus on the use of algorithms
and models for more sophisticated systems, none addresses
the problem of fraud when both parties involved are natural
persons. The approaches and initiatives apply to companies
already established and that have the economic factor to im-
plement the systems in their respective businesses. However, in
our country there is a large percentage of independent workers
who offer products through social networks. Merchants do not
have their own payment system and are also responsible for
making deliveries in person via delivery. For this reason, what
we are looking for is to develop a web system that facilitates
the safe use of this type of electronic commerce. Thus, users
can make their purchases with the security of knowing if they
are dealing with someone reliable for their transactions.

1II. METHODOLOGY

In the research carried out, an agile methodology was
used, which allows the development team to have constant
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communication and be able to carry out work efficiently,
quickly adapting to the changes that may occur during the
project. Next, the methodology used and the technological
tools that were necessary for this project are described in detail.

A. SCRUM Methodology

It is a methodology that offers a personalized and flexible
way of working that is suitable for software development
projects with a variety of requirements [14]. This iterative
work model establishes the delivery of project progress in-
crementally, thus achieving more efficient results and greater
productivity. In Fig. 1, we graphically observe the process
followed by this methodology and its respective work phases.
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Fig. 1. Scrum Methodology Workflow.

1) Beginning: 1t is the first phase where the roles and
functions of each member of the development team are
identified and defined, these are assigned according to the
skills and contributions of each member to the project, in the
process the Scrum Master, Product Owner and the Scrum Team
intervene [15]. Where the Scrum Master is mainly responsible
for removing obstacles to the development of the project while
the Scrum team is made up of developers, evaluators and other
professionals necessary to guarantee the quality of the product.

2) Planning and Estimation: It is the next phase, the user
stories are proposed and chosen according to the client’s
requirements, the product backlog is also carried out taking
into account an estimation process for an adequate order of
the stories. Once the requirements are organized, the sprint
backlog is created. These are selected by priority and will
go through the development and execution process. With the
defined sprints, the team is responsible for between 1 and 4
weeks of the process to program, design and execute the sprint
after the product increment is finished, the team continues with
the next sprint.

3) Implementation: 1t is the third phase of the Scrum
workflow, the objective is to deliver each sprint of the product
organized, error-free and potentially operational, and generally
at the beginning of the day during this phase small meetings
are held [16]. These meetings are known as Daily Scrum that
can last 15 minutes where the progress of the previous day is
communicated and at the same time what impediments may
be occurring for the progress of the project are discussed.

4) Review and Retrospective: It is the fourth and final
phase of the work method, once the sprint is potentially
deliverable at the end, a review of said sprint is carried out with
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the Product Owner to show the increase in the product. The
increment is inspected and its functionalities are demonstrated.
Sometimes the product list must be adapted according to the
possible new requirements that the Product Owner indicates
[17]. After the review, we proceed with the retrospective;
where the Scrum Team makes an analysis of itself with the
possibility of proposing strategies to execute improvements in
the way of working for the following advances.

B. Technological Tools

For the research work, it was considered to use specialized
applications and programs for this type of project with the
intention of having an adequate development environment; thus
achieving the correct implementation of the proposed system.

1) SOL Server: 1t is a relational database management
system that uses the Transact-SQL development language. It
is ideal because it allows you to store all the information
you want with a wide variety of processes and with different
utilities. Plus, easily integrate application data and leverage a
rich set of cognitive services to power Al processes at any data
scale.

2) Visual Studio: Tt is a program that provides us with
an integrated development environment which facilitates the
creation, design and development of web sites and applications,
at the same time allowing us to work in environments that
support the .NET framework. It is compatible with a wide
variety of programming languages, such as C#, C++, Visual
Basic, Python, Java, PHP among others.

3) Python: It is a high-level programming language that
processes all kinds of data. Its software is free, that is, it
has no cost, allowing it to be used and distributed even for
commercial use. It is accessible and multiplatform, it has an
extensive library, as well as a varied repertoire of frameworks,
also standing out for its simplicity of syntax.

4) Marvel App: It is a web application to work online
that allows us to make layouts and prototypes of both web
pages and applications on mobile devices. The tools it makes
available are sufficient to create designs that allow developers
to have clear ideas of the final product.

5) Artificial Intelligence (AI): This technology aims to
allow software to have the ability to learn based on data, which
arise from patterns and opportunities provided by developers.
Once the necessary data set is obtained, performance tests
are carried out to measure and calculate the efficiency and
accuracy of the Al software based on the number and quantity
of hits and misses [18]. Deep Learning is a type of Al that
uses multiple processing steps, also known as layers, to learn
and then recognize data representations with multiple levels of
abstraction. It is based on artificial neural networks, one of the
specialties of this Al is image processing.

In Fig. 2, it can be seen how Al is classified, while in Fig.
3, we see the main classes of neural networks used by deep
learning. For the development of this project, we worked with
the Recurrent Neural Networks architecture because it was the
one that best adapted to the required functionalities of the web
system.

www.ijacsa.thesai.org

867 |Page



(IJACSA) International Journal of Advanced Computer Science and Applications,

A machine’s ability to mimic human
i e that could learn and predict
improved decision making

Machi
Le::n::; A subset of Al that is able to use

mathematics and statistics to learn from
data to improve given tasks

A subset of ML that is able to develop
mathematical models inspired by the
structure of biological neurons

A subset of ML that uses multi-layered
artificial neural networks to solve complex
problems using images, audio data

Deep Learning

Fig. 2. Graphic that Shows how Artificial Intelligence is Classified in its
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Fig. 3. The 3 Main Architectures of Deep Learning, A) Artificial Neural
Network, B) Convolutional Neural Networks and C) Recurrent Neural
Networks [20].

IV. CASE STUDY
A. Planning

With the roles already defined and assigned among the team
members, the planning continues. Where we choose the user
stories, these determine the desired features and functions of
the web system requirements. For this project, a total of 10 user
stories are proposed, in Table I you can see the description of
each story, which allows us to better understand the operation
of the system.

B. Estimate

Here the user stories are organized through the product
backlog, in this list certain criteria are taken into considera-
tion so that the stories are properly ordered. The estimation
process is carried out through planning poker, when putting
this technique into practice the team must assign a number
(Fibonacci series) to each of the user stories. The assigned
numbers are chosen from lowest to highest according to the
level of difficulty that the team members consider for the
development of each user story.

In Table II, we can see the product backlog developed and
ordered by priority, this is defined by the effort and difficulty
of development as well as its relevance in the project. As a
reference to choose the priority of each story, story number
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TABLE I. USER HISTORY

History No. Description

H1 As an administrator, I want a web platform that through its
design is intuitive and friendly to be used easily.

H2 As an administrator, I want the web platform to allow the
user to know if a seller/supplier has a history to avoid being
scammed.

H3 As an administrator, I want the web platform to have a wide
database to be more efficient and precise in the search for
results.

H4 As an administrator, I want the platform to allow users to
write reviews to better understand the type of fraud that the
accused uses.

H5 As a user, I want to contribute by registering duly substan-
tiated complaints to improve the prevention capacity of the
web.

Hé6 As a user, I want to be able to register on the web platform
in order to be prevented from various cases of fraud.

H7 As an administrator, I want the platform to have a section

where information related to computer crimes is displayed
to keep users informed and warned.

HS8 As an administrator, I want the web system to validate the
attached file that will be uploaded as evidence by the user
to detect if it is a police report.

H9 As an administrator, I want the platform to have a section
with external links to government pages to provide support
and guidance to victims of fraud.

H10 As administrator, I want the web platform to allow knowing
a ranking of fraud complaints by number of complaints and
type of fraud so that users can better and easily manage the
information.

9 has been selected as its development is considered the least
difficult.

TABLE II. PRODUCT BACKLOG

History No. Estimate PRIORITY Sprint
H3 5 1 3
HS8 8 2 3
H2 3 3 3
H5 3 4 2

H10 5 5 2
H4 2 6 2
H6 2 7 2
H9 1 8 1
H7 2 9 1
HI1 2 10 1

The project is divided into 3 sprints, the first sprint has a
total of 5 story points, because it requires less effort. When
starting with the development of the sprints, the work team
begins to integrate allowing better team work as each iteration
progresses. The second and third sprints receive 12 and 16
story points respectively. Likewise, the points have increased
due to the time and effort required by the requirements
corresponding to these sprints. At this point in the project,
the team is able to communicate and organize much better,
thus achieving good coordination in the development of the
web system and minimizing errors. Fig. 4 graphically shows
the order by effort from lowest to highest of the user stories
and the sprints to which they have been assigned.

C. Implementation and Development Stage

In this stage, the use of the technologies to be implemented
and the procedure proposed for the web system are explained
in detail.
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Fig. 4. Story Points and Number of Sprints.

1) Software Development: The web system was developed
applying the use of the Model View Controller (MVC), which
is a software architecture style based on three layers or levels.
This type of model has proven its worth over several years and
across various types of applications, a variety of programming
languages, and development platforms. The model separates an
application’s data, user interface, and control logic into three
distinct components:

a) Model:
Also known as the data layer, it is where the data is located
and is responsible for accessing it, it is made up of one or more
database managers that perform storage. It has a representation
of the data used by the system, its business logic and records
of the controls and views of the system.

b) View:
It is the user interface also known as the presentation layer,
it shows the system to the user and interacts with it through
mechanisms. It also integrates and organizes the information
that is sent from the model through the controller, that is, it
receives the data and shows it to the user.

c) Controller:

Also known as the business layer or business logic because it
is here where all the rules that must be met are established.
It acts as an intermediary between the Model and the View,
managing the flow of information between them to request the
database to store or retrieve data. That is, it receives requests
from the user and sends responses after the process. This is
also where the programs that run are located.

In Fig. 5, we can see graphically a basic scheme of how
the chosen model is structured.

2) Data Set Preparation and Extraction: For the present
project, a set of data was needed to be used for training
and testing the different functionalities that were sought to
be implemented.

In Fig. 6, we observe the process to obtain the data in image
format, the social network Facebook served as the basis for
extracting said information. By accessing a personal account,
they entered communities called groups that the social network
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Fig. 6. Flowchart for Obtaining the Data Set.

offers where its users can exchange or share common interests.
Then we began with the search for public publications where
users of the social network made reports of having been
victims of fraud.

Finally, only those publications with support were consid-
ered where images of police reports were extracted to form
the data set needed by the project. This meant dividing the
data into two groups, allowing training and then checking the
correct functioning of the web system. In this way, it was
also possible to correctly identify the types of attached files in
image format that are uploaded to the system by users.

3) Optical Character Recognition (OCR):

a) Definition:

It is a software that allows us to recognize text in digital
documents including images, it has become a very useful tool
due to its precision, speed and efficiency to classify documents
and/or extract information from them [21]. For the present
research work, the Optical Character Recognition software was
implemented as part of the web system for the desired function
of classifying the information provided by users. In Fig. 7, we
can see the process and threads carried out by the software
for text extraction, once the results are obtained they can have
various applications as indicated in the graph.

b) Recurrent Neural Network (RNN) and Tesseract
OCR:
From simple image classification to medical scans, speech
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Fig. 7. Basic Flowchart of how OCR Works.

recognition and text-in-image recognition are among the many
essential functions of deep learning. The RNN is a kind of
neural network that is part of deep learning, it allows input
data to flow in any direction along a time sequence through the
layers that make up the network. The Long short-term memory
(LSTM) is a type of RNN that has feedback connections,
managing to process not only individual data but also complete
sequences of data, avoiding loss of information over time [22].

For the proposed system, we worked with the Tesseract
software, which is open source, which uses OCR and is
complemented by LSTM to achieve a more efficient result in
the field of text recognition through digital images. In addition,
it has an extensive library that facilitates its training with a
certain set of data. In Fig. 8, we can see the architecture of
the Tesseract software in conjunction with the LSTM neural
network.

Page
Adaptive
Threshol dm+ Layout

Analysis/

Fig. 8. Tesseract Architecture where it is Noted that there are Many
Revisions of Old Decisions [23].

c) Operation:

OCR software is normally composed of four stages that are
pre-processing, segmentation, character extraction and final
recognition of the text, the mentioned sequence can vary
depending on the results that are desired to obtain. For the
present research work, since they are simple documents and
in the format of a police report, the process for text recognition
did not imply difficulty.

Fig. 9 shows the operation and the stages carried out by
the OCR, once it manages to recognize the text in the digital
document, it can also extract said information for later use,
which depends on the purpose of each system that uses this
technology [25].
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model

d) Execution and Process:

With the developed web system, the recognition software was
implemented, the steps to be followed by the system as a whole
were verified according to the proposal to confirm its viability
and correct use. It was considered to focus a greater effort on
the function of the system that requires the support of artificial
intelligence because its operation is essential for the rest of the
processes.

DOCUMENT PASSES VALIDATION
THROUGH RECOGNITION
SOFTWARE?

Ger I REECTED ReporT
(S = GENERATED
H
YES =
"
H
CONFIRM IF = requesT NN
L ACCEPTED .
1S VALID .

{

WEB RECEIVES
COMPLAINT
DATA

ATTACHMENT

Z SeEEsEsEssEEsEEEEEEEEE

mq amusicrorwes L LEELLREEED SToReD WTHE )))n
Fig. 10. Flowchart Showing Web System Working with OCR Software.

As shown in Fig. 10, the step to register a case of fraud
involves attaching evidence to support it, the user through
the web system must upload their respective police report in
image format. Once the system receives the information of the
complaint with the attached image, the recognition software
will validate whether or not the image is valid by extracting
the text and classifying it. If the validation result is positive, all
the information entered is stored in the web system database
for later use in user queries.

V. RESULTS AND DISCUSSION

Finally, each sprint and its respective user stories are
explained in detail, as well as the operation of the complete
web system and we verify the importance and viability of the
project through statistical data.

A. Design and Prototypes

The prototypes were developed based on user stories, these
allow us to understand graphically and in detail each function
implemented in the web system, as well as its importance in
this project. This section shows the main prototypes organized
by sprints which make up the research work carried out.
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1) First Sprint: This sprint mainly covers interfaces that
do not require much effort and time, with a total of three
deliverables. In Fig. 11, we see the prototype that represents
the home page of the web system, in it the user has the option
of being able to log in or register by creating an account. You
can also see a brief description of the objective of the platform
and at the top is the design of the created logo.

Welcome a

A r12|l‘ where gou“cém make free

consulfdtions,  ensure

that  your
purchases are safe and also confribufe

if you have been a victim of scam.

Fig. 11. Prototype based on User Story 1

In Fig. 12, we see the prototype designed for the infor-
mative section of the platform, this section includes news
and advice to guide the user so that they can stay informed
and prevented from the main cases of fraud and fraud at the
national level.

Inquiry  Register your Complaint Informative  links of Interest

LATEST NEWS #NEWS 1 #NEWS 2 #NEWS 3

These are the three forms of cTJmputer fraud

most used for cybercrime in Peru
Lorem ipsum dolor sit amet, consectetur adipiscing elit. [
Egestas nunc nullam enim lectus phasellus egestas quis.
Adipiscing a odio tortor pellentesque odio quis pellentesque.

Fig. 12. Prototype based on User Story 7

2) Second Sprint: In this sprint, interfaces were mainly
developed whose function is to show relevant information on
fraud cases, which have been duly validated and stored in the
system’s database. In Fig. 13, the prototype shows the interface
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where the user must fill out the complaint form, an important
requirement in this step is to attach the document where the
police complaint is certified.

Beginning  Inquiry  Register your Complaint Informative links of Interest

o \

|
e

Comments

Bank Details

Account Number*

Fig. 13. Prototype based on User Story 5

The prototype in Fig. 14 shows the interface where the most
reported cases of fraud can be queried, through predetermined
filters such as payment method, number of reported cases
and by city. In the section on the right of the interface, an
easy-to-understand graph for the user is shown, where relevant
information on the registered cases appears.

Home Inquiry  Register your Complaint Informative

links of Interest J

ENTER DATA FOR
CONSULTATION

e

By Number of Cases

Fig. 14. Prototype based on User Story 10

In Fig. 15, we see the prototype for the user registration
interface, basic data is requested for the creation of an account
on the platform, also giving the alternative of being able to use
a username instead of the personal name.

3) Third Sprint: This sprint is mostly related to internal
processes and the logic of the web system, for that reason
it is the sprint that requires the most time and effort in the
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USER REGISTRATION

SYSTEM INFORI

PERSONAL INFORMATION

Fig. 15. Prototype based on User Story 6

development of the project. The database was initially filled
manually in order to carry out the first tests of the system and
detect possible errors.

Subsequently, the filling of the base continued, taking
advantage of the learning process that the OCR software
needed for optimal performance in the recognition of the
entered documents. As mentioned in the Case Study section,
the document in image format will allow the complaint record
to be considered as valid or not.

Fig. 16 shows the interface where the user can check
if a seller/supplier has been reported on the platform as a
fraudster. Some of the requested data must be entered so that
the system searches the database and displays the information
of the accused in the section on the right.

Home Inquiry  Register your Complaint Informative links of I

- 'ged Scammer
ENTER DATA FOR
CONSULTATION

PERSONAL DATA

DNl

oni

Cell Phone

N - )l

BANK DETAILS

———,

TypgoiFraud cellphone

Account!

v
Number

Fig. 16. Prototype based on User Story 2
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B. Complaints Registered for Computer Crimes

Cybercrime in the current context is on the rise and the
most affected are the consumers who have to deal with the loss
of their property as a result of this type of crime. Although
measures are being taken in the country and laws are being
applied to regularize this situation, the efforts and policies
applied have not worked properly or have not been sufficient.
In Table III, we see a comparative table of the complaints
made in the last five years in terms of computer crimes.
Where computer fraud represents 78.2% of the reported cases,
these cases are investigated by the High Technology Crimes
Investigation Division (DIVINDAT).

TABLE III. COMPLAINTS OF COMPUTER CRIMES INVESTIGATED BY
DIVINDAT

Crime 2015 | 2016 | 2017 | 2018 | 2019 | 2020 | Total | %

Computer Fraud 414 610 1219 1928 | 2097 | 2615 | 9515 | 78.2

Card cloning 46 44 30 120 25 4 394 4

Fraudulent online - - - 287 431 261 979 8

purchases

Unauthorized
electronic and/or | 368 | 566 | 1189 | 1521 | 1641 | 2350 | 8142 | 86
fund transactions

and transfers

The crimes were classified according to the type of com-
plaint: card cloning, fraudulent online purchases and unau-
thorized electronic and/or fund transactions and transfers, the
latter being the one that forms part of this research work. The
notorious increase in cases of this type of fraud was verified,
registering a total of 8,142 complaints from 2015 to 2020. It
was also identified that this type of fraud represents 86% of
this type of computer crime, thus occupying the first place
among the 3 types of cases [26].

C. Informality and Social Commerce

Informality in the country remains high, according to the
Institute of Statistics and Informatics (INEI) in a study carried
out in 2020. With a sample of 15,224, it was confirmed that
approximately 30% of them are in the category of workers.
self-employed in the informal sector [12]. With these data
we can have a better picture of how broad the group of
independent informal workers is, even more so if we consider
that 75.3% of workers are informal at the national level, as
can be seen in Fig. 17.

Informality in Peru originates mostly from tax evasion
and limited resources by independent workers who fail to
comply with all the requirements and procedures established
to formally set up a business as required by law [12]. The
limitation of resources also affects the possibility of not
investing in infrastructure or having your own online store.
For the aforementioned reasons, informality has also moved
towards electronic commerce where sellers/suppliers establish
their businesses online.

They mainly carry out their commercial activities through
social networks since these do not imply any type of cost,
giving greater facilities to position themselves in the digital
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PERU: PEAO BY "FORMAL" AND INFORMAL EMPLOYMENT WITHIN AND OUTSIDE
THE INFORMAL SECTOR, 2020 (Thousands of jobs)

= INFORMAL EMPLOYMENT » FORMAL EMPLOYMENT

Fig. 17. The Participation of the Formal and Informal Economically Active
Employed Population (PEAO) for the Year 2020 is Shown.

market. The independent worker or business owner offers
their products/services describing their characteristics through
Instagram or Facebook. The purchase/sale is made directly
through these platforms or transferred to WhatsApp where the
date and place of delivery are agreed.

D. Fraud and Social Networks

There are a large number of purchase and sale operations
carried out through social networks such as Facebook, What-
sApp and Instagram where there are informal businesses with
good intentions to comply with what is offered. But there
are still risks for buyers since it is not the same to buy in
a known establishment than to buy through a social network
from a stranger. Fraudsters and/or computer criminals take
advantage of the anonymity of social networks to commit their
crimes, their way of operating involves creating false personal
or business accounts as a facade. Then, through deception, they
promise supposed products or services that they offer if they
are previously paid in advance to cover the expenses involved
in the delivery or fulfillment of what is offered.

TABLE IV. REQUESTS FOR ACTIVE JUDICIAL ASSISTANCE

Requirements Number
Facebook account information 45
Email account information 18
Request information from Facebook, Messenger, WhatsApp 3
Request information from Google 2
Request information from a website 2
1

Arrested user identity, intervention information in the Russian social
network account

Request information from various companies that provide social networks
Request removal of communications and traffic information and content 1
of a Facebook account

According to the report on Cybercrime in Peru [26] pre-
pared by the Public Ministry, 45% of active judicial assistance
has been aimed at requesting information from Facebook
accounts and 9% has involved social networks. In Table IV
we can observe some of the requested requirements where
requesting information from social networks for the cases in
question stands out. These requests were made with the inten-
tion of helping the competent entities to clarify investigations
and criminal proceedings that implicate social networks as a
means of criminal acts related to computer fraud.

Vol. 13, No. 6, 2022

E. Risk Prevention and Minimization

Through social networks, mainly through Facebook, it was
found that there is an interest on the part of citizens to make
public their complaints, reports or report cases where they have
been victims of fraud. However, the information through this
platform is not centralized or organized, which makes access to
said information difficult. In addition, through social networks
there are no terms and conditions that guarantee 100% secure
purchase and sale transactions. For these reasons, this project
seeks to organize the data and minimize the risks due to
computer fraud as a result of social commerce.

Both parties, both consumers/buyers and suppliers/sellers,
can benefit from this initiative. On the one hand, the con-
sumer/buyer who makes sure that the other party involved in
the transaction has not been reported for any type of fraud. And
on the other hand, the supplier/seller that manages to generate
greater confidence in its clients and gain a better reputational
image for its business by not being reported in the base of the
proposed system.

F. Web System

The web system was designed and developed with the
objective of executing a set of tasks that allow users to
take preventive measures before carrying out any operation
and to carry out their transactions online safely. Next, the
operations of the web system are explained, grouped by their
functionality, as well as the results obtained through a survey
carried out on experts to validate the quality of the system.

a) Registry Functionality:
Made up of the User Registration and Complaint Registration
sections, these have the function of allowing the entry and reg-
istration of data within the system. The first section mentioned
authorizes access to the platform and the second section allows
you to report cases of fraud by attaching your respective police
report.

b) Query Functionality:
Made up of the Home, Search, Informative and Links of
interest sections, these have the function of allowing the user
to see information related to the topic of prevention through
the different interfaces of the platform. In the particular case
of the search section, it grants access to consult information
on the cases reported in the system.

c) Tesseract OCR Performance:
The free software Tesseract with its LSTM-based OCR engine
complemented the development of the system by facilitating
the recognition of attachments provided by users; managing
to identify and classify the documents as valid or not and
confirming that they were a police report. The accuracy of
the LSTM Recurrent Neural Network for text recognition in
Urdu script was evidenced in the [27] investigation. This type
of writing is based on an Arabic cursive style and due to its
nature makes the text recognition process even more difficult.

However, in Fig. 18, the results obtained from this in-
vestigation are verified where the LSTM model achieves an
accuracy of 98.38% despite the difficulty in recognizing the
aforementioned writing. In the present research work, it was
decided to use the Tesseract software precisely because of
the good performance and precision that it has shown in
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TABLE V. RESULT OF VALIDATION BY EXPERTS

Criterion Questions Media S.D
Usability The web system runs responsively through any type of browser. 2.87 0.35
Usability The web system has a friendly and easy-to-use interface for users. 2.75 0.46
Usability The web system is properly organized for users to understand. 2.87 0.35
Usability The design of the web system works according to a programming structure. 3 0
Feasibility The web system development budget covers cloud storage. 2.62 0.51
Feasibility For the development of the web system there was a certain cost or budget. 2.50 0.75
Feasibility Business strategies have been designed so that the web system generates profitability. 2.75 0.46
Scalability The web system is stable even with the increase in user load. 2.62 0.51
Scalability The web system has a fast response time in relation to its database. 2.87 0.35
Scalability System processes are well established and function properly. 2.87 0.35
Innovation The web system performs quick queries regarding information on fraud complaints. 2.87 0.35
Innovation The web system has been created to be able to implement more information modules on computer crimes. 2.62 0.51
Innovation The web system constantly obtains knowledge and/or relevant information. 2.75 0.46
Technology A transactional database was used for queries and storage of information. 2.62 0.51
Technology A specialized programming language for web systems with artificial intelligence support was used. 2.87 0.35
Technology A framework was used for interface design and programming of the web system that is adaptable. 2.87 0.35
Technology The web system can be adapted to any type of device. 2.75 0.46

Average Performance of Three Models

Correlation LSTM CNN
90.95% 98.38% 94.30%

100.00%
98.00%
96.00%

94.00%

Accuracy

92.00%
90.00%
88.00%

86.00%

M Seriesl

Fig. 18. Comparison between 3 Models of Artificial Neural Networks to
Recognize Text in Urdu Script [27].
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Fig. 19. Web Application Architecture.

more complex cases to identify texts in documents with image
format. In addition, the software has several advantages such
as having an extensive library with features that facilitate rapid
learning. It also has models for several languages, covering 116
languages including Spanish, it is even recognized among the

best OCR today.

d) Validation of the Proposed Model with Experts:

This section specifies the results obtained through a survey of
8 experts to validate the quality level of the web system. The
criteria used were: Usability, Feasibility, Scalability, Innovation
and Technology. The questions raised were made using the
Likert scale with the answer option: 1 (very low), 2 (interme-
diate), 3 (very high). The questions that were applied in the
validation measure the level of acceptance of the web system
by experts in the development of these applications. Table V
shows the result of the validation, which is divided by different
criteria as well as the proposed questions and the level of
quality obtained based on the calculations for the mean and
standard deviation (S.D.) of each question. The calculation of
the mean allowed to establish the range of the quality level,
it was obtained as a result of the total mean of all the criteria
of 2.76. In that sense we can say that it has been approved by
the experts.

As mentioned at the beginning of this project, the use of
fraud prevention systems reduces the impact of these crimes. In
the research work of [28], the favorable results were confirmed
with figures when implementing a web system with the same
purpose. In just 1 year, the number of computer fraud cases
was reduced from 30% to 28% through its proposed model,
which is also supported by artificial intelligence.

On the other hand, the investigations of [9] and [10] focus
on reducing cases of fraud when purchases and payments are
made through electronic commerce platforms that are part of
formally constituted companies. In addition [11], [12] and [13]
seek to improve the existing systems of companies that have
the resources to pay for more sophisticated projects. However,
the works in question do not focus or have an alternative
solution for cases where purchase or sale transactions are
made from person to person and that is the most used type
of commerce in Peru. The proposal does not seek to favor
formality, on the contrary, it seeks to offer an option for safer
transactions, giving these informal businesses the opportunity
and time to have enough capital to later be able to go formal.

In Fig. 19, we can see graphically the architecture of the
proposed web system and the aforementioned functionalities.
You can also observe in detail the support given by the OCR
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tool to validate the entry of a complaint into the system, which
allows the automation of this process. In this way, manual
reviews of the complaints were avoided, saving time, reducing
possible costs, searching for quick information and improving
the management of the web system.

VI. CONCLUSION

Finally, the research work demonstrated how the proposed
system contributes to the prevention of computer fraud caused
by the digital informality present in social networks. The
results of the project show how the system can reduce and
minimize the risks of online purchase and sale transactions
through advance payments which are made by bank transfers
or the use of digital wallets. In this way, safer and more reliable
operations are guaranteed in favor of the consumer/buyer who
is the main affected in this new and growing digital commerce.
The development of the web system aims to provide an easy-
to-use tool, within the reach of the population and that allows
them to be alert to situations of possible fraud. Reducing
the impact caused by this type of computer crime until the
competent entities can implement better measures to reinforce
the computer security of citizens in the country.

VII. FUTURE WORK

As future work, it is suggested to continue investigating and
incorporating different disciplines such as computer security,
computer risks, cryptography. Also apply another methodology
that is related to risk management. At the same time, it is
recommended to delve into OCR technology to take advantage
of the features it offers much more and to improve the
productivity of the system by automating it. Likewise, it is
possible to combine specialists in the areas of computing and
electronics so that together they can contribute even more to
the research project.
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