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Abstract—The Internet interconnections’ exponential growth
has resulted in an increase in cyber-attack occurrences with
mostly devastating consequences. Malware is a common tool for
performing these attacks in cyberspace. The malefactors would
either exploit the present weaknesses or employ the distinctive
characteristics of the developing technologies. The cybersecurity
community should increase their knowledge on the types and
arsenals of cyber-attacks, and security measures against cyber-
attacks should be in place as well. Also, advanced and effective
malware defense mechanisms should be established. Hence, this
study reviews cyber-attack types, measures and security precau-
tions, and professional extrapolations on cyber-attacks future and
the associated security measures. Semi-structured interviews were
performed, involving five IT managers and nine Cybersecurity
Consultants, to obtain the data. The study findings demonstrate
prevention as key for data breach risk prevention. Knowledge of
common attack methods and the use of cybersecurity software
can facilitate individuals and organizations in thwarting hackers
and in preserving their data privacy. Two-factor authorization
by consumers and new back-end security protocols and security
methods, including Artificial intelligence (AI) application, will
encumber hacking attempts.
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I. INTRODUCTION

The last 20 years have seen the emergence of the Internet
as key to global communication, making the Internet today an
important part of the life of people globally. Worldwide, [1]
reported that there were more than 3 billion internet users, and
such number of users has been greatly factored by the ubiquity
and low cost of the Internet. Through the immense global
network made possible by the Internet, billions of dollars have
been generated each year, adding to the global economy [2, 3].
Today, interactions and many other activities of various types
are being carried out in cyberspace [3, 4], like financial trans-
actions between business parties and casual communication
between individuals [5, 6]. The cyberspace controls, manages
and exploits vital and sensitive infrastructures and systems, but
the cyberspace can also be made up of such infrastructures and
systems [7].

The cyberspace is where varied aspects of citizens’ lives
are interconnected, and so, as indicated by [8], the conditions
of the cyberspace will directly affect the lives of the citizens
[8]. Today, cyberspace has presented new security challenges
to governments. As reported by [9], cyber-attacks and their
effects have been the subject of concern among analysts since
the last decade. Cyber-attacks undeniably lead to damages,
physical and/or economic, and there have been cases where the
damages were so widespread and severe, as can be exemplified

by virus attacks on stock market of a country, resulting in a
crash or a loss of colossal amount of money, or virus attacks
on a power plant system leading to a massive explosion loss
of lives and properties, just to name a few [10, 11].

The advent of the Internet and the current digital transfor-
mation have made cybersecurity a serious matter to experts
and all other involved parties. Today, people are increasingly
dependent on computer systems, the Internet, and wireless
networks (e.g., Bluetooth and WiFi) [12], as can be observed
by the increasingly common dependence of people towards
smart devices like smartphones and the Internet of Things. In
other words, people today are more at risk of being victims to
cyber-attacks. Meanwhile, as reported by [13], the discovery of
malicious activities on the network has been too common. In
general, detection of intrusion has been reactive in nature, and
the reaction is only to certain patterns or observed anomalies.
However, scholars including [3] and [14] mentioned the need
to employ a proactive approach instead, that is, to react to these
intrusions before they manage to cause any harm. Somehow,
it appears that work and advancement in predictions, measures
and security precautions concerning cyber security remain
obscure, but, recently, the efforts seem to be gradually gaining
momentum [3, 14, 15].

Cyber-attacks are becoming more complex and severe as
time passes [16]. Currently, only little is understood pertaining
to the different types of cyber-attacks, how these attacks
spread, and the current security precautions against them. As
such, many organizations/countries have fallen victim to these
attacks. Meanwhile, security measure development needs com-
prehensive understanding of these attacks, and so, a complete
listing and classification of cyber-attacks is a crucial element of
cyber security initiatives. The present study seeks to describe
the different kinds of cyber-attacks, measures and security
defenses against them, while also predicting future cyber-
attacks. Some security measures are proposed, to facilitate
programmers in their development of security devices and
mechanisms according to the mode of attack.

II. RELATED WORKS

A. Cybersecurity

Cybersecurity entails a bulk of practices, technologies,
and processes specifically developed to safeguard the data,
networks, programs, and devices of people and enterprises
from attacks [3], [14]–[18]. Meanwhile, financial, corporate,
government, military, and medical organizations generally
gather, process, and store data in substantial amounts on
computers and other devices. Some of these gathered data
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can be sensitive data like personal data, financial data, and
intellectual property, and so, access to such data requires
authorization because negative consequences could result when
these data are accessed by unauthorized parties [15, 19, 20].
Therefore, for these organizations, cybersecurity is a crucial
matter [19]–[22].

In business transactions, sensitive data is transferred to
other devices across networks. Appositely, cybersecurity en-
compasses the discipline for safeguarding the information and
the applied systems in its process or storage [23]–[26]. In this
regard, firms that are responsible to protect the information
on financial records, health, and national security are obliged
to take measures to safeguard their sensitive business and
personnel information, especially now that cyber-attacks have
increased in terms of volume and superiority [23]–[26].

Through a solid cybersecurity strategy, an appropriate
security mechanism can be achieved, and this mechanism
could effectively deter malicious attacks that generally would
attempt to access, modify, erase, extinguish or extort the
systems and sensitive data of persons or organizations [27]–
[29]. Additionally, cybersecurity could deter attacks that could
incapacitate or mess up the operations of a device or system
[27]–[29].

B. Cybercriminals

Cybercrime relates to criminal activity involving a com-
puter, networked device or a network [30]–[34]. In general,
cybercrimes are executed by cybercriminals for the purpose
of making personal gain [30]–[34]. However, there are cyber-
crimes performed for the purpose of damaging or disabling
computers. There are also those who utilize computers or net-
works for the purpose of disseminating malware, and also for
dispersing prohibited information, images or other materials
[30]–[34].

Cybercrime was defined by the Council of Europe Conven-
tion on Cybercrime as a vast gamut of malicious activities, and
among these activities are unlawful data interception, copyright
infringements, and system intrusions, that impair the integrity
and availability of the network [35, 36]. The USA is a signatory
to this council [35, 36].

The internet connectivity is a common availability today
as it is a requirement to various daily undertakings. However,
such availability has caused cybercrime activities to thrive
as the culprit could commit the crime without having to be
physically present [37]. Fraud, money laundering, cyberbul-
lying and cyber stalking are among the examples of com-
monly committed cybercrimes, and these crimes are further
facilitated by the speed and convenience of the internet, and
the anonymity and borderless reachability that the Internet is
offering [23, 28, 36, 37].

Cybercrimes may be executed by persons or groups with
fairly little technical skills. Equally, the crimes may be commit-
ted by extremely structured global criminal groups involving
skilled developers and other experts. Also, it is common to
see cybercriminals operating in countries that have no or weak
cybercrime laws so that they could not be easily detected or
prosecuted [38, 39].

C. Cyber Attacks

A cyber-attack is an intentional and malicious effort made
by a person or an organization to break the information system
of others [40]. The attack is usually economically driven, but
there are also attacks that involve data or information stealing,
modifying or destruction. In other words, among the goals
of attack include to break the system, or to steal, modify or
destroy the data or information of others [3, 15, 39, 40].

Cyber-attacks are more and more common these days.
Furthermore, the Cisco Annual Cybersecurity Report [41]
has relevantly indicated that the advent of network-based
ransomware worms has allowed attackers to launch campaigns
without the need for human involvement. Also, security events
nowadays have become more intricate and more copious [41].
Moreover, businesses today face cyber-attacks on a daily basis;
it was mentioned by the then CEO of Cisco (Mr. Chambers)
that businesses can be classed into two groups; One comprises
those that have been hacked, and the other comprises those
that are still unaware of the fact that they have been hacked
[42].

Cyber-attacks generally occur in six forms namely: Mal-
ware, Phishing, Denial of Service (DoS), Man-in-the-Middle
(MitM), Password Spraying, and Cross-site Scripting (XSS)
[40]–[49]. Each of these attack types is described as follows:

1) Malware: Malware encompasses malicious code or ma-
licious software, and it is essentially a program that is covertly
implanted inside a system with the purpose of disrupting the
data so that the data would lose their integrity, confidentiality,
or accessibility [50]. Malware is regarded as a major external
threat to systems as it can affect the systems’ operation
[40, 43, 50]. Malware can cause widespread damage and dis-
ruption, and significant efforts would be required to fix this
malware problem. Malware comes in various forms including
Trojans, virus, worms, spyware and ransomware [40, 43, 50].
The details are as follows:

• Trojans: This type of malware is also known as Trojan
horse, and encompasses a seemingly legitimate and
safe file, program, or piece of code (but indeed a
malware) [43, 51]. Usually, Trojans are bundled and
transported within an authentic software, and are cre-
ated for spying on or for stealing data from victims.
Trojans display themselves as genuine files, and so,
victims would be misled to click, open, or install these
Trojans (without knowing). Upon installation, many
Trojans will download other malware to spy on the
victim or cause other types of harm.

• Viruses: Viruses generally will attach themselves to
the order of initialization, and these viruses would
replicate themselves to infect other codes within the
computer system [40, 51, 52]. They also could attach
themselves to executable code or link themselves with
a file through forming a virus file with a similar name
but with an extension [51,52]. This file is a decoy that
transports the virus [40, 51, 52].

• Worms: Worms encompass self-contained programs
spreading across networks and computers [43, 51, 53].
Frequently installed via email attachments, worms
would dispatch a copy of themselves to all contacts
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in the affected computer email list [53]. Usually,
worms are used by perpetrators to overload an email
server and generate a denial-of-service attack. How-
ever, worms don’t attack the host like viruses do
[40, 53].

• Spyware: This type of malware entails a program that
attackers use to gather information relating to users,
their systems or browsing routines, sending the data to
a remote user [54]. The obtained information can be
used by the attacker to blackmail the user. Also, the
attacker could download and install other malicious
programs from the web [40, 43, 51, 54].

• Ransomware: Ransomware is a very common attack
method with the ability to inhibit or restrict the access
of users to their system [55]. It also may instruct
users to pay a certain amount of ransom using online
payment methods [56], which generally would involve
the use of virtual currencies like bitcoins, before they
could re-access their system or data. Ransomware gets
into computer networks; through the use of public-
key encryption, ransomware encrypts the files, and
this encryption key remains with the server of the
cybercriminal [56]. Encryption is used by cyber crim-
inals to detain the data, and the data owner has to
pay a certain amount of ransom to get the private key
[40, 43, 55, 56].

2) Phishing: Phishing is an activity of transmitting de-
ceitful communications through seemingly reputable emails
[45, 47]. It is common to see these emails demonstrating
legitimacy but they actually link the receiver to a malicious
script or file [45]. Through this script or file, the attackers
could gain access to the device of the victim and gain control
over it. Consequently, the attacker could also insert malicious
scripts/files, and extract sensitive data like user information,
financial data, and so forth [45, 46]. Essentially, phishing is
done to steal confidential data such as the victim’s login
information and credit card details.

3) Denial of service (DoS) and distributed denial-of-service
(DDoS): DOS attacks involve flooding the systems, servers,
and/or networks with traffic for the purpose of overloading the
resources and bandwidth, resulting in failure of the system in
meeting valid requests [48]. DoS attacks can be simultaneously
executed by various computers at one specific time and this
is called Distributed Denial-of-Service (DDoS) attack [34, 48].
Dealing with DDoS attacks can be very challenging because
attackers can come from various IP addresses globally, making
it very difficult for network administrators to determine the
attack source [30, 48].

4) Man-in-the-middle (MitM): Man-in-the-Middle (MitM)
attack which is also called eavesdropping attack, involves
hijacks by an attacker during a session between a trusted
client and network server [47]. During the attack, the attacker’s
computer switches the IP address of a trusted client while the
session is resumed by the server as the server thinks that it is
still in communication with the client, not knowing that the
client has been replaced with the attacker’s computer [36, 47].
As an illustration: a client is in connection with a server when
the computer of the attacker gains control over the client. The
computer of the attacker then disconnects the client from the

server. This is followed by the replacement of the client’s IP
address with that of the attacker’s computer. The sequence
numbers of the client are spoofed. The communication be-
tween the network server and the client resumes but the server
does not know that it is no longer communicating with the
client, but with the attacker’s computer instead.

5) Brute-force and password spraying: Brute-force attacks
generally involve attacks on a single account, whereby the
attacker would test various passwords in the attempt of gaining
access to an account [44]. This leads to recurrent failed logins
[44, 57]. However, in general, modern cybersecurity protocols
are able to identify such activity and will lock out an account
following several failed login attempts within a short period
of time [57].

However, the use of password spraying by attackers can
overturn the standard protocols of cybersecurity [58]. Hence,
the attacker would try to log on to several user accounts with
the use of various passwords that are commonly used. Using
a single password on several accounts before using another
password on the exact accounts would prevent the standard
lockout protocols from being activated. This way, the attacker
could continue trying out more and more different passwords
on the target account [44, 57, 58].

Owing to the failure of many users in adhering to best
practices of password usage, the method of password spraying
attacks are often successful. As reported in 2019, recognizable
number arrangements like “12345”, typical names of females
like Jennifer, and the word “password” are among the most
commonly used passwords among users [59, 60]. These, and
other reported 200 easily guessed passwords have contributed
to data breaches [59, 60]. Hence, attackers targeting a reason-
ably large number of usernames and utilizing a sufficiently
large array of common passwords are likely to succeed in
gaining access to some accounts [40, 43, 44, 59, 60].

6) Cross-site scripting (XSS): Cross-site scripting or XSS
refers to a weakness of web security, allowing attackers to
compromise the interactions of users with weak applications
[49, 61]. The weakness of the user’s system allows attackers to
evade the exact origin policy that distinguishes websites [62].
The attacker could disguise as the user and perform any actions
of the user and access all data of the user. Hence, the attacker
may have complete functionality control over the application
belonging to the user if the user has privileged access within
the application [49, 61].

D. Cybersecurity Tools and Techniques

Today, the number of illegal attempts to gain access
to private data has increased. These attempts are generally
for stealing the data or for forcing users into information
blackmailing. Such a situation has increased the importance
of cybersecurity [3, 14, 15, 17, 18]. There are various methods
being used in achieving cybersecurity. Among them include
anti-virus, firewall, authentication, encryption and digital sig-
natures. The details of each are as follows:

• Anti-Virus: A computer virus is generally an unwanted
short program that prompts undesirable commands
without user consent. An antivirus generally performs
two tasks [15, 63]. The first task is to prevent the
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installation of a virus in a system, and the second
task is to scan the system to find out if there are
viruses existing in a system [15, 63]. Most viruses are
created to attack Windows operating systems because
most users prefer to use Windows as their computing
platform. However, there are also viruses created to
attack Apple and Linux operating systems [63, 64].

• Firewall: Firewalls are created to provide an effective
deterrent towards hackers’ attempts to illegally access
a computer upon its connection to the internet or to
other network connections [65, 66]. Most operating
systems are equipped with a firewall and the firewall is
turned on by default. In addition to the default firewall,
users could also install commercial firewalls if the
default firewall does not provide sufficient protection
or if it interferes with the user’s legitimate network
activities [65, 66].

• Authentication: Authentication is regarded as the basic
method of cybersecurity. It provides a verification to
user identity according to the records saved in the
system’s security domain [67]. Password technology
is the most common security control method, but
there are also other methods including SIM cards that
are inserted into the cell phone of the user [67]–
[69]. A SIM card has unique ID numbers, and during
identification of certain cell phones, these numbers
are transmitted over a secure communication line.
During the process of authentication of a message,
there may be eavesdropping attempts made by unau-
thorized parties, and it may be very difficult to counter
these attempts. The transmission of password through
an insecure medium may cause the password to be
intercepted by fraudulent individuals disguising as the
original user. Encryption can be used in dealing with
this problem [67]–[69].

• Encryption: Encryption makes data incomprehensible
and the right key is required to unlock it [70]. Re-
solving an encryption requires a resolution of intricate
mathematical problems (e.g., factoring large primes)
which is highly resource and time consuming [70, 71].
In the encoding and decoding of a message, a similar
key is used in symmetric encryption, with security
level similar to that of the key. Possible security risks
are included alongside the key distribution. For asym-
metric encryption, the public key is used in message
encryption, while the private key is used in message
decryption. For key distribution in today’s security
protocols, most employ asymmetric encryption [71].

• Digital signatures: Digital signatures can be formed
from similar mathematical algorithms applied in
asymmetric encryption [72]. Utilizing some informa-
tion encoded with it, the user could perform a test to
see if the key that he is in possession of, is private.
Similar decryption can be obtained by the user through
the attainment of a public key that will verify his (user)
credentials [72, 73]. In general, this process is identical
to that of public key encryption, and it operates based
on the assumption that the authorized user is the only
party in possession of private key [72, 73].

III. METHODOLOGY

The study data were obtained by way of semi-structured
interviews. The interviews took 45 minutes, and the inter-
viewees comprised five IT managers and nine cybersecurity
Consultants. The interviewees were reached through email
and they took part in the interviews willingly. They were
asked about the types of cyber-attacks and the measures and
security precautions to be taken to counter these attacks. The
interviewees were also asked to make predictions concerning
the future of cyber-attacks and relevant security measures. All
interviews would be stripped off of the identifying details. The
authors would discuss the extracted data until an agreement
was reached.

IV. FINDINGS AND DISCUSSIONS

The conducted interviews resulted in the understanding
of cyber-attacks in terms of types and weapons. Also, the
interviews provide the researcher with understanding of the
measures and security precautions to counter cyber-attacks.
Additionally, the interviewees made predictions concerning the
future of cyber-attacks and the associated security measures.
Accordingly, all interviews would be stripped off of identifying
details. Any disagreements or concerns about the extracted
data were discussed among the authors until a consensus was
reached.

A. Types and Weapons of Cyber Attacks

There is an increasing number of people working from
a distance or online since the year 2019 [74]. Consequently,
as reported by the FBI, the number of cyber-attacks have in-
creased by fourfold towards online activities [74]. Also, studies
have shown an increase in the impact of successful cyber-
attacks on organizations and their users each year [57, 74, 75].

As reported, about 197 million records became exposed in
2017 because of data breaches, and the number of exposed
records rose to 37 billion in 2020 albeit the decrease in the
overall number of data breaches [76, 77]. In countries such
as the USA, IBM reported that organizations have to incur
increasing cost when facing these attacks. As reported, the
average cost of a data breach has risen to $8.64M in 2020
from $7.91M in 2018 [76, 77].

A lot of times, the success of cybercriminals in breaching
organizations, also depending on the methods used, is facil-
itated or made possible by human error [3, 15, 17, 18]. For
instance, the use of phishing may not be successful if the target
victim did not click on the link provided. Also, some types of
cyber-attacks exploit the gaps in user’s efforts in data security,
allowing these cybercriminals to gain access to sensitive data
[3, 15, 17, 18].

In the interviews, the participants were asked on the
types and weapons of cyber-attacks. One participant stated the
following:

“Up to now, we are still facing some of the most com-
mon cyber-attacks, for example, Password Spraying Attacks,
Ransomware, Denial of Service, and Malware Attacks too.
Fortunately, there was no serious damage because we had been
prepared – we invested a lot to build strategies against cyber-
attacks. Still, we are not saying that we were unharmed at
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all. The damage was there, of course. As precautions, we are
consistent with our Advanced Persistent Threats (APT) audits.
Also, we would always check our risky points.”

Concerning the topic of ransomware, another interview
participant stated the following:

“It appears that ransomware is not just a security inci-
dent. It has changed. Also, it is obvious that the present-day
cybercriminals want to breach our data, and for that, they
are teaming up with organized cybercrime groups to steal the
data. Then, they encrypt on corporate servers. As a company,
our focus is to regain our data. At the same time, we worry
about which public is sharing the data. Cybercriminals use
ransomware when they are under extreme pressure, and their
targeted victim could be any party – individual, company, or
government.”

The interviewees were asked about Phishing techniques.
The response of one interviewee is as follows:

“Phishing techniques involve emailing – the attacker would
email thousands of deceitful messages to target victims. For
instance, the victims would receive an email on receiving a
handsome amount of money. Out of thousands of emails sent,
certain fractions of target victims would fall for the scam.
To increase the success rate, the attackers would use certain
techniques, like mimicking the actual emails from a spoofed
organization. For instance, PayPal. So, they would use similar
phrasing, typefaces, logos, and signatures as PayPal’s. So, the
messages will look legitimate that the victim is less aware that
they are being scammed or attacked.”

One more interviewee offered an opinion regarding phish-
ing, by stating the following:“It is an increasingly common
cyber threat today. As you can see, it is common to receive
emails from what seems like a reputable source when it is
really not the case. These criminals - they just want to steal
sensitive data like your login and credit card information. They
also want to install malware on your computer.”

The interviewees were asked on the subject of Distributed
Denial of Service techniques used by cybercriminals. An
interviewee responded by saying:

“Usually, a DDoS attack is done by a group of malware-
infected host machines. The attacker controls these machines.
We call these attacks the Distributed Denial of Service. This is
because the attacks prevent the affected site from providing the
user with the service it is supposed to provide, and therefore,
the user cannot gain access to the site. The attack causes the
victimized site to become flooded with illegal requests, and
since the site has to answer to each request, its resources
become all used up that it cannot serve users. A shutdown
may happen to the site.”

Research has confirmed that the attacks are essentially
actions aimed at impairing a system or disturbing the normal
operations of a system through the exploitation of the system’s
weaknesses through the use of different techniques and tools.
Attacks are performed by attackers for different reasons like
for gaining certain rewards or simply for personal satisfaction.
The most commonly performed cyber-attacks on organiza-
tions today include Phishing, Password Spraying, Malware,
Ransomware, Man-in-the-Middle (MitM), Denial of Service
(DoS), and Cross-site Scripting (XSS).

B. Measures and Security Precautions against Cyber Attacks

Individuals and businesses could benefit from the use of
cybersecurity measures as it could provide basic protection
to both individuals and businesses from the most common
cybersecurity risks. The tools and processes of cybersecurity
measures are rather easy to follow. They include usage of
strong passwords, a firewall, control of access, security soft-
ware, intrusion monitoring, and increased awareness.

Most global data breaches (86%) are financially driven
[78]. It is thus highly crucial for both individuals and busi-
nesses to be proactive in preserving their cybersecurity, con-
sidering that a cyber-attack can cost the company millions of
dollars [78].

In order that their business data, cash flow and customers
are safe online, businesses should employ various types of
cybersecurity measures, so that risks from various sources
could be averted. Among these sources include internet attacks,
user faults, system or software defects and weaknesses, and
subvert system or software features [79].

The interview participants were asked concerning their
applied measures and security precautions in countering cyber-
attacks. According to one of the participants:

“My organization uses two types of security measures and
precautions – the traditional ones and the modern ones. The
traditional ones include the common methods like IPS and IDS
antivirus. They are used in different platforms. For modern
measures, my organization uses anti-malware, DLP solutions
and sandbox solutions.”

On the same question, another interview participant re-
sponded by stating the following:

“In our organization, the main focus is to standardize and
adapt all the used measures. The human factor is important
as well. We believe that in modern cybersecurity measures,
human capital is the most vital element. That is why our
organization regularly trains the employees on how to avoid
recurrent cyber-attacks.”

The third participant offered his viewpoint as well. He said:

“I think that training programs are useful when you want
to increase the awareness of personnel towards cybersecurity
risks and cyber-attacks. Also, my organization is using security
software and programs from different companies. This is to
reduce the risks of cyber-attacks. For example, the antivirus
and firewall software that my organization is using, was
created by different companies. We feel that the risks and
threats of cyber-attacks can be reduced this way.”

For individuals, among the tips that they can follow
in preserving their cybersecurity include creating a unique
password for each account that they have and updating the
password every three months, aside from constantly updating
their software to prevent software flaws and to keep their
software up to date. According to one participant:

“It is important that social media users make their account
private. Also, they should not reveal their sensitive information
in their posts. In fact, I think that social media users need to
have knowledge about how to properly use the internet.”
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For protecting business data, among the tips for organiza-
tions to follow include the use of secure hardware, data backup
and encryption, cybersecurity insurance, security-focused cul-
ture, and strong cybersecurity software. One participant ac-
cordingly reacted to these tips by saying: “These steps will
help in decreasing the risk and the business can operate in a
smooth manner.”

Prevention is key to reducing the risk of a data breach.
Through the use of cybersecurity software, and through having
the knowledge of the common attack methods, both individuals
and organizations could preserve the privacy of their data and
inhibit hackers.

C. The Future of Cyber Attacks and Related Security Measures

In today’s technology, cybersecurity is an integral element,
amounting to approximately $250 billion in market value [80].
Like the general tech industry, there is a market for cybersecu-
rity in nearly all industries, especially now that the amount of
company information being stored online is increasing, and so
is the demand for cybersecurity solutions to assure its security.

Leaks and hacks on a large scale have occurred in the last
several years, and they have cost companies their customer’s
information and also their reputation [76]. For consumers,
such occurrences have impaired their sense of safety and their
security, and it could even disrupt their lives. Hackers seek
leaked information as such information allows them to steal
money and sensitive information from people.

In order to get access to lists of user accounts, hackers will
go to major websites. However, hackers may face hurdles in
their attempts to steal personal information of users from those
sites. As stated by one participant of the interview:

“Our prediction is that cyber-criminals will learn new and
innovative ways to attack people, their homes and devices, in
their efforts of finding a path to your trustworthy corporate
network.”

Then, another participant added to the discussion by stat-
ing: “Two-factor authorization is now commonly practiced by
consumers. There are also new back-end security protocols and
security methods. AI is one good example, and I am confident
that AI has the ability to disable hacking attempts. Still, we
should not say that everything is secure because we all know
that hackers will keep finding ways around security structures.
Hence, cybersecurity professionals must always be one step
ahead.”

In discussing the topic of Ransomware, a participant
said: “Criminals have been making good profit through Ran-
somware these past several years. They would block users
from using their computers and networks using some malicious
software. These users are forced to pay large amounts of money
or ransom to these criminals to regain their computer or
network use. Unfortunately, we can expect that ransomware
attacks will increase.”

It has been reported that the damages caused by ran-
somware had amounted to USD $11.5 billion in 2019 and
the amount was expected to increase to USD $20 billion by
2022 [81].

On phishing attacks, a participant reacted by saying:
“Phishing attacks are increasing and it is increasingly more
difficult to detect them. A good example is the MailChimp
phishing campaign case. Hackers made use of affected ac-
counts in MailChimp to distribute malicious emails with mal-
ware, and considering that MailChimp is a trusted and well-
established email marketing provider, the emails were likely
to bypass the spam filters and enter the inbox of the unwary
receiver.”

Some experts agreed with the prediction that cybercrimes
would cause financial damages amounting to $6 trillion by the
end of 2022 [82]–[84]. Also, a cyber-attack would be expected
to occur in every 11 seconds, as compared to one attack in
every 19 seconds reported in 2019. Comparatively, in 2016,
one cyber-attack occurred every 40 seconds [82]–[84].

The COVID 19 outbreak has forced many to work re-
motely. On this matter, a participant stated the following:

“COVID 19 has sped up the digital transformation of or-
ganizations and many employees have shifted to working from
home. The problem with this situation is that, when working
from home or remotely, employees are not safeguarded by
corporate firewalls. Hackers could exploit the vulnerabilities
that they discover in the gaps between people, their devices,
and the corporate network. We can see that many employees
are required to establish workloads in Cloud, and so, cloud-
based security techniques are crucial in curbing the failing
cybersecurity landscape. It is now necessary to work with
cloud-native Identity and Access Management (IAM).”

As stated by another participant: “For those who maintain
cloud-based security, they have to have adequate ability in
managing the infrastructure with the use of structured pro-
grams. We know that networks and application tiers are short-
lived, and so, for any organization, their most crucial asset
is probably their own data and the data of their customers.
Therefore, I think that data-security on the cloud will be a
main theme in the future.”

One participant viewed: “cybersecurity as a highly viable
career path.” In fact, it was predicted that the number of
vacant cybersecurity jobs would increase by 35%, considering
the increase in cyber-attacks and the shifts in tactics used by
cybercriminals [85, 86]. In other words, cybersecurity is likely
to become a sound career choice in the long run.

In terms of AI application, all interviewees agreed that it
can effectively improve the security of cyberspace. Also, the
options of AI systems should be fully used so that the most
optimal level of cybersecurity could be achieved. One partici-
pant indicated that: “the use of AI can allow the discovery of
new and refined transformations in attack flexibility.” Notably,
the old technology concentrates on the past and is mostly
focusing on identified attackers and attacks. This can lead to
the formation of blind spots in the detection of uncommon
behavior in new attacks. For instance, privileged activity in
an intranet can be monitored, and any discernible alteration
in privileged access operations can signify a likely internal
threat. For successful detection, the machine will strengthen
the validity of the actions and increase its sensitivity for the
detection of equivalent patterns in the future.

According to one participant: “AI facilitates machine
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learning. It also helps the machine in detecting irregularities
more effectively, and also in increasing the accurateness of
operations. AI is particularly useful in dealing with more
sophisticated cyber-attacks because the approaches used by
hackers are increasingly more innovative these days.”

One participant indicated that: “the use of AI can increase
network security, particularly through the ability of AI in
detecting attacks and in responding to breaches.” For security
groups, they could be overwhelmed by the amount of security
alerts that they receive on a daily basis. Hence, the automatic
detection and response towards threats can decrease their
workload significantly. Also, they could more effectively detect
the threats with the use of AI.

The formation and transmission of colossal amounts of
security data on a daily basis would gradually impair the
ability of security experts in quickly and reliably tracking and
identifying the attack factors [87]. With the use of AI, the mon-
itoring and detection of doubtful behavior could be expanded.
This allows the network security personnel to effectively and
promptly react to new situations.

The majority of participants agreed with the fact that in
improving its response to threats, AI security systems have
the ability to learn over time. Utilizing AI will facilitate the
detection of threats following the application behavior and the
entire network activity. The AI security system studies the
standard network traffic and behavior, and over time, AI creates
a reference point on what constitutes a normal pattern, and
any divergences from the norm can be identified to determine
attacks.

Considering the viewpoints of the participants in the in-
terviews, it is clear that cybersecurity experts have to be
consistently ahead of the cybercriminals. Also, the use of AI
techniques can effectively improve cyberspace security. The
options of AI systems should be fully utilized in order to
achieve the most optimal level of cybersecurity. Lastly, remote
working requirements owing to the COVID 19 outbreak have
resulted in the value of cloud-based security techniques in
protecting and improving the cybersecurity landscape.

V. CONCLUSION AND FUTURE WORK

This paper reviews the topic of cyber-attacks focusing
on the types and weapons of cyber-attacks, measures and
security precautions against cyber-attacks, and the projections
of experts on the future of cyber-attacks and the associated
security measures.

Interviews were carried with several study participants,
delving into the subjects of cybersecurity and cyber-attacks.
The information obtained from the participants shows dramatic
development of information technology within the past several
years. It was found that albeit the presence of precautionary
tools, cyber attackers are still successful in breaking the fire-
wall systems, resulting in physical and non-physical damages.
Victims of cyber-attacks, especially firms, could lose their
reputation as well. Notably, cyber-attack risks and threats
appear to increase in tandem with information technology
development.

Taking into consideration the present situation of data
breaches, ransomware attacks, in addition to the concerns

towards the impact of new technologies like AI, and the
constantly evolving threats; it is a critical duty of cybersecurity
experts to consistently provide the most updated best practices
and tools of cybersecurity so that users could consistently avert
cyber threats. Equally, employee awareness and expertise on
cybersecurity issues need to be encouraged and cultivated via
continuous training programs.

Further, scientific research should focus more on secu-
rity adjustments and measures required by different business
sectors and corporations towards remote work that tends to
become a necessity today; especially with the spread of Corona
pandemic. More focus on individual safety characteristics such
as awareness, attitude, behavior and compliance is called for,
and research is required to quantify these primary quality
indicators. Based on past findings, the human factor appears
the key to the progress of information security, but has not
been adequately explored.
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