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Abstract—The widespread adoption of Internet of Things has 

brought many benefits to society, such as increased efficiency and 

convenience in various aspects of daily life. However, this has 

also led to a rise in security threats. Moreover, resource-

constrained feature of IoT devices makes them vulnerable to 

various attacks that compromise the user's privacy and sensitive 

information confidentiality. It is therefore essential to address the 

security concerns of IoT devices to ensure their reliable and 

secure operation. This paper proposes a blockchain-based three-

factor mutual authentication system for IoT using Elliptic Curve 

Cryptography, physical unclonable functions and group 

signatures. The main purpose is to achieve a secure mutual 

authentication among different involved entities while providing 

anonymous group member authentication and reliable auditing. 

The AVISPA tool is utilized in the paper to formally prove that 

the proposed system satisfies the security and privacy 

requirements. 
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I. INTRODUCTION 

Internet of Things (IoT) is a rapidly developing technology 
that has gained significant traction in various fields such as 
healthcare, military, smart cities and houses [1]–[4]. It involves 
smart devices that collect thousands of gigabytes of data and 
use this collected data to make instant decisions that are 
immediately shared with remote users and servers. 
Nonetheless, the absence of inherent security measures renders 
the IoT-based architectures susceptible to many security 
breaches and privacy violations [5]. Many surveys and 
researches have been conducted to show the security 
challenges in IoT [6]–[8]. 

Authors in [9] indicate that there were 50 billion connected 
devices by the end of 2020 and this number is expected to 
increase to 14.7 billion by 2023. As the number of connected 
devices in IoT continues to increase, there are numerous 
challenges and issues that arise, particularly in regards to 
security and privacy. To overcome these challenges, new and 
emerging technologies such as fog computing and blockchain 
are integrated with IoT. 

Blockchain has gained significant attention from 
researchers due to its ability to protect IoT devices and 
security-critical data [10]–[12]. By incorporating blockchain 
technology into IoT devices, it can provide an effective 

solution to the security and privacy challenges facing IoT 
devices. Blockchain can ensure the integrity and authenticity of 
data, and provide a secure platform for sharing data between 
devices. Additionally, blockchain can help to create a 
decentralized and trustless network, which is essential for 
secure communication and transactions between IoT devices. 
Blockchain's security stems from its use of cryptographic 
techniques, such as hash functions, digital signatures, and 
encryption, to ensure the integrity and confidentiality of data 
stored on the blockchain. 

Besides blockchain, fog computing is an emerging 
technology that brings important enhancement to the security 
of IoT devices [13]. The limited resources of these latter leave 
them vulnerable to security threats. To address this issue, fog 
computing can enhance their capabilities by offering localized 
compute, storage, and networking for a cluster of IoT devices. 
By performing processing and storage tasks closer to IoT 
devices at the fog node instead of moving the data to a cloud 
server, fog computing reduces latency and increases network 
efficiency due to its high-quality services and quick response 
time. This can help address security concerns by reducing the 
amount of data that needs to be transmitted to the cloud, which 
in turn reduces the attack surface for cyber criminals. 
Additionally, fog computing can provide an additional layer of 
security by enabling real-time threat detection and response. 
This can help detect and mitigate security threats more quickly, 
reducing the potential damage that can be caused by such 
attacks. 

A. Our Contribution 

To address the aforementioned security threats while taking 
into consideration the resource constrained feature in IoT 
environment, we propose in this paper a blockchain-based 
secure mutual authentication system for IoT using Physical 
Unclonable Functions (PUFs) and group signatures providing 
the following advantages: 

1) Permissioned blockchain: to achieve more control, 

privacy and high transparency over the network, we use a 

permissioned blockchain where only selected nodes are 

allowed to participate in consensus. 

2) Group signature scheme with two authorities: In our 

proposed scheme, we distinguish between the group manager 

and the opening manager roles. The former is in charge of 

assigning private signing keys to group members, while the 
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latter can open signatures. This enhanced security, as both have 

their own secret key, mitigates the risk of untrustworthy 

authorities. 

3) Three-factor authentication: the proposed 

authentication protocol requires the user to provide three types 

of credentials: the first factor is something the user knows 

(password), the second factor is something the user has 

(hardware token) and the third factor is something the user is 

(biometric characteristic like a fingerprint, iris scan or facial 

recognition). Hence, the security of the system is strengthened, 

as it is much more difficult for an attacker to obtain all three 

types of credentials. 

4) PUFs: they are used to generate a unique private key 

for every token, which can be used for cryptographic 

operations such as signing and encryption. The private key is 

generated by applying a one-way function to the PUF's 

response, which ensures that the private key cannot be reverse-

engineered from the response. The private key is securely 

stored in the hardware token and can only be accessed by 

authorized users with the appropriate credentials. 

5) Fog computing: provides a trusted entity with more 

computing and storage resources that supervises a group of IoT 

devices, controls access and manages communication between 

devices and remote users. This improves security by providing 

a local point of control, reducing data transmission, and 

improving network efficiency, reliability and scalability. 

B. Organization 

The remainder of this paper is organized as follows. In 
section II, we present an overview of the related work. Section 
III is dedicated to the basic concepts of blockchain namely 
smart contracts and the Practical Byzantine Fault Tolerance 
(PBFT) consensus algorithm. The cryptographic primitives 
adopted in this paper are presented in Section IV. The 
description of our proposed blockchain-based protocol is 
presented in Section V. We dedicate Section VI to the informal 
security analysis of our proposed protocol and the formal 
security analysis using the widely used AVISPA Tool. Finally, 
we draw our conclusions and present our future work in 
Section VII. 

II. RELATED WORK 

Every year, numerous studies are conducted to secure 
exchanged data over the unattended IoT area. These studies 
suggested reliable architectures and frameworks to overcome 
the challenges and security threats in order to achieve secure 
mutual authentication between all involved parties in the IoT 
environment. Among these security solutions, blockchain 
technology brings many solutions for tackling security and 
privacy concerns in the context of IoT. In 2022, researchers in 
[14] developed a secure and efficient authentication 
mechanism for fog computing using blockchain technology. 
The proposed approach aims to overcome the limitations of 
traditional authentication methods while maintaining high 
levels of security and performance. Another secure IoT system 
was proposed in 2022 [15]. This paper presented a new 
approach to managing device identities in IoT systems based 
on blockchain technology. The approach enhanced data 

security through two methods: a lightweight time-based 
identification protocol that validates data using hub 
identification, and a blockchain application that provides 
secure data storage and sharing among multiple parties with 
easy access and immutability. In [16], researchers proposed a 
blockchain-based scheme where certificateless cryptography, 
Elliptic Curve Cryptography (ECC), and pseudonym-based 
cryptography (PBC) are employed. The goal is to achieve 
users' privacy and to hide the true identity of IoT devices using 
pseudonym-based cryptography. In 2020, Huang et al. [17] 
presented in their paper a blockchain-based authentication 
framework for IoT networks to achieve fast decentralized 
authentication while preserving privacy. The framework 
satisfied various security requirements such as strong key 
protection, identity anonymity, single registry, and traceability. 
In 2017, Cha et al. [18] suggested a blockchain-connected 
gateway design that is claimed to ensure security and user 
privacy. However, in 2020, Yavari et al. [19] revealed that [18] 
is vulnerable to various attacks, including secret disclosure, 
replay, traceability, and token reuse attacks. They proposed an 
improved blockchain-based authentication protocol that 
provides secure access management and anonymity. The paper 
in [20] proposed a solution to address security risks in IoT, 
particularly in decentralized authentication by providing a 
secure framework using blockchain technology which 
supported certificate issuance, update, revocation, and audit 
functions through the use of a smart contract. Authors in [21] 
presented a multi-layer security model for IoT devices 
operating in multi-hop cellular networks that utilized 
blockchain's distributed technology. The proposed model 
offered a viable approach to deploying decentralized 
blockchain technology for securing cellular-enabled IoT 
networks. After analyzing the limitations of traditional IoT 
authentication and security mechanisms, authors in [22] 
proposed a blockchain-based model to address these issues 
namely the single-point-failure issue. 

III. BLOCKCHAIN 

Blockchain is a secure and transparent digital ledger that 
records transactions across a decentralized network. Nodes in 
the network must reach a consensus before new blocks of 
transactions can be added. The ledger includes various types of 
transactions, and each block contains a header with the 
previous block hash, timestamp, version, nonce, difficulty 
target, and Merkle root [23]. Blockchain can be divided into 
three types: public, permissioned, and private. Public 
blockchains like Bitcoin and Ethereum are open to anyone, 
transactions are validated by consensus mechanisms, and no 
central trusted authority is required. In contrast, only trusted 
participants are allowed in private and permissioned 
blockchains, but there are significant differences between 
them. In private blockchains, a single private entity controls the 
network, while in permissioned blockchains, a consortium of 
organizations adds an access control layer and allows multiple 
organizations to validate transactions, making it more 
decentralized than private blockchains. 

A. PBFT 

Introduced in the late 90s, Practical Byzantine Fault 
Tolerance (PBFT) [24] is a consensus algorithm used in 
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permissioned blockchain networks to ensure secure and 
consistent agreement on the network's state even in the 
presence of malicious nodes. The network security is ensured 
by the PBFT algorithm as long as the number of faulty nodes is 
under a predefined threshold f=(n-1)/3 where n is the total 
number of nodes. In the PBFT consensus, eligible nodes can 
switch from primary or leader nodes (during a period of time 
called view) to secondary nodes to reach a consensus on the 
state of the system. When the leader node is non faulty, the 
PBFT consensus works as follows: 

 Client requests: The client initiates a request and sends 
it to the network. 

 Pre-prepare message: The leader verifies the request 
message and broadcasts the pre-prepare message to all 
other replica nodes, containing the client's request and a 
sequence number. 

 Prepare messages: Upon receiving the pre-prepare 
message, each replica node verifies its legitimacy and 
broadcasts a Prepare message. 

 Commit messages: When no less than two-thirds of the 
total consensus nodes have sent Pepare messages, the 
leader node broadcasts a commit message to all other 
nodes (ie. a consensus has been reached on the client's 
request). 

 Reply message: When at least two third of the received 
commit messages are valid, nodes return a reply 
message to the client containing the result of the request 
transaction. 

 State Update: the ledger state is then updated in every 
consensus node. 

If the system encounters a verification failure or network 
interruption case, then the View change protocol is executed to 
select another primary node in the network, that is responsible 
for carrying out the consensus process from the prepare phase 
through the following steps: 

 View_Change_Request: after detecting an exception 
message, every node in the network broadcasts a view 
change request to all other participating nodes. 

 New_View_Prep: after verifying the 
View_Change_Request and broadcasting an 
acknowledgment (no less than ⅔ of the total nodes), the 
nodes collaborate to prepare a new chosen primary node 
to substitute the previous one. 

 New_View: through a voting process, nodes must reach 
a consensus to select the new primary node. This latter 
will take the responsibility of processing requests and 
generating new blocks. 

B. Smart Contract 

To address the trust problem in a decentralized 
environment, smart contracts are programs where required 
conditions are implemented using a Turing complete language 
(like go language in Hyperledger Fabric, Solidity in Ethereum). 
The smart contract byte code is stored in the blockchain 
platform with a unique address and automatically executed 

when predefined conditions are verified. It is replicated across 
all the blockchain consensus nodes. Hence, no third trusted 
party is needed to make decisions. The main benefits of smart 
contracts are speed, efficiency, trust and transparency. It also 
benefits from the security immutability features offered by the 
blockchain. 

IV.  CRYPTOGRAPHIC PRIMITIVES 

A. Group Signatures 

Group signature is a type of digital signature scheme that 
was first proposed by Chaum and Van Heyst [25], and then 
many other contributions on group signature schemes were 
made in order to allow group members to anonymously sign 
messages while being traceable by a designated authority. In 
2015, [26] proposed a novel short group signature scheme 
along with two group membership revocation methods that 
only disclose revocation information to verifiers. This section 
briefly presents the digital signature scheme by [26] which is 
adopted in our proposed protocol. 

 System Setup phase 

In this phase, the system parameters are initialized. The 
input is a security parameter λ and the output is (PP, sk, gpk, 
trace). Public parameters PP=(q,G1,G2,GT,e,P1,P2,h()), where 

G1, G2 and GT are three cyclic groups of λ-bit prime order q 

and e:G1xG2→GT is a bilinear map. P1 and P2 are the generator 

points of G1 and G2 respectively, and   *   + →Zq is a secure 

hash function. 

The Group Manager chooses randomly two secret 
parameters d and s in   

  where (d,s) represents its private key 

sk. The group public key is gpk = (D, S, U) where D = d.P1,  S 
= s.P2 and U = u.P1. The secret parameter u represents the 
private tracing key trace=u only known by the openening 
manager that uses it in GTrace algorithm to find the member’s 
real identity. 

 Enroll 

In this phase group members are enrolled by the group 
manager. The input is (PP, sk) and the output is a private key 
gski=(xi , Zi) is generated for each group member GMi by the 
group manager who chooses randomly a distinct xi for each 

member and sets Zi = zi.P1 where zi = (d- xi) (sxi)
-1

 ∈  
 . After 

that, the group manager computes tagi = xi.Zi and maps it with 
the relevant group member’s identity in a members table. This 
table also contains statusi that shows if the member is allowed 
to access the network or is revoked. 

 GSign 

During this phase, a group member can sign his/her 
messages. The input is (PP, gpk, gski, message) and the output 
is the signature σ = (C1, C2, c, w). Each group member can sign 
his/her messages using his/her private key gski as follows: 

choose k∈  
  randomly, computes C1=k.P1 ,C2=xi.Zi+k.U 

and Q=e(U,S)
k
, computes c=h(message,C1,C2,Q) and w=kc+xi. 

 GVerify 

This is the signature verification phase. The input is 
(message, σ, gpk) and the output is the verification result if the 
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message has been signed by a group member or not. The 
verifier computes: 

   
 (    )  (     ) 

 (        )
  (1) 

and checks if c = h(message, C1, C2,  
 ) to confirm or not 

the validity of the signature. 

 MRev 

This is the group membership revocation algorithm. The 
group manager publishes a Revocation List (RL) that contains 
tagi= xi.Zi for revoked members. The revocation algorithm 
MRev operated by the verifier takes as input the signature 
σ=(C1, C2, c, w) for each member in the RL and the output is: 
for each member in RL, verifiers can test whether the value of 
tagi = xi.Zi belongs to a revoked member as follows: compute 
e(C2 - tagi , S) and compare it to   . If the equality holds, then 
the signature σ belongs to a revoked member. Hence, the 
signature is rejected. 

 GTrace 

This is the tracing algorithm that takes as input (trace, 
message, σ) and outputs the signer identity using the tracing 
key trace = u. The group opener computes tagi = xi.Zi = C2–
u.C1, then it searches in the table mapping each tagi with the 
corresponding member identity. 

B. Fuzzy Commitment Scheme 

Fuzzy commitment scheme F is a cryptographic primitive 
that allows a party to commit to a message without revealing 
the message itself. It was first introduced in 1999 by Juels and 
Wattenberg [27]. It is performed in two phases. The 
commitment phase where the committer creates a commitment 
by applying a one-way function to a random secret value and 
the message, which prevents the receiver from determining the 
message from the commitment. The opening phase where the 
committer discloses the secret value and committed message. 
The receiver can verify the commitment by applying the same 
one-way function to both values. 

Fuzzy commitment enhances privacy and security in 
biometric based authentication systems, by generating a 
commitment value based on biometric data, such as a 
fingerprint or face scan, and a secret key. 

C. Physical Unclonable Functions 

A Physical Unclonable Function (PUF) [28] is a hardware 
security primitive that is designed to generate a unique 
signature for a physical device, based on its manufacturing 
process and the physical variations that occur during the 
manufacturing process. The mathematical model of a PUF is 
based on a challenge-response mechanism, where a unique 
response is generated for every challenge. A PUF can be 
represented as: R = P(C). The challenge-response pair (CRP) is 
unique to each PUF. The PUF takes a challenge C as input and 
produces a response, which is a unique digital fingerprint that 
can be used for device identification. The response R is 
generated based on the physical characteristics of the device, 
such as the pattern of its silicon crystal lattice or the precise 
positions of transistors in the circuit. 

V. THE PROPOSED BC-AUTH SCHEME 

In this section, we discuss the details of our proposed 
system which is based on blockchain technology, group 
signatures, Elliptic Curve Cryptography, Physical Unclonable 
Functions, the Message Authentication Code (MAC) and 
biometrics. In this BC-Auth, we adopt the permissioned 
blockchain type, where only legitimate nodes are allowed to 
access the blockchain, in order to achieve high privacy 
protection. This blockchain is managed and maintained by 
permissioned nodes on the basis of the Practical Byzantine 
Fault Tolerance consensus (PBFT) (see Section III A). These 
consensus nodes have enough computational, communication 
and storage resources to operate hundreds of thousands 
transactions within seconds. 

Similar to the Bitcoin block structure, the block in our 
design is composed of the previous block hash, block version, 
timestamp, block size, the Merkle root, transaction counter and 
the recorded transactions in this block. 

A. BC-Auth Model 

We describe, in this section, the BC-Auth scheme model. 
The participants involved in this model are: 

 Group manager: a trusted entity that enrolls new 
legitimate group members and generates their private 
keys and the group public key. It also revokes malicious 
users and maintains the Revocation List. 

 Opening manager: the group manager cannot trace 
group members. The entity responsible for members' 
tracing is the opening manager using a secret parameter 
trace. 

 Group members: the remote users that are allowed to 
access the IoT devices remotely. 

 Consensus nodes: in our model, we work with the 
permissioned blockchain where the participating nodes 
are chosen and authorized to maintain the blockchain 
under the PBFT consensus mechanism. 

 Fog node: a trusted entity with additional computing 
and storage resources that oversees a group of IoT 
devices and manages access to them. It also ensures the 
communication between these devices and the remote 
users. 

 Devices: IoT devices are resource-constrained devices. 
Each IoT device corresponds to a single fog node. They 
collect data from the physical world to control and 
manage the industrial processes. 

B. Smart Contract and PBFT in BC-Auth 

In our proposed design, each logged in user interacts with 
the smart contract to broadcast his/her request transactions 
where status=0. These pending transactions are firstly verified 
by consensus nodes via GVerifygpk to confirm that they’re 
signed by a group member. If the verification fails, the 
transaction is discarded. Secondly, the opening manager 
monitors the smart contract to retrieve new verified group 
members transactions and sends allowed transactions 
(status=1) to the blockchain after verifying that the signer does 
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not belong to the RL. These latter are verified by consensus 
nodes via Verifypko. Finally, the fog node monitors the smart 
contract to find new valid transactions. When a sufficient 
number of consensus nodes agree that the transaction is valid 
(i.e. successfully verified by GVerifygpk and Verifypko), it can 
then be chained in the blockchain. 

A new block is added to the PBFT-based blockchain by a 
designed primary node PNi of the current consensus round as 
follows: 

 PNi collects all the valid transactions of the current 
round and appends them to a new candidate block 
Blocki; 

 PNi broadcasts Blocki to all consensus nodes; 

 Upon receiving Blocki, each node verifies its validity 
based on many parameters such as the Block header, the 
block generator digital signature, the list of transactions 
contained in the block, 

 If Blocki passes this verification successfully, then each 
node broadcasts a prepare message along with hash 
(Blocki) to all other participating nodes. 

 If the number of received messages is no less than two 
third of the total nodes, then each node adds the 
candidate block to its local copy of the ledger. 

Hence, the consensus is reached and Blocki is added to the 
blockchain. If the consensus is not reached, then View-Change 
protocol is executed (see Section III A). 

C. BC-Auth Protocol 

Our proposed protocol consists of four phases: initialization 
phase, member enrollment, login and mutual authentication, 
and member revocation phase. In this section, we describe 
these steps in detail. 

1) System initialization phase: The initialization phase 

must be performed before the execution of the protocol. This 

phase takes as input a security parameter λ and outputs the 

public parameters PP=(q,G1,G2,GT,e,P1,P2,h()). Using the 

Elliptic Curve Integrated Encryption Scheme (ECIES) [29], the 

group manager chooses randomly two secret parameters d and 

s in   
 , where (d,s) represents its private key sk. The opening 

manager generates a random secret parameter u ∈   
  that 

represents its tracing key trace ←  u. It also has its 

private/public key pair (sko, pko). The group public key is equal 

to gpk = (D,S,U) where D = d.P1, S = s.P2 and U = u.P1. In the 

other side, the fog node generates a random secret parameter 

skfn∈  
  that represents its private key, and computes the 

corresponding public key pkfn=skfn.P1. We assume that each 

smart device has its private/public key pair (dj, Dj) where dj∈ 

  
  and Dj=dj.P1. 

2) Member enrollment phase: This phase is initiated by the 

user who sends, via a secure channel, an enrollment request 

containing its chosen IDi, HPWi and biometric bi to the Group 

Manager. This phase outputs the group members private keys 

gski=(xi, Zi) and the hardware token that stores {α, ẟ, ui, Ai, Zi, 

f(),PUFi()}. These private keys are uniquely generated using 

PUFs functions and will be used by group members to 

anonymously sign their transactions before being sent to the 

blockchain network. Fig. 1 shows the details of the member 

enrollment phase. 

3) Login and mutual authentication: This phase is 

performed every time a remote group member needs to access 

or control a smart device. Fig. 2 shows the login and mutual 

authentication phase. 

 Login: To achieve a secure mutual authentication 
between the fog node and the group member, the latter 
needs to successfully login by inserting the correct IDi, 
PWi and bi. This login phase is performed locally via 
the hardware token. 

 Request transaction: Once the group member is logged 
in, his/her private key is computed using the physical 
unclonable function characteristics. A one-time 

private/public key pair (mi, Mi) is generated where m∈
Zq* is a random secret and Mi=mi.P1. The transaction is 
structured as follows: Computes the message Msg = 
txnumber||to||Mi||Dj||request, where txnumber is the 
transaction number and to is the address of the smart 
contract. Then it computes Emsg=Encpkfn(Msg) where 
Enc is an AES Encryption, and sends the transaction 
Tx= {data, GSigngski(data)} where data=(to,Emsg, TSi, 
status) to the blockchain. TSi is the current timestamp. 
The status=0 which means that it is a pending 
transaction. The smart contract is invoked and the 
consensus nodes verify the signed transaction using the 
GVerify algorithm. If the verification fails, i.e. the 
signer is not a group member, then the transaction is 
discarded. Else, the opening manager monitors the 
blockchain to find the pending transactions. It verifies 
then if the signer is a revoked member, i.e. the 

corresponding tagi∈RL by computing tagi=xi.Z=C2-

u.C1. The revoked transaction is discarded from the 
blockchain. The allowed transaction     status is set to 
1 and is sent to the blockchain. The consensus nodes 
verify the validity of this transaction by operating the 
Elliptic Curve Digital Signature Algorithm (ECDSA) 
[29] Verify using the opening manager public key pko. 

 Transaction chaining: The transaction is considered 
valid when at least two-third of total consensus nodes 
verify the transaction successfully through GVerifygpk 
(for Tx) and Verifypko (for    ). All valid transactions 
recorded through a predefined period of time are 
chained into a pending block that can be chained into 
the blockchain when the PBFT consensus is reached 
among more than two-third of total consensus nodes. 

 Response delivery: The Fog node monitors the 
blockchain to retrieve the new valid transactions and 
decrypts the message Msg = Decskfn(Emsg), where Dec is 
an AES Decryption, and computes the signature 
R=Signskfn(Mi || request) using its private key and sends 
{Mi, request, R} to the targeted IoT device. After 
successfully verifying the received request, the device 
encrypts the response using the one time group 
member’s public key Mi, and signs it with its private 
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key dj. If the response passes the signature verification 
VerifyDj (RES, Eres,), then the fog node computes MAC 
= MACSK (Eres) using the secret session key SK and 
sends {Eres, MAC} to the group member. The latter 
compares the MAC’=MACSK’(Eres) to the received 
MAC. If the equality holds, this means that the secure 
mutual authentication is successfully established 
between the fog node and the group member, who can 
then decrypt the response using its one-time private 
key. 

4) Member revocation: The group manager maintains the 

RL that contains tagi=xi.Zi of revoked users. If the behavior of 

a group member is malicious, or if he does not belong to the 

group anymore, the group manager can then revoke its 

membership and add the corresponding tagi in the public RL. 

This revocation list is shared only between the group manager 

and the opening manager. 

 
Fig. 1. Member enrollment phase. 

 
Fig. 2. Login and mutual authentication phase. 
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VI. SECURITY ANALYSIS 

A. Informal Security Analysis 

In this section, we provide an informal overview of the 
security aspects of our protocol, highlighting its robustness 
against various security threats and its important security 
features. Furthermore, we present a comparison of the 
proposed BC-Auth scheme with other competing schemes in 
terms of functionality and security features. The results of this 
comparison are summarized in Table I. 

1) Mutual authentication: First, the consensus nodes and 

the opening manager authenticate the user by verifying the 

request transactions via group signature scheme. Then, the IoT 

device authenticates the fog node by verifying its digital 

signature (ECDSA), confirming that the fog node is authorized 

to access the device's data. Finally, mutual authentication is 

achieved between the fog node and group members through the 

use of MAC that provides a way to verify the authenticity and 

integrity of messages exchanged between the two parties. By 

using MAC, the fog node can authenticate the group members 

and vice versa, ensuring that only authorized parties can access 

the system. 

2) Single registration: The process of single registration 

involves the issuance of private keys to each group member by 

the group manager, which is based on a unique identifier 

(PUF). Even when some members are revoked by the group 

manager, legitimate members can continue to use their private 

keys for signing transactions, which eliminates the need for 

multiple registrations and minimizes the risk associated with 

key management. 

3) Suitable for IoT: The proposed protocol is designed to 

be compatible with the constraints and requirements of IoT 

devices, which typically have limited processing power, 

memory, and energy resources. To address these constraints, 

the proposed protocol leverages the fog node as an 

intermediary between IoT devices and the blockchain network, 

allowing IoT devices to offload some of the computation and 

communication tasks to the fog node. This approach reduces 

the computational burden on IoT devices and enables them to 

participate in the blockchain network securely and efficiently. 

Additionally, the fog node can act as a gateway for IoT devices 

that are not directly connected to the internet, providing them 

with secure and reliable access to the blockchain network. 

Therefore, the proposed protocol is suitable for IoT 

applications that require secure and efficient communication 

with the blockchain network. 

TABLE I. SECURITY REQUIREMENTS COMPARISON 

Security requirement [30] [31] [32] Our protocol 

Anonymity No Yes No Yes 

Traceability Yes No Yes Yes 

Confidentiality No Yes Yes Yes 

Revocation No Yes No Yes 

Mutual Authentication Yes Yes No Yes 

Timely Tempo detection No No No Yes 

4) Resistance to cloning and counterfeiting: The proposed 

system uses PUF to generate members’ private keys, which are 

then securely stored in a hardware token. PUF is a technique 

that leverages the inherent randomness of physical systems to 

generate unique and unclonable keys. By utilizing PUF, the 

system can ensure that the private keys of group members 

cannot be cloned or counterfeited, which provides a higher 

level of security. Even if an attacker gains access to the 

hardware token, they will not be able to clone or counterfeit the 

private key, as it is generated using PUF, which is a unique 

physical characteristic of the device. This resistance to cloning 

and counterfeiting is important because it ensures that the 

private keys of group members cannot be compromised, which 

would otherwise compromise the entire system. 

5) Resistance to man in the middle attack: In the proposed 

protocol, a MAC is used to verify the authenticity and integrity 

of the exchanged messages between the communicating 

parties. MAC is generated by computing a cryptographic hash 

function over a shared secret key and the message. This shared 

secret key is only known to the legitimate parties, ensuring that 

any changes made to the message by an attacker will be 

detected by the receiving party. This ensures that the messages 

cannot be tampered with or intercepted by a malicious party 

without detection, preventing man-in-the-middle attacks. 

6) Resistance to stolen hardware token: In the proposed 

system, the private keys of group members are securely 

generated and stored in hardware tokens using PUF. 

Additionally, biometric authentication is used to ensure that 

only the legitimate owner of the hardware token can access the 

private key. In the event of a hardware token being stolen, the 

group manager can revoke the token, rendering the private key 

unusable. This approach provides resistance to stolen hardware 

tokens and protects the system against attacks that attempt to 

use a stolen token to impersonate a legitimate group member. 

7) Session key agreement and resistance to replay attacks: 

In the proposed system, session key agreement is used to 

establish secure communication between the fog node and the 

user. In every session, a fresh private/public key pair is 

generated for every user. This ensures that each session has a 

unique session key, which is used to encrypt responses and to 

generate a session MAC between the fog node and the user. By 

using a fresh private/public key pair for every session, the 

system resists replay attacks. If the same key is used in every 

session, an attacker could use a previously intercepted session 

key to forge or replay messages, which would compromise the 

security of the system. However, by using a fresh 

private/public key pair for every session, the system ensures 

that each session has a unique session key, which makes it 

much more difficult for an attacker to replay messages. 

8) Timely tempo detection: In the proposed system, there is 

a login phase that locally checks the user credentials before 

granting access to the system. This means that the system can 

quickly detect and reject unauthorized users who try to access 

the system without valid credentials. By doing so, the system 

can prevent potential security breaches and minimize the 
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communication and computation costs. Therefore, the timely 

tempo detection helps to enhance the security of the system 

and protect it from unauthorized access. 

9) Traceability: In the proposed system, group signatures 

are utilized to provide traceability for suspicious transactions. 

Only the opening manager has the ability to trace these 

transactions through a mechanism called GTrace. Other parties 

who wish to trace suspicious transactions must compromise the 

ElGamal encryption, which is infeasible under the current 

security assumptions. Thus, the use of group signatures in the 

system allows for traceability by authorized parties while 

preserving the anonymity of group members for regular 

transactions. 

10) User anonymity: User anonymity in this context refers 

to the fact that the proposed system ensures that users can sign 

transactions without revealing their real identities. The system 

utilizes a group signature scheme, where a member's identity is 

not disclosed, and only the opening manager knows the true 

identity of the member who signed the transaction. 

Additionally, for each new transaction, a one-time public key is 

used, which further obscures the identity of the signer. 

The comparison results in Table I show that our proposed 
protocol provides anonymity, traceability, confidentiality, 
revocation, mutual authentication, and timely tempo detection, 
making it a more comprehensive and robust solution for 
securing IoT systems than protocols [30], [31], and [32]. The 
lack of these features in the other protocols makes them 
vulnerable to security breaches, privacy violations, and man-in-
the-middle attacks. 

B. Formal Security Analysis using AVISPA Tool 

In this section, we provide a formal security analysis of our 
protocol, Fig. 3, based on the widely used Automated 
Validation of Internet Security Protocols and Applications 
(AVISPA) Tool [33]. This latter takes in input a formal model 
of a security protocol and verifies its robustness against a set of 
security properties. AVISPA tool can also be used to perform 
security analysis on blockchain protocols. It is capable of 
analyzing smart contracts and consensus protocols. Avispa 
supports four backends for analysis: OFMC (On the fly Model 
Checker), CL-AtSe (Constraint-Logic-based Attack Searcher), 
SATMC (SAT-based Model-Checker) and TA4SP (Tree 
Automata based on Automatic Approximations for the 
Analysis of Security Protocols). Each backend has its own 
strengths and weaknesses. 

In our analysis we adopt the OFMC and CL-AtSe backends 
and we use the syntax provided by the High-Level Protocol 
Specification Language (HLPSL) supported by AVISPA. In 
this HLPSL specification, we define the principal roles 
representing our model: group manager, group opener, group 
member, consensus node, fog node and IoT device. In addition, 
there are two composed roles, session and environment, and a 
goals section where the security goals are specified. As you can 
see in Fig. 3, the obtained analysis results show that our 
proposed protocol is safe under the OFMC and CL-AtSe 
backends. 

 
Fig. 3. Analysis result using OFMC and CL-AtSe backends. 

VII. CONCLUSION 

In this paper, we proposed a blockchain-based secure 
mutual authentication system for IoT using PUFs and group 
signatures. The proposed BC-Auth scheme provides several 
advantages, including the use of permissioned blockchain for 
more control and privacy, a group signature scheme with two 
authorities for enhanced security, three-factor authentication 
for stronger user verification, PUFs for unique private key 
generation, and fog computing for improved security and 
efficiency. The proposed system aims to strengthen IoT 
security and efficiency by mitigating risks and making it more 
difficult for attackers to obtain user credentials. 

We also proved the security of our protocol informally and 
formally using the AVISPA tool and provided a security 
comparison with other blockchain based authentication 
protocols. 

In our future work, we are working on: 

1) The practical implementation of the proposed BC-Auth 

protocol using the Hyperledger Fabric which is a permissioned 

blockchain platform designed for enterprise use cases with 

modular architecture and privacy features, 

2) The practical simulation of the proposed BC-Auth 

protocol to prove its performance in terms of computational 

and communication costs. 

3) Evolving our protocol by proposing a blockchain based 

multiple managers’ group signature scheme to avoid the risks 

related to the single authority in the case of one group manager 

model. 
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