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Abstract—Attendance monitoring is a vital activity in several
organizations. Due to its importance, many attendance monitor-
ing systems have been developed to automate this process. Despite
several advancements in automated attendance management
solutions, attendance fraud remains an issue as some end users
can manipulate known vulnerabilities, such as proxy attendance,
buddy-punching, early departure, and so on. In this paper, a
fraud-resistant attendance management solution is developed by
harnessing technologies such as geofencing, dynamic QR code
and IMEI Checking. The proposed solution is comprised of a
single-page web application where QR code can be enabled for
attendance registration, and a mobile application, where end-
users can scan generated QR code to register their attendance.
Attendance cheating via QR code sharing is prevented by en-
coding the polygonal coordinates of the event venue in the QR
code to determine if the user is within the venue. The proposed
system solves the problem of proxy attendance by registering and
verifying the end user’s device IMEI number. Results obtained
from testing indicate that attempts at committing a variety of
attendance frauds are effectively mitigated.
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I. INTRODUCTION

Mobile technologies have changed the way attendance is
monitored. Whether it is in schools, colleges, universities or
organisations, attendance monitoring systems play a vital role
in effective student or staff management. Certain metrics and
statistics from attendance data can reveal vital information that
can help management identify underlying problems that other-
wise may not have been discovered [1]. Attendance monitoring
has become ever more important in higher education institutes
due to evidence of a positive correlation between attendance,
engagement, and academic achievement [2]. Moreover, the
UK visas and immigration (UKVI) require UK universities to
ensure that all international student visa holders are engaging
satisfactorily with their courses. Poor attendance or failure
to engage with programmes could lead to being withdrawn
from the university and the student visa being curtailed [3].
Despite the importance of attendance, high levels of student
non-attendance continues to be a problem in schools and
universities [4]. It is also worth noting that with a large student
population, effective monitoring of attendance is a problematic
task as users constantly look for ways to manipulate attendance
monitoring systems, leading to inaccurate and false records.
Current electronic techniques for attendance monitoring in-
clude the use of quick response (QR) code scan [5], radio
frequency identification (RFID) [6], near field communication

(NFC) [7], biometrics technology [8], and global positioning
systems (GPS) [9]. Each method has its own pros and cons
such as cost, power, ease of deployment and operation, com-
munication, privacy and accuracy, and attendance cheating.
For instance, QR code attendance management systems which
involve users using their smartphone to scan a QR code are
vulnerable to fraud as the generated code can be easily shared
amongst colleagues to commit attendance fraud. RFID-based
attendance systems where attendance is completed by placing
an RFID card on an RFID reader is a common approach.
However, a crucial challenge with RFIDs is that students
are unable to mark their attendance on days when they have
lost or forgotten their ID cards, as RFID tags are embedded
in the user’s ID card. RFIDs are relatively expensive, and
susceptible to buddy-punching, as users can fraudulently help
their colleagues mark their attendance [6]. Biometric-based
solutions such as face recognition, fingerprint recognition, and
voice recognition are convenient as there are no lost cards
and replacement problems given that users are essentially their
own authentication. Face recognition technology uses image
processing techniques to extract features and match a human
face from a digital image or video against a database of
faces. However, they are prone to the issue of false rejects,
mismatch errors, and may not work if a user has an injury
or scar [8]. There are also ways to invalidate face recognition
systems, such as using a prepared photo or recorded video
[10]. Biometric-based solutions are relatively costly and may
also expose students’ privacy. Furthermore, none of the above
techniques effectively capture the problem of early exits and
lateness. Tracking and maintaining accurate attendance records
remains a challenge. Consequently, it is vital to understand
the benefits and challenges of various approaches in order
to effectively develop and deploy an attendance monitoring
system that is highly resistant to attendance fraud and ma-
nipulation. This paper proposes to combine multiple fraud-
prevention techniques including geofencing, dynamic QR code
and international machine equipment identity (IMEI) checking
to increase the reliability of attendance data and significantly
reduce the possibility of committing attendance fraud. The
main contributions are as follows:

1) A mobile application is built to allow users to be
authenticated and carry out QR code scanning.

2) A single-page web application is developed to gen-
erate QR code, manage end user devices and user
access, monitor and track attendance activities.

3) Geofencing around an area of interest, such as lecture
venue or company location is implemented to prevent
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end users from registering their attendance outside a
specified virtual geographic boundary.

4) IMEI checking feature is implemented to ensure that
end-users can only register their attendance from their
own personal mobile device.

5) A new algorithm is created as a final layer of fraud
prevention to ensure that generated QR code changes
dynamically at set intervals.

The rest of the paper is organised as follows: Relevant
related work is presented and analysed in Section II. Details
of the system architecture and the core functionality of the
proposed attendance monitoring system are discussed in Sec-
tion III. The system performance under different scenarios of
attendance fraud is examined in Section IV, and conclusions
are presented in Section V.

II. BACKGROUND AND RELATED WORK

A. Radio Frequency Identification (RFID) based Solutions

Various approaches have been widely explored in literature
to automate attendance monitoring in educational settings
and organisations. Among these, radio frequency identification
(RFID) based attendance monitoring systems [11] – [13],
which utilize RFID Tags, also known as a transponder, attached
to the identity (ID) card of the individual to be tracked is a pop-
ular approach. Students complete their attendance monitoring
by placing their RFID card on a RIFD reader. In [11], a RFID-
based attendance monitoring system is proposed where each
student record, and lecture schedules is electronically linked to
the RFID tag of the student ID card. The RFID readers are then
connected to a server for the information to be stored and pro-
cessed in a database. Authors in [12] proposed and developed
a RFID-based attendance management system with additional
functionalities such SMS and email that notify stakeholders
including parents and managers when specific metrices are
triggered. More recently, RFID-based attendance monitoring
systems that combine Internet of things (IoT) technology
have also been proposed [13], where IoT devices are used
to log, track and fetch attendance data on the cloud and made
available for the user anytime and anywhere. Although RFID-
based solutions can greatly improve attendance monitoring,
the drawbacks are also obvious including but not limited to
queuing problems during peak periods, recognition distance,
lost or forgotten student ID cards. The cost of deploying
RFID readers is relatively high. More critically, RFID-based
solutions are susceptible to fraud via buddy-punching, as users
could help their colleagues clock in and out of events [14]. As
attendance is recorded and checked once, it is not possible
to respond to the problem of early departure from scheduled
events.

B. Near-Field Communication (NFC) based Solutions

The near-field communication (NFC) empowered atten-
dance system similar in concept to RFID-based solution is
proposed in [15], where a strategically located reading device
exists to capture access attempts of users with embedded NFC
devices, like phones and ID cards. Face identification was
incorporated into the NFC-based attendance solution proposed
in [16] to create a much more robust system. To enhance
the security of NFC-based attendance system, the one-time

passwords (OTP) technology was integrated in [17]. NFC-
based solutions are a more cost-effective alternative to RFIDs
and are better optimised for power consumption. However,
they are also susceptible to the problem of fake attendance
or buddy-punching by students and employees.

C. Biometric based Solutions

To overcome the prolonged process of attendance marking
associated with ID-based attendance management systems,
biometric-based attendance methods are preferred. Biometric-
based attendance management systems use users’ distinct
biological or physiological characteristics such as face, finger-
print, and iris to verify their requests [18]. A typical biometric
system will include a reader, software for converting the
scanned biometric data into a digital format and a database
to store biometric data for future comparison. In [19], images
of the user’s fingertips are captured, and characteristics such
as whorls, arches and loops are recorded. A major challenge
with fingerprint-based attendance system is that it cannot
recognise a wet or dirty finger [20]. An Iris recognition-
based attendance system that utilizes biometric entropy was
proposed in [21], where specific eye highlights peculiar to
each user were extracted and transformed into a 512-digit Iris
Code number. This code was stored as a unique identifier
in a database and used to identify users. Face recognition
technology is one of the most widely used in biometric-
based attendance management systems due to its advantages
of greater security, improved accuracy, and capability to easily
integrate with other systems [22]. The underlying technologies
in face recognition system are based on artificial intelligence
and machine learning [23]. A face recognition attendance
management system that utilizes the local binary pattern (LBP)
algorithm and techniques like bilateral filtration and histogram
equalization was proposed in [24]. The technique helped to
address some of the issues associated with face recognition
accuracy, like varying lighting conditions, image background,
and noise in face images. This improved the recognition
efficiency to as much as 95%. Biometric-based solutions are
convenient; however, they are prone to the issue of false rejects
(mismatch errors) and may not work if a user gets injured or
scarred [9]. There are also ways to invalidate face recognition
system such as using a prepared photo or recorded video [10].
Biometric-based solutions are relatively costly and may expose
students’ privacy [25].

D. QR Code based and Geolocation based Solutions

In recent years, QR code technology has significantly
improved the efficiency and cost of deploying attendance
monitoring systems. With the increasing popularity of mobile
devices, attendance checking-related applications are deployed
on mobile devices, and users can complete attendance checking
by scanning a QR code. In [26], a QR code-based attendance
management system was proposed which allows users to log
on to a web-based application with their mobile phones and
complete their attendance by scanning a QR Code gener-
ated by the class tutor using the QR code scanner on the
web application. Mobile support for QR code makes it cost-
effective as no special reading devices or ID cards are required
but the problem of an imposter signing in remains. A user
can bring the mobile phones of others into the classroom
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to complete the attendance checking for them. Furthermore,
given that QR code is unencrypted [27], the generated code
can be easily shared amongst colleagues to commit attendance
fraud. Aiming at solving this problem, location aware QR code
attendance management systems have been proposed in [28],
where users are required to scan a static QR code generated
by the event organizer with a mobile application. Event details
and the user’s location are stored in a remote database. Users
are not allowed to register their attendance outside a specified
virtual geographic boundary, known as a geofence. In [29], a
mobile presence control information system that utilize the
real-time location capabilities of mobile devices was used
to demonstrate the effectiveness and reliability of mobile-
based geolocation service. A geolocation-based attendance
management system which uses geofencing to create a virtual
box representing the classroom was proposed in [30] where the
user’s exact location is then retrieved using GPS coordinates
from their mobile devices. Other location-based attendance
monitoring systems that use static QR Code and geolocation
were proposed by [31] and [32]. The shortcoming of location-
based attendance checking systems is proxy attendance where
users can easily log in with their colleagues’ credentials on
their devices and register their attendance.

E. International Mobile Equipment Identity (IMEI) based So-
lutions

The problem of proxy attendance in geolocation-based
attendance management system can be addressed via the IMEI
number. IMEI is a unique identification number allocated
to each mobile device that serves as a base identification
for every mobile phone [33]. It is a fifteen-digit number
comprised of a type allocation number (TAC), a serial number
and a check digit. It enables each device to be uniquely
distinguishable from other mobile devices, as no two mobile
phones have the same IMEI numbers. In [33], a solution to
monitor the attendance of traffic officers was proposed that
utilizes geolocation and IMEI number of the user’s mobile
phone to monitor their attendance and effectively reduce cases
of attendance cheating. A web-based student presence system
that utilizes a combination of QR code and IMEI numbers
was proposed in [34]. The IMEI number uniquely identified
each student’s mobile device, and every attendance registration
attempt was validated against it. Attendance fraud was reduced
by ensuring that one student could use only one mobile device.

Therefore, this paper presents the design of a robust
fraud-resistant attendance monitoring solution that integrates
dynamic QR code, geolocation, geofencing, and IMEI checks
to reduce attendance fraud. It is worth noting that no previous
studies have explored the combination of these technologies
and their potential to effectively mitigate fraud in attendance
monitoring systems as illustrated in Table I.

III. PROPOSED ATTENDANCE MONITORING SYSTEM
WITH FRAUD MITIGATION

A. System Architecture and Techniques

In this investigation, a robust attendance monitoring system
that can effectively guard against fraud is achieved by com-
bining dynamic QR code, geofencing, and IMEI technologies.
The system primarily consists of two main parts as shown

TABLE I. COMPARISON OF CURRENT ATTENDANCE MONITORING
SOLUTIONS WITH PROPOSED SOLUTION

Features / Solutions [Proposed] [28] [29] [30] [31] [32]
Cross Platform × × × ×

QR Code × ×
Geolocation

Early Exit Detection × × × ×
IMEI × × × ×

Dynamic QR Code × × × × ×
Geofencing × × × ×

Manual Fallback option × × × ×

in Fig. 1(a): a cross platform mobile application (app) for
registering and collecting user information; and a single-
page application (SPA) for administration and data analysis.
The mobile app is developed to register the unique IMEI

Fig. 1(a). System architecture of the proposed attendance
monitoring system with fraud mitigation.

number that precisely identities the user’s mobile device (UE),
detect the entry and exit of a UE by collecting geographical
location (geo-location) of the UE every minute, scan a dynamic
QR code to record attendance, and upload these data for
processing. The SPA is developed to undertake administrative
functions such as dynamic QR code generation, user and role
management, event management, attendance management and
analysis. The system is developed using the MERN (MySQL,
Express, React, Node) development architecture as shown in
Fig. 1(b), consisting of MySql for storing data, ExpressJS for
URL routing and HTTP (hypertext transfer protocol) requests
and responses handling, ReactJS for building the system’s user
interfaces, and NodeJS as the runtime environment [35].
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Fig. 1(b). Developmental framework of the proposed
attendance monitoring system.

B. System Implementation

The techniques used for fraud mitigation including au-
thentication and authorization, dynamic QR code generation,
geofencing and IMEI checking are presented in the following
sub-section.

1) Authentication and authorization: One of the main
components of the proposed system is a robust authentication
and authorization mechanism. To enable secure authentica-
tion, JavaScript object notation (JSON) web tokens (JWTs)
are used, where for a successful login attempt by a user
that provides correct credentials, a JWT access token and
another JWT refresh tokens is generated and returned to the
user agent [36]. To prevent security issues with JWT access
tokens, they are stored in the application state managed by
the Redux middleware, while the refresh tokens are stored in
HTTP-ONLY cookies. This call happens automatically without
affecting the user experience. The access tokens are given
a short expiration time of 1 hour, while the refresh tokens
are given a longer expiration time of 48 hours. The refresh
tokens are automatically retrieved and used to generate a new
access token whenever the access tokens expire. Fig. 2 presents
the JWT authentication design process. The system uses a
permission-based architecture [34] to maintain authorization
which can be attached to defined roles and assigned to users.
This design pattern enables flexible, dynamic, and robust
authorization management. Permissions are checked at both
the client and server sides to ensure that only authorized users
can perform restricted tasks. Unauthorized user attempts at
restricted resources are denied.

2) Geofencing enforcement: Geofencing is one of the main
techniques for fraud mitigation in the proposed system where
attendance registration is available only within a defined geo-
fenced area. Users outside of the defined geo-fenced area will
not be allowed to register their attendance for a scheduled
event. Geofencing is implemented using Google Maps API
[37] where each point on the geofence corresponds to a latitude
and longitude coordinate as illustrated in Fig. 3. The entire
geofence is thus an array of different latitudes and longitudes,
forming a polygonal virtual boundary. For a given event, an
authorized user must assign a venue in addition to other event
information such as delivery method, date and time when
creating a timetabled event. The system automatically records
latitudes and longitudes to detect when the user enters and

Fig. 2. JWT authentication workflow.

exists the defined geo-fenced area. The system enables the
authorized administrative user to disable geofencing for events
conducted online. As such, events marked as online will skip
the geofence enforcement during attendance registration.

Fig. 3. Geofencing an event venue.

3) Dynamic QR Code Generation and Scanning: A crit-
ical fraud mitigation component of the proposed attendance
monitoring system is dynamic QR code generation. For a
given scheduled event, an authorized user such as a tutor
can generate and display a two-dimensional QR code for
attendance registration. The QR code generated encodes event
information such as event title, date, start and end times,
and more critically, the geofence polygonal coordinates of
the event venue. Given that QR code are not encrypted, the
contents of the generated QR code are encoded using base64
encoding format [38]. This makes the encoded content to
appear encrypted and serves to prevent fraudulent users who
may attempt to scan the QR code using a different QR code
scanner. Fig. 4(a) illustrates the encoded data when scanned
with a different scanner. A closer examination of the decoded
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data shows information separated using slashes, as shown in
Fig. 4(b). The individual components of this data are retrieved
using JavaScript’s split method [36]. The QR code is displayed
on a screen where authenticated users can scan it using their
UE. The entire process of scanning, decoding and retrieving
the QR code encoded data occurs within milliseconds. One of
the valuable pieces of information in the decoded data is the
geofence polygonal coordinates of the event venue. With this
data and the actual geocoordinate of the user, it is possible
to determine if the user is within the venue’s geofence. The
ray casting algorithm [39] is modified and used to solve the
problem of identifying whether a point is inside or outside
of a polygon, a common geospatial problem in geofencing.
Algorithm 1 shows the implementation of this algorithm.

(b) Decoded QR Code

(a) Encoded QR Code

Fig. 4 QR code data.

The QR code generated automatically refreshes every 20s
to solve the problem of proxy attendance via QR code sharing.
In the unlikely event that geofencing functions are circum-
vented, the time sensitive QR serves to invalidate any shared
QR code. A manual override functionality is implemented to
allow an authorized user to manually register the attendance of
users who may experience difficulties with the system or have
misplaced or forgotten their UE. Once the UE’s geo-coordinate
is determined to fall within the lecture venue, their information
is sent to the server to run final verification checks to determine
if the attendance registration request should be approved. The
following checks are done before final registration is approved:

• Check if the user is allowed to take the course

• Check if attendance registration is still enabled for the
lecture

• Check if the attendance QR code ID has expired

• Check if the student has already marked attendance
for the course.

If the above conditions are met, the attendance request is
granted, and a successful notification is sent to the mobile
app.

4) IMEI registration and verification: The proposed system
implements IMEI registration and verification technique to
solves the issue of proxy attendance which may occur when
users log on to the system with their absent colleague’s cre-
dentials to register attendance for them. When a user lunches

Algorithm 1 : Ray Casting Algorithm for Determining if a
Point is Within a Polygon

1: Input: p is a simple polygon
2: Gi is the position of interest
3: Output: true if p contains Gi, otherwise false
4: count = 0
5: s is an infinite ray in the +y direction, originating at Gi

6: for each edge e in p do
7: if Gi is within buf of ex then
8: ex,buf = ex − 2 ∗ buf
9: else

10: ebuf = e
11: end if
12: if Gi ≺ buf of e or ebuf then
13: return false
14: end if
15: end for

the mobile app for the first time, they are prompted to confirm
whether to register the current UE as the primary device as
illustrated in Fig. 5. If confirmed, the IMEI of the UE is
requested and stored. This technique prevents fake attendance
by ensuring that users can only register their attendance with
their verified UE. For subsequent mobile app lunches, the IMEI
of the UE is checked and compared against the stored value.

Fig. 5 IMEI registration window.

IV. EXPERIMENTAL RESULTS AND DISCUSSION

In this section, the performance of the proposed attendance
monitoring system is investigated under three scenarios of at-
tendance fraud attempts. First, the effectiveness of geofencing
restriction is tested as an end-user attempts to registering their
attendance outside a specified geographic boundary of an event
venue. Second, the dynamic QR code restriction is tested in
a scenario where a generated QR code is sent to colleagues
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in order to commit attendance fraud. Third, the capability
of the attendance monitoring system to prevent registering a
colleague’s attendance from a their own personal UE is tested.

A. Experimental Setup

The web application is deployed on a server equipped
with 3 cores and 4GB dedicated memory. The mobile app is
deployed on mobile devices equipped with operating systems
of Android 10 or later. Event venues named ‘New Mapperly
LT’, ‘Mary Ann Evans Building’, and ‘ISTEC Building’ within
a university environment, courses of study, event dates and
times, are created by an authorized administrative user on
the web application and used for testing as illustrated in Fig.
6. Two end-users are asked to register their UEs in order to
register their attendance. Geofencing was implemented using
the Javascript Google Maps API and location services was
enabled on the UEs.

Fig. 6 Timetable view for courses and event venues.

B. Scenario A: Geofencing Restriction

In order to test the effectiveness of the proposed attendance
monitoring system to prevent proxy attendance, two event
venues were created and mapped to different geolocations
as shown in Fig. 6 to test geofencing restrictions. An end-
user located at the New Mapperly LT venue attempts to
register their attendance for both events holding at the New
Mapperly LT and the ISTEC building venues. It is observed
that attendance was successfully registered for the event held at
the New Mapperly LT, however, the proxy attendance attempt
for event held at the ISTEC building was prevented as shown
in Fig. 7.

C. Scenario B: Dynamic QR Code Restriction

In order to assess the effectiveness of the dynamic QR code
fraud mitigation mechanism, an end-user captured a generated
QR code with their UE and sent it to another user within
the same event venue. An attempt was subsequently made to
register attendance registration using the shared QR code. It
can be seen from the error message shown in Fig. 8 that the
system successfully prevents this type of attendance fraud as
the QR code generated refreshes every 20s.

Fig. 7 Effect of geofencing restriction technique.

Fig. 8 Effect of dynamic QR code restriction technique.

D. Scenario C: IMEI Restriction

In order to demonstrate IMEI checks restriction, an end-
user already registered on the application with their primary
device attempts to register their attendance from another user’s
UE. It can be seen from Fig. 9 that system has effectively
mitigated this fraudulent attempt as users are only allowed to
register their attendance from their own personal UE.
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Fig. 9 Effect of IMEI restriction technique.

V. CONCLUSION

This study investigates attendance monitoring systems and
proposes a fraud-resistant attendance monitoring system that
utilizes a combination of geofencing, dynamic QR code and
IMEI checks as preventive techniques to mitigate attendance
fraud. A mobile app is developed for registering and collecting
user information; and a single-page web app is built for
administration and data analysis. Experimental results reveal
that the solution effectively mitigates attendance fraud. End-
users are effectively and securely authenticated and authorized
to use the mobile and web app, and unauthorized user attempts
at restricted resources are denied. Geofencing enforcement
ensures that attendance registration is only available within
a defined geofenced area and solves the proxy attendance
problem. The dynamic QR code can only be used within a
defined geofenced area, and is used only once within a set time
interval to solve the problem of QR code sharing fraud. IMEI
restrictions effectively restrict attendance registration to user’s
own personal UE and effectively eliminates the risk of buddy-
punching fraud. This study is of significant importance to insti-
tutions and organizations where strict attendance compliance
and reliable attendance data are of utmost importance. The
efficiency of the application can be fundamentally improved
by implementing an in-memory database like Memcached or
Redis to cache blacklisted access and refresh tokens. The
proposed system can be further enhanced by incorporating
machine learning techniques to offer granular visibility into
attendance patterns, highlighting those who frequently attempt
to commit attendance cheating, as well as those who arrive
late and leave scheduled events early. Behaviors like these
in attendance data can be duly noted and rectified by the
management, upholding engagement, academic achievement
and optimal productivity levels in the organization.
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