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Abstract—With the increased social network usage, there is a 

rising concern about potential security and privacy risks related 

to digital information data. Although there have been numerous 

studies in this area, a summary is necessary to understand the 

effectiveness of existing security approaches. The ultimate goal is 

to provide valuable insights into the effectiveness of existing 

security schemes in the social network ecosystem. Therefore, the 

proposed paper discusses the existing research that has been 

done on authentication and data security measures, including 

methodologies, issues, benefits, and drawbacks. The inquiry 

further contributes to highlighting existing research trends and 

identifying the gap. The paper concludes by stating its learning 

results that help to open possible insights into the effectiveness of 

existing security schemes in the social network. Furthermore, 

blockchain is witnessed with increased interest in distributed 

security over large data. The paper's outcome states that 

blockchain-based authentication systems possess better scope if 

subjected to amending their inherent shortcomings. The findings 

of this paper emphasize the importance of continuous innovation 

in data security to ensure the safety and privacy of user data in 

an ever-evolving digital landscape. This paper offers a 

foundational aspect for future research toward developing more 

secure, privacy-preserving solutions for social network users. 

Keywords—Social network; security threat; authentication; 

blockchain 

I. INTRODUCTION 

With an ongoing demand and trend of sharing information, 
social network has been creating breakthrough innovations in 
this perspective [1]. It is not only used for sharing information 
but also extensively used for constructing business 
opportunities too [2]. A social network can be more 
generalized, while its implication can be multi-formed based 
on usage. It can be represented or rather classified into a 
consumer review network (e.g., TripAdvisor, Yelp, etc.), a 
network with content curation (e.g., Flipboard, Pinterest, etc.), 
a forum for discussion (e.g., Quora, Reddit, etc.), the network 
for media sharing (YouTube, Snapchat, Instagram, etc.), for the 
social purpose (LinkedIn, Twitter, Facebook, etc.) [3]. This 
classification of social network usage will eventually state that 
volumes of information are involved in each application that is 
stored, shared, and accessed seamlessly and concurrently [4]. 
Although most social network offers a simplified design that 
the account owner can customize, a security breach cannot be 
fully stopped [5]. As social networks are formed by highly 

interconnected networks over the internet, recognizing and 
comprehending harmful behavior and differentiating them 
from regular behavior is quite challenging [6]. The attacker 
intrudes on the network by hiding their identity as a regular 
node whose malicious intention cannot be guessed initially. 
Using various alternative means and tools, it is always possible 
for an attacker to gain access to the user's private information 
in the social network [7]. Various studies have reported 
different variants of intrusive activities in the social network 
[8]. There are also accomplished studies and ongoing research 
toward strengthening social network security [9]. However, 
due to their publicly exposed contents, no tool or program has 
yet been identified or benchmarked as offering full-proof 
security in social networks. At present, the blockchain-based 
approach over large data, along with integrated encryption, is 
highly in demand and is increasingly adopted for securing the 
contents to avoid falling into the hands of an attacker [10]. 
Encryption is another preferred technique for securing the 
contents to offer more data integrity and privacy [11]. 

However, blockchain and encryption have potential flaws 
irrespective of their known beneficial features for security. One 
of the significant problems in blockchain implementation is 
achieving performance scalability [12]. It also suffers from 
limiting the number of transactions a network with the block 
can process. A different arena of problems also exists for an 
encryption-based solution. Usually, the strong encryption 
algorithm is characterized by a higher size of keys and is 
iterative in its operation [13]. Aside from that, the encryption 
technique is also reliant on a precise set of resources to be fully 
executed. These shortcomings eventually offer a possible 
hindrance to a robust authentication method in social networks. 

Therefore, the proposed paper discusses existing security 
approaches in social networks, specifically emphasizing data 
security and authentication. The contributions of the paper are 
i) reviewing existing data security approaches exercised in 
social networks, ii) highlighting a few prominent works using 
encryption, privacy preservation, learning approaches, and 
other miscellaneous methodologies towards data security in 
social network, iii) identifying advantages and shortcomings of 
various methodologies, iv) highlighting research trends 
towards publications and v) exploring prominent research gap. 
The paper is organized as follows: Section II discusses security 
insights into social networks and discusses existing data 
security approaches in Section III. Section IV discusses the 
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current contribution of authentication. At the same time, 
research trends are highlighted in Section V. Discussion of the 
research gap is presented in Section VI. Section VII presents 
the findings and discussions. Section VIII concludes with 
highlights of its learning outcomes of the proposed review 
work in social network security. 

II. SECURITY INSIGHTS IN SOCIAL NETWORK 

In the current era of social networks, it is noted that most 
social media applications are publicly disclosed, where it is 
feasible for the attacker to aggregate the data stealthily without 
letting the user know [7]. The next level of attackers is more 
interested in illegitimately gaining access to genuine users' 
accounts. However, the degree of threat in the social network 
depends on their planned motive. Attackers deploy various 
alternative techniques to understand the user in social media, 
thereby initiating malicious activities. Various forms of 
intrusive activities performed by attackers are briefed as 
follows: 

 Data Breach: Using multiple alternative approaches, an 
attacker can steal a user's credentials and gain 
illegitimate access to their account. This led to a 
potential breach of users' private information at the 
hand of the attacker. 

 Malware propagation: An attacker can easily divert 
users to visit their sites using various counterfeited 
portals. Once the user visits such sites, they are 
prompted to do simple activities which lead to the 
activation of malicious codes, and thereby malicious 
malware starts propagating. 

 Data Theft: If an attacker can access any business 
account on the social network, they can also exfiltrate 
sensitive information channeled to their account. Hence, 
both data and account eventually get compromised. 

 Impersonation of the brand: An attacker can construct a 
counterfeited account of a specific brand where 
prospective customers can be tricked in various ways, 
either by maliciously draining their finances or stealing 
confidential data. 

 Phishing: Such an attack calls for forwarding a 
malicious link in messages to the user in various ways. 
When the user clicks, it directs them to various security 
threats, including account hijacking. It could also lead 
to latent stealing of personal information stored in the 
device. 

 Social Engineering: In this form of threat, the attacker 
convinces or tricks the user of their genuine and 
trustworthy profile. The users are prompted to forward 
either a financial asset or high-profile information at 
their wish that is maliciously forwarded to the attacker's 
account. 

All of the above-mentioned invasive actions are common, 
but a standard classification also explains their variations. 
Apart from the above-mentioned activities, other forms of 
attacks in social network are cyberbullying too which are used 
to intimidate and harass the user by posting objectional 

comments and spreading counterfeited rumors. Fig.1 highlights 
further classification in the form of traditional adversaries, 
modern adversaries, and targeted adversaries. All these 
adversaries work with different techniques; hence, there is no 
fair possibility of developing a common solution to stop all 
these adversaries. Work is being carried out towards modeling 
lethal threats in the social network [8], yet it has a restricted 
security feature. 

 
Fig. 1. Classification of adversaries in social networks [14]. 

Nevertheless, much research is being done to combat the 
risks spread through social networks. [8], there is also the 
evolution of smart solutions: cyberstalking, clickjacking, cyber 
grooming, cyberbullying detection, and phishing detection. 
From the commercial application viewpoint, the normal 
recommendation towards securing a social network is to adopt 
a strong credential, restrict location sharing, install threat 
detection software, understand and be aware of a third-party 
application, be vigilant towards sharing content, and review 
every new friend request [14]. However, from the research 
perspective, it is suggested to use a strong security protocol 
that uses potential data encryption, understanding the network 
connectivity, and vigilant towards usage of underlying threads 
in the device [15]. 

Unfortunately, the degree of attacks on social networks is 
consistently rising despite knowing the facts to be considered 
for security. It will eventually mean a potential tradeoff 
between actual security demand and existing effectiveness in 
security schemes. One of the most primitive intrusion points is 
via weak authentication in social networking applications 
[16][17]. Unfortunately, denser and more aggressive 
authentication protocol usage will also affect the actual motive 
of social networks, which is towards large-scale data sharing in 
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a multi-dimensional manner. Further social networking 
applications migrating to a cloud-based ecosystem offer some 
application-feature-based advantages but at the cost of security. 
Moreover, as one social network application is also connected 
to different applications, the level of threat propagation is quite 
excessive. Therefore, there is a potential demand to investigate 
better authentication with better data security. The next section 
discusses some of the contributions of existing schemes toward 
securing social networks. 

III. DATA SECURITY APPROACHES IN SOCIAL NETWORK 

The prior section noted various security threats in social 
network applications. There is also the evolution of various 
research techniques to circumvent such forms of threats due to 
different forms of threats. Due to a large chain of sophisticated 
networks, offering robust data security in the social network is 
challenging. Therefore, this section outlines the contribution of 
some of the identified essential techniques to offer data 
security. 

A. Encryption-based Approaches 

This approach is designed and implemented to encrypt the 
data propagated in social media. From the viewpoint of data, it 
is found that multimedia data is in circulation and shared in 
social networks along with the text. The recent work carried 
out by Ali, and Ali [18] has implemented an encryption 
strategy toward securing a color image by adopting a chaotic 
map. A non-linearity element is generated by amending the 
pixel values, which further results in a random sequence by 
diffusion. This operation is followed by mixing the encrypted 
image to generate a consistent distribution of randomness 
further. Huang et al. also investigated data encryption [19], 
where a re-encryption policy is applied based on the identity-
based sharing of confidential data. 

One of the significant advantages of this policy is that it 
only permits a re-encryption process for matched encrypted 
data, thereby offering better access control. The work by Qiu et 
al. [20] discussed a selective encryption system based on 
coding an embedded block. The investigation also uses 
optimized truncation to secure a selected part of bitstreams. 
The work by Zuo et al. [21] used homomorphic encryption to 
secure the graph operation in social networks associated with 
untrusted clouds. This investigation model offers effective data 
security and retains better privacy preservation. The beneficial 
point of adopting an encryption-based approach is its explicit 
resistivity towards a specific attack; however, its scope of 
applicability is limited to specific intruders and involves quite a 
sophisticated key computation that demands many 
computational resources. 

B. Privacy Preservation-based Approaches 

This type of security approach mainly concerns 
safeguarding all the necessary information that holds privacy 
details of the data and the user in the social network. A unique 
investigation formulated by Barni et al. [22] discussed security 
issues related to adopting biometrics in social media, 
specifically using iris. As a solution, the author has used a 
generative adversarial network to generate images with 

eliminated biometric information in social networks. Another 
work by Chen et al. [23] used an integrated method of 
searchable encryption and blockchain to offer privacy. The 
presented mechanism is highly decentralized and uses public-
key encryption to secure communication in a vehicular 
network. Li et al. [24] have provided a de-anonymization 
strategy for the heterogeneous social network in a different 
piece of work—the model claims to improve the detection 
system by using user profile and network structure information. 
Li et al. also presents a similar work form [25]. The 
investigation model assesses privacy factors associated with 
the behavioral attributes in social networks based on structural 
similarity. 

The work carried out by Qu et al. [26] has addressed the 
solution to the gap between the utility of data and privacy 
customization. The investigation model customizes the level of 
protecting privacy by using the shortest distance between two 
nodes in the social network. The model has also adopted an 
improved version of the Laplacian method for noise modeling 
that is finally subjected to decoupling to prove its resistivity 
against collusion attack. Another unique work is carried out by 
Xu et al. [27] investigating the context behind the 
communication of anti-social elements using social networks. 
This investigation has presented a mechanism to retrieve data 
associated with privacy preservation which further performs a 
query on suspect communication. The method also securely 
implements classification and regression trees to resist privacy 
leakage. The work by Xu et al. [28] presented a selection 
technique of an optimal trajectory and adopted a heuristic 
method. The implemented technique also performs clustering 
operations for facilitating multiple forms of trajectories that 
finally assist in discovering the community. Assurance of 
privacy preservation was also discussed by Yin et al. [29] using 
deep learning approaches. 

A hybrid scheme has been deployed using a Bayesian 
network, a federated learning approach, and a sparse 
differential gradient. This work aims to optimize the functional 
encryption operation to secure data sharing among social 
network multi-parties. A similar investigation was also carried 
out by Zhang et al. [30], where the data privacy factor is 
assessed by evaluating the sentence correlation using a 
convolution neural network and the firefly algorithm. This 
work aims to ensure secure privacy preservation for social 
users using large communication scenarios like Internet-of-
Things (IoT). The investigation by Zhu et al. [31] presented a 
computational model for the propagation of privacy 
information for more in-depth identification of the malicious 
nature of social nodes. The benefit of adopting the privacy 
preservation model in securing social network communication 
is that it offers various techniques while offering higher 
coverage of security problems in the social network. However, 
the limiting factor associated with privacy preservation 
schemes of existing studies is related to their non-applicability 
in a different test environment. 

C. Learning-based Approaches 

Learning-based approaches are a part of artificial 
intelligence that can identify and solve complex problems 
facilitated by predictive outcomes. The algorithm written for 
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learning-based approaches offers an extensive capability of 
execution with a higher adaptation rate of intelligence. 
Adopting a learning approach facilitates evaluating the 
problems in social networks and further evolves with more 
accurate solutions. 

The investigation carried out by Abbasi et al. [32] 
essentially focuses on implementing a learning approach 
toward identifying any drift factor associated with the concept 
of massive ranges of social data. The author uses ensemble 
learning for this purpose, where the idea is to perform an 
optimal classification of social data to identify the concept 
drift. The work carried out by Chen et al. [33] presented a 
model for evaluating multiple trusts for users of social 
networks considering discrete criteria as well as features, e.g., 
link, feedback, behavior, and profile. The investigation model 
implements multiple machine-learning approaches to evaluate 
its performance. 

Another learning-based approach is implemented by Gao et 
al. [34] to confirm the presence of a Sybil attacker. The 
technique implements a convolution neural network for 
extracting low-end and high-end features by Long Short-Term 
Memory. Discussion towards the applicability of the deep 
learning approach to the social network security aspect has 
been carried out by Garg et al. [35]. The investigation has 
emphasized using Software Defined Networks (SDN) to 
improve social network security systems. The first module of 
the investigation uses a support vector machine with gradient 
descent for anomaly detection. 

In contrast, the second module of the investigation 
implements SDN to ensure a better delivery system. Mei et al. 
[36] have presented a solution to inference attacks in social 
media by amending the existing deep learning approach. The 
work by Sansonetti et al. [37] has presented a technique for 
identifying the propagation of counterfeited news in social 
media. The learning-based technique is applied for this analysis 
in both online and offline modes. 

Another learning-based approach is discussed by Shen et 
al. [38], where an encryption system and blockchain have been 
introduced to secure the classification operation. The presented 
investigation uses a support vector machine for performing 
training operations, while the scheme also assists in resisting 
any collusion of data involved in it. The adoption of an 
adversarial learning scheme has been presented by Zhang et al. 
[39], emphasizing privacy protection. The research helps 
defend against attacks that try to establish a connection 
between two nodes in graph embedding. 

Consequently, the scheme minimizes the accuracy of the 
prediction of an attacker. The beneficial factor for adopting a 
learning-based approach is its effective modeling toward 
predictive computation considering complex security 
loopholes. However, a closer look into existing approaches 
exhibits the prevalence of using static use cases of adversaries, 
implying its applicability only to specific case studies. In 

addition, the computational complexity linked to a higher 
number of repeats is still unaddressed by the current scheme. 

D. Miscellaneous Approaches 

Apart from the conventional security practices in social 
networks seen in prior sections, various off-beat mechanisms 
are introduced to address similar security problems. From the 
work presented by Song et al. [40], game theory has been 
increasingly adopted in modeling social networks. This article 
claims that game theory is used in behavioral analysis, 
community identification, and information dissemination to 
improve the security of social networks by improving access 
controls and formulating privacy policies. The adoption of 
game theory is seen in the work of Du et al. [41], where 
privacy protection is emphasized using the evolutionary game 
concept in the social network. The idea of this work is to 
investigate the selection strategy of a user toward privacy 
protection. The outcome of this investigation is analyzed 
concerning computational performance cost. Although 
blockchain is also reported to be used in securing social 
network communication and services, some studies enhance 
blockchain's usage towards more security. The work carried 
out by Fan et al. [42] has used blockchain to offer better non-
repudiation in security services as well as to perform a better 
formulation of access policy using a secret sharing scheme. 

Further information used for constructing access policy is 
hidden for enhanced security. The work carried out by Gao et 
al. [43] has developed a game-based framework to investigate 
the social reputation and its impact on controlling data access. 
A similar line of work is also carried out by Wang et al. [44] 
towards identifying and resisting counterfeited messages. 
Huang et al. also adopted a game-based framework [45] to 
construct an economic model. The core idea of this part of the 
implementation is to identify any alteration in the network 
concerning user income. The implementation also assists in 
developing a model for price decisions under a specific 
network condition. 

The framework developed by Kong et al. [46] has 
constructed a security framework for strengthening the 
reputation system over the cloud ecosystem considering the use 
case of a large-scale healthcare system. The investigation has 
implemented a convolution neural network that categorizes 
textual data followed by applying a dynamic game model for 
constructing a strategy toward incentive allocation. 

Su and Xu [47] have worked on allocating resources 
toward secure communication in social media using the game-
based model. The primary agenda of this work is to carry out 
secure group-based communication for social networks 
followed by resource gain improvement. Sun et al. [48] have 
presented a key-based encryption strategy for securing social 
network data. Using a secure data-sharing scheme, the idea is 
to identify and protect against intrusion. Table I summarizes all 
the above data security approaches in the social network. 
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TABLE I.  SUMMARY OF DATA SECURITY APPROACHES 

Authors Problems Addressed Methodology Adopted Advantage 

Ali & Ali [18] Image encryption Chaotic Map Efficient non-linearity in encryption 

Huang et al.[19] Secure Data Sharing and encryption Identity-based Re-encryption Better access control 

Qiu et al. [20] Data security Selective encryption Can secure text, image, and video file 

Zuo et al. [21] Data security Homomorphic encryption Ensure better data ownership 

Barni et al. [22] Privacy issues in biometrics Generative adversarial network Significantly control 

Chen et al. [23] Privacy in vehicular network Searchable encryption Satisfactory response time 

Li et al. [24] De-anonymization of user 
Modeling using user profile and network 

structure 
Maximize accuracy of detection 

Li et al. [25] Privacy measurement 
Structural similarity model of behavior 

intimacy 
Effectively reduces privacy leakage 

Qu et al. [26] Privacy preservation 
Analytical model using the Laplacian 

method 
Customization privacy 

Xu et al. [27] 
Sensing criminal communication in social 

network 

Retrieval of data for privacy, 

classification & regression tree 
Significantly less overhead 

Xu et al. [28] Discovering latent trajectory 
Community discovery model using 

clustering 
Offers higher accuracy 

Yin et al. [29] Data sharing in multi-party 
Sparse differential gradient, functional 

encryption, federated learning 
Enhance transmission efficiency 

Zhang et al. [30] 
Privacy preservation for social users in 

IoT 

Convolution Neural Network, Firefly 

algorithm, 
Optimize more usage of data in social network 

Zhu et al. [31] Privacy propagation Empirical approach Applicable for dynamic social network 

Abbasi et al. [32] Identification of concept drift Ensemble learning Satisfactory accuracy 

Chen et al. [33] Trust evaluation in social network 
Multiple machine learning for feature 

selection 
Better accuracy performance 

Gao et al. [34] Detection of Sybil attack Long Short-Term Memory Higher accuracy in detection 

Garg et al. [35] Anomaly detection 
Support Vector Machine (Gradient 
Descent), SDN 

Ensure secure flow routing 

Mei et al. [36] Inference arrack in social network Revised convolution neural network Satisfactory accuracy performance 

Sansonetti et al. [37] 
Identification of counterfeited news in 

social media 
Learning-based approach Overall satisfactory accuracy performance 

Zhang et al. [39] Privacy preservation Adversarial learning Higher preservation performance 

Song et al. [40] Review of game theory Reviewing existing approaches Higher applicability 

Du et al. [41] Privacy protection Evolutionary game 
Offer consistency in privacy protection with 

increased network size. 

Fan et al. [42] Secure data sharing Blockchain, secret sharing Resistive against collusion attack 

Gao et al. [43] Impact on social reputation Game-based framework Improve the rate of cloud storage 

Wang et al. [44] Counterfeited Message Game-based model 
Increased probability of detection of malicious 
message 

Huang et al. [45] 
Issues in price decisions in cyber-physical 

system 
Game-based model Suitable for price adjustment 

Kong et al. [46] Data privacy for large network Convolution neural network Improve model reliability 

Su and Xu [47] Secure resource allocation Coalition game model Effective resource efficiency 

IV. AUTHENTICATION APPROACHES IN SOCIAL NETWORK 

Different authentication mechanisms have evolved with the 
increasing features of social network applications. However, 
such authentication mechanism differs strongly between 
commercially used applications and those reported in scientific 
papers. The commercially available applications use normal 
user identity-based credential mechanism that adopts user 
name and password. The authentication mechanism could be 
carried out in single execution and sometimes in multiple 
executions. However, almost all commercially available social 
network applications use a static form of security token to 
authenticate the user, where traces of authentications are stored 

in mobile devices within its cache memory system. This is a 
highly vulnerable state for the user where their services and 
data are exposed to a potential threat. On the other hand, 
various recently developed protocols have been carried out to 
strengthen and evolve of authentication scheme. 

The work by Alvarez et al. [49] has discussed different 
authentication system mechanisms for strengthening the 
associated privacy factors. The investigation suggests the usage 
of biometrics for this purpose. The majority of the social 
network application is investigated using a graphical concept. 
One such work by Jin et al. [50] emphasizes implementing a 
stochastic approach to authenticate such graphs. The technique 
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uses a supervised learning mechanism to identify such 
malicious activities in the social network. An authentication 
model discussed by Megouache et al. [51] has presented a 
unique scheme for privacy preservation in an environment with 
multi-clouds. The investigation uses an encryption approach 
toward data integrity as well as authentication. The work 
carried out by Park et al. [52] have presented distributed 
scheme of authentication considering multi-factor 
authentication based on trust score. Ruan et al. [53] have 
presented a work towards location privacy where replicated 
information is used to secure the user's privacy. At the same 
time, it controls all sorts of inference of activity track of use 
from the location server to keep it more secure. The work by 
Sinha et al. [54] used elliptical curve encryption and symmetric 
encryption to resist replay attacks and cryptanalysis attacks in 
the social network. The investigation model has implemented a 
key exchange mechanism to carry out authentication. Soni et 
al. [55] have presented a security scheme using fuzzy c-means 
algorithm. In contrast, it uses a series of encryption techniques 
(e.g., Rivest Shamir Algorithm (RSA), Advanced Encryption 

Standard (AES), and Rivest Cipher 6 (RC6)) to cipher the data 
further. A recent investigation has also witnessed the adoption 
of blockchain to secure the trust factor in next-generation 
networks based on user behavior. 

Tu et al. [56] carried out an investigation where a novel 
trust control modeling is based on user behavior. A unique 
authentication model is presented by Xu et al.[57] over the 
storage framework associated with the social network using 
blockchain. The authentication is provided by incorporating 
secure access control developed by integrating the Clark-
Wilson model and blockchain technology. The adoption of 
homomorphic encryption was carried out by Zuo et al. [58], 
where a sub-graph matching mechanism was introduced to 
carry out authentication. The cloud carries out the query 
processing of the subgraph without any dependency on the 
secure and sensitive information of the user. The investigation 
model of authentication is claimed to offer data integrity too. 
Table II highlights the summarization of the existing 
authentication schemes. 

TABLE II.  SUMMARY OF AUTHENTICATION APPROACHES 

Authors Problems Addressed Methodology Adopted Advantage 

Alvarez et al. [49] Sensor-based authentication Review work Elaborated discussion of existing methods 

Jin et al. [50] Authentication of graph Supervised learning, stochastic 84.4% of accuracy rate 

Megouache et al. [51] Authentication & Integrity Encryption-based model Stabilized system 

Park et al.[52] Cyber-security threat Distributed authentication model Reduced latency 

Ruan et al. [53] Privacy protection Replicated identity construction Lower communication and computation cost 

Sinha et al. [54] Replay attack on social network 
Key exchange, Elliptical curve cryptography, 
symmetric encryption 

Less processing time 

Soni et al. [55] Data security in the cloud Fuzzy c-Means clustering, RSA, AES, RC6 Simplified technique 

Tu et al. [56] attacks in next-generation network Blockchain-based trust model Minimized network threats 

Xu et al.[57] Access Control on storage Blockchain, Clark-Wilson Model Offers data integrity 

Zuo et al. [58] Privacy preservation Homomorphic encryption Offers data privacy and integrity 

V. RESEARCH TRENDS 

To understand the existing research trend, data were 
collected from well-known publications, e.g., IEEE Xplore, 
Springer, ACM, Wiley, and Elsevier, ranging between the 
publication year of 2012-2022. It was noted that approximately 
6538 conference papers and 1395 journals are being published 
towards discussing and evolving out of security models 
associated with social networks in IEEE alone [59]. After a 
complete evaluation of overall methodologies, it has been 
noted that there are different variants of techniques towards 
incorporating security, authentication-based approaches, 
blockchain technology, investigation towards data integrity, 
adoption of game theoretical framework, usage of different 
types of machine learning models, studies towards privacy 
preservation, and encryption-based approaches. All the studies 
mentioned above methodology are witnessed to address 
different forms of security problems arising in social media. 
From Fig. 2 it can be noted that more studies have been carried 
out to emphasize privacy preservation in social networks. The 
studies adopting blockchain-based and encryption-based 
mechanisms are also increasingly evolving. However, many of 
these approaches are very less than privacy preservation 

approaches. Games and learning-based programs are still in the 
early stages of development. 

Therefore, the inference obtained from the simplified 
analysis of the research trend of publication is as follows: 

 The amount of research on protecting privacy on social 
networks is relatively higher. The scope of this outcome 
is that existing privacy preservation is carried out 
considering a set of adversaries that it can successfully 
resist [14],[16],[21]-[31],[39], [49]. Therefore, such a 
privacy preservation scheme is robust to act against 
specific attacks; however, the prime shortcoming is that 
there is a need to address dynamic attackers in the 
social network that are few to be reported. Similar 
problems are also applicable to data integrity schemes. 

 From an implementation standpoint, research on 
authentication and encryption-based systems is closely 
related [11], [13], [18]-[20], [23]. There is an increasing 
trend toward using a symmetric key, elliptical curve 
cryptography, RSA, and many other approaches in 
public key encryption. Such encryption approaches 
introduce sophisticated techniques of private key 
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computation without considering encrypting default 
public keys. Apart from this, most authentication-based 
approaches using key-based mechanisms do not 
consider the device complexity used in social networks. 
Each social network application has a unique 
performance signature on different devices, which is not 
evaluated in existing research. 

 Machine learning [16], [29],[32]-[35], [37], [39] and 
game theoretical models [40]-[47] are slowly gaining 
pace toward social network security. However, such 
approaches are yet to be addressed from their practical 
world implementation owing to their larger 
dependencies on additional information and data. The 
complex problems associated with them are yet to be 
researched. 

 
Fig. 2. Research trends of publication (2012-2022). 

VI. GAP ANALYSIS 

Undoubtedly, current research on secure social network 
applications has significantly contributed. With different 
classes of algorithms, various security solutions are available to 
resist potential threats. After reviewing various classes of 
existing schemes for securing communication in social 
networks, the following shortcomings have been witnessed in 
the form of a research gap: 

 Attack Specific Investigation: There are variously 
reported adversaries present in the social network, e.g., 
cross-site scripting, clickjacking, SQL injection, 
whaling attack, malware propagation, spamming attack, 
etc., apart from various other conventional reported 
attacks. Different variants of methodologies presented 
to date have used only specific forms of attacks, and 
hence that solution is rendered inapplicable when 
exposed to a different set of attacks. The problem 
becomes more significant when the attacker introduces 

malicious activities dynamically. Hence, there is a need 
to develop an adversarial model first which bears the 
maximum characteristics of existing attackers to prove 
the resiliency of security protocols. 

 Unbalance computational efficiency: The primary stage 
of developing the social network is constructing a 
higher linked and inter-connected topology of the user 
(or nodes). As social networking application is run over 
user handheld device, hence, is predicted to support 
such resource constraint device. Applying a strong 
encryption algorithm will only negatively affect the 
system's performance, even if it can resist certain 
threats. Hence, introducing a simplified, lightweight 
encryption scheme can only ensure computational 
efficiency. Unfortunately, no reported work has 
presented evidence of consistency in the computational 
performance of security when confronted with large and 
heavy traffic on the social network. 

 Usage of Conventional Authentication Scheme: From 
the viewpoint of practical deployment, existing social 
network applications still use static passwords. 
Adopting a key-management scheme induces 
maximized resource dependencies while using 
encryption sets introduces computational burden over 
the long run. Existing multi-factor schemes are 
executed without protecting the location where 
algorithms are executed and thereby introduce a 
tradeoff between security and computational demands. 

 Lack of integrated schemes: As a social network is a 
large chain of nodes formed in a complex way, data 
leakage is also possible. Hence, the authentication 
mechanism should be studied alongside data privacy 
and integrity to offer maximum protection. Such 
integrated schemes are not yet found been introduced or 
benchmarked. 

VII. FINDINGS AND DISCUSSION 

There are mainly two core classes of research toward the 
direction of security in the existing system, i.e., data security 
and authentication approaches. More studies have been carried 
out on data security approaches compared to authentication 
approaches. The core approaches discussed in this paper are 
encryption-based, privacy preservation-based, machine 
learning-based, and game-based modeling to strengthen social 
network security. 

Reviewing existing research trends showcase more 
concentrated work towards privacy preservation while very 
little research is towards learning and data integrity-based 
methods. It is, therefore, evident that current solutions do not 
provide comprehensive security services and can only provide 
data integrity, data privacy, or non-repudiation. A social 
network is a complex network exposed to multi-dimensional 
threats. Hence, it's predicted to offer maximum security 
services, which is not found reported in existing security 
schemes. 

It has been also identified that the blockchain is one of the 
evolving solutions for security in the social network. However, 
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there are various pitfalls seen in implementation effectiveness. 
i) blockchain-based scheme demands a potential form of the 
secured and interconnected topology of nodes integrated with a 
service provider with resources to operate. Existing blockchain 
schemes don't address this fact, ii) adoption of blockchain 
approach is associated with complexity, especially if it's a large 
and heterogeneous network of complex user behavior; hence 
computational burden is inevitable in the blockchain. Hence, 
there is potential for improving these blockchain problems to 
harness their security strength. None of the existing solutions 
has discussed the essential type of content in the social 
network. Textual content is more extensively used than other 
forms, e.g., images, GIFs, video, and audio. Encryption 
algorithms are eventually a better alternative; however, 
achieving encryption performance with computation and 
service relaying performance in social networks is yet to be 
seen. Therefore, there is a need for an investigation that would 
emphasize securing the text contents from dynamic attackers in 
the social network. 

VIII. CONCLUSION AND FUTURE WORK 

This paper has presented a compact discussion of securing 
communication in the social network. It is noted that various 
classes of methodologies are being adopted towards improving 
the security aspect with claimed benefits; however, the paper 
has identified a shortcoming associated with it. Hence, based 
on the complete review, it can be said that multifold findings 
state that there is still a large open scope for improving the 
security aspect of the social network. Exploring the existing 
research literature followed by methodologies, challenges, 
benefits, and drawbacks has highlighted the need for 
continuous innovation and improvement to protect user data 
effectively. The paper also emphasizes the growing interest in 
blockchain technology as a promising distributed security and 
authentication solution. Ultimately, the findings of this paper 
underscore the importance of a collaborative and 
multidisciplinary approach to data security and authentication 
in social networks. In future work, the scope of this paper will 
be extended toward modeling computationally efficient and 
robust security approaches to address dynamic security and 
privacy issue in social networking applications. 
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