
(IJACSA) International Journal of Advanced Computer Science and Applications, 

Vol. 14, No. 4, 2023 

37 | P a g e  

www.ijacsa.thesai.org 

Research on Automatic Intrusion Detection Method 

of Software-Defined Security Services in Cloud 

Environment

Xingjie Huang
*
, Jing Li, Jinmeng Zhao, Beibei Su, Zixian Dong, Jing Zhang 

State Grid Information and Telecommunication Branch, Beijing, 100053, China 

 

 
Abstract—In a cloud environment, software defined security 

services are highly vulnerable to malicious virus attacks. In 

response to software security issues, this project plans to use 

machine learning technology to achieve automated detection of 

software security services in a cloud environment. Firstly, study 

the intrusion characteristics of software defined security services 

in cloud environments based on piecewise sample regression, and 

establish their statistical feature quantities. Then, using the 

method of decision statistical analysis, achieve its fixed 

identification. Finally, the intrusion characteristics of software 

defined security services in the cloud environment are studied 

and compared with the data in the cloud environment to obtain 

its power spectral density. On this basis, machine learning 

methods are used to extract features from software security 

services in the cloud environment, in order to achieve the goal of 

automatic extraction and optimization of software security 

services in the cloud environment. Through simulation 

experiments, the credibility of the proposed algorithm for 

software defined security services in the cloud environment was 

verified, and the attack characteristics of software defined 

security services in the cloud environment were effectively 

patched. 
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I. INTRODUCTION 

Software Defined Network (SDN) is a new network 
innovation architecture first proposed by the Clean-Slate 
research group of Stanford University in the United States. Its 
design idea is to separate the data layer from the control layer, 
in which the control layer is a programmable central controller, 
which can obtain global network information, status, etc., 
which is convenient for operators and researchers to manage 
and configure the network, and can deploy customized new 
protocols. The data layer includes routers, switches and other 
packet forwarding devices, which focus on providing simple 
data forwarding functions and can quickly process matching 
packets to meet the growing needs of users in the network. 
SDN has a wide range of application scenarios, such as big 
data analysis, cloud computing, Internet of Things, and car 
networking. However, like traditional networks, the new 
features brought by SDN architecture are also threatened by 
cyber-attacks [1]. 

Network intrusion detection technology refers to 
identifying and filtering abnormal traffic in the network 
through effective technical means, which is the basic method to 
ensure network security. Identifying abnormal traffic in time 

and accurately can effectively reduce the impact of malicious 
attacks on the network and users [2]. At present, machine 
learning algorithm has attracted much attention in the field of 
network security, and intrusion detection technology based on 
machine learning has become a hot spot for researchers [3,4]. 
The study [5] proposes an intrusion detection system model by 
using different machine learning algorithms for different 
application scenarios. Autoencoder (AE) shows the advantages 
of the algorithm based on unsupervised learning in the task of 
feature extraction, feature reduction and classification, which 
promotes the progress of network attack traffic detection. The 
combination of automatic encoder and one-class support vector 
machine (OCSVM) algorithm can improve the anomaly 
detection rate and effectively reduce the training time of 
OCSVM algorithm, thus improving the performance of 
intrusion detection system. Therefore, it is of great theoretical 
and application value to study machine learning SDN intrusion 
detection technology based on automatic encoder and one-class 
support vector machine. Effectively detect the intrusion data of 
software-defined security service in cloud environment, and 
combine the statistical feature analysis and feature extraction 
methods of software-defined security service intrusion in cloud 
environment to fix the features and collect samples of 
software-defined security service intrusion in cloud 
environment. In research [6], an intrusion feature extraction 
method of software-defined security services in cloud 
environment based on blind balanced scheduling is proposed. 
Combined with the backtracking control method of intrusion 
nodes, the intrusion feature extraction of software-defined 
security services in cloud environment is realized, which 
improves the intrusion detection ability, but the optimization 
control ability of this method is not good, and the real-time 
performance of intrusion detection is not good. In study [7], an 
intrusion feature extraction method of software-defined 
security services in cloud environment based on spectral peak 
correlation search is proposed, which combines the 
autonomous positioning technology of intrusion nodes to 
realize intrusion feature extraction of software-defined security 
services in cloud environment, but the active optimization 
ability of this method is not strong. The most important feature 
of software-defined network is that it can program the network 
behavior, but the original software-defined network 
architecture is only limited to the programmability of the 
control plane, and the function of its forwarding plane is still 
limited by the fixed function hardware supported by the 
equipment provider. P4 can instantiate customized pipelines 
and stateful objects, support the implementation of complex 
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workflows, user-defined protocols and finite state machines, 
and use P4 switch to realize a reliable attack detection system 
to protect edge node resources from malicious network attacks, 
thus maximizing network utilization and effectively ensuring 
service quality [8]. 

Aiming at the above problems, this paper proposes a 
software-defined security service intrusion detection method in 
cloud environment based on machine learning algorithm. The 
statistical feature quantity of software-defined security service 
intrusion characteristics in cloud environment is constructed by 
using piecewise sample regression analysis method, and the 
intrusion characteristics of software-defined security service in 
cloud environment are fixed and identified by combining 
decision statistical analysis method. Combined with the feature 
fusion analysis method of classified intrusion samples, a big 
data distribution model of software-defined security service 
intrusion features in cloud environment is constructed, and the 
power spectral density feature quantity of software-defined 
security service intrusion features in cloud environment is 
extracted. The machine learning algorithm is used to adaptively 
optimize the extraction process of software-defined security 
service intrusion features in cloud environment, so as to realize 
automatic extraction and optimization of software-defined 
security service intrusion features in cloud environment. 
Finally, the simulation experiment analysis shows the superior 
performance of this method in improving the intrusion feature 
extraction ability of software-defined security services in cloud 
environment [9]. 

II. SOFTWARE-DEFINED SECURITY NETWORK INTRUSION 

NODE DISTRIBUTION MODEL AND INFORMATION SAMPLING 

A. Cloud Software Defined Security Network Intrusion 

Distribution Structure Model 

The data forwarding layer is located at the bottom of SDN 
architecture, and contains thousands of interconnected switches, 
which are responsible for forwarding data packets. If the 
switch is damaged, the message flowing through the switch 
will not be forwarded normally. In addition, the switch is the 
direct entrance for end users to access the network, and 
attackers can attack the switch by simply connecting to the 
switch port. Man-in-the-middle attack is a typical network 
intrusion method. Its main principle is to insert a proxy node 
between the source node and the target node, intercept the 
communication data, and tamper with the communication data 
without being discovered. The specific attack methods of 
man-in-the-middle attack include session hijacking, DNS 
spoofing and port mirroring. Man-in-the-middle attack between 
controller and switch is an ideal way to attack SDN network 
[10]. It can intercept and tamper with the forwarding rules of 
messages sent to switch, so as to control network forwarding. 
After that, attackers can carry out further attacks, such as black 
hole attacks. In addition, there may be no direct physical 
connection between the controller and the switch, that is, the 
data packet from the switch to the controller may pass through 
several other switches, so in the man-in-the-middle attack, all 
the switches and hosts directly connected to it on the 
communication path can easily be converted into proxy nodes. 
In order to realize the optimization of intrusion feature 
extraction of software-defined security service in cloud 

environment, it is necessary to construct a distributed sensor 
model of software-defined security network in cloud 
environment under intrusion. Combined with the distributed 
design method of directed graph, blind forensics and intrusion 
node location are carried out for intrusion feature extraction of 
software-defined security service in cloud environment. 
Combined with feature distributed sampling technology [5], 
the intrusion node distribution model of software-defined 
security network nodes in cloud environment is constructed by 
using packet forwarding control technology, as shown in Fig. 
1. 

A

B
C

U

V

X

Y

Z
A

B
C

D

E

X

(a) (b)
 

Fig. 1. Intrusion node distribution model of software-defined security 

network in cloud environment. 

In the software-defined secure network node distribution 
model in the cloud environment shown in Fig. 1, when new 
data traffic in the network enters the OpenFlow switch for the 
first time, the OpenFlow switch will generate and process a 
Packet_In message to the control plane. By looking at the 
Packet_In message, the control plane will install the flow rules 
(dropping, forwarding and enqueuing) into the flow table and 
then send them to the OpenFlow switch. There is no 
authentication mechanism in this communication process if 
there is an incorrect traffic flow in the network [10]. 

Data plane refers to the interconnection infrastructure 
composed of hardware or software-based devices, which have 
basic packet forwarding functions, and these functions manage 
the received packets according to the flow rules set by the 
controller through the southbound interface. Each rule entry in 
the flow table consists of three fields: operation, counter and 
mode. The mode field defines the flow mode, and the flow 
mode is basically a collection of field values in the packet 
header. When a packet is received, the switch will search for a 
rule matching the field in its flow table. Once the switch 
matches such a rule, the counter of the rule will be incremented 
and the operation corresponding to the specific rule will be 
executed. Otherwise, the switch will inform the controller to 
ask for help or directly discard the packet. 

The control plane is an independent and logically 
centralized server, also called the controller, which is used to 
handle the flow table installation of forwarding rules and 
monitor the status of data plane devices and links to integrate 
the global network view. Its main purpose is to manage the 
distributed forwarding devices of data plane in the network and 
provide operators with a simpler API, namely the northbound 
interface. SDN controller communicates with the switch 
through southbound API, such as OpenFlow protocol, and has 
a global view of the whole network topology. The originally 
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designed OpenFlow protocol promotes the decoupling of 
control plane and data plane. OpenFlow provides a southbound 
interface for the controller to establish a secure communication 
channel to manage forwarding device rules and receive status 
updates. These rules are the operations (such as forwarding, 
flooding and dropping) of the data packet determined 
according to the header information of the data packet (such as 
Ethernet /IP address and TCP/UDP port). The status includes 
the information discovered by the link layer, and the data 
packet and byte counters related to the flow table, which are 
used to support the global network view on the control plane 
[11]. 

The application plane is composed of a group of network 
applications, which provides users with quick response and 
various business requirements, such as network virtualization, 
topology discovery, traffic monitoring, security, load balancing 
and so on. The application communicates with the controller 
through the northbound API, such as RESTAPI, and the 
control layer provides the abstraction of physical network 
resources for the application layer, which enables the user to 
give the SDN controller other functions through the application 
and change the data flow rules without reconfiguring all the 
physical switches, so as to better manage and control the 
network behavior. 

Under the network structure of SDN, equipment suppliers 
can focus on designing forwarding equipment for efficiently 
processing data packets, and network operators can easily test 
and deploy customized network management applications from 
a higher abstract level [12]. 

B. Software-defined Security Service Intrusion Information 

Sampling 

Construct a node distribution model for extracting intrusion 
characteristics of software-defined security services in cloud 
environment, and use a binary directed graph to represent

( , )G V E=
, and the node's intrusion location is

, 1,2,...,n n N  
. Construct a packet link forwarding 

protocol for network intrusion, and design a node directed 
graph model for network intrusion, and obtain a link 
forwarding control protocol for software-defined security 
services intrusion in cloud environment, which is expressed in 
the following form: 
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connecting to the software-defined security service intrusion 
node in the cloud environment, and combining with the 
correlation detection method, obtain the statistical probability 

distribution statistics of the software-defined security service 
intrusion neighbor node in the cloud environment as follows: 
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 with software-defined security service intrusion 
feature distribution in the cloud environment, learn quickly and 
generalize the method, and get the associated feature quantity 
of intrusion feature detection as follows: 
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1 1 1l p qT F F 
   (3) 

According to the number of hidden layers of the structure, 
the feature validity of node intrusion is analyzed, and the 
reliability evaluation model of intrusion feature detection is

1

1

1
i

i

F
P



, thus the feature link distribution model of 
software-defined security service intrusion nodes in cloud 
environment is constructed. The hidden layer and the output 
layer form a complete feature chain, which is expressed as 

2( ) TW p G p Cp T  
, which ( )W p  is a quadratic 

function of the software-defined security service intrusion 
feature link set SD in cloud environment. Combined with the 
decision statistical analysis method, the intrusion feature of 
software-defined security service in cloud environment is fixed 
and sample identified, which improves the effectiveness of 
feature extraction. 

C. Information Sampling of Intrusion Characteristics 

A big data distribution model of software-defined security 
service intrusion characteristics in the cloud environment is 
constructed by combining the classified intrusion sample 
feature fusion analysis method, and the power spectral density 
of software-defined security service intrusion characteristics in 
the cloud environment is extracted, and the statistics of blind 
forensics judgment of software-defined security service 
intrusion characteristics in the cloud environment are obtained 
as follows: 
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and 2  to sample the characteristic information of intrusion 
characteristics. The fuzzy decision algorithm for sampling the 
characteristic information of intrusion characteristics is 
described as follows: 

ROUTE_2 (Route 1 1 1... ... 0s t tu u u u u 
, 

1 1... ... 0s t t tv v v u u 
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According to the above algorithm design process, an 
intrusion detection system ML-SDNIDS based on machine 
learning is designed under the SDN network architecture. The 
overall architecture is mainly divided into two parts: the 
control plane and the data plane. The control plane is mainly 
responsible for the feature processing of the data set, the 
algorithm training of the intrusion detection model, the creation 
of the flow table and the centralized management of the data 
plane. The data plane is composed of multiple P4 switches 
connected with each other, and is mainly responsible for 
malicious traffic detection and packet forwarding decision. The 
control plane uses the existing IDS data set in the network, 
inputs the data set into the feature extraction module, and then 
the feature extraction module processes the data packet to 
effectively select the original features. Then the feature 
mapping module selects the features with strong correlation, 
and maps different features to the automatic encoder network. 
The automatic encoder calculates the root mean square error 
(RMSE) between the new data and the fitting data, and then 
uses OCSVM classification algorithm to classify the RMSE to 
realize anomaly detection. 

III. OPTIMIZATION OF INTRUSION DETECTION FOR 

SOFTWARE-DEFINED SECURITY SERVICES 

A. Fixed Handling of Intrusion Characteristics of 

Software-defined Security Services 

Intrusion detection system mainly includes three modules: 
information collection, data analysis and emergency response. 
The information collection module is the foundation of the 
whole system, which mainly collects host log information, 
network segment protocol datagram information and user 
behavior status. The data analysis module is the core module of 

the whole system, which mainly uses some means such as 
statistics, pattern matching and anomaly detection algorithm to 
quickly analyze the data collected in the information collection 
stage and judge whether there is abnormal behavior in network 
activities. The emergency response module is to take 
corresponding protection measures in time to prevent further 
damage when intrusion is detected in the previous stage. 

The control plane uses the existing IDS data set in the 
network, inputs the data set into the feature extraction module, 
then the feature extraction module processes the data packet, 
selects the effective features of the original features, then the 
feature mapping module selects the features with strong 
correlation, maps different features to the automatic encoder 
network, and the automatic encoder calculates the root mean 
square error (RMSE) between the new data and the fitting data. 
Then, RMSE is classified by OCSVM classification algorithm 
to realize anomaly detection, and the intrusion features of 
software-defined security services in cloud environment are 
fixed and optimized. This paper proposes an intrusion detection 
method of software-defined security services in cloud 
environment based on machine learning algorithm. The 
statistical analysis model is adopted to construct the feature 
spatial distribution structure model of software-defined security 
service intrusion characteristics in cloud environment, and the 
nonlinear time series of software-defined security service 
intrusion characteristics in cloud environment is obtained as 
follows: 
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When the intruder attacks the target network, combining 
with the piecewise linear test method, the statistical 
characteristics of software-defined security service intrusion 
detection in cloud environment are obtained as follows: 

0 0 1 1{( ) ( ) ( ) }i iDS x t x t x t  ， ，， ，，， ，
 (9) 

Combining machine learning and genetic evolution 
methods, the feature set of software-defined security service 
intrusion features in cloud environment is automatically 
clustered, and the fuzzy fit degree of software-defined security 
service intrusion feature detection in cloud environment is 
obtained as follows: 

( )

( )

( ( )) ( ( )) ( )

( ( ))

( * )

k k k dist p

k i k dist p

O LOF p O lrd p O N

O lrd o N

O m n





 

 

  (10) 



(IJACSA) International Journal of Advanced Computer Science and Applications, 

Vol. 14, No. 4, 2023 

41 | P a g e  

www.ijacsa.thesai.org 

In the spatial distribution area of software-defined security 
service intrusion characteristics in cloud environment, the 
adaptive scheduling of software-defined security service 
intrusion characteristics in cloud environment is carried out by 
combining genetic evolution and statistical feature analysis 
methods. 

B. Automatic Extraction and Optimization of Intrusion 

Characteristics of Software-defined Security Services in 

Cloud Environment 

Combined with the decision statistical analysis method, the 
intrusion features of software-defined security services in cloud 
environment are fixed and identified, and the process of 
extracting intrusion features of software-defined security 
services in cloud environment is adaptively optimized by 
machine learning algorithm to realize automatic extraction and 
optimization of intrusion features of software-defined security 
services in cloud environment. The implementation steps are 
described as follows: 

Step 1: Constructing a nonlinear feature sequence 

distribution set 
, 1,2 ,k k p

 and an information 

weighting coefficient 1

l

iw
, , 

l

inw
 of software-defined 

security service intrusion features in a cloud environment, and 
performing node initialization operation to meet the 
requirements. 

Step 2: Calculate the spectral density of the cluster head 
node of the software-defined security service intrusion feature 
chain in the cloud environment, and calculate the formula of 
information sampling time delay in the storage space of the 
software-defined security service intrusion feature in the cloud 

environment. 
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, construct the first route 

detection protocol under network intrusion. 

Step 3: Machine learning algorithm is used for optimization 
control, and the coverage point set of intrusion feature 
distribution is obtained. 

Step 4: Reconstruct the intrusion characteristics of 
software-defined security services in cloud environment in the 
dimension distributed feature space, and get the structural 
mapping output of the feature chain. 
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Step 5: Using the fuzzy optimization control method, the 
iterative formula of intrusion feature extraction is 
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Step 6: According to the improved machine learning 
algorithm, the adaptive iteration is carried out until the 
convergence criterion is met, the coverage of intrusion feature 
distribution of software-defined security services in cloud 
environment is calculated, and the intrusion feature is extracted 
according to the coverage, and the end is over. 

The implementation process of extracting and fixing 
intrusion features of software-defined security services in cloud 
environment is shown in Fig. 2. 
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Fig. 2. Flow chart of network intrusion detection implementation. 

IV. SIMULATION EXPERIMENT ANALYSIS 

In Matlab 7 simulation environment, the simulation 
experiment of automatic extraction of intrusion characteristics 
of software-defined security services in cloud environment is 
carried out. Four P4 switches and four terminal hosts are 
adopted. The four switches are connected with each other to 
form a data forwarding plane, switch s1 is connected with hosts 
h1 and h2, and switch s2 is connected with hosts h3 and h4, 
and the hosts can communicate with each other. The 
configuration file describes in detail the network information 
configuration of each host (such as IP address, MAC address 
and default gateway), the configuration file path of P4 switch, 
and the connection path between the host and the switch. 
CIC-IDS2018 data set is dedicated to the analysis, testing and 
evaluation of network-based intrusion detection systems. The 
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data set is generated based on the creation of a user information 
file, which contains abstract expressions of events and user 
behaviors browsed by users in the network. The data set 
contains seven different attack scenarios: Brute-force, 
Heartbleed, Botnet, DenialofService(DoS), Distributed 
Denialofservice (DDOS), Webattacks and Infiltration of 
Modern WorkFrominside. The basic attack facility includes 50 
computers as attack nodes, and the attack target includes 420 
computers and 30 servers. The final data set includes the 
captured network traffic and system logs of each machine, and 
80 features extracted from the captured traffic using 
CICFlowMeter-V3. The running environment of ML-SDNIDS 
is shown in Fig. 3. 

 
Fig. 3. ML-SDNIDS operating environment. 

The fundamental frequency of software-defined security 
service intrusion feature collection in cloud environment is 
20KHz, the coverage range of software-defined security 
service intrusion feature in cloud environment is 200*400, the 
spectral feature detection of software-defined security service 
intrusion feature in cloud environment is set to 12, the 
normalized termination frequency of information collection is 
0.68Hz, and the modulation frequency of intrusion information 
detection varies between [120Hz and 1024Hz]. The intrusion 
characteristics of software-defined security services in cloud 
environment are extracted with signal-to-noise ratios of -5dB, 
5dB and 20dB, respectively. CIC-IDS2018 data set is used. 
Due to the limited experimental environment, some data sets in 
CIC-IDS2018 total data set are selected for this test. The 
statistical information is as follows, including the total number 
of samples, the number of normal samples and the number of 
abnormal samples in each sub-data set. According to the above 
simulation environment and parameter settings, the intrusion 
characteristics of software-defined security services in cloud 
environment are extracted, and the original intrusion data 
collection is shown in Fig. 4. 

Taking the data collected in Fig. 4 as input, the intrusion 
feature extraction of software-defined security service in cloud 
environment is carried out, and the extraction result is shown in 
Fig. 5. 

From the analysis of Fig. 5, it is known that the intrusion 
feature extraction of software-defined security services in 
cloud environment by this method has strong detection ability 
for the distribution of intrusion areas. The accuracy of different 
methods for intrusion feature extraction of software-defined 

security services in cloud environment is tested, and the 
comparison results are shown in Table I. From the analysis of 
Table I, it is known that the intrusion feature extraction of 
software-defined security services in cloud environment by this 
method has high accuracy and good detection performance. 
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(a) Test sample. 
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(b) Training sample. 

Fig. 4. Time domain waveform of software-defined security service intrusion 

characteristic sampling data. 
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Fig. 5. Extraction results of intrusion characteristics of software-defined 

security services in cloud environment. 
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TABLE I.  COMPARISON OF DETECTION PERFORMANCE 

Iterations 
The method in 

this paper 

Neural network 

detection 

Block matching 

detection 

200 0.914 0.846 0.826 

400 0.955 0.889 0.892 

600 0.992 0.923 0.926 

800 1 0.944 0.965 

V. CONCLUSIONS 

In this paper, the intrusion data of software-defined security 
service in cloud environment is effectively detected, combined 
with the statistical feature analysis and feature extraction 
method of software-defined security service intrusion in cloud 
environment, the feature fixation and sample collection of 
software-defined security service intrusion in cloud 
environment are carried out, and the software-defined security 
service intrusion forensics in cloud environment is realized 
according to the sample categories of software-defined security 
service intrusion in cloud environment. In this paper, an 
intrusion detection method of software-defined security service 
in cloud environment based on machine learning algorithm is 
proposed. The statistical feature quantity of software-defined 
security service intrusion characteristics in cloud environment 
is constructed by piecewise sample regression analysis method, 
and the intrusion characteristics of software-defined security 
service in cloud environment are fixed and sample identified 
by combining decision statistical analysis method. Combined 
with the feature fusion analysis method of classified intrusion 
samples, a big data distribution model of software-defined 
security service intrusion features in cloud environment is 
constructed, and the power spectral density feature quantity of 
software-defined security service intrusion features in cloud 
environment is extracted. The machine learning algorithm is 
used to adaptively optimize the extraction process of 
software-defined security service intrusion features in cloud 
environment, so as to realize automatic extraction and 
optimization of software-defined security service intrusion 
features in cloud environment. The research shows that this 
method has high accuracy in extracting intrusion features of 
software-defined security services in cloud environment, good 
reliability in network intrusion detection and strong ability in 
fixing intrusion features. 

Finally, under the software-defined network structure, the 
control plane realized the intrusion detection model based on 
the combination of automatic encoder and support vector 
machine, and the data plane realized the intrusion detection 
system based on machine learning with P4 programming 
language. Feature extraction is carried out on the data plane, 
and the packet features are classified in the matching action 

pipeline, and finally the decision classification of the packet is 
realized in the export pipeline. The final experimental results 
show that, in most cases, the accuracy of attack detection is 
higher than that of ninety-seven percent. Although the packet 
processing delay is increased by about five times, its efficiency 
is still millisecond. 
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