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Abstract—The emergence of the Internet of Things (IoT) has
revolutionized the way we interact with the physical world. The
rapid growth of IoT devices has led to a pressing need for
robust security measures. Two promising approaches that can
enhance IoT security are blockchain and artificial intelligence
(AI). Blockchain can offer a decentralized and tamper-proof
framework, ensuring the confidentiality and integrity of IoT
data. Al can analyze large volumes of real-time data and detect
anomalies in response to security threats in the IoT ecosystem.
This paper explores the potential of these technologies and
how they complement each other to provide a secured IoT
system. Our main argument is that combining blockchain with
Al can provide a robust solution for securing IoT networks and
safeguarding the privacy of IoT users. This survey paper aims
to provide a comprehensive understanding of the potential of
these technologies for securing IoT networks and discuss the
challenges and opportunities associated with their integration.
It also provides a discussion on the current state of research on
this topic and presents future research directions in this area.
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tion

I. INTRODUCTION

The emergence of Industry 4.0 in the 21st century marked
a significant change in the industrial paradigm, leading to
improvements in social, economic, and political conditions[1].
Industry 4.0 enables the use of cyber-physical systems such
as the IoT, big data analytics, cloud manufacturing, and fog
computing, supported by cutting-edge technologies such as
blockchain, Al, and mobile networks [2]. The integration of
IoT, blockchain, and AI enhances human-machine interac-
tion and brings the physical and digital worlds closer than
ever before [3]. These technologies are expected to offer
numerous benefits and opportunities, including self-awareness,
self-prediction, self-comparison, self-reconfiguration, and self-
maintenance [4].

The IoT is the driving force behind Industry 4.0, enabling
seamless inter-connectivity of various devices and objects to
construct a network infrastructure that continuously regulates
and manages sensing, processing, and communication pro-
cesses without human intervention [S]. The daily introduction
of new applications and services is one of the many advantages
of the IoT system. According to Statista [6], in 2020, there
were about 50 billion IoT devices worldwide. By the end
of 2025, that number is expected to reach over 75 billion
devices.. Fig. 1 describes the timely growth in the number
of IoT devices. The IoT market is expanding at an almost
exponential rate. It was valued at USD 743 billion in 2015,
which increased to approximately USD 1710 billion by the end
of 2019 [7]. The global IoT market is expected to be worth
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Fig. 1. Growth of IoT devices over the time 2015 to present.

186 billion dollars by the end of 2023, while the market for
intelligent homes will be around 130 billion.

IoT has predominantly adopted the centralized architecture
model for storing and processing sensor data. The central
server serves as the network’s manager, handling all requests
from various nodes and overseeing task scheduling and dis-
tribution [8]. It saves costs by not requiring the installation
of multiple workstations of hardware and software, as most
processing tasks are managed by the centralized server. How-
ever, this architecture model has several challenges, including
scaling issues due to the increasing number of IoT devices and
various security and privacy concerns [9]. Table I summarizes
the challenges posed by centralized IoT architecture. It is
challenging to address the fundamental security concerns for
such a large information ecosystem. Additionally, the cen-
tralized IoT model is susceptible to security breaches, single
points of failure, and malicious assaults like DDoS and Sybil
attacks[10][11].

Blockchain technology can help to address key secu-
rity requirements in IoT, thanks to its “security by design”
feature. The majority of IoT’s architectural flaws can be
fixed using blockchain’s characteristics, including immutabil-
ity, transparency, auditability, data encryption, and operational
resilience. Blockchain is a decentralized network where all
users have full control over peer-to-peer (P2P) monitoring
of all network transactions[12]. Another technology that can
strongly influence IoT is Al Integration of Al into IoT devices
can make them smart and intelligent [13]. Al can be used to
train machines to understand novel material based on the train-
ing process they have already undergone.The goal of Al in IoT
is to use 10T devices to gather relevant data and draw useful
conclusions from that data. AloT, or the merging of Al and
the IoT, can be used to improve data analysis, human-machine

www.ijacsa.thesai.org

885 |Page



(IJACSA) International Journal of Advanced Computer Science and Applications,
Vol. 14, No. 4, 2023

TABLE I. SUMMARY OF CHALLENGES IN CENTRALIZED MODEL OF I0T

Security is one of the primary issues (particularly DoS attacks) with centralized IoT design, because all data storage and processing operations
Single point of failure is a problem since the server controls connections and carries out all processing tasks. If the server fails, the entire

System should be accessible for all users with their dynamic needs. Yet, the centralized system requires that users access the data uniformly
by adhering to the same protocols. Also, most of the centralized systems only support a single operating system, which restricts network
diversity. IoT system includes heterogeneous and diverse devices, this will result in a serious issue that needs to be handled.

A significant workload is generated by the centralised server’s control over activities of communication and processing between all IoT
network nodes. The centralized server schedules the workload to manage this workload and avoid peak-load problems. However, due to the

Sensitive data is among the real-time data types that IoT devices collect, such as habits, password, financial and personal information, etc.
The centralised third-party server, which has complete control over this acquired data, keeps them all in one place while also violating their

The network’s central server handles all of the communication and processing tasks, which place a heavy demand on the hardware and
software needed to handle the workload. It also requires sizable storing storages that can hold data from diverse IoT devices.

Reference  IoT Challenge  Description
9] Security
are carried out by a single central server.
[10] Single Point of
Failure network of devices will stop working.
[14] Access and Di-
versity
[15] Inflexibility
constrained schedule and associated delay, this restricts user flexibility while performing their own duties.
[16] Privacy
privacy. However, keeping it in one place could make it more vulnerable to intrusions.
[17] Cost
[18] Scalability

Among the main issues linked with the centralised architecture is scalability. Controlling and attempting to control all the network’s nodes
via a centralized server can scale successfully only in small networks. Using centralized system to big corporate organizations will be

illogical. The centralised solution cannot scale and operate well since the number of Internet of Things devices is constantly growing.

interactions, and IoT operations [19]. The integration of de-
centralized Al has grown recently, enabling the execution and
storage of an investigation or dynamic on verified, carefully
annotated, and shared data on the blockchain in an automated,
decentralized manner without middlemen[20][21]. Blockchain-
based Al techniques can provide decentralized reasoning on
how to promote safe and trust in the exchange of information
and decision results over numerous independent operators who
can can contribute, organize, and vote on additional decisions
[22]. This paper presents the joint potential of blockchain and
Al for securing the industrial IoT system. The contributions
made by this paper are as follows:

*Details of numerous security concerns in IoT ecosystem
are described.

*Presented a concise literature review on security issues
and their solutions.

*An architectural framework that integrates blockchain and
Al for a secured IoT has been proposed.

The remainder of the study is organised as follows; in
Section II, we go over the background of the IIoT, Blockchain,
Al, and security concerns with IoT. We provide a full assess-
ment of the literature on security-related issues, challenges, and
solutions in Section III. In addition, this part illustrates how
blockchain and Al combine to create a safe IoT environment.
We provide the proposed architectural framework for com-
bining blockchain and Al to improve IoT security in Section
IV. We present high-level blockchain-driven Al and Al-driven
blockchain as examples of how AI and Blockchain can be
applied in IoT use cases. Section V provides the conclusion
to the research findings.

II. BACKGROUND

The Industrial Internet of Things (IloT) emerged from the
intersection of manufacturing technology, industrial automa-
tion, and data sharing. Fig. 2 illustrates the timeline of the
significant events that have contributed to IIoT’s development.
The evolution of Industry 4.0 has been fuelled by numerous
game-changing advancements, including the availability of
low-cost sensors, big data analytics, Al and machine learning
(ML), the IoT, robotics, edge computing, standard commu-
nication protocols, and enhanced security technologies such

as encryption, authentication, and intrusion detection. As IloT
continues to progress, it has the potential to revolutionize
various industries, such as manufacturing, logistics, healthcare,
and energy. The impact of IIoT on these sectors is expected
to be substantial, with efficiency, safety, and productivity
improvements. For example, IloT devices can help identify
bottlenecks and optimize production processes in manufac-
turing, while in healthcare, connected devices can monitor
patient health and aid in timely interventions. Overall, the IIoT
represents a significant opportunity for businesses to transform
their operations and unlock new value.

A. Evolution of Industry 4.0

The development of Industry 4.0 can be traced through
several key milestones. It began with the digitization of produc-
tion processes, which involved integrating digital technology
like sensors and smart machines into industrial equipment and
systems. This increased automation and data collection, laying
the foundation for the next phase. The second phase involved
the development of interconnected factories and supply net-
works. This was made possible through the adoption of IoT
technologies, which allowed machines and gadgets to commu-
nicate with each other and share data in real time. Connected
factories and supply chains became a reality, and this marked a
significant advancement in Industry 4.0’s evolution. The third
phase saw the emergence of advanced analytics and artificial
intelligence technologies that could analyse and make sense of
the massive amounts of data produced by connected factories
and supply networks. These technologies are employed to
raise productivity, anticipate and avoid equipment breakdowns,
and improve the production cycle. As machines and robots
become more sophisticated, a collaboration between humans
and machines has become a primary focus of Industry 4.0. This
involves developing systems that allow people and machines to
coexist in harmony, with machines handling routine jobs and
people focusing on those that require creativity and problem-
solving abilities. With the increased use of digital technology,
cybersecurity has emerged as a critical issue for Industry 4.0.
Companies have invested in technology and procedures to
secure their systems from cyber-attacks, and this has become
a hallmark of Industry 4.0’s development.
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Fig. 2. Evolution of industrial revolution 4.0.

TABLE II. SECURITY ATTACKS IN IOT ECOSYSTEM

IoT Level IoT Layer IoT Protocol ToT Security Attacks
Deployment  Application ~ CoAP, MQTT,AMQP ,REST DDoS Attack, Repudiation Attack, SQL Injection Attack, Cross-Site Scripting,
Parameter Tampering, Slowloris Attack, HTTP Flood Attack
Data Transport, UDP,TCP, DCCP, RSVP, SCTP,CLNS,QUIC,DDPIGMP Smruf Attack, SYN Flood,Mitnick Attack,Injection Attack, DoS Attack, Opt-ack
Network EIGRPIPsec, ICMP,IPv6,IPv4, RIM, OSPF Attack IP Address Spoofing, Worm Hole Attack Byzantine Attack, Resource
Consumption Attack, Black Hole Attack
Device Physical ISDN,DSL, USB, IDA, CAN,Bluetooth, Ethernet Access Control Attack, Disconnection of Physical Links, Physical damage

B. Security Concerns in loT

The IoT devices gather and transmit vast amounts of data,
including sensitive or private information such as medical
records or video footage from home security systems. Ensuring
the security of this data is critical to protect privacy and
prevent identity theft. Unfortunately, IoT devices are frequently
targeted by cybercriminals because they are often insecure and
provide an easy entry point to a larger network. Successful
cyber-attacks can result in data breaches, financial losses, and
even physical harm. Additionally, many critical infrastructure
systems, such as power grids and transportation systems, are
controlled by a large number of IoT devices [23]. If these
systems are compromised, the consequences can be severe,
including widespread disruption, financial losses, and even loss
of life. It is essential that IoT devices adhere to strict data
privacy and security regulations in industries such as healthcare
and banking to avoid legal repercussions and reputational
harm. To ensure the security of IoT devices, it is necessary to
implement security measures at three different levels: device,
data, and deployment [24]. These levels correspond to the IoT’s
architectural layers, with specific protocols used in each tier of
the IoT architecture to protect against related security attacks
(Table II). Techniques such as encryption, authentication, and
access control can be used to secure sensitive data from
unauthorized access. IoT devices are often deployed in remote
or harsh environments, making them vulnerable to physical
attacks such as theft or manipulation. Physical security mea-

sures such as tamper-evident seals, firmware upgrades, and
patches can help guard against these risks. Additionally, cyber
attackers can compromise IoT devices and use malware such as
DDoS, HTTP flood, SQL injection, and parameter tampering
to control the devices and exploit their vulnerabilities. It is
crucial to protect against these threats by regularly updating
firmware and applying security patches.

C. Blockchain for 1IoT Security

Blockchain technology offers solutions to several security
challenges facing IoT systems, such as data privacy, data
integrity, and device authentication. By providing a secure, de-
centralized, and immutable system, it can defend against DDoS
attacks, data manipulation, and unauthorized access. Its archi-
tecture combines hash algorithms with decentralized ledgers
that use public and private keys, offering a potent alternative
to the internet [25]. Blockchain ensures secure data storage and
can prevent rogue loT devices from entering the network. It
can also reduce the costs of litigation caused by disagreements
[26]. Transactions are protected by a consensus mechanism
that ensures their integrity even in the presence of faults or
hostile conditions, thus enabling a stable blockchain [27].
Moreover, blockchain can be combined with smart contracts
to increase dependability and radio-frequency identification
is safeguarded by attribute-based access control mechanisms
[28]. In blockchain, each block contains its data, the previous
block’s hash, and the security hash code. It can offer secure
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TABLE III. ENABLERS OF SECURED IOT SYSTEM

Blockchain for IoT Security

Data privacy
Data integrity

Device authenti-

PData can be protected by using blockchain to store it in a decentralized, tamper-proof manner. Blockchain’s public-key encryption ensures that only authorized
parties can access the data.

Data integrity is guaranteed by the tamper-proof ledger in blockchain, which is immune to hacking and data modification. This guarantees the accuracy and
dependability of the data that IoT devices collect.

Blockchain offers a safe and decentralized method for IoT device authentication. Each gadget can be given an own digital identity, making it simple to trace

cation it down and confirm its legitimacy
DDoS Blockchain establishes a distributed network of nodes capable of validating and verifying data sent by IoT devices. By limiting the amount of devices that may
access the network, this can assist avoid DDoS attacks.
Al for IoT Security
Anomaly Al assists in identifying potential security concerns, such as malicious activity or unexpected network traffic, and alerting security teams to take appropriate
detection action by detecting anomalies in the behaviour of IoT devices and networks.

Predictive mainte-
nance

Behavioral
analytics

Cyber threat intel-
ligence

Identity and ac-
cess management

IoT device monitoring and forecasting of potential failures and maintenance needs. By doing this, security lapses brought on by unsecured or infected devices
may be avoided.

Investigate trends in the actions of IoT users and devices to look for potential security risks. An IoT device may have experienced a security breach if it
suddenly starts transmitting significant amounts of data at odd hours.

To address potential security concerns in IoT devices and networks, collect and evaluate data about known cyber threats and vulnerabilities. This can assist
businesses in taking preventative measures to safeguard their networks and devices from threats.

For IoT networks and devices, Al can be utilised to enhance identification and access control. In order to assist prevent unauthorised access to devices and
networks, this may also include user authentication, authorisation, and access control.

data transfer over IoT device nodes, and its lightweight and
sustainable algorithm employs decentralized techniques for
authentication in distributed resource-constrained systems [29].
Certain companies might be capable to handle dependability
issues with a double-chain design that uses data and transaction
blockchain for storage, distribution, and data reliability, but
there are risks related to privacy vulnerability [30]. Various
studies have examined the use of blockchain in securing IoT,
such as [31] and [32], which provided an overview of the
security issues with IoT and how blockchain can be applied
to address them. However, [33] critically analyzed the limits
of using blockchain-based IoT platforms, offered a taxon-
omy of blockchain typologies, weighing their benefits and
drawbacks in incorporating them into IoT. Several ideas have
been proposed for using blockchain and Al technologies to
address specific security issues of 10T, such as allowing smart
contracts, IoT devices to update their firmware, or developing a
system in which devices can acquire “money” by exchanging
resources or data for goods or services [34]-[36]. Table III
summarizes how blockchain and Al technologies individually
help address security concerns of IoT.

D. Al for IoT Security

The integration of Al into the IoT devices can signifi-
cantly enhance their performance and security. Al can simulate
human learning processes such as decision-making, problem-
solving, and object identification, making IoT devices intelli-
gent and more efficient. By combining Al and 10T, businesses
can generate useful data and obtain insights, making their
operations more effective [37]. One of the main benefits of
using Al in IoT is its ability to quickly identify potential
security threats and holes. Al can examine network traffic
and user activity trends, identify vulnerabilities, and prioritize
them according to their severity [38]. With Al, businesses
can automate the patching of IoT devices, ensuring that they
are up-to-date with the latest security patches, reducing the
chance of security breaches [39]. Al can also track user
and IoT device behaviour, detecting any unusual activity that
might point to a security breach, allowing organizations to
respond quickly to threats. Secure access control, offloading,
and virus detection can be provided by Al-based authentication
employing machine learning to preserve data privacy [40]. By

TABLE IV. IO0T SECURITY CONCERNS ADDRESSED BY BLOCKCHAIN
AND Al

Security  Issues
Blockchain
Verification of Identity

Self-healing and detection of firmware
Address space and privacy preservation
Secured communication and data in-
tegrity

Authorization and authentication
Information sharing and access control
Secure computation and storage
Trust-management

Addressed by  Security Issues Addressed by Al

Intrusion detection system
Malware detection

Anomaly detection

Unauthorized IoT devices identifi-
cation

Distributed denial-of-service
Jamming attack, Spoofing attack
Authentication, Eavesdropping
False data injection, Impersonation

using the analytical capabilities of Al, businesses can uncover
patterns and make better decisions about IoT data collection.
Al can enhance the object identification technique utilized by
smart cameras, enabling them to recognize dangerous objects
like knives and guns instantly. However, AloT frameworks are
prone to data security and privacy issues. To address these
issues, researchers are developing solutions such as blockchain,
which offers greater protection than conventional security mea-
sures since it cannot be altered. Many AloT applications can
incorporate blockchain to boost security. The security concerns
that blockchain and Al address when used independently with
IoT are listed in Table IV. Overall, the combination of Al
and IoT can significantly enhance businesses’ operations and
security. By using Al, businesses can identify potential threats
quickly, automate patching, and make better decisions about
data collection. Integrating blockchain into AloT applications
can enhance security, ensuring data privacy and reducing the
risks of security breaches.

E. Convergence of Blockchain and Al for loT Security

The combination of blockchain, IoT, and Al is becoming
exceptionally important in the realm of digital transformation,
particularly for IoT security. With this convergence, new
business strategies are emerging that involve the creation of
autonomous profit centers made up of autonomous agents,
such as sensors, vehicles, machines, trucks, cameras, and other
IoT devices. These autonomous agents will have digital twins
through IoT, enabling them to independently send and receive
money through blockchain technology and make decisions
using Al and data analytics. As a result, we predict that
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Fig. 3. Convergence of blockchain, Al towards secured IoT.

industrial firms will undergo a digital transition as these
autonomous business models continue to evolve.

In recent years, IoT devices have collected an enormous
amount of data centrally, causing security and space issues
[41]. However, the integration of Al, blockchain and IoT offers
a solution to this problem by creating a distributed database
[42]. Decentralized Al, which is a growing concept, integrates
these two technologies to allow for distributed, unmediated
execution and storage of data on the blockchain without
middlemen. Blockchain is expected to be a reliable platform
for storing vast volumes of data that Al works with. With the
blockchain’s smart contract functionality [43], it is possible
to keep track of member participation and transactions while
accessing information. An autonomous system and machine
can then choose exact and reliable option outcomes that are
verified and acknowledged by all blockchain mining centers
[44]. These decisions cannot be contested and can be supported
by anyone with a stake in the outcome.

Blockchain, Al, and IoT have successfully combined, as
seen in Fig. 3. The integration of these technologies can
address several critical issues such as accuracy, latency, cen-
tralization, privacy and security issues in IoT. Decentralized
reasoning provided by blockchain-based Al algorithms can
benefit a large number of independent operators who may con-
tribute, organize, and vote on new decisions [45]. Blockchain
databases have hash values that are digitally signed to ensure
secure and reliable processing of transactions. Al algorithms
are used to solve issues related to accuracy, latency, security,
and privacy, and to enhance big data analysis. The decentral-
ization of blockchain networks eliminates the single point of
failure in a cloud server, making it more efficient and reliable
for data analysis. By integrating Al and blockchain technology,
the IoT can be aided with better decision-making capabilities.

To further enhance the integration of blockchain, Al, and
IoT, there are several areas that need to be addressed. For

instance, the integration of these technologies requires a strong
and secure infrastructure, as well as effective governance and
regulatory frameworks. There is also a need to address the
ethical and social implications of using these technologies,
such as issues related to data security, privacy and bias.
Moreover, the adoption of blockchain, Al, and IoT will require
a significant investment in research and development, as well
as in the training of personnel to effectively manage and
maintain these technologies. Nevertheless, the benefits of this
convergence are substantial, including increased efficiency,
improved security, and better decision-making processes. As
these technologies continue to evolve, it is likely that we
will see even more innovative ways to combine them. The
convergence of blockchain, Al, and IoT has the potential to
transform the way we live, work, and interact with one another.
It is an exciting time to be at the forefront of this convergence
and to witness the transformative power of technology.

The Big Data revolution has been a key driver of the Al
revolution, as it enables businesses to divide vast databases into
manageable, organized components. Additionally, the value of
data has propelled the development of blockchain technology,
as its distributed ledger offers a new, more efficient way to
store data. This combination has the potential to significantly
transform how information is handled, analyzed, and shared,
ultimately making operations inside a company more efficient
and effective. As Al continues to evolve, we may see the
emergence of new Al systems, such as logic-based systems,
bio-inspired systems, collaborative agents, cyber-physical in-
telligent systems, and ubiquitous Al or pervasive intelligence
systems, which could fundamentally change our daily lives.

Machine Learning, a branch of Al, has gained significant
popularity in recent years due to its ability to analyse huge
data flows. It has found applications in various fields such as
business, entertainment and research. Many countries and or-
ganizations, including Google, Amazon, Facebook, Microsoft,
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IBM, Apple, Intel, Alibaba, Baidu, and Uber, have invested
heavily in developing cutting-edge ML goods, programs and
platforms that can be used as cloud services to run ML
models effectively, known as MLaaS. Cloud computing is a
popular and cost-effective platform for running ML models
used in many IoT and smart city services and applications,
such as text classification, automated language processing,
facial recognition, speech recognition, computer vision and
speech synthesis. Additionally, several nations have launched
ambitious national Al initiatives in less than a year [46],
indicating the potential impact of ML and AI on various
sectors.

The integration of Blockchain, AI, and IoT has been
the subject of many experiments and hypotheses, but further
research is necessary to develop a functional and reliable
digital component that properly combines the three. Cloud
computing is crucial in today’s world and facilitates online
connectivity. However, the vast amount of data handled by this
system highlights the need for automated systems with quality
of service (QoS) standards. The convergence of Blockchain,
Al, and IoT is identified as a critical technology to meet
this requirement. Consequently, the extensive use of Al and
blockchain integration will bring about exciting advancements
in Industry 4.0. Instead of only discussing software, algo-
rithms, automation, robotics, and hardware, businesses are
now exploring more sophisticated concepts such as producing
and manufacturing items on-demand, dematerialization, and
disintermediation. Industry 4.0 emphasizes distinct pillars in-
cluding information transparency, support, and connection, and
it represents the first major revolution that moves from a tech-
centric state to a more sophisticated one.

III. LITERATURE REVIEW
A. Security Requirements in loT

IoT devices need strong security measures to prevent un-
wanted access and data breaches since, like any linked system,
they are susceptible to cyber-attacks. In the IoT ecosystem,
some of the primary security requirements are; only devices
or users that have been authenticated can access the network.
This can be done via techniques including digital certificates,
biometric identity, two-factor authentication, and password
protection. To prevent unlawful interception, data transferred
between IoT devices should be encrypted[47]. Data in tran-
sit and at rest should be protected using robust encryption
techniques like Advanced Encryption Standard (AES) and
RSA algorithm. Access control - It is important to prevent
unauthorized access to network data. This group can include
additional access control techniques as well as attribute- and

role-based access control. IoT devices should be built to
constantly download and install firmware upgrades to address
security holes and enhance functionality. In order to prevent
malicious firmware updates, devices should provide a method
for confirming the integrity of firmware upgrades. Physical
security - In order to avoid unwanted access or tampering,
IoT devices should be physically secure[48]. These can include
steps like secure boot procedures, tamper-resistant designs, and
physical security controls like locks and access cards. Privacy
- IoT devices should respect user privacy by only gathering
information that is required and handling it securely. Users
should be clearly informed by devices about the types of data
being gathered and how they are being used. Network security
- IoT devices should be built to function safely on both public
and private networks, among other network environments.
This may involve taking precautions like installing firewalls,
installing intrusion detection and prevention systems, or using
secure communication protocols like VPNs. In order to stay
abreast of the most recent security threats and vulnerabilities, a
solid security strategy for the IoT ecosystem should be multi-
layered, proactive, and constantly developing.

B. Avenues of Cyber Attacks in IoT

The connection between IoT devices offer several oppor-
tunities for cyber criminals to find flaws and launch assaults.
Here are a few typical IoT ecosystem cyber-attack vectors.
Poor authentication methods - IoT devices are susceptible
to assaults like brute force attacks, dictionary attacks, and
password cracking attacks if they employ weak or default
passwords or have no authentication mechanisms at all. Un-
secured communication protocols: IoT devices that employ
these protocols are susceptible to replay, eavesdropping, and
man-in-the-middle attacks. IoT devices that run out-of-date or
unpatched software may contain vulnerabilities that attackers
can take advantage of[49]. Buffer overflows, SQL injections,
and cross-site scripting attacks are some examples of these
flaws. 10T devices are susceptible to malware and ransomware
infections, which might jeopardize the ecosystem’s overall
security. DDoS assaults, botnet attacks, and other malicious
activities can all be carried out via malware on a system.
Physical tampering: IoT devices that lack physical security are
susceptible to physical tampering, which gives hackers access
to the system without authorization, gives them the chance
to steal data, or modifies the device’s behaviour [50]. Social
engineering - Social engineering attacks, such as phishing
assaults or pretexting, which deceive users into disclosing
sensitive information or installing malware, can be used to
target IoT devices. Fig. 4 depicts research trend in the domains
of Blockchain, Al IoT and Cyber security
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TABLE V. RELATED SURVEYS ON IOT SECURITY

Reference Year

Description

[53] 2014 Three layers of IoT security are examined, as well as the appropriate fix.

[54] 2016  The proposed design is built on IoT middleware, and each layer’s specifics are detailed. The authors also discussed the IoT middleware system’s adaptability
and security challenges.

[55] 2016 Presented the reference model and the edge-side security threads. The countermeasure to the potential solutions was also discussed in the study.

[56] 2017  Outlined the merging of the IoT with Cyber-Physical Systems. Detailed examination of the privacy and security issues. The integration of edge/fog
computing with IoT is considered.

[57] 2017  The study surveyed participants about their privacy and security concerns with IoT applications and devices. The authors looked at the authentication
process for the IoT system.IoT applications built on a four-layer architecture provide difficult security challenges that are thoroughly explained.

[58] 2017 The authors of this study looked into modern security concerns in IoT applications. IThe risks and vulnerabilities of the system are thoroughly investigated
in terms of communications, architecture, and applications.The paper’s conclusion offers a strategy for resolving several security problems.

[59] 2018  The paper offers a thorough analysis of IoT security layer-by-layer. Suitable countermeasures and a model of probable dangers are thoroughly examined.

[60] 2018 Look at the danger and security model for IoT applications. The article discussed a few [oT system problems, including access control, trust management,
and authentication.

[61] 2018 IoT systems’ many standardized architectures have been reviewed, and the current solution strategy for security and interoperability is described.

[62] 2019 Examined the hazard and security in IoT applications. The use of Blockchain, edge computing, fog computing, and alternative solution approaches was
suggested.

[63] 2020  There is a newly emerging technology that can address 10T security concerns. During a thorough investigation, the authors discovered that artificial
intelligence, blockchain technology, and machine learning are the current approaches being used to address the 10T security problem.

[64] 2021 Security, trust, and faultless communication issues affecting the integration of IoT with blockchain are examined. Described in detail the study process
used to examine the problems with the integration of blockchain, Al, and IoT.

[65] 2022 The IoT, blockchain and Al-based authentication in cybersecurity are all combined in this paper to give researchers a full, high-quality study on authentication
and session keys.

TABLE VI. SOLUTIONS TO IOT SECURITY ATTACKS/CHALLENGES
Reference  Technique Used Security Measure Taken Description
Attack/Challenge

[66] Edge computing using per-  The use of viability  transparent Solves the problems of intelligent systems, information security, and
mission based blockchain for  and the allocation of  agreements updated  viability security by combining square chain and limit registration
Smart Grid Network funds are under attack  on the blockchain approaches.

[67] Distributed security model  Security attacks at  SDN based gateway By computing suspicious network traffic flows and preventing suspi-
using  blockchain, edge edge layer of IoT  to hinder the doubtful  cious flows, the SDN-based gateway’s dynamic network traffic flow
cloud, and software-defined  network flows. management aids in the detection of security assaults and lowers their
networking frequency.

[68] Privacy protection of location  Protection of location  Differential  privacy Using a multi-level query tree’s structure and a different privacy
data mining data records mechanism method, you can query and publish location data on databases.

[69] Privacy protection technique  Privacy protection for L ocation sensitivity It uses check-in frequencies and location trajectories to determine a
for location data location data for location recom-  threshold for categorizing the sensitivity level of the places.

mendation
[70] Privacy protection is inte-  Classification process  Logistic regression is  To achieve classification utilizing noise addition and feature selection,

grated to machine learning

for local differential
privacy protection

applied for noise ad-
dition and feature se-

local differential privacy protection is created.

lection

C. Related Work

Some study has already been done by researchers on the
topic of how Al and IoT may work together to improve
computation and decision-making in IoT systems. The work
employs an master attack in the IoT to enable Al-based smart
city applications [51]. In Zou et al. [52], similar explanations of
fog and edge computing in IoT may be found. The Blockchain
network employs a number of consensus techniques to reach
consensus among the nodes. The design and potential uses
of the Blockchain are thoroughly explained in the authors’
essay [71]. In their study [72], the authors examined the
concept, relevant research on IoT security and a possible
approach to a solution using blockchain. The authors proposed
a secure architecture for internet of things applications built on
a distributed Blockchain system [73].

The authors’ paper [74] briefly discusses how Blockchain
technology is used in the Internet of Things. In paper [75], the
authors assess the several Blockchain options for IoT security
challenges as well as their implementation issues. To analyse
and calculate the massive data collection using a machine
learning technique, an effective framework [76] is needed. The
authors of paper [77] examine the security concerns raised by
using machine learning to a smart grid application. The authors

of article [78] discuss intrusion detection in Internet of Things
applications. Table V summarizes the related survey works in
the area of IoT security.

IoT issues were divided into four groups in Kshetri et al.
research’s [79]: (i) Cost and Capacity Limitations (ii) Deficient
Architecture (iii) Downtime and Unavailability of Services
on Cloud Servers (iv) Susceptibility to Manipulation. Their
research covered the significance of blockchain in enhancing
general security in supply chain networks as well as potential
Blockchain solutions to each IoT concern. IoT datasets, which
are used by the academic and expert communities, are one
of the issues Banerjee et al. [80] examined when researching
IoT security solutions. A standard for communicating IoT data
values among research and expert communities, other perti-
nent partners, and vendors is necessary given the potentially
conscious character of IoT datasets. In the future, blockchain
technology should be made accessible to secure the security of
IoT applications. Li et al. [81] offered a thorough analysis of
the security risks to blockchain technology and talked about
analogous actual attacks by extending well-liked Blockchain
systems. They examined the blockchain technology security
augmentation options. Table VI summarizes the techniques and
countermeasures to address security attacks in IoT.
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TABLE VII. INNOVATIONS THROUGH THE CONVERGENCE OF BLOCKCHAIN, AI AND IOT

Reference  Enablers Innovation Domain Use case Description
[82] Big data, 5G, Cloud  Software Engineering Blockchain-as-a- service ~ Cloud-based infrastructure and management provided by a third party for
Computing (BaaS) businesses developing and running blockchain applications. BaaS performs the
back-end management for a platform or app built on blockchain in a manner
similar to that of a web host.
[83] Digital Twin Data analytics Intelligent money trans-  IoT-based digital twins that can send and receive money via blockchain tech-
action - own profit cen-  nology and act independently as economic agents can all do this.
ters (Autonomous agent)

[83] Deep Reinforcement  Block producers,  Blockchain enabled IoT  Framework for performance tuning to increase throughput.

Learning consensus algorithm, System
block size, and block
interval

[84] Decentralization, Al  Digitally signed hash  Secure banking system Reduces difficulties with accuracy, latency, privacy and security, and centraliza-

algorithms values, Data validation tion.

[85] Open source software Bitcoin Protocol Trust Management It increases confidence in the system when a miner completes Proof of Work
(PoW) without the aid of a bank or other centralised authority. Blockchain
technology makes consumers think that no one can be trusted and that no one
can make a claim to be one as a result.

[86] Edge computing Control and manage  Data integrity and ensur-  Giving dispersed [oT hardware a reliable way to distribute computation-workload

computation workload
distribution

ing its availability and
user accountability

control and management across a large number of nodes.

D. Blockchain for Al in Addressing IoT Security

The AI can complete all tasks without outside influence
with the aid of the Blockchain. Hence, all analysis and
decision-making may be done on a private and secure platform.
A decentralized Al platform also prevents data manipulation.
Although AI and machine learning are two distinct method-
ologies, they are somewhat interconnected. The AI program
employs a method called machine learning to respond to the
tasks that are put in front of it. Unsupervised learning and
supervised learning are the two types of learning that can
be employed when creating and training an Al. Blockchain
can be used in the context of Al to protect data produced by
IoT devices, which is frequently utilized to train Al models.
Blockchain can aid in preventing data tampering, manipulation,
and unauthorized access by building a secure, decentralized
record of this data. This can safeguard users’ privacy while
enhancing the accuracy and dependability of AI models.
Securing device communication is another potential use for
blockchain-based AI in IoT security. Without a centralized
authority or middleman, devices can establish safe communi-
cation channels by using blockchain-based smart contracts to
verify one other’s identities. Attacks like man-in-the-middle
attacks, which are frequent in IoT environments, could be
avoided as a result of this.

E. Al for Blockchain for Addressing loT Security

Al can help blockchain technology overcome some of its
drawbacks, such as consensus procedures. Nodes can validate
transactions rapidly and effectively in Proof of Work (PoW)
or Proof of Stake (PoS) by using Al Also, as the mining
process uses a lot of energy, Al can help blockchains use
less energy. This is possible by implementing Al technologies
that have proven successful in reducing energy consumption.
Using federated learning, for instance, which can offer a
decentralized learning system, can help alleviate the scalability
problems of blockchain. Also, while blockchain offers greater
security than current technologies, Al can add an extra layer
of security. IoT device data is analysed by Al algorithms to
spot patterns and anomalies that can point to security lapses or
other risks. Al can assist in preventing and reducing security
concerns by continuously monitoring the data produced by

IoT devices and using machine learning algorithms to spot
anomalous activity. Digital signatures are used by blockchain-
based systems to verify transactions. These signatures can be
examined by Al systems to find patterns that might point
to fraud or other sorts of harmful behaviour. This could aid
in limiting illegal access to IoT networks or devices. IoT
devices produce a lot of data that can be used to forecast
when a gadget is most likely to break down. This might lessen
security threats that might be brought on by a corrupted or
broken device. Strong authentication procedures are needed for
blockchain-based systems to make sure that only authorized
users can access devices and networks. To identify individuals
and prevent illegal access, Al algorithms can be employed
to examine biometric data such as facial recognition or voice
recognition.In summary, the blockchain and AI work together
to enhance the security of the IoT ecosystem. As outlined in
Table VII, the blockchain and Al work together to pave the
road for innovations in the IoT space.

IV. PROPOSED ARCHITECTURAL FRAMEWORK

Security, privacy, and scalability concerns can be addressed
by designing a new framework for a Blockchain-based Al-
enhanced IoT system. Fig. 5 depicts the proposed layered ar-
chitectural framework for secured IoT. The layers of proposed
architecture are as follows:

1) Perception layer:: 10T devices that gather and send data
to the system are part of the perception layer. The system’s
core elements are IoT devices. They are in charge of gathering
(sensing), storing, acting upon, and sending information to the
system. They gather information from a variety of sensors,
including temperature, humidity, and motion sensors.

2) Network layer:: This layer includes communication
network that links the IoT devices to the system. To protect
against any unauthorized access or data tampering, the network
needs to be trustworthy and secure. VPNs and cryptographic
protocols like SSL/TLS can be used to increase network
security.

3) Security layer:: This layer contains the security defenses
against cyber-attacks, including access control, encryption, and
authentication. It guarantees the system’s availability, integrity,
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Fig. 5. Architectural Framework Integrating Blockchain and Al for Secured IoT.

and secrecy. The data gathered from the IoT devices is stored in
the cloud and on the Blockchain. A distributed ledger in the
Blockchain keeps a tamper-proof record of all transactions.
It guarantees the system’s immutability, transparency, and
security. Blockchain offers a secure, distributed database for
storing all of the transactions. Large volumes of data are stored
in the cloud storage, which also gives the system scalability.
Smart contracts are self-executing agreements that uphold the
system’s laws and regulations. They aid in the automation
of the transactions’ validation and verification processes. The
data gathered from IoT devices is stored and processed using
cloud computing. It gives the system flexibility, scalability, and
affordability. The distributed ledger of the blockchain offers a
new way to store data in a more efficient manner. Blockchain
and Al working together has implications for a variety of
fields, including Security: Al and blockchain may combine to
provide an additional line of defense against online dangers.
Uncovering suspicious events is one of the most challenging
issues facing upcoming businesses. Some, however, are already
utilizing machine learning technologies that help in instantly
spotting them. Speed — Combining the two technologies may
speed up the delivery of information and data, improving the
efficiency and speed of consumer interactions with enterprises.
Service customization will increase over the coming years, and
large companies’ or businesses’ recommendation systems will
become widely used.

The artificial intelligence algorithms used to analyze the
data gathered from IoT devices are included in this layer. Al
assists in spotting trends, patterns, and abnormalities in the
data. Additionally, it offers suggestions and forecasts based
on the data analysis. Al offers insightful information that aids
in decision-making. The data gathered from IoT devices is
processed using data analytics. It assists with spotting trends,
patterns, and abnormalities in the data.

4) Application layer:: User interface, data analytics, and
other programs that enable the system’s functionality are
all included in the application layer. The system’s data and
analytics are accessed through the user interface, which is also
used to interact with the system. IoT device data is processed
using data analytics, which offers insightful information.

The proposed framework offers a safe, scalable, and ef-
fective solution to manage IoT devices, gather data, and use
Al and data analytics to make wise decisions. While the use
of Al and data analytics provide useful insights and aids
in making decisions, the usage of Blockchain protects the
security, transparency, and immutability of the system. An
additional layer of defense against cyber-attacks is offered by
the security layer.

V. CONCLUSION

Blockchain and AI coming together is a promising way
to secure the IoT ecosystem. IoT devices are prone to
cyber-attacks, and a decentralized architecture supported by
blockchain and Al can offer a practical solution to improve
the security of these devices. The purpose of this suggested
framework is to investigate the potential benefits of this
convergence for secure IoT. The framework can improve the
data acquired by 10T devices in terms of security, transparency,
and privacy. Additionally, it can lessen the need on centralized
middlemen and offer a decentralized platform for data transfer
and communication amongst IoT devices. The IoT ecosystem’s
security and the development of the digital future may both
benefit from the integration of blockchain and AI. Several
theories and tests have been conducted in an effort to connect
Al, IoT, and Blockchain; nevertheless, more research will
be needed to build a digital strategy that might effectively
combine the three for a reliable and useful digital component.
Unlike any previous period in history, cloud computing is
incredibly important today and enables online connections. The
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massive amount of data handled by this computing system
emphasizes the necessity for automated systems with (QoS)
standards. Identification of essential technologies is necessary
to meet this demand, and it currently looks that Blockchain,
Al, and IoT are these convergent technologies.
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