(IJACSA) International Journal of Advanced Computer Science and Applications,

Vol. 14, No. 5, 2023

Usability and Security of Knowledge-based
Authentication Systems: A State-of-the-Art Review

Hassan Wasfi
Iowa State University HCI Department
Iowa, USA

Abstract—Knowledge-based passwords are still the most dom-
inant authentication method for securing digital platforms and
services, in spite of the emergence of alternative systems such as
token-based and biometric systems. This method has remained
the most popular one mostly because of its usability, compatibility,
affordability of implementation, and user familiarity. However,
the main challenge of knowledge-based password schemes lies in
creating passwords that provide a balance between memorability
and security. This research aimed to compare various knowledge-
based schemes in order to establish a strategy that provided high
memorability and resilience to most cyberattacks. The overview
of this research identifies areas of knowledge-based passwords
for further research and enhances the methodology that helps to
offer insight into usable, secure, and sustainable authentication
approaches. Future work has been recommended to explore
the major features and drawbacks of recognition-based textual
passwords because this method provides the usability and security
benefits of graphical passwords with the familiarity of textual
passwords.

Keywords—Knowledge-based authentication; recognition; re-
call; usability; security; memorability

I. INTRODUCTION

The biggest challenge for several companies is to establish
an authentication technique that offers a high level of usability
and security. Authentication systems can be classified into
three main types: knowledge-based, token-based, and bio-
metric [1], [2]. Large corporations and banks have recently
switched to the use of biometrics or token passwords to verify
individuals’ identities, but these passwords require expensive
hardware and high-complexity algorithms [3]-[5]. However,
the most usable password is the knowledge-based one, partic-
ularly the textual passwords, because it is easy to use and user-
friendly and has an extendable security feature [6]. Different
researchers have extensively investigated the most common
password schemes, as shown in Fig. 1, including usability,
security, and deployability benefits. Thus, none of the stated
methods converge to the benefits of textual passwords [7],
[8]. The text password security requirements have increased
dramatically in the last ten years because most people are not
aware of the fundamentals of creating a strong password[9].
Users tend to create weak passwords with personal information
and predictable patterns, which could be easily guessed by
the password owner’s close people or attackers [10]. Another
scheme called a passphrase has been proposed as an alternative
to text-based passwords; it offers better memorability and
security [11], [12]. Though, the typing of long passphrases
has shown an increase in typographical errors, thus reducing
the successful login rate [13]-[15]. Researchers have suggested
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algorithms that help avoid small typographical errors but still
do not fully mitigate this issue (correct up to 57.7%) [16].
A recent study also found that 8.8% of users’ passwords
are vulnerable to attacks because of the typo-tolerance soft-
ware [17]. There is another method considered a compet-
itive strategy to recall passphrases called recognition-based
textual passwords. The most usability-centered advantage of
this scheme is to reduce the cognitive load and enhance the
retrieval performance [18], [19]. Different studies have stated
that a recognition passphrase has a better memorability rate
than a recall scheme [19], [20]. The main usability and security
challenges for recognition-based textual passwords are system
design, user login performance, and resistance against guess-
ing, brute-force, and shoulder-surfing attacks [21]. Nowadays,
the knowledge-based password scheme needs further research
to help to produce a system with large security entropy, low
cognitive load, low cost, and resistance to common attacks.
The main contribution of this paper is to analyze and evaluate
the features and drawbacks of knowledge-based password
schemes. We have aimed to present detailed information about
the existing knowledge-based methods adopted thus far to
critically investigate possible issues and, thus, help to pro-
pose ways to establish a new secure and usable knowledge-
based authentication approach. This paper argues that the
existing authentication systems must thoroughly address users’
cognitive limitations or leverage humans’, particularly for
the recognition of textual passwords. Consequently, despite
considerable research, establishing the recognition of textual
passwords suggests a low cognition load, high memorability,
and resistance to the most common attacks.

II. RELATED WORK

This part will compare the main types of knowledge-
based authentication systems, namely textual and graphical
passwords.

A. Textual Passwords

1) Text-Based Passwords: The traditional text-based pass-
word has been the most common authentication method for the
past two decades [22]. It has several usability characteristics,
such as ease of use and low cost to establish [23]. The pass-
word’s strength depends on its complexity, length, and unpre-
dictability against a guessing attack [24]. However, people tend
to use insecure strategies for password creation, such as the
use of common phrases, personal information, or predictable
patterns [25]. These behaviors enforce businesses to set strict
password policies [26]. Unfortunately, prior research has found
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Fig. 1. Taxonomy of authentication systems.

that password policies are not sufficiently effective to form a
strong password [10]. Additionally, a majority of people reuse
the same passwords for different accounts because of cognitive
challenges; thus, this practice might be risky as if one account
is compromised, the attacker could use the same password to
access the other accounts [27]. A survey result reported that
94% of the participants reused at least one password for more
than one account [28].

2) Passphrases: A passphrase is a type of password that
contains a series of words or text to authenticate an individual
identity [29]. Long passphrases provide better security against
brute-force attacks and frequently require less cognitive load
than traditional passwords [30]. It was found that users spent
less time on password activities such as retries and resets when
using passphrases than when using traditional passwords [13].
However, a passphrase result in a usability issue related to
typographical errors [13], [14], [31]. The typographical errors
significantly increased when the passphrase was very lengthy
[13], [19], [25] or when the guidelines and policies were
followed strictly [8], [32]. In addition, people tend to create
passphrases from common words with predictable patterns;
this method is vulnerable to guessing attacks [33]. Regarding
the previous usability and security issues of the passphrase
approach, several studies have suggested the following:

e Tolerate spelling errors by applying a validation algorithm
that accepts small typing errors without any influence on
security entropy [34]. Still, these algorithms have a signif-
icant security degradation, not as previously understood
[17].

e Create a long passphrase with specific security policies
[12], [14].

e Systemically generate random words to reduce the pre-
dictability level [20], [31]. Table I lists the differences
between users and system-generated passphrases.

3) Mnemonic Passwords: A mnemonic is a concept of
sentence abbreviation that assists or is intended to assist
memory by utilizing patterns of letters (often, the first let-
ter), numbers, or relevant associations [35]. An analysis of
mnemonics and passphrases created based on entire words
shows that mnemonics offer a superior memorability rate
[36]. Different mnemonic strategies are often utilized, such as
sentence substitution “IwentHK4&hya” or special character
insertion “He,llo&&world!” [37], [38]. Moreover, simulating
the letters on keyboard buttons with different patterns to
produce a mnemonic, such as “H” is equal to “UHBijnhj”
[39]. Consequently, it provides a slight resistance against brute-
force attacks as compared to traditional passwords [37].

4) Pronounceable Passwords: In 1975, it was established
to systemically produce complex and memorable pronounce-
able passwords [40], [41]. The old version of the pronounce-
able password algorithm was vulnerable to guessing attacks if
an attacker could analyze the pattern of the generated pass-
word [40]. Although systemically generated pronounceable
passwords are intended to be easier to remember than random
sequences of letters, but they still need further strategies. To
address this issue, a study[42] suggested a method that partially
combines two words while considering the phonotactic and
syllabic restrictions of verbal English, which plays a role in
determining the memorability rate. A new approach called
“ProSemPass” is based on user-chosen pronounceable and
semantically meaningful passwords; thus, it has 30% higher
memorability than the systemically generated pronounceable
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TABLE 1. USABILITY AND SECURITY OF RECALL PASSPHRASE

Recall Passphrase

Memorability Security Comment/Limitation
User Generated High Low/Medium
o Needs guidelines and policies for security enhancement [14], [32]
e Is easier to remember than text passwords [13]
e s easy to guess [43], [44]
System Generated Low High

e Is difficult to remember because of the unmeaningful passphrase structure
[45].

o Is most likely to be written down[46]

o Has guaranteed robustness against guessing attacks [30]

methods and is more resilient against guessing attacks [41].
Recently, a new study suggested converting a user-chosen
password into phonemes and measuring their pronounceability
to enhance the password’s usability and security and compared
this method with different pronounceable strategies, including
the “ProSemPass” scheme; however, on the basis of the find-
ings, the author recommended the use of a passphrase instead
of the proposed approach because it promises better usability
and security standards [47].

5) Persuasive Text Passwords (PTP): PTP is a user-chosen
text password system with a random guideline to create a
secure password. It is based on selecting one word, whose
security will be enhanced by the system by placing a few
randomly selected characters at randomly assigned positions
[48]. For instance, users can select the word “security”, and the
PTP system will generate random changes, such as inserting
or replacing the characters as “use>curity”. Users can shuffle
for repositioning characters until they are persuaded with a
memorable password. However, the PTP does not deliver a
high security level, particular after insertion, because PTP does
not assess the password’s strength [49].

6) Recognition-based Textual Passwords (Human Memory
and Words Memorability): The human capacity to memo-
rize large amounts of information is limited. Psychological
researchers have discussed how the human brain works and
how to exploit its features to transfer data from the short- to
the long-term memory [50]. In 1956, Miller argued the range
of items that individuals can hold for the short-term memory
is approximately seven [S1]. Different strategies explain how
human memory pays attention to information through a hu-
man’s five senses (sight, hearing, taste, smell, and touch) and is
transferred from the sensory register to the short-term memory.
Moreover, with rehearsal the information will be transferred to
the long-term memory [52]. The capacity of the human brain
to store words for a long period differs from person to person,
but the stimulus to the human memory has a critical role in
how information is effectively stored and retrieved [53]. In
general, the major factors in the English language that have a
direct impact on the memorability rate are as follows:

e Word Frequency: Several research studies have examined
the memorability of high-frequency (HF) or common
words versus low-frequency (LF) or uncommon words
and found that the HF-word versus the LF-word memo-
rability is complex and depends on many aspects, such
as recall versus recognition, word familiarity, task nature,
mixed lists, pure lists and subsequent memory [54].

e Concreteness and imageability: Concrete words are words

that “refer to tangible objects, materials, or persons and
can be easily perceived with the senses” and thus, stim-
ulate the mental image [55].

e Valence: This belongs to emotional words, which are
divided into two main categories: attractiveness/‘‘good”-
ness (positive valence) or averseness/“bad”’-ness (negative
valence) of an object, circumstance, or event [56].

e Arousal: Arousal is related to the personal experience
of feelings (emotion words), including tension and high
energy [57].

Word memorability in education is complex because vari-
ous physiological factors play a role, such as individual mem-
ory capacity, culture, and age [58]. In authentication systems,
the English words are established with different strategies as
compared to the learning criteria as follows:

1) Recall or recognition strategy

2) Word-generated methodology: user-generated, system-
generated, or both

3) Grid design (word presentation)

4) Word type

5) Word structure (phrase, semantic meaning, etc.)

Previous researchers have attempted to implement a recog-
nition mechanism for different types of passwords to enhance
their retrieval performance. A majority of the authentication
systems based on recognition methods used graphical pass-
words to leverage human memory through visual information
(images) [59], as discussed in Section 2.2. In contrast, the
recognition approach has been used with English words but
has still not yet been fully investigated. Word recognition
passwords are a relatively challenging area of authentication
systems because they are a less common form of authentica-
tion. They typically require the users to select specific words
as passwords, which can be easier to memorize than complex
text-based passwords. In the last decade, several studies have
examined the recognition of words with different types of
passwords, as shown in Table II.

7) User-Chosen vs. System-Assigned Passwords: User-
chosen passwords are vulnerable to various attacks because
users tend to create easy passwords to remember with pre-
dictable patterns [64]. Most websites force their users to
create passwords conforming to specific policies; however,
these policies are not sufficiently effective to generate se-
cure passwords [65]. Extant research has proven that users
have a misconception about creating strong passwords for
various reasons, such as using common keyboard patterns,
words, phrases, or personal information [66]. To partially
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TABLE II. USABILITY AND SECURITY OF RECOGNITION OF TEXTUAL PASSWORDS

Recognition-Based Textual Passwords

Source Condition Memorability Security ts/Limitations
Study system-generated » 4 words o . )
[20] (@) recall password - recognition passphrase > recall out of 156 Som_e participants commented_ that thglr pa‘sﬁsphraf’e did
(b) recall passphrase passphrase, letter, password (29.14 bits) EOt mclgde a yerb or s(emantl(i meaning ( Fhroat ~and
(¢) recognition passphrase - letter recall > passphrase recall tongue”), which negatively affected the retrieval of the
correct password.
Recognition method has significantly fewer password
resets than word recall.
Takes a long time to log in because the GUI contains
six groups of words.
Study system-generated recognition ) ) 5 words out .
[18] (a) objects - objects > image and words of 48 (27.9 No ba}ance exists bereen word types presented to
(b) image - words = image bits) users in the registration phase (adjectives less than
(c) words other types).
Word set contains words with the same first letters,
which might confuse users in long-term memory such
as “Camp” and “Lamp”.
Memorizing time for words is less than that for objects
and significantly less than that for images.
Study system-generated A 3 words out B o o
[60] (8) recognition nouns - téxt—based password > recogni- of 104 (20.1 Noun recognition has s1gmﬁcantl}f sh_orter login times
(b) text-based password tion nouns bits) on a mobile and a comparable login time on a desktop
computer than text-based passwords.
Study 6 words out
[61] (a) self-selection of system- - self-selection of  generated of 20 or 100 The dictionary used contains a majority of uncommon
generated recognition system passphrase > (25.93 to words; thus, it is not applicable to users with different
passphrase system-generated  recognition 39.86 bits) backgrounds.
(b) system-generated recognition passphrase The experiment was not conducted in a controlled
passphrase environment such as a lab.
Typing the recognized words slightly reduces the suc-
cessful login rate.
Study 4 words or
[19] (a) self-selection of system- - recognition nouns and more out of The login time for noun recall is less than that
generated recognition nouns passphrase > recall nouns 26 words for recognition. The login time for a recognition
with pure recall nouns and passphrase (18.8 bits) passphrase is almost similar to that for a recall
(b) self-selection of system- - recognition and recall passphrase.
generated recognition passphrase > recognition Words with the same categorization such as “YouTube”
passphrase with pure recall and recall nouns and “Facebook” confuse users to log in successfully.
passphrase Word set with words with almost the same first letters
such as “store” and “story” negatively affects the
participants’ retrieval of the correct password. Also, the
Unmeaningful structure of passphrases has a negative
impact on memorability.
Study 4 words
[62] (a) user-selection passphrase - passphrase >  conventional (crossword Takes a long time to log in than a conventional pass-
(b) conventional password password puzzle with word.
625 cells) Is a complex approach and needs more training for
users to accomplish the authentication process.
Is invulnerable to several attacks such as dictionary at-
tacks, brute-force attacks, and shoulder surfing attacks.
Study system-assigned recognition words out of
[21] (a) nouns - nouns with verbal and spatial | 80 (20 bits) ;Fhe Felgistrcalnion t:irll)le for nouns W;‘:h veirszl' al?d n(})lun
: cues > nouns spatial and verbal) cues is significantly higher than
?;; 22322 “\:itﬂlvszl;;;lczensd spatial - nouns with (verbal and spatial) that for nouns.
cues cues > nouns with verbal The login time for nouns and nouns with (spatial and
verbal) cues is significantly less than that for nouns
with verbal cues.
Nouns with verbal cues have a significantly higher
login rate than just nouns.
There is no significant difference in the memorability
rate between nouns with verbal cues, 94.23 %, and
nouns with (spatial and verbal) cues, 96.15 %.
Study system-assigned passphrases » 4 words out ) ) B A )
[63] (a) CC-SP is a condition with train- - CC-SP > all conditions of 128 (28 This study is based on Implicit learAmngA tf{chmques
ing features (fixed location of bits) such as Contextuql C}lftlng an::‘i semantic prlmmg'
the words, repetition, exposure o CC-SP method significantly improves the usability of
time, and/or the words with se- syztelm—‘assi‘gned passphrases, in terms of recall rates
. . and login time.
(b 222?‘;0?;322;2;&10“5 e [t includes different training sessions.
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cover weak password patterns, several companies have sug-
gested password meters to determine whether the created
password is strong, but the results of popular website meters
have revealed many weak passwords as very strong [67].
The final goal of password meters has not comprehensively
solved the problem of creating a strong password. However,
a system-assigned password has been proposed as a solution
to the security issue of user-chosen passwords. Different
studies have reported that randomly assigned passwords are
secure but difficult to remember [68]. Moreover, another
study has proven a significantly low memorability rate of
system-assigned passphrases than that of user-generated and
mnemonic-guided passphrases [43]. A systemic review arti-
cle of different composition strategies of textual passwords
includes text-based, pronounceable, mnemonic, passphrase,
system, and user-generated passwords; thus, user-generated
passwords are more memorable than system-generated pass-
words [69]. Additional research attempted to reach a com-
promise between user-chosen and system-assigned passwords
by applying a PTP approach, which requires users to select a
password and then the system will perform some modifications
to the actual password, as discussed in Section 2.1.5, but the
study was not conducted for several sessions that evaluate
the memorability rate. Overall, a recent psychological study
proved that self-generated passphrases have fewer cognitive
load stressors on the working memory than system-generated
passphrases [70].

B. Graphical Passwords

Graphical passwords were proposed by Blonder in 1991
and are presented in a certain visual format (as opposed
to the text password format). Humans remember pictures
better than text, so graphical authentication passwords are
possible alternatives to text-based passwords [71]. Graphical
passwords have been categorized into four main schemes:
drawmetric (pure-recall-based), locimetric (cued-recall-based),
cognometric (recognition-based), and hybrid [72]. In general,
graphical password systems have various usability and security
advantages such as being easy to remember and difficult
to guess, higher security level, being human-friendly, and
mitigating dictionary attacks; however, they are vulnerable to
shoulder-surfing attacks and brute-force attacks (which reduce
the common areas in the images) [73].

1) Drawmetric (Pure-Recall-Based) and Locimetric (Cued-
Recall-Based): The recall graphical password is divided into
pure and cued recall-based methods [74]. The pure recall
technique is called drawmetric; users generate their passwords
without any clues to remember these passwords. It mainly
depends on drawing a secret on a blank canvas or a grid as
a simple picture, such as Draw a Secret Algorithm (DAS)
Fig. 2(a) and Background Draw a Secret (BDAS) Fig. 2(b)
[75]. The users must draw their secrets in an exact manner,
which would require help remembering the exact stroke order
[76]. These methods have a memorability range of 50% —80%
[77]; however, they have less password space and no resistance
against shoulder-surfing attacks [78].

The cued-recall-based graphical password, also known as
locimetric, is based on displaying an image to the users to
choose different points on it [75]. The most common schemes
of cued recall are blonder and pass-point. Users are required
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(b) BDAS

Fig. 2. Draw a secret algorithm.

in the login phase to select the same regions in a specific
order, as shown in Fig. 3(a) [79]. The blonder method resists
brute-force attacks because it contains millions of regions that
can be selected as passwords [80]. Nevertheless, the main
disadvantage of this method is that users cannot arbitrarily
click on the background [78], [81]. Another mechanism called
pass-point was proposed to overcome the limitation of the
blonder method [82]. It allows users to select any natural image
sufficiently rich to have many possible click points, which
would be a hint for the users to remember their click points,
as shown in Fig. 3(b) [83].

401 400
ﬁ'|
o
o
{; -7/
e 1 Pl
-

401

(a) Bolnder

(b) Pass-point

Fig. 3. Blonder and pass-point method.

2) Cognometric (recognition-based): A recognition-based
graphical password scheme creates a platform for the user
that contains visual passwords, and the user can select some
of them as a password [18], [84]. Several image formats
have been proposed for this recognition-based scheme: faces,
random art pictures, icons, and daily objects [85]. Passfaces
is a common method that uses human faces as a verification
tool for the authentication procedure [86]. Passface is very
memorable for a long period, but it is somehow predictable
and vulnerable to a variety of attacks, as a majority of the
users tend to select a person’s face on the basis of apparent
behavioral patterns, as shown in Fig. 4(a) [87]. Another version
of Passface was proposed called S-Passface, which is based
on replacing some characters by entering random characters
corresponding to each face instead of selecting the face by
the mouse, as shown in Fig. 4(b). Therefore, S-Passface is
100% resistant to shoulder surfing as compared to the original
Passface version, but the security improvement has decreased
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some of the usability features [88].

(b) S-Passface

(a) Passface

Fig. 4. Passfaces authentication systems.

Furthermore, other common recognition-based methods,
Déja Vu and story, are based on recognizing images with
different principles. Déja Vu is an algorithm that uses the
technology of hash visualization of the images, as shown
in Fig. 5(a) [89]. This approach showed that 90% of the
participants succeeded in the authentication by using this
technique, while only 70% succeeded by using text-based
passwords [90]. The main disadvantage of this technique is that
it takes a long time to log in because storing a large number of
pictures causes a delay in transferring over the network, thus
delaying the authentication process [79]. The story mechanism
is comparable to the Passfaces method; it presents images of
places, people, or everyday objects, as shown in Fig. 5(b).
Users are instructed to mentally create linked images as a
story to quickly and easily remember their passwords. The
memorability result revealed that from 236 failed attempts,
more than 75% were correct pictures in a wrong order [91].
Moreover, this scheme suffers from guessing and shoulder-
surfing attacks [78].

(a) Déja Vu algorithm

(b) Story

Fig. 5. Déja Vu and story schemes.

3) Hybrid Schemes: A hybrid scheme combines two or
more different types of graphical passwords or other authenti-
cation techniques for usability and security improvement [92].
According to recent studies, hybrid techniques can be classi-

Vol. 14, No. 5, 2023

fied into two categories: hybrid systems with only graphical
password methods[72] and a hybrid system with a graphical
and textual password [93]. Recent studies have combined
recognition-based and cued-recall-based graphical passwords
with images and drawn a pattern, as shown in Fig. 6(a) [94].

Moreover, the Passface scheme has been combined with
traditional text passwords, as shown in Fig. 6(b) [95]. The
hybrid system is utilized to overcome the limitations of
graphical password schemes by creating a new system that
provides a robust authentication system against spyware and
shoulder-surfing attacks [96]. A recent study comprehensively
deliberated hybrid graphical passwords’ security levels and
compared them with other graphical password systems against
different attacks; thus, revealing that they had a high level
of security against shoulder-surface attacks but were still
vulnerable to the others [78]. However, the hybrid graphical
password can provide an additional layer of security, but it
could also be complex and require users to spend more time
creating and entering their passwords [97]. It is critical to
consider interaction while creating a hybrid graphical password
system to maximize the system’s effectiveness [98].

(b) PassFace with text

(a) Image pattern

Fig. 6. Hybrid authentication system.

III. COMPARATIVE ANALYSIS OF KNOWLEDGE-BASED
PASSWORDS, TOKENS, AND BIOMETRICS

An alternative solution has been discussed to overcome
the security issue of a knowledge-based password, which are
tokens and biometrics. A token password is a widely used
authentication mechanism that enables users to access website
resources by verifying their identity by submitting a token
produced for one-time use only [99]. However, it primarily
depends on third-party providers to produce tokens or one-time
passwords, which makes them susceptible to the man-in-the-
middle attack [100]. Moreover, researchers have reported that
token passwords have a safety issue: time wastage and delays
before accessing services [101]. Additionally, losing the token
devices and lengthy authentication time are the main issues
of this technique [102]. Thus, token passwords have a high
computational cost and are expensive to implement [103].

Biometric passwords are based on people’s unique behav-
ioral and physiological characteristics and use these features
as a password by using different technologies [104]. Recent
studies have indicated that biometric passwords provide better
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security than most of the other password types [105]. Never-
theless, biometric passwords are expensive to establish because
they need high-quality devices and have a high complexity of
implementation [106]. There is another concern about biomet-
ric methods, which is that no person can regulate the biometric
differences caused by injury or aging [107]. The biggest
security concern of biometric passwords is deceiving a security
system by using copied or fake information [108]. These
disadvantages of biometric methods reduce their efficiency as
compared to the other types of passwords.

The knowledge-based password still provides extendable
usability and security features. It can be comparable to the
token and biometrics security levels with respect to mitigating
most of the usability issues and security threats [1], [109].
Textual passwords are relatively still the most usable passwords
because their ease of use, lack of hardware required, and
less required storage [110]. A comparison of textual pass-
words with graphical passwords revealed a huge difference
in the storage space and time consumption to login [98].
Furthermore, the shoulder-surfing attack is the most pressing
security concern of graphical passwords because of their visual
interface [76]. Regarding the storage problem of graphical
passwords, a colored image requires a storage space of around
23.98 MB, which is significantly higher than that required
by textual passwords with eight characters (57 bits) [111].
The huge size of images of graphical passwords lead to the
maximization of the network latency [112]. Increasing the
data transmission over the network costs more because of the
complex computation and communication [113]. Furthermore,
graphical passwords have an issue with communication speed
as compared to textual passwords because of the picture sizes,
long configuration size of registration and logging in, as well
as the complexity of the encryption process [114]. Overall,
graphical passwords are more expensive than textual passwords
because they require large storage space to store a large number
of images [115].

IV. OPEN CHALLENGE AND FUTURE TRENDS

Authentication systems typically involve different types
of credentials, such as tokens, biometrics, textual passwords,
or graphical passwords. The main challenges with these sys-
tems are related to security, usability, and scalability. Each
authentication method has its strengths and weaknesses, and
organizations need to consider the benefits and drawbacks
of each approach on the basis of their specific needs and
security requirements. Biometrics and tokens offer high secu-
rity, but they are costly and require particular hardware and
software. Furthermore, graphical passwords require a large
storage space to store large numbers of images, which causes
delays in transferring the pictures over the network; therefore,
they are not as widely used as textual passwords. Textual
passwords are the most common type of passwords used
and are regularly required to encounter certain complexity
requirements. Recently, companies and government sectors
(Microsoft, Canadian Government, FBI, etc.) have encouraged
users to create long passphrases with the same complexity as
traditional passwords to enhance security and memorability.
The biggest challenge of using a long passphrase with policies
as the password is the typographical errors, particularly when
people need to gain experience with English as a primary
language. Therefore, increasing the length of the password
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or passphrase helps to increase the security level, but it will
make it difficult for users to login successfully. The future
trend is establishing user-chosen recognition textual passwords
with a high memorability rate and mitigating common attacks.
This approach will be the alternated scheme for textual and
graphical password schemes. It can solve several issues related
to recall textual passwords such as memorization burden, lack
of diversity, reuse across multiple accounts, and difficulty
of password creation. Moreover, it does not require high
storage space, complex implementation, and high load over
the network (causing delay to login) as a graphical password
scheme.

The main novelty of this paper was that specify the limi-
tations of previous studies of recognition of textual passwords
to establish a new strategy that is more competitive with other
textual and graphical password, as shown in Table II. The
majority of prior research on the recognition of textual pass-
words is based on system generated approach which results in
several drawbacks. Firstly, a recent study stated that system-
assigned recognition words have low memorability rates and
need spatial cues (pictures) to improve word memorability;
thus, they require considerable storage space, which will be
costly and delay the login process [21]. Secondly, this approach
needs more training to enhance password retrieval performance
[63]. Finally, the word selection is limited between 4 and 5
words which cause a low password space as shown in Table II.
There are different strategies that can be applied to user-chosen
recognition textual passwords to enhance the usability and
security level by applying a hybrid system that combines user-
chosen recognition textual passwords with recall techniques or
using cued recall strategies.
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