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Abstract—The convergence of farming with cutting-edge 

technologies, like the Internet of Things (IoT), has led to the 

emergence of a smart farming revolution. IoT facilitates the 

interconnection of numerous devices across different agricultural 

ecosystems, enabling automation and ultimately enhancing the 

efficiency and quality of production. However, the 

implementation of IoT entails an array of potential risks. The 

accelerated adoption of IoT in the domain of smart farming has 

amplified the existing cybersecurity concerns, specifically those 

pertaining to access control. In extensive IoT environments that 

require scalability, the conventional centralized access control 

system is insufficient. Therefore, to address these gaps, we 

propose a novel decentralized access control framework. The 

framework applies blockchain technology as the decentralization 

approach with smart contract application focuses on the 

application scenario in smart farming to protect and secure IoT 

devices from unauthorised access by anomalous entities. The 

proposed framework adopted attribute-based access control 

(ABAC) and role-based access control (RBAC) to establish access 

rules and access permissions for IoT. The framework is validated 

via simulation to determine the price of gas consumption when 

executing smart contracts to retrieve attributes, roles and access 

rules between three smart contracts and provide the baseline 

value for future research references. Thus, this paper offers 

valuable insight into ongoing research on decentralized access 

control for IoT security to protect and secure IoT resources in 

the smart farming environment. 

Keywords—Access control; role-based access control; attribute-

based access control; blockchain technology; internet of things; 
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I. INTRODUCTION 

The integration of the Internet of Things (IoT) technology 
into smart farming infrastructure has the potential to 
revolutionize the agricultural industry by enabling the 
collection and analysis of vast amounts of data from various 
sources such as sensors, drones, and cameras. IoT technology 
can provide real-time information on farm operations, 
allowing farmers to remotely monitor and control equipment 
and make data-driven decisions for fast response to issues,  
minimize impact and reduce costs [1]. However, the adoption 
of IoT devices in smart farming also presents several 
challenges that need to be addressed. One of the primary 
concerns is the risk of IoT security, which arises due to the use 
of numerous heterogeneous devices in the system. Another 
critical issue is the management of resources, which can 
become complex and require a high level of coordination and 
integration. Furthermore, as smart farming systems grow in 

size and complexity, scalability becomes an increasingly 
important factor that must be considered[2],[3],[4]. Thus, to 
address the challenges posed by the adoption of IoT devices in 
smart farming, it is crucially needed for the enhancement of 
access control to ensure authorized access will be granted to 
legitimate devices while also being scalable to accommodate 
future expansion. An effective access control system can help 
mitigate the risks associated with IoT security and improve the 
overall scalability and management of resources in smart 
farming systems. Nevertheless, conventional centralised 
access control has brought about several problems and 
remains as a complicated issue since it includes single point of 
failure and incapability of addressing dynamic and diverse 
access control requirements for future IoT ecosystems [5] [6]. 
Therefore, the new framework must be designed with the aim 
of shifting from a centralised approach to a decentralised 
approach for eliminating trusted third parties in access control 
and achieving optimum management of IoT resources.  Thus, 
this paper proposes a decentralisation approach using 
blockchain technology as a suitable solution since it provides 
an open, transparent and distributed ledger without the need 
for a third party [7]. It also has strong security features for 
securing IoT resources in the form of hashing ledger which 
guarantees high system reliability and integrity. This paper is 
structured as follows. Section II describes the background 
study including the IoT infrastructure, security issues, access 
control, blockchain smart contract and its application in smart 
farming. Section III highlights the related works to this study. 
Section IV discussed the proposed decentralised access 
control framework for IoT security enhancement using 
blockchain technology.  Section V describes the evaluation 
procedure. Section VI presents the contribution for this work 
and Section VII discusses the conclusion for this study. 

II. BACKGROUND STUDY 

According to the United Nations (UN), population growth 
is steadily increasing along with food consumption and 
production demands, which are anticipated to increase up to 
70% by 2050 [10]. To fulfil these demands, conventional 
agriculture must shift to smart farming which combines 
internet connection and modern technology like IoT. This will 
provide numerous benefits, including accurate data collection 
for data-assisted decision-making [11], [12]. Such a scenario 
will enable remote monitoring, thereby contributing to the 
reduction of production costs. This will lead to efficient and 
sustainable agricultural production that is more demand-
oriented and resource-efficient. 
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A. IoT Architecture and Security Issues in Smart Farming 

In smart farming, the integration of IoT sensors with any 
farm equipment and machinery for monitoring temperature, 
humidity, pressure, etc., will enable systematic data collection. 
The data can be remotely sent from different locations to a 
centre for monitoring and decision-making. These devices and 
sensors have their roles to play according to the different 
techniques used, their functionality and implementation, 
which can help farmers provide information in real-time. 
Farming techniques can be improved based on the collected 
information [13]. For instance, the roles include crop 
management, water management, soil management, livestock 
management, smart greenhouses and agriculture drones[11]. 
Smart irrigation systems, for instance, use temperature and 
soil sensors to maintain and control water wastage as well as 
to improve crop quality by monitoring the humidity of the soil 
and only watering at the right time. Thus, the management of 
heterogeneous IoT devices and sensors must be efficient and 
reliable. 

The IoT architecture illustrated in Fig. 1 displays the key 
layers in smart farming, which are: the physical layer, the 
network layer, the edge or fog layer and the application layer. 
The physical layer can be any type of device (such as 
actuators and sensors) connected to the IoT network. The 
network layer is responsible for data transmission from the 
physical layer to the data processing system. The 
data transmission may use any wired or wireless device, such 
as a router, access points, 4G or 5G network, Wi-Fi, 
Bluetooth, etc. The network layer has a high possibility of 
security flaws if there is connectivity via the internet. The 
probable attacks (such as identity theft, bullying or 
controlling/hacking) can be countered by implementing 
identity management and encryption schemes [14]. The next 
layer is the edge or fog layer consisting of various resources 
with computer processing capabilities. This layer can store a 
small amount of data and process that data. It can also be used 
for decision-making and security features. The edge or fog 
layer includes the in-out interface and the gateway used to 
manage the entire collected data from the sensor without 
transmitting it to the cloud. The application layer is the 
communication protocol and interface that provide services to 
users and data visualisation from the sensor network. 

It is important to protect and safeguard connected devices 
in the IoT environment [2]. According to [14], the security 
protocols that should be applied in smart farming IoT security 
solutions are access control, authentication, firewall, anomaly 
detection system and cryptography. However, before applying 
those security protocols, we must address the security issues 
and potential attacks in each layer of smart farming. Study 
[15] has developed various security protocols and arranged 
them into different categories (access control protocols, 
authentication protocols, key management protocols and 
intrusion detection protocols) to support various IoT 
applications that suffer from possible attacks. 

 

Fig. 1. Smart farming architecture. 

Access control must be implemented to facilitate the 
process of data transfer in the physical layer. However, in IoT 
environment, security protocols (such as secure public key-
based authentication and cryptography) are not suitable due to 
high computational power and storage capacity requirements 
[4]. Gupta et al. (2020) stated that edge layers may contain 
major security issues due to IoT devices and sensors that do 
not have their own security. This makes it easy for attackers to 
gain remote access to the system via unauthorised access, 
booting, flooding and signature wrapping. In the application 
layer, attacks have been categorised into two types: software 
attacks and encryption-based attacks. Software attacks 
generally use malicious software agents to acquire 
authentication credentials of users [14]. Encryption-based 
attacks apply extensive attacks to exploit the cryptographic 
protocols and mathematical models. Table I provides a 
summary of possible security attacks and issues in smart 
farming, along with the proposed countermeasure. In Table I, 
the type of attack is categorised according to the layers in the 
smart farming architecture. 
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TABLE I.  SECURITY ATTACKS AND COUNTERMEASURES ACCORDING TO 

LAYERS 

Layer Security goals Security attacks Countermeasure 

Application 

Availability, 

Non-

Repudiation, 
Privacy [17], 

Accountability 

and Integrity 
[2] 

Data thefts, Sniffing, 

Access Control [4], 

[14] [17], Phishing 
attack, Malicious 

scripts, Deny 

services [4],  
reprogram attacks 

[17], Channel 

interference, 
DoS/DDoS,  

Cyberagroterrorism 

[2], Malicious Code 
Injection Attack, 

tempering privacy 
[14] 

 

Access control, 
data encryption 

(cryptography and 

non-liner key 
encryption), 

Authentication, 

anti-virus, anti-
spyware, firewall 

and ACLs [14] 

Edge/Fog 

Integrity, 
Authenticity, 

Confidentiality  

[17], [2] 

Man-in-the-middle, 

Booting 
vulnerabilities, 

Unauthorised access, 

Signature wrapping, 
Forged control for 

actuators, Gateway-

cloud request 
forgery, Forged 

measure injection 
[4], Flooding [16], 

cloud malware 

injection, SQL 
injection, Storage 

attacks, Side-channel 

attacks, Sybil 
Impersonation, 

Replay Session 

Hijacking [2], 
Interception of node 

communication [7] 

 

Authentication, 
IDS, Anomaly 

detection system,  

access control [4] 

Network 
Availability [2], 
Confidentiality 

[14] 

DoS/DDoS, Data 

transit attacks, 
Routing attacks, 

Autonomous system 
disruption, Signal 

disruptions [4], 

wormhole attack, 
traffic attack, 

jamming attack [18] 

Identity 

management, 
encryption 

schemes, data 
privacy, 

authentication, 

hello flood 
detection, routing 

protocol 

Physical 
Confidentiality 
[2] 

Random sensor 

incidents, 
Autonomous system 

hijacking, optical 

deformation, 
Irregular 

measurement, Sensor 

weakening, Node 
capture, Fake node,  

Sleep deprivation 
[4], social 

engineering, 

jamming attack [18],  
eavesdropping, 

malicious code 

injection [18], 
Facility damage [7] 

Data privacy, 

secure booting, 
data integrity, risk 

assessment, 
device 

authentication, 

secure physical 
design 

B. Access Control in IoT 

The basic element of access control is the ability of the 
subject and object to perform an action that includes 
interaction in the right manner [19]. In the IoT environment, 
access control plays a crucial role in ensuring that all 
resources, including actuators and devices, are protected using 
selective restrictions that control access to IoT devices [20]. 
The object is defined as the system resource that contains or 
stores information on IoT devices, sensors, directories, 
programs, etc. An object is secured by a set of access policies 
consisting of conditions and requirements for an object’s 
access to be granted. The subject can be defined as an entity 
(users or systems) that is capable of accessing an object. A 
subject must prove that it satisfies an access policy of a 
requested object before access is granted. 

According to [21], four design components must be 
addressed based on the current access control problem in the 
IoT environment. Meanwhile, several approaches have been 
proposed for managing access control and associated privilege 
according to their access level in IoT systems [22], [23], [24], 
[25],[26],[27]. Discretionary Access Control (DAC), 
Mandatory Access Control (MAC), ABAC and RBAC are the 
most conventional models used in smart farming. Based on the 
literature, two commonly employed access control 
mechanisms for IoT are RBAC and ABAC due to their strong 
features and flexibility in supporting the IoT environment 
[28], [29], [30], [31], [32], [33], [34], [35]. 

1) Basic concepts, advantages and disadvantages of the 

ABAC model: ABAC uses pre-defined policies for access 

permission. The policies consist of three attributes: subject, 

object and environment [8], [30]. The attributes are used to 

authorise access permission with specified access policies 

using a target function that determines whether or not 

sufficient privileges are present for access[36]. Specific access 

policies with selected attributes must have good management 

[32]. 

The advantages of ABAC include the flexibility of policies 
based on changing dynamic attributes, such as location and 
time. With its flexibility and scalability, the ABAC model is 
more suitable for access control in IoT [32], [34], [36], [37], 
[38]. In addition, the use of access control marker language 
(XACML) as an extension of ABAC can be expressed as 
logical-based policies to define valid authorised access [21]. 
However, the drawback of XACML is the extensible markup 
language (XML), which makes it unsuitable for constrained 
devices, such as IoT applications. In ABAC, all attributes that 
have been defined must be managed and distributed to the 
right user for effective access management [32]. It can be a 
problem for IoT devices with less storage and computing 
power when the number of attributes and the number of users 
increase. 

2) Basic concepts, advantages and disadvantages of the 

RBAC model: In RBAC, access control is based on the roles of 

subjects within an organisation who give permission. By 

associating the user with its roles and access permissions (e.g., 

read, write and execute), the roles are set to be active. They 
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can be structured in hierarchal order where senior roles are 

more powerful and have more permission for access as 

compared to junior roles. Another important aspect of RBAC 

is constrained enforcement. A constraint can be applied at 

either the system level or the application level. Restrictions to 

RBAC states with or without being event triggered are known 

as invariant and precondition. These two restrictions are used 

as conditions when a role is assigned to a user in a user-role 

assignment and permission is assigned to a role in a 

permission-role assignment. 

The advantages of RBAC are: a) the user can access 
resources based on the achieved tasks under suitable access 
mode and b) it is easier for the system administrator to 
redefine permissions for each user separately according to 
their roles [8]. The disadvantage of the RBAC mechanism is 
the inability to differentiate its role [28], leading to role-
permission explosion problems in situations where the 
service-providing entities are unable to allow access 
permission to the user-role assignments of the role-providing 
entities due to a large number of objects [8]. Research [39] 
stated that service-providing entities must use an alternative to 
confirm if an unknown guest legitimately owns a certain role. 
The authors in [30] also noted that the disadvantages of the 
RBAC system are its lack of flexibility in adapting to 
changing users, maintain user-to-role assignment and role-to-
permission assignments for dynamic applications or large-
scale applications with a significant number of users or 
objects. 

In summary, IoT has various limitations, including 
resource constraints, that prevent IoT from handling 
operations that require high computational power including 
managing complex access control [40], [41].  In [42], the 
authors use a combination of RBAC and ABAC models in the 
centralised environment. The authors proposed to divide the 
permissions assigned to a role according to their access 
actions. However, most research had proposed centralised 
decisions which can lead to the central point of failure and 
limited resources of IoT devices [43],[40]. Thus, the 
decentralised approach is more suitable for large-scale IoT 
environments. 

C. Blockchain and Smart Contracts 

Blockchain is formally described as a digital, decentralised 
and distributed ledger that communicates transactions or 
sensitive data without trusted third parties, removing 
centralised authority and intermediaries, and enabling two 
parties to communicate and conduct business quickly, securely 
and reliably [44]. This technology is different from the 
traditional system where the conventional approach is 
centralised. The structure of chain in blockchain is shown in 
Fig. 2. 

In contrast, the blockchain system implements a 
decentralised system with many possible physically scattered 
nodes [45]. Blockchain also has strong security features for 
securing IoT resources in the form of hashing ledger which 
guarantees high system trustworthiness and integrity [32]. 
Based on the literature, blockchain has various unique 
characteristics such as decentralisation, transparency, 
autonomy, security, immutability, traceability, integrity and 
programmability [46]. Due to blockchain’s characteristics, its 
application is relevant for access control in smart farming 
since complex approaches are required.  In the meantime, for a 
successful transaction on a blockchain network, verification is 
required through a consensus algorithm to reach an agreement 
on the transaction or a smart contract between two parties. The 
adoption of a consensus mechanism is dependent on the types 
of networks and the roles of nodes. Blockchain networks can 
be public or private networks [47], and the roles can be 
permissionless and permissioned. In permissioned or private 
networks, only invited nodes can participate in the network. 
The nodes will be divided and assigned to their roles. Only the 
selector miner node can perform transactions [48]. 

Meanwhile, smart contracts are self-executing contracts in 
which the terms of an arrangement between two parties are 
expressed in computer codes. When the requirements of a 
smart contract are met, it will self-execute to a blockchain, 
removing the need for trusted third parties [49]. According to 
[50], smart contracts are one solution that responds to the 
transaction sent by a user. The transactions use code logic 
which is the Solidity language [51]. Once users agree to the 
agreement based on the contract, this code logic will be 
incorporated into the blockchain network and all users in the 
network will have copies of the contract. 

 

Fig. 2. The chain in blockchain.
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III. RELATED WORKS 

This section presents the most relevant literature related to 
our study and proposes a solution for access control in the IoT 
environment. Table II displays several existing solutions with 
a list of required elements for developing access control 
solutions in the IoT environment. The researchers in [52] 
proposed RBAC as a strategy for device management by 
considering the limited user access strategy and protecting the 
IoT network using Software-Defined Networking (SDN). The 
proposed study was able to manage network flow and provide 
dynamic access control when the access network rule needed 
to change. This proposal can overcome the problem of 
unauthorised device in the system by authenticating the server 
and providing information, such as a network device and 
network identification, to detect malicious activity. However, 
this proposal requires a system administrator to carefully 
manage user access control and network rule exposed to the 
risk of vulnerabilities due to careless configuration. The study 
[53] proposed a framework by using event-based solutions for 
access control mechanisms in an IoT environment. To handle 
the event process, the authors employed a processing module 
as a policy module for managing and controlling the 
movement of event operators and calculating data to prevent 
starvation of resources during the computation process. 

Researchers also suggested combining the access control 
model and blockchain since blockchain has been widely used 
in several domains for promoting decentralisation, dynamic 
access control and tamper-proof [54]. ABAC was proposed to 
be the access control model with advantages such as 
scalability and flexibility for securing and protecting IoT 
resources with excellent features. The research [55] suggested 
a Policy chain integrated blockchain-based ABAC framework 
to address the problem of securing shared resources in 
decentralisation. In this framework, the authors utilised the 
JSON + Script format as the policy expression and devised 
new ways to apply policies using “script interpreter”. The 
interpreter was constructed according to three evaluations: 
evalScript, evalRule and evalPolicy as well as a consensus 
protocol for executing decisions faster. The research proposes 
that off-chain resources can be accessed by IoT devices using 
the pre-determined on-chain policy. The authors used 
consortium blockchain and two different nodes: full nodes and 
lightweight nodes. It was noted that the consensus algorithm 
can be used for validating and storing transactions in full 
nodes. The synchronisation of current state networks was 
accomplished in light nodes. 

TABLE II.  COMPARISON OF EXISTING SOLUTION ACCESS CONTROL IN IOT ENVIRONMENT 
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[34] / / X / / / D ABAC IoT 

[56] / / X / / / D ABAC IoT 

[52] X / X / / X C RBAC IoT 

[21] X X X / / X C ABAC IoT 

[60] X / / / / / P ABAC, RBAC, CBAC Health-care (IoT) 

[55] X / X / / / P ABAC/ XACML IoT-ICS 

[61] / / X / / / D CapBAC, ABAC IoT 

[62] / / X / / X D N/A IoT 

[58] / / X / X / D ABAC Data sharing in IoT 

[59] N/A / X X / / D N/A IoT 

[8] X X X / / / C ABAC, RBAC Multi-domain 

[53] X / X / / N/A C EBAC IoT 
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Similarly, [56] proposed an access control framework 
based on the blockchain technology suitable for heterogenous 
IoT by evaluating attributes, operations and environments 
according to requests. In this proposal, the researchers used 
four smart contracts for executing access control mechanisms: 
access control contract (ACC), subject contract (SC), object 
contract (OC) and multiple policy contracts (PCs). They 
ensure security and flexible access control in the IoT 
environment. The authors also utilised trust management for 
detection and evaluation of malicious behaviour from other 
devices. The authors [34] stated that the protection of critical 
resources in IoT can be done by replacing conventional 
centralised access control, which is insufficient in large-scale 
IoT environments. They suggested the Attribute-Based 
Distributed Access Control (ADAC) with a smart contract 
system. ADAC was proposed to manage and access attributes 
of IoT devices by using three smart contracts: ACC, OC and 
multiple PC. ADAC development was inspired by the ABAC 
model which can determine authorised users based on subject 
attribute, object attribute, environment attribute and policies. 
The study [57] also offered to solve the single point of failure 
issue by combining Accountable Subgroup Multi-Signature 
(ASM) algorithm with the ABAC model and smart contract 
policy in order to achieve fine-grained and reliable data access 
control. This paper uses access policies to specify whether 
users with certain subject attributes are permitted to perform 
certain actions on data with certain object attributes in a 
certain environment. The access policies consist of Subject 
Attributes Policy (SAP), Object Attribute Policy (OAP), 
Attributes Authorise Policy (AAP), Environment Attributes 
Policy (EAP) and Result. For policies, evaluation is based on 
the required attributes that meet with policy, and the result 
consists of three elements: permit, deny and not applicable. 
ABAC model for IoT-integrated blockchain technology to 
tamper-proof, store the attribute and eliminate a single point of 
failure were utilised in a study. For accessing data, the author 
applied four smart contract mechanisms implemented on the 
Ethereum blockchain: ACC, object attribute management 
contract (OAMC), subject attribute management contract 
(SAMC) and policy management contract (PMC). They are 
responsible for storing and managing access policy 
information that consists of specified actions regarding the 
subject and object which must have their access request 
verified. However, the proposed framework lacks security and 
privacy protection of IoT data due to unauthenticated edge 
nodes which have no access decision at the edge. The 
researchers in [59] proposed the BorderChain application 
which allows IoT owners to authorise selective IoT services 
and devices that permit access at the IoT gateway before 
opening the endpoint to others via smart contracts. After the 
IoT owner grants access, an access token will be generated 
which can be used by legitimate IoT services and users to 
query IoT resources in IoT domains. This solution can 
convince IoT domain owners that the system will only 
authorise IoT requests that they approve. For scalability goals, 
the authors implemented off-chain (outside blockchain) which 
is cheaper and more efficient during the process of signature 
verification mechanism. The study [9] combined elements of 
access control methods, such as ABAC, RBAC and 
Capability-Based Access Control (CBAC), to establish fine-

grained policy decisions in the healthcare environment. This 
framework reduces the number of policies by using the 
attribute to define roles as well as capabilities to provide only 
single attribute expressions that can access multiple resources. 
However, this framework is partially decentralised and stores 
access policy in a single database server based on a policy 
language (XACML) as well as policies generated by 
administrators. The blockchain will only allow if it reaches an 
agreement in the smart contract/consensus algorithm. It was 
also noticed that the development of security policies in access 
control mechanisms can be achieved via smart contracts where 
all users in the blockchain network will acquire a copy of 
policies and store them in blockchain. Flexibility and 
scalability can be achieved when using the combined access 
control model in an IoT environment since it can be utilised in 
heterogeneous IoT devices, further reducing the use of storage 
capacity for storing access policies in IoT devices. 

Based on the literature, we identified that there is 
significant advantage for decentralised access control with 
blockchain technology integrated with the RBAC and ABAC 
models. RBAC can provide strong security by conducting role 
hierarchy and constraints to give permission, whereas ABAC 
is very flexible in granting access permission based on the 
three attributes. Therefore, in this paper, for our framework 
development, we propose the use of blockchain technology as 
a decentralised solution for managing and storing access 
policy information of subject and object that must verify their 
access request. We also utilise smart contracts for the 
automation of access decisions. For access policy 
development, we propose to implement a combination of the 
RBAC and ABAC models as an access control strategy. Our 
proposed framework is aiming to close the gaps for the access 
control focusing on enhancement of security and resource 
management using decentralized IoT mechanism that also 
considers the scalability factor. 

IV. DECENTRALIZED ACCESS CONTROL FRAMEWORK FOR 

IOT SECURITY ENHANCEMENT USING BLOCKCHAIN 

TECHNOLOGY IN SMART FARMING 

This section discusses our proposed decentralised access 
control framework for IoT security enhancement using 
blockchain technology. First, we present an extensive 
overview of our proposed framework, as illustrated in Fig. 3. 
This framework was developed with the primary aim of 
achieving security, while also efficiently managing resources 
and ensuring scalability to cope with the increasing demands 
of smart farming. This framework was developed by adapting 
the FRABAC model where the combination of RBAC and 
ABAC models with user-role permission and attributes are 
employed for the user, admin and resource owner through 
smart contracts [8]. The integration of blockchain and access 
control models is the novel element that can reduce the 
redundancy of several roles and rules of permission. It has a 
unique access without creating or implementing special roles 
or rules reserved for each user/device. This framework can 
help address the role permission explosion or role-explosion 
problems, which have complex role structure (hierarchy) and a 
large number of roles. Most of them have the same access 
permissions. Our framework includes a blockchain-based 
smart contract and P-2-P network. The network consists of 
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IoT node owner, full nodes, lightweight nodes and extra 
lightweight nodes which have their own responsibilities based 
on the ability to execute access control according to 
computing power and storage capacity that considered based 
on smart farming scenario. 

In this framework, we propose the adoption of smart 
contracts for access permission request, access control rule 
management and for verifying the permitted decision by 
fulfilling the requirement of access rules. 

Smart contract is also responsible for updating attributes 
and roles. Access permission provides transparent access 
permission and traceability since all nodes have a copy of the 
smart contract. In FRABAC model there are Access Control 
Contract, Object-Rule Management Contract and Subject-Role 
Management Contract. These three concepts were adopted as 
IoT_ACC, IoT_ORMC and IoT_SRMC in our framework. In 

the smart farming environment, to address heterogeneous IoT 
device authorisation matters, we propose that every device 
must authenticate itself by describing and identifying its own 
credentials including its attributes, such as address name, 
identification number, location and role. Thus, all 
authenticated devices must interact through smart contracts for 
access control execution which contributes to tamper-proof 
access rules. A set of rules was developed to define access 
permission that can be executed by a subject (IoT devices) to 
access the object (resources). This access decision is 
processed by checking the matching rule with the list of all 
attributes that meet the requirement. The rules consist of i) 
identifier role, ii) type of access request, iii) identifier access 
action and iv) the list of attributes. The attributes must have 
the same attribute values in the resource, rs, and the requestor, 
known as IoT devices, u. We defined V as value of attributes 
which can be presented as follows: V rsi(r,att) =V ui(u,att). 

 

Fig. 3. Decentralized access control framework for IoT security enhancement using blockchain technology in smart farming.
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The flow of access control in the proposed framework was 
described by illustrating the interaction of network nodes with 
smart contracts, as illustrated in Fig. 4. The IoT owner nodes 
are responsible for managing access rules. The access rules 
consist of four factors: type of access, role, access action and a 
matching list of all attributes. Once rules are mined, they will 
be stored in IoT_ORMC (step 0.1). The IoT owner node is 
also responsible for storing and managing all attributes that 
consist of three different nodes, including full nodes, light 
nodes and ultralight nodes. The IoT owner node must assign a 
role for each node based on its responsibility and it will be 
stored in IoT_SRMC (step 0.2). When IoT_ACC obtains a 
request from any node, such as light nodes (laptop), to access 
resources (step 1), the request will be evaluated by IoT_ACC. 
Evaluation is accomplished by obtaining the access rules from 
IoT_ORMC (step 2) and acquiring all attribute information as 
well as the roles from IoT_SRMC (step 3). Finally, IoT_ACC 
verifies the access request by matching the access rule in 
IoT_SRMC and the attribute in IoT_ORMC (step 4). If the 
request is sufficient for access privileges, the requestor 
(laptop) can access the resources based on its roles. 

A. Blockchain Nodes 

In this framework, public and permissioned blockchains 
are adopted where nodes will be added and removed from the 
network with their identity verification. Since every node has 
a role and permission, the blockchain nodes require more CPU 
processing power and memory requires significant storage 

space to maintain the ledger copy [59]. We propose using four 
different nodes that allow heterogeneous IoT devices to access 
the blockchain network. Two nodes used for access control are 
categorised according to their capabilities, storage capacity 
and computing power [63]. The types of nodes and their 
responsibilities are categorised in the blockchain network, as 
follows: 

 IoT requestor node is a requester that runs smart 
contracts for requesting access to resources. In the 
smart farming scenario, the requestor nodes are IoT 
devices or IoT sensors. Each node requestor is added 
and authenticated to the blockchain network by the IoT 
owner node before requesting access to resources. 
Requestor nodes represent three different nodes: full 
node, light node and ultralight node. 

Full nodes are devices that have sufficient computing 
power and storage capabilities such as computers, laptops and 
servers that can perform full transactions. Light nodes are 
devices that have limited storage capabilities and computing 
power and can only store blockchain headers and support 
services for themselves. Mobile phone is one example of light 
nodes. Ultralight nodes are devices that have insufficient 
storage capabilities and computing power. Sensors and 
actuators are examples of ultralight nodes that require 
connection from the IoT gateway to P2P networks through 
communication technologies, such as Wi-Fi and ZigBee. 

 

Fig. 4. The interaction between IoT requestor node with smart contracts to access a resource.
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 IoT owner node represents the owner of the IoT 
resources and devices in smart farming. An IoT owner 
node defines and deploys access control rules and 
permits requestor devices to enter the network through 
smart contracts. It can also add new IoT devices, 
manage node attributes as well as assign their roles that 
represent their responsibility. 

B. Smart Contract-based Access Control Rules 

In this research, for the verification mechanism in the 
blockchain network, we designed smart contract-based access 
control rules where the admin has the privilege to register 
devices to the blockchain network for the first time. 
Afterwards, all devices that request access to the network will 
be self-authenticated. This is particularly significant since 
smart farming consists of heterogeneous sensors that require 
self-administration to obtain access to the system at any time. 
In our smart contract design, we propose three smart contracts 
to avoid complexity. The smart contracts are: IoT_ACC, 
IoT_SRMC and IoT_ORMC. IoT_ACC is responsible for 
enforcing rules and making access decisions, IoT_ORMC is 
responsible for managing and updating the rules and resource 
attributes and IoT_SRMC is responsible for managing and 
assigning device attributes and the role of IoT devices. 

1) Access Control Contract (IoT_ACC): IoT_ACC 

evaluates requests and provides access decisions made by 

access requests from IoT devices and sensors (subjects) to 

access resources (objects) in the system. This contract is 

executed by IoT devices when checking the pre-condition 

rules. The pre-condition rules will be matched based on the 

rules made from ORMC to the ACC to determine whether the 

subject has the right to perform actions on the object. To 

evaluate an access decision, this contract has two steps: 

Step 1: Identification step 

In this step, IoT_ACC will identify the type of request by 
IoT devices, either unique or multiple, and verify whether the 
IoT devices have sufficient requirements for acquiring 
access privileges. If the devices identified have access 
privileges, then the request will be saved and evaluated, 
otherwise, the request will be ignored. This step consists of 
two functions: 

 typeReq(): used for the identification of type request. 
The request must have three things: user, ui, resources, 
ri, that want access and access action, acci. In this 
identification process, the user, ui, must contain 
identification, userID, that uses an Ethereum account 
and the list of user attributes, userAtt (e.g., location, 
time). Meanwhile, resource, ri, must have object 
identification, objectID, identification of resources 
belonging, refer_to, the list of resource attributes (e.g., 
location, type), resourceAtt, and access action, acci. 

 requestAction(): used for deciding the type of request. 
The request typeReq() will pass value where a decision 
is made based on the object refer_to attribute. 

Step 2: Evaluate the request 

After successfully identifying the type of request, the 
evaluation process request is accomplished by retrieving 
precondition and evaluation constraints. To evaluate the 
access request, IoT_ACC must recognise whether or not the 
requestor is an active role and has rules. There are two 
functions in this step: 

 activeRole(): to identify active role by checking the 
subject/IoT device via registering all attributes of 
subject/IoT devices in blockchain. 

 getRule(): to retrieve rules that are specified in the 
form of tuple (rolei, typeAcci, accModei, attribute 
index list, attribute user, attribute resources). We 
determined rolei as the identifier of the role, while 
typeAcci represents the type of access. 1 represents 
shared access, while 0 represents private access. 
accModei is set as the identifier of access action, and 
the list of attribute index is defined as matching values 
of attributes in the resource, ri, and the user, ui. In 
tuple, the attribute user defines the values of attributes 
of the user. The attribute resources represent the 
attribute values of resources. 

After evaluating the rules and active roles, IoT_ACC is 
conducted to evaluate three constraints defined in RBAC and 
ABAC. 

 User resource constraints were used to check whether 
the attributes in the object and user are the same 
values. If the values of attributes are the same, it will 
pass the value to currentRule() in the form of a 
Boolean function which is a true value. 

 User constraints were used to check if attributes in 
devices are equal or the same values as the access rule. 
If the value of attributes is the same, it will pass the 
value to currentRule() in the form of a Boolean 
function which is a true value. 

 Object constraints were used to check if attributes in 
resources are equal or same values as the access rule. If 
the value of attributes is the same, it will pass the value 
to currentRule() in the form of a Boolean function 
which is a true value. 

After successfully validating the access request through 
several steps, the subject (the IoT device) verifies the results. 

2) Object-Rule Management Contract (IoT_ORMC): 

IoT_ORMC specifies a policy by defining a set of access rules 

associated with each subject and resource based on two types 

of rules for resource access: shared access and private access, 

as shown in Fig. 5 the process of adding access rule. In this 

smart contract, only the IoT owner has the authority to execute 

the access rules. According to [8], these rules will be more 

efficient in reducing excessive permissions. Instead of 

checking user queries by using many rules, the model checks 

user queries by using only one rule. In this study, the set of 

access rules have four criteria: type of rule, access action, role 

and constraint, as shown in Table III. 



(IJACSA) International Journal of Advanced Computer Science and Applications, 

Vol. 14, No. 5, 2023 

575 | P a g e  

www.ijacsa.thesai.org 

 

Fig. 5. Process adding access rule function. 

TABLE III.  SET OF ACCESS CONTROL RULES FOR IOT_ORMC 

Type of 

Rule 

Access 

Action 
Role Constraint 

unique 
Update / 
write 

Water 

Extension rs: docx 

place rs: A 
type rs: water 

V u(u,att) = V r(rs, att). 

multiple Read Water 

Extension rs: pdf 

place rs: A 
type rs: water 

V u(u,att) = V r(rs, att). 

 Type of rule: is the type to access resources. In this 
case, we divided access resources into two types: 
unique and multiple. Unique access is an editable 
resource, such as word (i.e., docx) and excel (i.e., 
xlsx). Multiple access is a non-editable source, such as 
portable document format (i.e., pdf), video (i.e., mp4, 
avi) and audio (i.e., wav, aif, mp3). 

 Access action: is an action that performs by subject to 
access resources; for instance, read, write, view, 
control, etc. 

 Role: is a character played by IoT devices (e.g., the 
device for watering plants is categorised under water 
group). 

 Constraints: are access restrictions built on logical 
formula by donating the value function where the 
attribute value for the user is V u(u,att) and the 
attribute value for the resource is V r(rs, att). 
Constraints can also include other statements such as 
time or location which are environment attributes, V 
u(u,att). 

3) Subject-role Management Contract (IoT_SRMC): In 

the process of access control, IoT devices can have their 

identity impersonated [64][64]. To address this security 

concern, IoT_SRMC is proposed to authenticate legitimate 

users who intend to access the IoT network by registering a 

new device in the IoT network. This contract adopts ABAC 

and RBAC models as a strategy for accessing control. It 

determines all attributes of IoT devices that can be used as 

valuable information to assess resources and assign roles to 

IoT devices. Each IoT device has a unique identifier 

(Ethereum account address) and multiple attributes associated 

with its ID, including location and role. This contract has 

functions for managing subject attributes and roles, such as 

adding, deleting and updating, which can only be performed 

by the IoT owner. In Table IV, all information about the IoT 

device is shown. 

TABLE IV.  SUBJECT REGISTRATION TABLE 

device deviceID deviceType deviceRole devicePlace 

Device A 
0xA128F8 

…… 
laptop water field A 

Sensor B 
0xA134S8 
…… 

temperature water field A 

Gateway 

A 

0xA122A8 

…… 
gateway soil field A 

C. Framework Flow 

We present two types of form requests in this research. 
First part is the registration of new IoT devices and sensors; 
second part is the access request by IoT devices made through 
smart contracts. Fig. 6 illustrates the decentralised access 
control for IoT security enhancement. For the first part, the 
registration of new devices and sensors begin when an IoT 
owner issues a smart contract that implements a hybrid access 
control mechanism into the blockchain. Blockchain responds 
by issuing requests to the IoT owner and then creates a smart 
contract. 

The IoT owner requests to register his own IoT devices 
and sensors, known as a subject, intended to authorise its 
device by providing all device and sensor attributes (i.e., 
name, location, identification, role, etc.). If no rule is made, 
the IoT owner must publish an access rule based on four 
criteria: i) types of access (shared, private), ii) role, iii) access 
action and iv) constraint. Lastly, after all access rules are 
complete, the transaction is stored in the blockchain. 

For the second part, access is requested by IoT devices 
made through smart contracts where the IoT devices send a 
request for any service to access or update (i.e., data, file, 
storage unit) in the IoT network. Next, when the request of the 
subject is generated, IoT_ACC (main smart contract) is 
executed to control the overall access management. IoT_ACC 
will then obtain all information from IoT_ORMC and 
IoT_SRMC to match values between the access request, 
access rule and list of attributes to obtain the access decision 
for IoT devices. If all information shows the same values and 
authentication is successful, then access permission for IoT 
devices is complete. IoT_ACC then forwards back the return 
access result to IoT devices or corresponding objects. Finally, 
the result of access permission is stored in the blockchain 
network. 
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Fig. 6. Access control flow mechanism in smart farming.

V. EVALUATION 

The main component of the proposed framework is the 
smart contracts that functioned as the verification mechanism. 
The deployment of smart contracts on the blockchain and the 
execution of associated contracts require payment of fees to 
the miner who mines the block. Thus, to evaluate our 
proposed framework, the smart contract cost consumption was 
measured by calculating the gas used for a transaction 
execution for the specific functions in smart contracts. The 
complexity of the task determines the quantity of gas 
consumed, with more gas being used for more complex tasks 
and the price of gas fluctuates over time. The fee required to 
perform a task is calculated by multiplying the consumed gas 
amount and the gas price. In this study, we run experiments 
for evaluation in the Ethereum network and the gas limit is set 
by the transaction initiator that determines the level of 
computational resources to be utilized in executing the 
transaction. In Ethereum, a unit called gas was employed to 
quantify the amount of work required to complete a task when 
deploying a smart contract. The initiator pays a fee for the gas 
used, which can vary depending on the gas limit set. The 
higher the amount paid, the easier the transaction will be 
executed [65] [66]. In this study, we determine cost per 
transaction by multiplying the gas price per unit with the gas 
limit (gasPrice X gasLimit) as per calculation in [51]. If the 
gas limit does not exceed the gas used, the execution of the 
transaction will be successful and it will be added or dropped 
in the blockchain network. 

A. Simulation Setting 

The experiments were conducted during the end of March 
2023 when the value of 1 Ether is at the average of 1 eth ~ 
1000000000 gwei. In this study, the simulation environment 

was set up in two layers with the hardware setting and the 
software setting, as displayed in Tables V and VI, 
respectively. 

TABLE V.  HARDWARE SETTING 

Items Description 

Operating system Windows 10 

Processor 
AMD Ryzen 7 3700U with Radeon 
Vega Mobile Gfx     2.30 GHz 

Memory 
8 GB RAM 

TABLE VI.  SOFTWARE SETTING 

Items Description Details 

Language Solidity 
Used to build prototypes of smart 
contracts based on object-oriented 

programming language 

Platform 
Ethereum 
Network 

Used as a public blockchain network 
in the virtual environment (EVM) 

Compiler 
Remix ide 

(version 0.5.17 
Used to compile smart contracts 

Test network goerli testnet Used to test networks 

Gas limit 3,000,000 units 
Used to set the amount of gas 
initiator that will execute the 

transaction 

B. Gas Usage and Cost per Operation in Smart Contracts 

The costs and gas usage in different smart contract 
deployments of IoT_ACC, IoT_ORMC and IoT_SRMC are 
shown in Table VII. Deployment of IoT_ACC smart contract 
requires 1,487,367 gas units. The gas cost in IoT_ACC is less 
than other smart contracts since IoT_ACC smart contract is 
only used for enforcing access decisions. Meanwhile, in 
IoT_ORMC smart contract, 2,196,564 gas units are required 
to create access rules based on ABAC and RBAC that execute 
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the checking steps to determine if the role is a one-to-one 
relationship and active. In the meantime, to deploy 
IoT_SRMC smart contract, 1,677,746 gas units are required. 
Then, using the experiment's result, the cost of executing the 
IoT_ACC, IoT_ORMC and IoT_SRMC functions is 
calculated using Eq. (1). 

TxFee = gas * gasPrice * 10^-9  (1) 

where gas represents the amount of gas used by the 
transaction, gasPrice represents the price of each gas unit, and 
10^-9 is a conversion factor to convert the result into Ether. 
Hence, in this study, we determine that the cost value of 
executing each of the proposed smart contracts for IoT_ACC, 
IoT_ORMC and IoT_SRMC are 0.007212, 0.020180 and 
0.019921 ether. This value serves as a benchmark for the cost 
operation for the proposed framework application in smart 
farming settings. 

TABLE VII.  GAS USAGE AND COST OF DIFFERENT SMART CONTRACT 

FUNCTIONS: IOT_ACC, IOT_IOT_RMC 

Smart 

Contract 

Deployment 

Description Gas used 
Cost 

(ether) 

IoT_ACC 
Function 

Responsible for enforcing 

rules and making access 

decisions 

1,487,367 0.007212 

IoT_ORMC 

Function 

Responsible for managing 
and updating rules and 

resource attributes 

2,196,564 0.020180 

IoT_SRMC 

Function 

Responsible for managing 
and assigning device 

attributes and the role of IoT 

devices 

1,677,746 0.019921 

VI. CONTRIBUTION 

This paper proposes a novel decentralised access control 
framework for IoT security enhancement by adopting 
blockchain technology with the combination of ABAC and 
RBAC access control models. The aim of this proposed 
framework is to enhance the efficiency of access control 
management and secure IoT resources [8][9] with the scope of 
this study being smart farming. This framework aims to 
reduce the redundancy of permission required to authenticate 
devices to authorise and at the same time provide capacity for 
scalability. The pre-determined study objectives are as 
follows: 

 We developed a decentralised access control 
framework embedded with blockchain technology to 
secure IoT resources from being accessed by 
unauthorised entities and scalable to cope with future 
expansion. 

 We employed smart contracts as a fine-grained access 
control strategy to assign role-permission-based 
attributes that include object, subject and environment. 

 We adopted two access control models (RBAC and 
ABAC) as an authentication element, including device 
attributes (name, location, type) and device roles in the 
smart farming environment. 

 For validation, we applied Ethereum blockchain smart 
contract functionalities to issue, revoke or modify roles 
corresponding to a user, resource attributes and role 
permissions. The resource owner can further grant or 
deny access to resources. 

 We conducted a simulation experiment to evaluate the 
framework component which is the smart contracts 
using gas cost measurements in the Ethereum network. 

VII. CONCLUSION 

The integration of IoT devices in smart farming facilitates 
the modernization of information and communication, 
resulting in increased productivity within the agricultural 
industry. To maintain the integrity of IoT resources and 
achieve security while also efficiently managing resources and 
ensuring scalability, a framework of decentralised access 
control using blockchain technology was developed in this 
study. The framework was developed based on findings from 
a detailed analysis published by researchers. Our proposed 
framework was developed by adopting blockchain technology 
to authenticate and authorize user and IoT device access while 
facilitating efficient resource management and scalability in 
IoT-enabled smart farming. The implementation of smart 
contracts is proposed to enhance the trust facilitated by the 
implementation of a ledger that is transparent and immutable. 
This study also suggests the implementation of the principle of 
role inheritance to reduce unnecessary user groups from 
access permission that can control the separation of duties, the 
list of privileges and confidentiality. In the framework, we 
proposed to combine blockchain technology as a decentralised 
approach with a hybrid access control model that consists of 
RBAC and ABAC. The proposed framework utilises a set of 
rules consisting of roles, access types, lists of attributes and 
actions that can be executed to obtain access permission by 
roles. The rules are divided into two types of access which are 
unique and multiple access. The proposed framework can 
resolve the challenge of role explosion, simplify management 
tasks, and reduce the complexity associated with traditional 
access control methods that rely on a centralized design. By 
doing so, the framework offers an effective solution to the 
limitations of current access control methods. It can enhance 
the overall security and resource management in decentralized 
IoT environments, thus improving the performance and 
efficiency of the access control mechanisms. The framework's 
main component which is the smart contracts was evaluated 
by measuring gas usage to determine cost operation using 
simulation. The finding can be used as a benchmark for 
comparison with the execution in the Mainnet network 
environment. 

In future work, we will further evaluate the proposed 
framework using the measurement of the transaction 
throughput and network latency in blockchain by conducting 
more experiments. Also, an exploration towards a tokenised-
based accelerating process for communication between smart 
contracts and IoT devices will be delivered to understand the 
effect of various attacks, such as DDOS attacks or man-in-the-
middle attacks that compromise the integrity of data entry in 
smart farming. 
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