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Abstract—Blockchain and the healthcare sector have a
serious concern with context to scalability, which has a challenge
of converting arbitrary values to fixed values. The transfer of
arbitrary data coming from diverse resources has another point
of concern in the blockchain. In this paper, the author proposed
a model that will receive data from diverse sources and will
convert it to a fixed type of value. The paper also proposes an
access control scheme with various permission and consensus
level protocols which will allow a reduction in block size with
respect to scalability. The consensus level will allow access to the
individual or a group of users and the permission level with
respect to each block via considering the access granted to nodes
of the blockchain. The addition of various permission and
consensus levels will allow only a restricted type of data to pass
the model. Once the data is verified and approved by various
levels, then the data is all set to be part of the blockchain. The
paper introduces a model where the time taken to create a new
hash is 0.15625 microseconds. A total number of 64 transactions
taken from the data set where the throughput is calculated for
individual access are considered. After applying the formula, the
calculated throughput is 32.5 microseconds. By the lighter block
size data can be made available to the patients. The research is
for the patients so they can keep track of their medical history
and the deaths due to overdose of the medicines can be reduced.
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. INTRODUCTION

Blockchains are incredibly popular nowadays. As the
name indicates, a blockchain is a collection of blocks
associated with a timestamp. It ensures the irreversibility
and immutability of the data block. A blockchain
technology is a distributed ledger which allows the data to
be stored across the network along with the next hash and
previous hash. There are some applications of the
blockchain like bitcoin and etherium that ensure the correct
transmission of the data over the network. Security and
privacy challenges arise in the medical field due to rapid
growth in data collection and subsequent analysis by a
variety of organizations. The devices that relate to the
internet or Internet of Things (loT) data come from various
sources. Scalability is a huge challenge that comes with it.
Personal Health Records (PHR) are usually owned by the
patients; however, they can also be shared with third-parties
based on the patient’s approval. Medical professionals can
use Electronic Medical Records (EHR) to retain and share
patient data, but paper-based medical records cannot be
transferred across institutions or locations. Healthcare data
collection is expected to reach 4.5 billion dollars by 2030. It
is expected to expand at a percentage of 26.9 from 2022 to

2030 [1]. It becomes vital to design an online model which
helps the patient and the doctors keep track of all the
medicines and treatments given by the doctor to the patient.
Consequently, third parties must be limited in their access to
this data. Controlling who can and cannot access a system’s
resources is the major aspect of access control.
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Fig. 1. Alog file based access control model.

Personal or medical health data [2] kept by many parties,
and which may be required for third-party access to third-
party aims (such as medical or insurance companies), is a
difficult task to manage. The data collected from
heterogeneous sources is difficult to manage for any
insurance or medical organization. This is due to the
complexity of the data and the need to make it usable for the
organization. Obtaining and normalizing the data from
diverse sources requires considerable efforts, making it a
challenging task for organizations. Interoperability is the
major issue that comes up in this matter. The availability of
the data cannot be achieved without the attribute-based
scheme.

A timestamp embeds the time of the transaction. Fig. 1
explains the basics of the access control model. A hash
value is used to ensure the uniqueness of the transaction. A
Nonce is a randomly generated 32-bit number that is used
by miners to adjust the hashing of a block and make it valid
for use. Once the perfect nuance is found, it is connected to
the hashed block. The log file is a part of the proposed
model that stores the calculation of the address. By using
this calculation, the next address can be allocated to the
chain of the blockchain model. An access control
mechanism is used to collaborate on the attributes of the
block. Thus, the blockchain can have a unique value that
easily differentiates the block with other blocks.
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To resolve the issues related to address control in a huge
system like e-Health, a technique is proposed in this study
as shown in Fig. 1, which allows data to be accessed with
various levels of authorization and granularity. Adding,
updating, or removing rights to their data should be easy for
the data keepers to do. Permissions should be able to be
defined at the user and source level with sufficient precision
in such a system.

An overview of access control in e-Health systems,
focused on blockchain technologies for access control, is
provided in the first section of this paper. In the following
section, a breakdown is found for the intended solution
architecture. As a next step, few essential components for
building a working model are discussed. There are also a
few concluding comments that summarize the contributions
and hint at future advancements. The issue related to the
healthcare field is the huge amount of data coming from
diverse resources. Data management is a huge task, and, if
any patient wants to fetch their medical history from the
offline database, it would be even more difficult to find the
data in a quick time. Another issue is the maintenance of
centralized storage, which has various overhead issues and a
high reliance on servers. To ensure that the data is available
on time and at every end, the blockchain technology is used
for the work.

Purpose and need of the study: The study is important
because once the patient has undergone some treatment
from the doctor, it is important that the medical health
history being maintained by the patient and the doctor as
well. If the patient is not satisfied by the treatment of the
doctor, patient changes the doctor and it becomes vital for
the patient to know what medicines or injections are already
given to the patient, it can be maintained through Electronic
Health Records (EHR). With the help of EHR data can be
stored, in a blockchain based system which allows the
availability of the data at patient end. When the patient
changes the doctor, patient should be having the updated
medical history available all the time so that it will be easy
for the new doctor to understand the patient history. Every
doctor who has done any treatment of the patient has to fill
the attributes. The system works remotely and ensures the
availability of the data. By using this, data can be made
available to each end and access can be granted based on
access control mechanism used in the proposed model. The
model can be embedded with a variety of technologies like:
Internet of Things (1oT) and Artificial Intelligence (Al). By
associating these technologies with blockchain the medical
record collection can be more automated; where if a patient
has gone through X-Ray, the record can be automatically
recorded in the EHR. A block in the blockchain typically
consists of approximately 2000 transactions. To make the
node lighter, reducing the size of the transaction can be
beneficial. Gas amount is used to operate the blockchain,
and a limited amount of gas can be passed. Heavy nodes
with duplicate values allow only a few nodes to be
connected to the blockchain; on the other hand, light nodes
have less total weight, requiring less gas to operate the
blockchain, allowing for more nodes to be added to the
network [3].
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Limitations of blockchain scalability: The scalability of
current blockchain technology is limited by its transaction
throughput, cost, network latency, data storage, and energy
consumption. As the number of transactions grows, the cost
of running a blockchain increases and the data stored on it
becomes more difficult to manage. Furthermore, the time it
takes for a transaction to be validated and added to the
blockchain is too long, and the consensus algorithms used
by blockchain networks are often very energy intensive. All
these factors demote scalability.

The paper is arranged as follows: After the introduction
section, the advancement of blockchain for healthcare, in
Section I, Literature Review is discussed on blockchain and
healthcare. Section Ill focuses on data sets where various
attributes are taken to show the results and it discusses the
proposed methodology to achieve the goal. Section 1V talks
about the evaluation parameter. Section V focuses on how
the model can be developed. Section VI focuses on
implementation of the proposed model. Section VII presents
the results and discussions and Section VIII summarizes the
paper.

1. RELATED WORK

To find and analyse the results of the various existing
models and compare them with the proposed model, various
models are studied. The literature review is discussed in the
related work section, where several existing models are
there, and the results are compared in the final section.
Ayache, M. et al. [2], proposed a Decentralized Accessible
Scalable and Secure (DASSCare 2.0) model that works on
real-time health monitoring that route all the data from
various resources and makes it available to various end
users, which allows the collaborative health monitoring and
maintains the bills paid by the patient. The model gives an
extra edge to other frameworks. Using a distributed
database is a consensus of shared and synchronised digital
data spread along a set of nodes. Contrary to popular belief,
however, not all decentralized ledgers are in fact distributed
ledger technology (DLT). The duplicity is high when the
data is shared across various blocks.

Karaki, A. et al. [3], proposed a Decentralised
Accessible Scalable and Secure (DASSCare) model which
is a decentralised framework, which is scalable and
accessible. It allows real-time access of data that comes
from diverse resources. To maintain this, the generated
clinical data is signed. The sign ensures that the type of data
coming from diverse resources is of the same type, and then
it is considered. This framework solves the problem of real-
time access of medical records in healthcare, which is a
primary part of the work and ensures that privacy is not
compromised.

The healthcare data stored on various resources is a
difficult task to be followed. Mira, S. et al. [4] proposed a
CrowdMed model that works on managing the data and, to
ensure the data is in the correct format, a review team is
assigned. The data reviewer resolves two issues: one is to
resolve the issues coming from diverse resources and the
other is to make data more homogeneous to ensure the
scalability of the chain across the network. In this
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framework, the patient has full access to the data, so if the
patient has taken any medical treatment of his own, the data
can be updated by the patient itself.

The CrowdMed model allows the data reviewer to
review the data and the data is reviewed at different ends
simultaneously. Tampering of data is a prime concern that is
associated with the CrowdMed model. To overcome this,
Hu, C. et al. [5], developed a scheme CrowdMedll where
the smart contract allows only insertion in the model. The
healthcare workers are not allowed to update the data. By
this, the data quality can be improved and the chances of
tampering of data from diverse resources can be made more
specific. The disadvantage is also associated with the
model, which requires a lot of space.

Developed by Nakamoto, S. [6], the blockchain is a
distributed record that serves as the foundation for the
Bitcoin digital currency. Digital signatures and digital
fingerprints (hashing) are two methods that can be used to
ensure the integrity of data and prevent tampering with data.
The ledger must be secure from malicious attempts to
undermine it as well as from peers submitting incorrect
data, computer/network failures that are only partially or
fully finished, or even by peers providing incorrect data out
of ignorance. The blocks that make up a blockchain contain
data on transactions. A digital signature is attached to each
one of these transactions. Using this method, a state
transaction system (state machine) is implemented, in which
every node adds a snapshot to the existing model to various
existing models. The peer-to-peer network relies on a proof-
of-work concept to move to consensus on a block’s validity.
There are various alternatives to proving work. The block
that is to be pushed inside with various existing timestamps
allows the transaction to be a unique transaction.

Blockchain, according to Buterin, V. et al. [7], is divided
into three parts: public, private, and consortium. Unlike
private blockchains, public blockchains (e.g., Bitcoin) are
accessible to anybody who wants to read them, send
transactions, and expect them to be added if they are
genuine. "Fully-private blockchains™ where the participants
(e.g., a supply chain) are called "fully-private blockchains"
since the write permissions are centralized within a single
organization (even if they are spread across multiple
facilities). An open blockchain may or may not restrict who
has access to perform blockchain queries. To ensure that the
access control mechanism is working well, identity is
confirmed from where the data is fetched.

Salman, A. et al. [8] granted a controller which indicates
that the identity is genuine or not. The address of the sender
can be used as a certificate and attached with the complete
model to ensure that the transaction is authentic or not. This
scheme is an identity-based scheme where the identity of
the sender acts as a certificate and allows only the verified
transactions to be approved from the end. Nakamoto, S. [5]
introduces the concept of "blockchain,” a distributed ledger
technology that allows data to be transferred from one node
to another while retaining a copy in the user's node rather
than storing all data in a single shared database. Maesa, D.
et al. [9], present a paper which is based on bitcoin. The
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access control mechanism is based on the resources that are
being used for the transactions of the blockchain. The
XACML (Extensible Access Control Markup Language) is
used to develop the code of the resources that allows the end
resources to access and transform similar types of data.

Castiglione, A. et al. [10], proposed a model that is a
device-based model. Various types of data are made
available at various points. Different duties are allocated to
various devices that play different roles in the transaction.
Each device has its own restrictive access control
mechanisms that allow only quality data to be inserted into
it. To handle loT devices, Novo, O. [11] proposes a
distributed blockchain-based permission method. The work
included a unique concept to prevent integrating blockchain
with 10T devices, which is the major part of the model. This
approach correlates the use of blockchain with IoT,
particularly for devices with limited resources. Fair Access
is a blockchain-based authorization mechanism described by
Ouaddah A et al. [12]. Smart contracts were utilized to
exchange access tokens for the fulfilment of access control
protocols. The authors incorporated various 10T devices into
the blockchain and investigated the issues of real-time
permission and the efficiency of the scheme.

Using a smart contract, Xu, R. et al. [13] suggested a
decentralized, federated capability-based access control
method. The technique was used for multi-hop delegation
and was also reliable and scalable. Based on objectives,
models, architecture, and mechanisms, Ouaddah. A et al.
[14] gave a complete review of various access control
methods. The report also focuses on the various taxonomy-
based author reviews and the advantages and disadvantages
of each are discussed in the model. Novo, O. [15] proposed
scalable decentralised access management for 10T devices
based on blockchain technology. To avoid network
overheads, the architecture removed 10T devices from the
blockchain-enabled network. In terms of 10T access control,
the system has various advantages, including accessibility,
parallelism, lightweight, immutability, scalability, and
transparency. This framework has managers that allow loT
devices to be registered and verified. Although this method
achieves scalability by distributing query rights through
management hubs, it faces various security risks.

Dorri, A. et al. [16] advocated leveraging private
blockchain technology to provide a lightweight architecture
for protecting the loT. The proposed method ensures
security with an access control permission list and their
design, including various models. All the devices based on
the model are mined by miners. This approach has control
of the policies in the header part of the policy. It does not
use a Proof of Work (PoW) concept to ensure its
uniqueness. They claimed that the solution’s overheads are
modest in comparison to the security benefits. By
concentrating on user preferences, which can find access
and denying methods, Touati, L. et al. [17] suggested an
activity control method (a broader version of context-aware
access control). For dynamic access policy adaption,
ciphertext-policy and a finite state automaton are used to
keep track of all the updates in the network. By analysing
the logical approach to trust computation from language-
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based information received from 10T devices, Mahalle, P. et
al. [18] proposed an energy efficient architecture which is
both energy efficient and dynamic in nature. An individual
or a group with the authority to provide access to privileges
and resources can be easily accessed. The Table | compares
the different models studied in literature review.

Zhang, R. et al. [19] suggested a sensor network-specific
distributed privacy-preserving access control method. It
requires users to have a token from the owner and then
request sensor data, which is supplied after the token is
verified. To prevent the reuse of tokens, which would allow
unwanted access, they deploy a distribution token reuse
detection system. Their focus was on preserving privacy and
they did not consider access control settings for end devices.
Access Control In current operating systems, Access
Control Lists (ACLs) are a typical method of controlling
access. An ACL lists people who have access to an object,
as well as the amount of access (or privileges) they have.
Alternatively, other systems employ an Access Control
Matrix, which consists of rows and columns, where a
column denotes an object and a class denotes a subject.
Health care is a good example of the use of Oole-Enabled
Access Control and privileges linked with those roles are
used to determine a user’s access rights in RBAC. The
consortium’s XACML can be used to express Attribute
Based Access control Model (ABAC) policies Access
control systems can be designed and implemented using the
XACML standard’s reference architecture that defines the
system components and usage flow. More expressive access
control policies can be defined using Entity-Based Access
Control (EBAC) [27], another commonly used technique.
Both attribute value comparisons and relationship traversals
along arbitrary entities are supported, so this is possible.
There is also an authorisation system that provides realistic
policy language and an assessment engine for the system.
Application of Blockchain to Access Control One solution
to the issue related to access control in e-health is based on
blockchain technology. According to Maesa. D et al. [9], the
XACML standard architecture can be used to construct
Attribute Based Access Control on top of blockchain
technology for access control. Using Bitcoin as a base, this
strategy can be proven to work.
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permission
control method

Novo, O. et. | loT Access
al. [15] Control Yes Yes Yes
Extensible
Maesa, D.
D. F. et al. Access Control Yes Yes No
9] Markup
Language
Dorri, A. et | Permission
al. [16] Control Yes Yes No
Ouaddah, A. .
etal. [12] Fair Access Yes Yes No
Bogaerts, J. | Entity Based
etal. [ Access Control | Yes No No
] Model
Castiglione Attribute
A etal [10’] Based Access | Yes Yes No
' ' Control Model
Network
Zhang, R. et e
al. [19] Specific Yes Yes No

Access Control

TABLE I. RESEARCH PAPERS CONSIDERED FOR THE LITERATURE
REVIEW PURPOSE
Name of Model Name Access Blockchain Permission
Authors Control Enabled Control
Ayache, M. | 5asscare2.0 | Yes Yes No
etal. [2]
Wang, T. et Audit Model Yes No Yes
al. [23]
Karaki, A. et DASSCare Yes Yes No
al. [3]
Salman et A_ccess control Yes Yes No
al. [8] list
Novo, O. et | Blockchain
al. [11] based Yes Yes No

However, in the e-Health context, this method does not
consider the possibility of having several authorities and/or
companies as the resource owners.

A Healthcare Data Gateway (HGD) blockchain model
can be used for e-Health by Chen, Y. et al. [20] has the
capability to store patient records where patients can keep
track of their medical history. The patient’s history is
recorded on blockchain as part of this solution. 1. Baldine et
al. [21], has a solution to the issues raised in the previous
paper, despite the uniqueness of this strategy, it is likely to
need a significant amount of time and effort to implement,
which may put the current utility of this method into
question. If the patient is unable to enable the access, or if
some governmental regulations require that the data be
accessed without the patient’s permission, then this solution
has no capacity to do so (e.g., some family members allow
the data access). Keeping e-health data on the blockchain
will cause its size to explode, far beyond the capacity of
currently available hard drives, necessitating the purchase of
specialized hardware for full nodes and possibly even
leading to the centralization of the blockchain.[28,29]

1. MATERIALS AND METHODS

The dataset which is used for the implementation is
taken from Kaggle, which consists of a huge variety of
databases related to EHRs. Data is gathered and, as per the
model, the data is converted into a decision-based format
where the data can be made available for the blockchain
construction. The description gives an overview of the
dataset and focuses on various attributes used for them [22].
The data set consists of various attributes to maintain the
patient records. The data set is based on the chronic kidney
disease of the patients, which requires the medical history of
the patients to be stored so that if the patient is undergoing
some surgery or treatment, the data can be accessed from
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the EHR that maintains the history of the patient. The
detailed description of the dataset taken into consideration

for this study is given in Table II.
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Wang, T. et al. [23], proposed a model. The paper also
includes various factors by which the model can be
evaluated and compared with the other models that are
based on various factors like execution time, latency, and

TABLE Il.  DETAILED DESCRIPTION OF THE DATASET USED FOR THIS throughput. Xu, Z. et al. [24], evaluates the performance of
Stupy the model based on the time that it takes to generate the
Attribute Domain Attribute Name Domain Values hash, the amount of de_lay that I.S required to keep the
Name Values transaction and the time required to complete the
transaction. Description of each evaluation parameter is
Gender {0= M, | HTNmeds Range = {0, 1} discussed in Table IlI.
1=F
’ TABLE Ill.  DIFFERENT EVALUATION PARAMETERS OF PROPOSED MODEL
AgeBaseline Range = | ACEIARB Range = {0, 1}
{23, ... 89} S.N Evaluation Description of the parameters
Parameter
HistoryDiabetes | Range = {0, | CholesterolBaseline | Range = {2.23, ...
1} 9.3} 1 Execution Time It is the time taken as the difference
between once the transaction is
HistoryCHD Range = {0, | CreatinineBaseline Range = {6, confirmed and the execution of the
1} ,123} blockchain.
HistoryVascular | Range = {0, | eGFRBaseline Range = {60, ... 2 Latency It is the time taken by the system that
1} ,242.6} waits for the other system to complete
the action.
HistorySmoking | Range = {0, | sBPBaseline Range = {92, ...
1} ,180} 3 Throughput It is the amount of data that can be
shifted from one block to other block
HistoryHTN Range = {0, | dBPBaseline Range = {41, ... of the blockchain in a unit of time.
1} 112}
4 Performance It is the measurement done on the
HistoryDLD Range = {0, | BMIBaseline Range = {13, ... Assessment models by providing the described
1} 57} hardware and can be calculated based
. . . on time frame.
HistoryObesity | Range = {0, | TimeToEventMonths | Range = {0,
1 11} To understand how the proposed model performs,
DLDmeds Range = {0, | EventCKD35 Range = {0, 1} various users can apply operations on the blockchain-based
1} model.
DMmeds Range = {0, | TIME_YEAR Range = {0, ... 9} All standard paper components have been_ spe_cif@eq for
13 three reasons: (1) ease of use when format_tlng |n_d|V|duaI
papers, (2) automatic compliance to electronic requirements

This is a dataset of electronic medical records of 491
patients collected at Tawam Hospital in Al-Ain city (Abu
Dhabi, United Arab Emirates). The patients included 241
women and 250 men, with an average age of 53.2 years.
Each patient has a chart of 22 clinical variables, that
expresse her/his values of laboratory tests and exams or data
about her/his medical history. The attribute starts with
patient name and is based on various attributes like doctor
and medicine. The patient record is based on the updating
done by various doctors and patients. The dataset contains
the information of attributes related to the patients and the
results are calculated based on that data. The record of the
patient can be updated by the doctor and if any medicine is
given to him that must be added to the chain. To achieve
scalability, the block of the blockchain is compressed by
using various hashing techniques. The attributes are defined
in the model so to ensure the fixation of the inputs
prescribed by the doctor.

V. EVALUATION PARAMETER

that facilitate the concurrent or later production of
electronic products, and (3) conformity of style throughout
conference proceedings.

V. PROPOSED ATTRIBUTE-BASED ACCESS CONTROL
MODEL

After Access control Data management is used to ensure
that the data coming from various sources must have an
arbitrary value that is difficult to handle. The model will
ensure that the data coming from various resources is
converted into fixed values. The model access controller
establishes a relationship with various subjects and objects,
which ensures the data can be easily stored and passed
through the blockchain model and creates a block. The
methodology works on various entities like permission
levels, data keepers, policies, and records [25, 26]. The
proposed attribute-based access control is given in Fig. 2.
Classes and entities of the proposed attribute-based access
control are discussed below:

Entity (UID): The entity contains the records of the
various transactions, read, write or any other. Whether the
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entity should be given read, write or read/write access, is
maintained in the record file.

Data Keeper: The data keeper keeps track of all the
access granted so that it can be compared with the upcoming
transactions. It records the various levels of the permissions
that can be granted to the various entities of the model. The
type of the access granted to the entity is also decided by the
data keepers.

Policies are rules and regulations that govern which
types of access are granted. Policies are based on
permission levels and consensus levels, which are useful for
filtering the data. The consensus level policy, which is
based on permission level, requires Unique Identity (UID),
record and permission level to fetch the data. Once the UID
is compared and verified, the permission is granted based on
levels and the consensus level policy works on UID, record
and the type of permission granted. Various policies can be
created to improve the quality of the blockchain model. The
policies correlate various data keepers with their permission
level. Some exceptional cases, like if a patient wishes to
have a medicine without the permission of the doctor, can
also be considered in the patient's record history file. The
permission level defines various types of permissions that
can be read, written, or both read and written. The access,
once granted, is compared with the access required by the
transaction to be verified and completed.

Policy

Record

Permission Level
uiD Read
Write

Permission Level Read/Write

e N\
[ Enity{UID) }:D Dala keeper

Poliey

Data Keeper Record

uip Majority

Owner

Consensus Level

Fig. 2. Proposed attribute based access control model.

Grant based Model Structure: Model of Access Control
There are many entities and relationships that must be
defined before a model can be created. Fig. 3 shows such a
model, and it may be used to classify objects into five
different types. There are three types of access that can be
granted to the model, like Read, Write, and Read/Write. The
data keeper keeps a record of all the data and ensures that
only authentic people can access it. The data keeper tracks
the UID, consensus, and pointer to maintain the integrity of
the record as well. This also prepares a policy to provide
more validation to the access by checking the record and
entity and allocating a certain permission level. The
permission level can be read, write, or read and write as
well. By ensuring this, the quality of the access mechanism
can be enhanced and not every type of transaction can
access all types of data in it. Each policy with various
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permission levels generates a particular consensus level
which allows the model to get restricted input from various
channels. The state machine can also be a useful part of the
model. This machine gives an inside view of how the
permissions are granted by the data keeper. Fig. 3 indicates
that once the transaction is inserted into the model, it must
pass through various blocks like request, verify, and require.

H REQUIRE ]
‘ AUTH_GRANT H:/:m-.(, AUTH CP‘?CK]

)

__) -

Fig. 3. Grant based access model.

The request block allows the block to be requested and
verified by using the properties of the blockchain like:
irreversibility and immutability. The verification also
checks the hash value of the block. The hash value is
compared with the previous block hash value then it is a
valid transaction. Once the verification is successful, the
access is granted and the transaction is performed. The
verify block in the model also has the power to deny the
access when the requested block does not match the hash
value in further. If the access granted is only a write
operation access that usually is given to the doctors of the
hospitals then the medical history of patient can be written.
Once the updating in the record is done by the doctor then
the revoke operation can be performed on the transaction.
After the verification of the hash values time stamps are
compared with the previous block, if there is a scenario
where any other specific requirement is there. The hash
value matches but the issues are there in the timestamp, in
that case the transaction is sent to the waiting state that will
wait for the grant condition to be performed on it. Various
parts of the block model for blockchain structure are
mentioned in Table IV.

TABLE IV.  NUMBER OF CASES AND THE REDUCTION IN EXECUTION TIME
S.N Components Description of the components

1 Index Represents the present index of the block

2 Timestamp Represents the time when block is generated

3 Previous Hash The hash of the previous block

4 Digital Sign Cryptographic hash of the most recent data
block

5 Data This block’s content. Access control policies,
records  information, and individual
authorizations are all described in this set of
transactional data
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6 Nonce For a block’s hash to include leading zeroes,
it must have this value set. Iteratively, the
value is implemented until it is completed and
discovered to meet the requirements. The
correct nonce value is proof of effort because

it takes time and resources to get it right

7 Hash Hash of the block data in SHA256 form. The
effort of the proof-of-work is defined by the
leading sequence of this hash, which must be
predetermined. Additionally, the data field
must be comprehensive because it serves as a
repository for transaction information. There
are three sub-fields that make up this data
category:

a) A record is a piece of data pertaining to a
certain state machine transaction, such as the
creation, modification, or deletion of an e-
Health record.

b) Information on the creation and revocation
of access policies related to transactions in
the state machine shown in Fig. 2.
Transactions  relating to  individual
authorization by each of the Record Data
Keepers in connection to each Policy.

¢) There is no need for a central authority
because any change in data would result in a
new hash, which would invalidate the next
blocks on a chain of transactions that is
immutable without a central authority.
Accountability and auditability are additional
possible outcomes. Assuring the authenticity
of each block on the blockchain is done by
assigning an individual key pair to each entity
with access to it

VI. IMPLEMENTATION OF PROPOSED ATTRIBUTE-BASED
ACCESS CONTROL MODEL

The model starts with registration of the patient in the
system; various peers are the sources from where the data is
originated. To ensure that the access control mechanism
works well, the levels which are discussed in Fig. 2 ensure
the type of the data that will only be allowed to be inserted
in the node. In Fig. 4, the security level object ensures the
type of the access provided by the system to the framework.
The security level checker matches the access type from
which the access is being granted and the type of data which
comes from various resources with various access rights. If
the data matches the access granted and the access
demanded by the transaction coming from the source, the
access is considered as high-level access. The peer level
stores the access related data, when the data requirement
comes from any patient or the doctor, it is compared with
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the access that is being demanded by the transaction. The
role of patient is just to have a view of the data so the access
read is required all the time. Consider a situation where the
patient wants to write the medical record but not mentioned
in the peers. In that situation, low level access is given. The
reason why these protocols are being added to the model is
that once the data is being transferred to the block chain the
data should be of fixed type that is being approved by
various peers.

When the high-level access is being granted, in that case
the transaction has passed the peers and it can move to the
blockchain as shown in Fig 4.The blockchain easily accepts
the type of attribute based fixed transaction. The algorithm
also defines some roles which includes insertion, updating
and deletion of the data. While working with various
operations, the add functions inserts a value along with the
parameter passed to the function.

Access Type
Peerlevel 1

Peer level 2

Peer level 3
Registration of patient f—-—» Peer level —

Peer level 4

Low level access
Security level checking

High level access
Blockchain

Fig. 4. Methodology of designing attribute-based access control model in
healthcare system.

The limit for the passing of the arguments can be at most
the total number of the patient attributes. Except the doctor
one is not allowed to insert the data into the blockchain
environment. Once the data is verified, the registration
number is updated with 1. Suppose, if the patient has taken
medicine after doctor prescription 76 times the new entry
where the data is added can be considered as 77, also if the
patient has taken medicine by his own consent, the database
is required to be updated. The OR gate allows that both the
doctor and patient is capable for the necessary modification
in the record. The updating can be done with the update
function record but more validation check is being added to
it. If the sender of the data is the concerned doctor or the
patient, then the other condition is checked and verified.
The patient ID is compared with the existing ID available of
the patient that allows or denies the updating of the data.
Once the criteria meet both the conditions, the data can be
updated otherwise the data needs to be on hold for the
upcoming transaction.
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Algorithm 1: Algorithm used for attribute-based
access control Model

Add Data:

method Add Patient Record (varl, var 2........ n)

if (record.input = = doctor || patient || healthworker)
Regist_ID = Regist_ID+1

end if

end method

Data added successfully

Update Data:

method Update Patient Record (varl, var2......n)

if (record.input = = doctor || patient ||healthworker)
and if (id = = patient id)

then Update patient_record

end method

Data updated successfully

Delete Data:

method Delete Patient Record (patient id)
if (record.input = = doctor)

and if (id = = patient id)

then delete patient record & Abort

Set Record =Record-1;

end method

Record deleted successfully

The deletion of the data depends on the id verification,
the patient ID is compared with the existing 1D, once the ID
is verified then the deletion of the data can be processed.
Inside the method, if the data is sent by the doctor and the
patient ID is verified to be true, the account of the patient
which is also considered as a block is verified as true as
shown in algorithm 1. The record set is decreased by 1. One
block in the blockchain contains the record file which
consists of the total values used in the block. The value of
the record is decremented by 1.

VII. RESULTS AND DISCUSSION

The focus of result is on data calculation and on that
basis the performance of the blockchain is calculated. The
section explains the metrics based on those metrics the
results generated by the models can be compared and
evaluated with the other models. The results prove that the
performance of the model can be enhanced based on some
inputs. The performance can be improved as when the hash
value is generated with high participants, the chance of
getting the maximum digits of the model can be same. The
model allows the performance to be enhanced based on
increase in number of users.

Execution Time is the time taken for the process to be
completed. It starts with the initialization of the transaction
with the completion of the transaction. The hash value is
generated by SHA-256 algorithm in the blockchain. The
average time taken to generate the hash value is 3ms and if
the transactions are 100 transactions, 300 ms would be
taken to complete the transactions.
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Case 1: Let us take a hash key that is of 64 bits and the
genera5on of 100 hash values will take 300 ms. By applying
the proposed model various improvements can be done in
the existing blockchain model. This case covers the cases
and assumes that if the value of hash next evaluated hash
has a single bit change.

Hash Key =
8F434346648F6B96DF89DDA901C5176B10A6D83961D
D3C1AC88B59B2DC327AA4

e Total number of digits used by Hash = 64

e Generation of 100 Hash values will take 300 ms
e Total number of digits for 100 Hash values =6400

e Time consumed for one bit Hash Key generation=
300/6400=0.046875

o Block size generation after applying attribute-based log
file model

Case 2: Let us take a Hash Key that is of 64 bits and the
generation of 100 hash values will take 300 ms. By applying
the proposed model various improvements can be done in
the existing blockchain model. This case covers the cases
and assumes that if the value of hash next evaluated hash
has all the bits changed as written in Table V.

Hash Key =
8F434346648F6B96DF89DDA901C5176B10A6D83961D
D3C1AC88B59B2DC327AA8

e Number of digits modified in the block=1 Ratio of
digits =1/64

e Total number of digits used by Hash=64
e Generation of 100 Hash values will take 300 ms
e Total number of digits for 100 Hash values =300

e Time consumed for one bit Hash Key generation=
300/300=1

One out of 100 cases exists in the model the results can
be improved by transferring the data from 1/100 which
makes 99.015625 to 1. Increase in number of cases will
improve the quality of the algorithm as compared to another
non-attribute-based model.

Average Execution Time=Total Execution Time/Total
number of Transactions.

TABLEV.  NUMBER OF CASES AND THE REDUCTION IN EXECUTION TIME
Numbers of Cases Execution Time Growth Rate

1 99.015625 0.0984375

2 98.03125 1.96875

3 97.046875 2.953125

4 96.0625 3.9375

5 95.078125 4.921875
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Execution Time
Execution time of the Proposed Model

100.
99.0156

98.75 98.0313

975 97.0469
06,5 96.0625

95.0781
95.
92.5
1 2 3 4 5

Number of Cases
Fig. 5. Execution time of the proposed model.

Average Latency: It can be calculated by the difference
between the request sent and the response generated by the
model. However, the latency of the model is calculated by
JMeter. In Fig 5, it is clearly visible that execution time is
reduced after each bit change. The average latency can be
measured in the context of milliseconds. The average
latency can be measured:

Average Latency = Time taken to update Hash/Number
of Hash bits

The performance of the model is also evaluated by
accessing the size and cost of the generated Hash value. The
transaction payload can also be accessed by the transaction
size.

TABLE VI.  NUMBER OF CASES AND IMPROVED LATENCY
Hash | Change | Time taken by Same Proposed model
size | inhash | existing model bits in
bits in ms hash
value
64 4 64 60 0.0625
64 3 64 61 0.046875
64 2 64 62 0.03125
64 1 64 63 0.015625
64 0 64 64 0

One Hash code is of 64 bits, the time taken to 1 bit Hash
=1 sec,

Time taken to update 64-bit Hash =64 seconds
Latency of log-based model =1/64=0.015625.

Time taken to generate the 2nd Hash Value=0.015625 +
2nd Hash value
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Throughput is the amount of the data to be passed from
one location to the other location. The throughput can be
referred based on time and data. Only a single hash bit is
required to be changed and the throughput time can be
reduced by the possible number of favorable cases.

Throughput = Time taken to get result/Number of units.

A total number of 64 transactions taken from the data set
where the throughput is calculated for individual access is
considered. After applying the formula, the calculated
throughput is 32.5 ms. The value of throughput can be
considered as 32.5 ms. The average throughput can be
considered as 32.5/64 which is 0.5078125ms where 32.5 is
the sum of the throughput of the total 64 cases and the
number of total cases is 64. The average latency of the 64
units can be calculated as 32.5/64 which is equivalent to 0.
5078125ms. The proposed framework works better when
the complete data set with 64 different values are applied to
it. With the existing model the throughput is considered as 1
ms but the proposed model improves the average throughput
by approximately 49 percent. The Table VI demonstrates
the reduction in the time taken to construct the hash.

Different parameters are discussed that are based on
which comparisons can be made without compromising the
security and privacy of the model. After incorporating these

parameters, the model can be further optimized as
demonstrated in Table VII.
A. Scalability

Scalability is considered as the ability of the system
never degrades once the data is increased or decreased.
Scalability requires a permanent solution of the problem.
The proposed system reduces the block size which makes
the chain light in size. The logic behind the model is that the
data stored in blockchain is comparatively lighter than the
actual data. The log file associated with it keeps the load
light and enhances the scalability of the network. This is
also ensured that the security is not compromised while
enhancing scalability.

B. Access Control

By adding the access control mechanism it is ensured
that the restricted amount of data is required to be passed
from the model. The definition of the roles is defined and
data is passed from the chain. This not only promotes the
security but also when the data is verified and passed the
mechanism converts it into fix set of values. The fix data is
forwarded to the blockchain model easily. This promotes
scalability as well as security.

C. Security

The security is one of the prime attributes of the
blockchain. The model allows the arbitrary values to be
cross verified by the attribute-based model. This proposed
model uses various permission and consensus levels to
ensure the security of the model. Only authentic data is
required to be transmitted from one node to other.
Moreover, the data becomes even secure using blockchain
technology because of its temper-proof and immutable
nature.
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TABLE VII. COMPARISON OF PROPOSED MODEL WITH RELATED WORK

Paramete | DASSCAR | Permissio | DASSCar | CrowdMe | Propose

r E2.0[2] n Control e d d Model

Model [3] [4]
[11]

Scalabilit | High High Low Low High
y
Access High Moderate | Low Moderate | High
Control
Security High Low Moderate | High High
Data Moderate High High High High
Integrity
Access Moderate High High High High
Control
D. Integrity

Integrity is the trustfulness of the system which can be
easily achieved by the blockchain technology. The stored
information can never be changed by unauthentic channel.
Integrity allows the information to be available to end users
like doctors and patients. The developed smart contract does
not allow any entry to change the values of the model. The
access control model is responsible for managing and
making the data available at each end.

E. Data Confidentiality

Data Confidentiality: The patient’s medical records are
stored and are confidential from any third-party disturbance.
All these types of data are made available to the doctors and
the patients. The patient data include various reports like
blood group, records of X-Rays and Magnetic Resonance
Imaging (MRI) scans. Smart contracts make this
confidential as it consists of some strict rules placed inside
it. The privacy can be ensured by using blockchain as well
as the access control mechanism.

VIII. CONCLUSION

A solution to the challenge of managing access control
in an e-health ecosystem has been described in this paper.
This paper describes a solution to the problem of managing
access control in an e-health ecosystem. Access control in e-
health is particularly difficult because resources and data are
dispersed across various places and institutions. The
problem is exacerbated by the fact that not all e-health
resources are owned by a single organization or individual.
To establish the correctness of the scheme idea, a proof-of-
concept had to be built and implemented. Success was
largely due to proof-of-concept. Even if they are
preliminary, some functional and application tests and
validations verify that the technique is sound. Overall, we
believe the technique is feasible, with numerous advantages
over existing systems when compared. The benefits of this
system include, but are not limited to, the fact that access
control policies are communicated and synchronised across

the consortium’s institutions and organizations, assuring
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their integrity, transparency, and authenticity. The paper
introduces a model where the time taken to create a new
hash is 0.15625 microseconds. A total number of 64
transactions taken from the data set where the throughput is
calculated for individual access are considered. After
applying the formula, the calculated throughput is 32.5
microseconds. By the lighter block size, data can be made
available to the patients. The research is for the patients so
they can keep track of their medical history; and the deaths
due to overdose of the medicines can be reduced. The future
work of the proposed model includes finding more
computational forces to make the blockchain size lighter
and more scalable. Additionally, access control mechanisms
should be implemented to ensure the integrity of the data
coming from various sources.
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