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Abstract—This study seeks to enhance the security, efficiency,
and usability of Thailand’s health information system through
the integration of blockchain technology and a user-friendly web
application. Blockchain’s inherent strengths in secure data stor-
age and sharing make it particularly well-suited for addressing
the critical challenges of healthcare data management. Currently,
Thai citizens face significant barriers when seeking medical
treatment across multiple hospitals, as they must manually
request and transfer both their Electronic Medical Records
(EMRs) and paper-based medical records. This fragmented
system creates delays and inefficiencies, as each hospital operates
its own isolated data silo. To overcome these challenges, this study
proposes a solution utilising a private blockchain to securely
store and manage patient medical histories and prescriptions.
This approach ensures data integrity while implementing robust
authorisation mechanisms to restrict access to sensitive informa-
tion exclusively to verified individuals. The system’s security is
further strengthened by blockchain’s encryption features and the
use of smart contracts. A well-designed web application serves
as the interface between the secure blockchain database and
end-users, offering a seamless experience for both healthcare
providers and patients. In addition, User Experience (UX) testing
was conducted with healthcare providers to assess the system’s
usability and functionality. The results highlight the system’s
user-friendly interface, confirming its potential for widespread
adoption. By fostering efficient, secure, and patient-centric health
information exchange, this study has the potential to significantly
enhance healthcare delivery and outcomes in Thailand.
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I. INTRODUCTION

The digital transformation of healthcare systems has
brought significant advancements in patient care, enabling
more efficient diagnosis, treatment, and management of health
conditions. However, this shift towards digital systems has
also highlighted several critical challenges, particularly in the
areas of managing and securing sensitive medical data [1].
While the adoption of electronic health records (EHRs) and
other digital tools has improved the accessibility of patient
information and streamlined healthcare processes, it has also
introduced new complexities in ensuring data privacy, interop-
erability, and compliance with regulatory standards. The rapid
expansion of healthcare data, coupled with increasing cyber
threats, has made it essential to implement robust solutions
for safeguarding patient information and ensuring the seamless
exchange of medical data across different healthcare providers
and institutions [2].

Thailand’s healthcare system faces unique challenges stem-
ming from infrastructural, administrative, and technological

limitations, which are compounded by the fragmented handling
of both digital and paper-based medical records [3], [4].
Patients frequently encounter inefficiencies when seeking care
across multiple hospitals, as they must manually request and
transfer their medical records, leading to delays in treatment
and posing risks of incomplete information for healthcare
providers [5], [6]. Moreover, limited interoperability between
data systems and fragmented administrative structures exacer-
bate these issues, creating bottlenecks in the seamless exchange
of critical patient information [7].

Concerns regarding infection control and the management
of patient movement within healthcare facilities further high-
light the urgent need for secure, real-time access to medical
data. Blockchain technology, with its decentralised architecture
and capacity for creating immutable records, offers a robust
solution to these challenges. By integrating blockchain into
Thailand’s healthcare system, hospitals can streamline the shar-
ing and retrieval of medical information, reduce administrative
inefficiencies, and improve overall care quality. Furthermore,
adopting blockchain technology aligns with ongoing efforts
to modernise healthcare infrastructure and address gaps in
service delivery, paving the way for a more patient-centred
and efficient system [8].

Blockchain technology has emerged as a promising solu-
tion to these challenges, providing a decentralised and secure
framework for data storage and exchange. A blockchain is
a shared, distributed ledger that stores data across multiple
nodes, ensuring that once information is recorded, it is ex-
tremely difficult to alter. This is achieved through crypto-
graphic techniques and consensus mechanisms that validate
data consistency across the network. While blockchain is
often associated with cryptocurrencies such as Bitcoin, its
applications in healthcare are particularly valuable due to its
immutability, transparency, and robust data security features
[9].

Among the many technological advancements, blockchain
stands out for its unique ability to protect data from tampering
and unauthorised access. Data is stored across a distributed
network, allowing every member to access and verify informa-
tion simultaneously, ensuring transparency. In the context of
healthcare, blockchain can securely store patient records, safe-
guarding them against unauthorised modifications or breaches.
Additionally, only authorised stakeholders, such as doctors
and healthcare providers, can access these medical histories,
enabling the provision of more continuous and improved care.
This study aims to demonstrate how blockchain technology
can transform Thailand’s health information system, resulting
in better healthcare outcomes and an enhanced quality of life
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for its citizens.

This proposed system utilises blockchain technology,
specifically Hyperledger Fabric, to enable fast, secure, and
seamless sharing of patient records. By integrating blockchain
with a user-friendly web platform, the system enhances the
efficiency of health data exchange in Thailand. Blockchain’s
encryption and smart contracts ensure that only authorised in-
dividuals can access patient information, thereby safeguarding
data integrity. The system also significantly reduces the time
required for transferring medical records between providers,
facilitating faster and more accurate diagnoses and treatments.
Furthermore, it empowers patients by granting them greater
control over their medical data, representing a critical step
towards a more patient-centric healthcare system.

The remainder of this paper is structured as follows:
Section II provides a comprehensive review of previous studies
in the field, examining the historical context of health infor-
mation systems alongside recent advancements in blockchain
technology for healthcare. Section III presents a detailed
description of the design of the proposed system, highlighting
the foundational principles of the blockchain-based solution.
Section IV discusses the results, including the development
of a user-friendly web application that interfaces with the
blockchain. Finally, Section V synthesises the key findings,
reflects on the contributions of this work to the field, considers
its broader implications, and outlines promising directions for
future research.

II. RELATED WORK

Blockchain technology is increasingly being studied for its
potential to address critical challenges in healthcare, particu-
larly in securing sensitive patient data, ensuring interoperabil-
ity, and enhancing the transparency of medical record trans-
actions. Amid the ongoing challenges posed by fragmented
record-keeping systems, blockchain offers a decentralised so-
lution that balances privacy with real-time accessibility to
medical data [10].

Early applications of blockchain in healthcare included
MedRec, a system designed for managing Electronic Medical
Records (EMRs). Leveraging Ethereum and smart contracts,
MedRec aimed to facilitate the secure sharing of patient
data among healthcare providers. By addressing data silos
while maintaining patient control over access, it demonstrated
blockchain’s significant advantage: immutable record-keeping,
which ensures the integrity of medical records [11]. Blockchain
technology presents a solution to the fragmented nature of
healthcare systems. At present, patient records are siloed
within individual institutions, limiting the delivery of com-
prehensive care. By establishing a unified ledger, blockchain
enables authorised providers to access and update patient
records in real time. This enhanced interoperability has the
potential to improve care continuity, reduce redundant testing,
and minimise medical errors [12]. Blockchain technology
addresses critical healthcare challenges related to data prove-
nance and record integrity. Through its consensus mecha-
nisms, all modifications to medical records are verified and
permanently recorded, creating an immutable and auditable
history. This enhances transparency and fosters trust among
patients, providers, and institutions. By tracking who accessed

or modified records and when, blockchain provides a robust
solution for safeguarding the integrity of sensitive medical
information [13]. In addition to enhancing security and trans-
parency, blockchain’s use of smart contracts has been exten-
sively studied as a tool to automate and enforce access control
policies. In healthcare settings, these programmable contracts
enable sophisticated access control by verifying the credentials
of healthcare providers and granting access to patient records
only under predefined conditions. For instance, a doctor can
access a patient’s history only if directly involved in their care
and appropriately authorised. This dynamic model minimises
the risk of unauthorised access while facilitating necessary
data interactions. As a result, smart contracts improve both the
security and efficiency of managing sensitive medical informa-
tion [14], [15]. Permissioned blockchains, such as Hyperledger
Fabric, have significantly enhanced blockchain’s applicability
in healthcare. Unlike public blockchains, these systems restrict
network access to known and trusted participants, address-
ing the critical need for privacy in healthcare environments.
Hyperledger Fabric’s modular architecture supports secure
transactions and smart contract integration while maintaining
stringent control over access to medical records. This makes
it particularly well-suited for healthcare settings, where confi-
dentiality is paramount. Studies confirm its viability for appli-
cations requiring controlled viewing and updating of medical
records [16]. However, storage limitations remain a challenge,
especially when dealing with large volumes of medical data.
While blockchain excels at storing transaction records and
hashes of medical data, storing actual medical records on-
chain is inefficient and costly in terms of both storage and
computation. To overcome these limitations, hybrid systems
combining blockchain with traditional relational databases,
such as MariaDB, have been proposed. These systems store
sensitive data on-chain while offloading larger, non-sensitive
data to off-chain databases. This hybrid approach preserves the
core benefits of blockchain, such as immutability and security,
while addressing the performance challenges associated with
large-scale data storage [17], [18].

In conclusion, blockchain technology has demonstrated
significant potential in addressing key challenges in healthcare,
particularly in the secure and efficient management of Elec-
tronic Medical Records (EMRs) [19]. The literature highlights
blockchain’s decentralised, immutable, and secure nature as
a foundation for enhancing privacy, interoperability, and trust
in healthcare data management [20]. Notable studies, such
as MedRec, have explored the use of Ethereum and smart
contracts for patient data sharing, while others have investi-
gated the integration of blockchain with IoT systems for real-
time data collection and the secure management of medical
information [16]. However, despite its advantages, blockchain
faces limitations, including scalability and storage constraints,
which must be addressed for broader adoption. To mitigate
these challenges, hybrid systems combining blockchain with
traditional databases, such as MariaDB, have been proposed.
These systems store sensitive data on-chain while offloading
larger, non-sensitive data to off-chain databases, thereby main-
taining performance without compromising security.

This proposed system builds on these foundations, leverag-
ing Hyperledger Fabric, a permissioned blockchain specifically
designed to provide robust security and privacy in a decen-
tralised environment. Unlike Ethereum, which incurs transac-
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tion fees, Hyperledger Fabric is open-source and free from
such costs, making it a more practical choice for healthcare
applications [21], [22]. Its modular architecture enables the
integration of smart contracts to control access to EMRs,
ensuring that only authorised individuals can view or update
sensitive medical information [23], [24]. The design of the
Blockchain-Based Healthcare Information System (discussed
in Section III) combines blockchain with a user-friendly web
application, offering seamless access to EMRs while maintain-
ing the highest levels of security. By employing smart contracts
and a hybrid storage solution, this proposed system addresses
the limitations identified in previous systems. This approach
not only ensures the integrity of patient records but also
enhances data sharing between healthcare providers, enabling
faster diagnoses and more accurate treatments. Furthermore,
this study advances the existing literature by demonstrating
how blockchain, when integrated with modern web tech-
nologies and efficient storage solutions, can resolve critical
challenges related to data security, privacy, and interoperability
in healthcare. Future work will focus on scaling the system
to accommodate larger networks and incorporating advanced
privacy-preserving techniques to further enhance the security
of healthcare data.

III. PROPOSED SYSTEM

The proposed Blockchain-Based Healthcare Information
System (HIS) has been designed to address the inefficiencies
and security vulnerabilities inherent in traditional centralised
systems for managing Electronic Medical Records (EMRs). By
leveraging Hyperledger Fabric, an open-source, permissioned
blockchain, the system provides a secure and decentralised
solution for managing patient records. Additionally, it enforces
strict access control through the integration of smart contracts,
ensuring that sensitive medical information remains accessible
only to authorised individuals.

A. System Architecture

The system consists of three primary components:

1) Blockchain Database: The blockchain network forms
the core of the system and is built on Hyperledger Fabric.
This platform was selected for its numerous advantages over
alternatives such as Ethereum, including its open-source na-
ture, absence of transaction fees, and robust security features.
Hyperledger Fabric’s permissioned network restricts access to
verified participants, ensuring that sensitive medical data can
only be accessed by authorised users. Its modular architecture
supports a wide range of applications, making it particularly
adaptable for healthcare implementations.

2) Web Application: The web application acts as the inter-
face between healthcare providers, patients, and the blockchain
network. Designed with usability in mind, the platform enables
users to log in, view medical records, and securely share
data with healthcare providers. Real-time querying of the
blockchain ensures rapid access to critical patient information,
such as medical histories and prescriptions. Access control is
enforced by smart contracts, guaranteeing that only authorised
users can interact with the data.

3) Smart Contracts: The system leverages Hyperledger
Fabric’s smart contracts, also referred to as chaincode, to im-
plement business logic and control user access. Written in Java
(as well as Go or Node.js), these smart contracts enforce user
roles and permissions by verifying the identities of patients
and healthcare providers through Hyperledger Fabric’s identity
management services. Additionally, they log all interactions
with the blockchain, creating an immutable audit trail that
ensures transparency, accountability, and data integrity.

B. Blockchain Architecture Design

The blockchain architecture is designed to store critical
medical data securely while optimising performance. The sys-
tem utilises a distributed ledger to store patient medical histo-
ries and prescriptions. Each transaction is recorded immutably,
ensuring that once data is added, it cannot be altered. The
system generates a unique transaction ID for each interaction,
providing a secure and traceable history of all medical data
exchanges.

Hyperledger Fabric was selected for its permissioned net-
work, which ensures that only authorised participants can
access the network. This feature is particularly important in
healthcare, where patient confidentiality and data security are
paramount. Unlike public blockchains, which allow anyone to
participate, Hyperledger Fabric restricts access to known and
verified participants, providing an additional layer of security.
Each participant is assigned specific roles and permissions,
ensuring that only those with the necessary credentials can
interact with the blockchain.

The system employs chaincode (smart contracts) written in
Java to manage user roles and control data access. For example,
the chaincode verifies that a patient’s identity matches their
medical records before granting access. Additionally, it tracks
and records every transaction on the blockchain, creating an
immutable audit trail that ensures the integrity and trans-
parency of the data.

C. Hybrid Data Storage Solution

To address blockchain’s storage limitations, the system
adopts a hybrid storage model. Critical and sensitive med-
ical data are securely stored on the blockchain, leveraging
its immutability and robust security features. Less sensitive
information, such as metadata or general patient details, is
stored in MariaDB, a relational database system. This hybrid
approach alleviates the performance overhead associated with
storing large volumes of data on the blockchain while ensuring
the security of sensitive information. Furthermore, the system
synchronises data between the blockchain and MariaDB to
maintain consistency across platforms.

D. Security, Authentication Flow and Data Integrity

The system’s security is built upon Hyperledger Fabric’s
cryptographic mechanisms and identity management features.
Authentication is managed through public-key cryptography,
with each user’s identity verified by a certificate authority. This
ensures that only authorised individuals can access or modify
patient records, effectively preventing unauthorised access.
Additionally, all interactions are securely recorded using smart
contracts, creating a transparent and tamper-proof audit trail.
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Hyperledger Fabric’s consensus mechanism ensures that all
nodes agree on the state of the ledger, safeguarding against
malicious actors attempting to alter patient data. This is critical
for maintaining the integrity of healthcare information, where
accuracy is paramount for effective treatment decisions.

The system’s authentication process begins with a user
logging into the web application, which interfaces with the
blockchain through smart contracts. The smart contract ver-
ifies the user’s credentials against the blockchain’s identity
management system. Once authenticated, the user can query
the blockchain to retrieve or update medical records. Each
interaction is recorded as a transaction, validated by the
blockchain’s consensus mechanism, and subsequently added
to the ledger.

IV. RESULTS AND DISCUSSION

This section presents the results from the prototype im-
plementation of a Blockchain-Based Healthcare Information
System and discusses the implications of these findings in
the context of existing healthcare information management. It
includes an evaluation of the system’s performance, security,
and usability, with particular focus on the insights gained
through User Experience (UX) Testing. The results provide a
comprehensive view of the system’s effectiveness in securely
managing electronic medical records (EMRs) and its potential
to enhance healthcare workflows. The findings also highlight
areas for future development, including system scalability,
performance optimisation, and user adoption strategies.

A. System Implementation Results

The developed system is a web application integrated with
Hyperledger Fabric, a permissioned blockchain, to facilitate
the secure sharing of Electronic Medical Records (EMRs).
Both patients and healthcare providers can register and access
the system. Patients are identified using their Thai 13-digit
ID number during registration. Once logged in, they can
securely upload and store medical records, such as medical
certificates or treatment data, on the blockchain, ensuring safe
and controlled access.

The implementation demonstrated that blockchain technol-
ogy significantly enhances data security, access control, and
transparency in healthcare. By decentralising medical data
storage, it reduced the risk of unauthorised access and tam-
pering. The blockchain’s immutable nature ensured that any
modifications to records were securely logged, providing full
accountability. However, performance issues were observed,
particularly slower transaction speeds during periods of high
usage. To address this, a hybrid storage model, incorporating
MariaDB for non-critical data, improved system performance.
Security remained robust, with cryptographic protections and
Hyperledger Fabric’s consensus mechanism ensuring autho-
rised access. Additionally, smart contracts enabled secure data
sharing, giving patients greater control over who could access
their records.

B. Main Features of the System

The main features of the system included:

1) User-friendly Interface: The web interface was intuitive,
allowing users to easily upload and access their medical
records. Patients could review their treatment history, drug
allergy details, and medical certificates in real time.

2) Blockchain Integration: Critical data, such as medical
histories, were stored securely on the blockchain using Hy-
perledger Fabric’s cryptographic and consensus mechanisms,
ensuring data integrity and security.

3) Hybrid Storage: To optimise performance, the system
employed a hybrid data storage model, storing sensitive data
on the blockchain while non-sensitive data was kept in a
traditional relational database, MariaDB. This approach ad-
dressed blockchain’s limitations in terms of storage capacity
and performance.

4) Smart Contracts: The system used smart contracts to
enforce access control, allowing only authorised users (doctors,
medical staff, and patients) to view or modify the records. The
smart contracts also recorded every transaction made, provid-
ing a transparent and immutable audit trail of interactions with
the data.

C. System Performance and Security

The implementation demonstrated that using blockchain
technology in healthcare offers significant improvements in
data security, access control, and transparency. By decentral-
ising medical data storage, the system mitigated the risk of
unauthorised access or tampering. The blockchain’s immutable
nature ensured that any changes to patient records were se-
curely logged and could not be altered, thereby providing full
accountability for all medical interactions.

However, performance limitations were observed, partic-
ularly in terms of processing speed when handling larger
volumes of transactions. Blockchain’s inherently slower trans-
action times, compared to traditional relational databases, were
noted, particularly during peak usage periods. The integration
of a hybrid storage model helped alleviate some of these con-
cerns by offloading non-critical data to the MariaDB database,
which allowed the system to maintain adequate performance
levels.

In terms of security, the blockchain-based system provided
strong data protection through cryptographic techniques. The
consensus mechanism employed by Hyperledger Fabric en-
sured that only authorised participants could access the net-
work, and the use of smart contracts further guaranteed secure
data sharing between stakeholders. Patients also benefited from
increased control over their medical records, as they could
directly manage who could access their data.

D. Prototype User Interface Design

The design of the Blockchain-Based Healthcare Informa-
tion System focuses on providing an intuitive and secure
interface that allows patients and healthcare providers to in-
teract seamlessly with the blockchain-based backend system.
Below are the key screens developed in the prototype, which
demonstrate the core functionalities of the system: landing
page, registration page, and medical record page.

www.ijacsa.thesai.org 1122 | P a g e



(IJACSA) International Journal of Advanced Computer Science and Applications,
Vol. 15, No. 11, 2024

1) Landing Page: Fig. 1 shows the Landing Page, the gate-
way to the Blockchain-Based Healthcare Information System.
It features a clean, user-friendly interface for both patients
and healthcare providers, offering clear options for logging
in or registering with role-specific paths for easy navigation.
The design emphasizes security and decentralised medical
record management, assuring users that their healthcare data is
securely handled. The page is crafted to ensure a smooth entry
into the system, prioritising accessibility and ease of use.

Fig. 1. Landing page.

2) Registration Page: Fig. 2 shows the Registration Page,
where new users (patients or healthcare providers) can create
an account and securely access the healthcare platform. The
page collects personal and authentication details, such as name
and email, while leveraging blockchain identity management
for secure user verification. It employs a role-based access
system, assigning distinct roles to patients and healthcare
providers to control permissions. This ensures that only au-
thorised users can view or manage sensitive medical records.
Overall, the Registration Page establishes a secure foundation
for verified and authenticated interactions within the system.

Fig. 2. Registration page.

3) Medical Record Page: Fig. 3 displays the Medical
Record Page, the main interface where patients and healthcare
providers manage Electronic Medical Records (EMR). Pa-
tients can securely view their complete medical history, while
healthcare providers can upload and update records. These
records are encrypted and stored on the blockchain, with access
controlled by smart contracts, ensuring that only authorised
users can view or modify the data. All interactions are logged
for transparency and auditability, making the system both
secure and efficient for enhancing patient care and experience.

Fig. 3. Medical record page.

E. User Experience (UX) Testing

1) Testing Participants: The UX testing involved health-
care providers, including doctors and medical administrators,
as the sole participants. They were tasked with logging into
the system, uploading treatment records, querying medical
histories, and managing access permissions for patient data.
Synthesised patient profiles were used to simulate realistic
medical interactions, ensuring the evaluation aligned with real-
world use cases.

2) Key Findings: The key findings from the UX testing
highlight the system’s usability, efficiency, and security, as well
as areas for improvement. These findings were based on the
feedback from healthcare providers as they interacted with the
system during various tasks:

• Ease of Use: Participants found the landing page intuitive,
with clear navigation options for login and registration.
The medical record page was effective in facilitating
tasks such as uploading and retrieving medical records,
which streamlined workflows and reduced administrative
complexity.

• Efficiency: Real-time access to blockchain-stored data
ensured healthcare providers could quickly retrieve treat-
ment histories and prescription details, which was par-
ticularly beneficial for emergency care simulations. The
hybrid storage model improved responsiveness when ac-
cessing non-critical data, as confirmed by positive feed-
back during high-usage scenarios.

• Security Perception: Healthcare providers appreciated the
robust security features, including blockchain’s encryp-
tion and immutable audit trails, which reassured them of
the system’s reliability for handling sensitive information.

• Challenges: A minor learning curve was observed among
participants unfamiliar with blockchain technology, par-
ticularly during the initial onboarding phase. Slower trans-
action speeds were noted during simulated peak loads,
indicating a need for further optimisation.

Suggestions for Improvement: Based on the key findings,
several suggestions for improving the system were made to
enhance its usability, performance, and scalability:

• Enhanced Onboarding: Developing tutorials or quick-start
guides tailored to healthcare providers could improve
initial system adoption.
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• Performance Optimisation: Continued refinement of the
hybrid storage model and transaction speeds is recom-
mended to enhance usability during high-demand periods.

Conclusion: The UX testing demonstrated the system’s po-
tential to streamline healthcare workflows and securely manage
medical records for healthcare providers. By leveraging synthe-
sised patient data, the evaluation provided realistic insights into
the system’s usability and security features while avoiding eth-
ical concerns associated with direct patient involvement. These
findings highlight the system’s readiness for broader adoption,
with ongoing refinements aimed at improving scalability and
performance.

F. Discussion

The prototype Blockchain-Based Healthcare Information
System demonstrated significant improvements in the security
and accessibility of Electronic Medical Records (EMRs) for
healthcare providers. By leveraging blockchain technology and
a hybrid storage model, the system ensured secure management
of sensitive data while addressing performance limitations
associated with blockchain’s storage capacity. Feedback from
healthcare providers during UX testing highlighted several
strengths and areas for improvement.

1) Scalability: As the system grows, increasing data vol-
umes may impact performance, particularly during peak usage
periods. The integration of a hybrid storage model helped al-
leviate some performance issues, but future work should focus
on refining consensus mechanisms and exploring advanced
storage solutions such as distributed file systems or cloud
integration.

2) User Adoption: The user-friendly interface was posi-
tively received by healthcare providers, who found the system
intuitive and effective for managing medical records. How-
ever, a minor learning curve was noted, particularly for users
unfamiliar with blockchain technology. Developing onboard-
ing materials and tailored training programs could facilitate
smoother adoption.

3) Legal and Ethical Implications: Although the system
used synthesised patient data to evaluate its functionality, real-
world implementation would need to address compliance with
data privacy laws such as GDPR and HIPAA. Smart contracts
for access control must be carefully designed to align with
regulatory frameworks while ensuring secure and transparent
data sharing.

These findings underscore blockchain’s promise as a trans-
formative technology in healthcare. The system’s robust se-
curity features and transparent data management have the
potential to streamline workflows and improve interoperability
among healthcare providers. Nevertheless, addressing scalabil-
ity, enhancing user adoption strategies, and ensuring regulatory
compliance remain critical for widespread implementation.
Future research should focus on scaling the system to support
national healthcare networks and refining its performance for
handling greater data volumes. Additionally, expanding UX
testing to include diverse healthcare settings could provide
deeper insights into its adaptability and effectiveness.

V. CONCLUSION

In the proposed solution, Hyperledger Fabric was chosen
over the Ethereum platform for several reasons. One significant
advantage is that Ethereum imposes transaction execution fees,
whereas Hyperledger Fabric is an open-source platform that
does not charge such fees, making it a more cost-effective
choice for healthcare applications. Additionally, Hyperledger
Fabric offers robust security features, which are crucial for
handling sensitive medical data.

This study is pioneering in its design and development of
a prototype for managing Electronic Medical Records (EMRs)
using blockchain technology, specifically in the form of a
Blockchain-Based Healthcare Information System. At present,
most hospitals rely on centralised systems to store patient data,
typically using conventional Relational Database Management
Systems (RDBMS). However, this centralised approach poses
significant challenges in sharing medical records, treatment
histories, and other critical information between hospitals.
The research serves as a proof of concept, demonstrating the
benefits of blockchain in this context. Blockchain technology
was found to provide a high level of security and protection for
sensitive information, ensured through consensus mechanisms
and collaboration among stakeholders.

Despite its advantages, the research identified some lim-
itations of blockchain technology, such as restricted storage
capacity and the need for continuous software updates across
nodes or peers. To address these issues, a hybrid approach was
adopted, combining blockchain with MariaDB. Critical data
was stored on the blockchain, while general information was
maintained in the MariaDB system. This approach mitigated
performance issues and improved overall system efficiency.

User feedback from healthcare providers during system
evaluation highlighted the system’s usability and its potential
to streamline healthcare workflows. The integration of a user-
friendly interface with blockchain’s secure backend ensures
effective data management while maintaining accessibility.
However, minor challenges, such as transaction speeds during
peak usage and onboarding support for first-time users, should
be addressed in future iterations.

Future research should focus on scaling blockchain-based
healthcare systems for larger networks, such as national-
level infrastructures, while optimising performance to handle
greater data volumes. Enhancing storage solutions through
the integration of distributed file systems, such as IPFS, or
cloud storage could address blockchain’s inherent limitations.
Additionally, exploring alternative blockchain platforms may
provide valuable insights into how different technologies per-
form in healthcare applications. Expanding evaluations to
include diverse healthcare settings will further validate the
system’s adaptability and effectiveness.

In conclusion, the Blockchain-Based Healthcare Informa-
tion System demonstrates blockchain’s potential to revolu-
tionise healthcare data management. By addressing current
limitations and leveraging innovative solutions, the system has
the capacity to enhance data security, improve interoperability,
and streamline workflows, contributing to better healthcare
outcomes for all stakeholders.
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