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Abstract—The blockchain serves as a distributed database
where data is stored across different servers and networks. It
encompasses various types, with Bitcoin, Ethereum, and
Hyperledger being notable examples. To safeguard the security of
data transactions on the blockchain, it relies on a consensus
algorithm. This algorithm facilitates agreement among nodes
within the network. There are multiple types of consensus
algorithms, each possessing unique specialties and characteristics.
This paper drives into the examination of specific Authority
Round, here claimed as AuRa_ori consensus algorithm. The
AuRa_ori is a specific type of PoA consensus mechanism used
primarily in private or permission blockchain networks. 1t works
by having a set of trusted validators take turns in a round-robin
fashion to produce new blocks. It is supported by Parity and
Ethereum Clients. AuRa_ori assumes that all the authority nodes
are synchronised and honest on every transaction process. In
AuRa_ori, every transaction process will execute the four phases
i.e., assigning of a new leader, proposing a block, commencing
agreement and finally, the phase of committing. However, there
exist some discrepancies in some of the phases. In response to the
scenario, this paper presents a thorough discussion on the
vulnerabilities adhered in AuRa phases in transaction execution
by focusing on the first phase of assigning a new leader and the
third phase, namely the agreement. The vulnerabilities are
subjected to the risk of impacting the performance of Transaction
Speed Per Second (TPS), Transaction Throughput (TGS),
Percentage Decrease (PD) of TPS and Percentage Increase (PI) of
TGS. The new improved method, named AuRa_v1l is parallel
presented to overcome the vulnerabilities of AuRa_ori at the
selected phases. It aims to increase the TPS and to calculate the PD
in transaction process using the Ethereum private blockchain
systems. The implementation used three set of data scroll
certificate. The result showed that the AuRa_v1 able to decrease
the TPS almost 30% based on difference number set of data.

Keywords—Blockchain; Ethereum; consensus algorithm; smart
contract; AuRa_ori; AuRa_vl

I.  INTRODUCTION

The section drives the important components within the
scope of the paper discussion on the AuRa_ori algorithm
starting from the introduction of the blockchain technology, the
platform that offers the technology, to what component and
algorithm that determines the efficiencies of the blockchain

technology. The efficiency determinants of the blockchain
relies on the robustness of the consensus algorithm, wherein the
discussion on the AuRa_ ori is initiated. The consensus
algorithms are crucial in further bolstering security within
blockchain transactions by orchestrating an agreement among
nodes. This ensures that the throughput remains consistent,
uniform, and valid across the network.

Blockchain, as a decentralised distributed database, serves
as a platform for storing transactional data and information. It
represents a departure from traditional methods, transitioning
data management from a single centralised location to a
decentralised setup across various servers or networks [1]. This
decentralised data storage comprises a series of interconnected
records known as blocks [2].

Data is dispersed among different nodes across diverse
servers within the blockchain network. Often referred to as a
peer-to-peer (P2P) network, blockchain operates through nodes
communicating directly with each other [3]. Ultilising
cryptographic techniques and hash functions, blockchain
ensures the security and integrity of digital data stored within
its system [4].

While blockchain encompasses several types, Bitcoin,
Ethereum, and Hyperledger stand out as the most popular and
widely used variants [5], [6]. These platforms have been
developed over the years with a focus on encouraging
businesses to integrate blockchain into their operations [7].
Despite their similarities, each blockchain platform possesses
unique characteristics. Ethereum, conceptualized by Vitalik
Buterin in 2013 [8], emerged as a response to the limitations of
Bitcoin [9]. Crowdfunding in 2014 facilitated the advancement
of Ethereum's technologies, leading to its live network launch
in 2015 [10].

Ethereum implements distributed data storage, enabling
users to deploy their applications and operate their blockchain
instances [11]. Notably, Ethereum offers the capability to store
data with an unlimited block size [12]. Specifically, the
AuRa_ori consensus algorithm is used in voting domain and
focusing on the electronic voting application. The researcher
was comparing the AuRa_ori and Geth based on certain criteria
such as time, consistency, and scalability. This application runs
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the test net environment including remix IDE, Ethereum test net
and web3.

Additionally, the efficiency of blockchain is reinforced by
the consensus algorithm, which facilitates an agreement process
among nodes dispersed across various servers and networks.
This algorithm ensures the maintenance of consistency and
decentralisation among nodes within the blockchain system [4],
[13],[14]. The consensus mechanism necessitates four essential
elements in transactions, as outlined in Table I.

TABLE I. Element of consensus algorithm
Element Description
- The successful transaction process dependence on the

Termination

content of block that proposed

The acceptance block needed to assign by the honest
Agreement e

authorities
Validit The block should be accepted if nodes that received is valid

Y and same with the proposed block

Integrity Only the honest node should be acceptance their transaction

There are numerous types of consensus algorithms that are
able to support the security of data transaction in blockchain
environment. However, this paper provides the detailed
exposure of the consensus algorithms in conjunction to the
strengths and the weaknesses in AuRa_ori used in Ethereum
and reveals and proposes the improvement mechanism as a
means of solution on the weaknesses.

There are numerous types of consensus algorithms that are
able to support the security of data transaction in blockchain
environment. However, this paper aim discussed the detail
AuRa_ori including it procedure to transact data into the
blockchain. We also provide the detailed exposure of the
consensus algorithms in conjunction to the strengths and the
weaknesses in AuRa_ori used in Ethereum environment.

Prior to the weakness of AuRa, the analysis of the effect of
AuRa weakness in term of transaction speed was executed. The
weakness is able to expose the risk including the cloning attack
and malicious leader. Then the improvement mechanism as a
means of solving weaknesses were proposed and revealed.

Il. AURA_ORI CONSENSUS ALGORITHM

AuRa_ori, short for Authority Round, was initially
proposed for the Parity client, which utilises Rust as its
programming language [15]. This consensus relies on the
assumption of honest authorities and synchronous network
communication among nodes. If any issues such failed to assign
a new leader or leader failed to produce the signature the
process must be repeat at beginning. This impact the throughput
and transaction process. Additionally, AuRa_ori consists of
four key steps including assigned a new leader, proposed block,
agreement and commit transaction into the blockchain. This
consensus mechanism has been implemented by various
platforms including Laava, VecHain Thor, xDai DPOS
network, Microsoft Azure (for deployment only), and Kovan
Testnet [16].
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AuRa_ori has gained widespread adoption in blockchain
applications, with nearly 4,000 projects implementing this
consensus algorithm [17]. For example, AuRa ori was
implemented in health domain focused on health record
sharing. The researcher proposed new methods to improve the
time in block transaction process of AuRa_ori [18]. The
AuRa_ori is well implemented to support the Copyright System
in [19]. This effort drives the implementation of AuRa_ori and
performs the analysis of its transaction throughput. It also
concerns about the network synchronisation.

A. Assigning a New Leader

Initially, a leader is assigned, with each authority taking
turns using the Round Robin Algorithm [20]. The leader
assignment process involves calculating the difference value
ty) between the current timestamp t and the last timestamp at
the genesis t, as shown in Eq. (1).

ta=t—t, (1)

Where ¢, is a difference values of t and ¢, . Whilet is a
current timestamp and t, is the last time stamp at the
genesis. After getting the values of t;, next is to assign the
leader among the authorities based on Eq. (2).

i =% modn 2
D

In the formula, i represents the node tasked with assigning
a leader, while D stands for the Step Duration specified in the
genesis file. The n denotes the number of nodes configured in
the blockchain environment. Following the assignment of the
leader based on this formula, the subsequent step involves the
leader proposing a block.

B. Propose Block

The block that proposed by a leader based on set of values,
there are data v on ¢, , number of proposed blocks n and
signature of authorities account on leader v,. Every proposed
block process must include the set value {v,n,v;} . Based on
set values the other authorities will apply the voting process.

C. Agreement

After finding the leader and proposing the block {v, n, v},
the next step is agreement among the nodes. The block that was
proposed agreed or not by the authorities depends on data on
proposed block v, numbering of proposed block n and the
authorities account on leader is different v,. After getting the
agreement result from the authorities, The data will transfer to
block transaction queue that declare as t,. Then after the

authorities 'members complete their agreement process, the
next step is the voting process based on Eq. (3).
2f+1<n 3)

Where fis a faulty node, n is a number of nodes. In that
case the number of faulty nodes at least must be less or the same
as the number of nodes 50%.

D. Commit

Subsequently, the leader puts forward a block, comprising
a leader signature key, current timestamp, and block data.
Following the proposal of the block, the process proceeds to the
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voting and acceptance phase. If the agreement achieves more
than 50%, the next is the commit process. Thet, will be inserted
into the blockchain, and the value of ¢, and t,will be deleted

from the transaction process. Fig. 1 shows the patterns of AuRa
in committing the transaction data.

) block ,  block 3accept
\ proposal , acceptance
0 ' [ '
' M '/'/‘/'
L\ X
RN
3 — ' '
1

]
block vote

Fig. 1. Pattern of aura transaction process.

According to Fig. 1, the AuRa_ori process is bifurcated into
two primary stages: block proposal and block acceptance. Once
the leader is designated, the leader initiates the block proposal
phase by proposing a block. Subsequently, the block acceptance
phase commences, during which the members of the authority
vote on the block proposed by the leader to determine if it
should be committed.

I11. AURA_ORI RELATED WORKS AND DRAWBACKS

The implementation of AuRa_ori can be widely seen in
various domains of applications. It is considered as a stable
algorithm and able to support the transaction process into the
blockchain. However, the AuRa_ori is vulnerable to the
exposure of attacks if the issues persist in all over the
transaction process.

A. Challenges Faces in AuRa

The AuRa_ori has been widely embraced to enhance the
speed of blockchain transactions. Previous research has delved
into various aspects of AuRa_ori. For instance, [21] examined
partitioning tolerance in AuRa_ori. The author investigates
strategies for preventing partitioning tolerance in AuRa_ori.
The AuRa_ori is capable of detecting only the absence status of
authorities.

However, it cannot discern whether missing authorities are
inactive or located in a different partition, as it lacks the ability
to identify network partitioning. Lack of ability to identify
availability authorities ’impact to transaction speed and
throughput. It needed extra time if authorities are detected not
available a long transaction process because AuRa_ori needed
to assign a new leader and get the signature key from a new
leader to assign data into the blockchain. Extra time was risk to
any attack.

Additionally, the study in [22] conducted research on
transaction speeds using the Geth and Parity clients. Both Geth
and Parity support by PoA, with Geth focusing on Clique and
Parity on AuRa_ori. On average, the Parity client exhibited a
91% faster transaction speed compared to Geth. The
experiment based on transaction data from 1000 to 5000. The
comparison is conducted on a private test net, considering
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factors such as CPU, RAM, and the number of nodes. The
performance analysis criteria included the time, consistency
and scalability. However, it does not consider the security and
safety criteria in this analysis.

Furthermore, the study in [23] discussed a comparison
between Geth and Parity in terms of transaction speed and
performance level. Their analysis cantered on the consumption
of CPU and RAM resources by the two Ethereum clients.
However, this research did not specify the type of consensus
utilised, and details regarding CPU, RAM, and server type were
not provided. As previously noted, AuRa_ori operates under the
assumption that nodes remain synchronised, which impacts
both availability and consistency. According to prior research
by [24], which focused on comparing AuRa_ori, Clique, and
PBFT in terms of availability, consistency, and partition
tolerance, the synchronisation requirement of AuRa poses a
risk, especially when deployed over a wide area. This algorithm
relies heavily on accurate timestamps for both genesis and
proposed blocks.

Regarding transaction speed, [25] explored the performance
of AuRa_ori in comparison to POW. The research discussed
how AuRa surpasses PoW in transaction speed due to its lower
computing power requirements and higher throughput.
Moreover, AuRa_ori offers the enhancement in security
compared to PoW, as it incorporates an additional layer of
security and operates with two levels of acceptance: the
proposed block and the subsequent voting process but the
voting process exploit the security issue if it needed extra time
to complete the task.

B. Reviews on the Challenges that AuRa_ori Faced

The widespread implementation of AuRa_ori has sparked
interest among researchers to scrutinise its intricacies. Previous
studies have identified several drawbacks associated with
AuRa_ori, particularly in the initial step of leader assignment
and the subsequent voting agreement phase.

Assigning a new leader for each transaction process poses a
challenge within AuRa_ori. To accomplish this, AuRa_ori
employs a Round Robin schedule. However, if authority
members are unavailable, the process of reassigning a new
leader becomes necessary, resulting in decreased throughput,
affecting transaction speed and time execution [19]. Because
AuRa needs to assign a new leader and it increases time to
complete the transaction. Then it needs to create a new fork to
allow a queued transaction in proposing a new block.

Process to assign a new leader causing risk to attack
including AuRa_ori assumes each node is synchronised, but
sometimes unexpected network delays happen. To overcome
this situation AuRa_ori allowed the authorities to postpone the
validation process and cause the block to be delayed. This
exploited loophole to assigned the malicious leader when the
previous transaction not completed because time delay to
complete the transaction.

Furthermore, complications arise if the assigned leader fails
to create a signature or becomes corrupted, leading to decreased
throughput and failed transactions [26]. To mitigate these
issues, the concept of a dummy signature has been proposed. If
authority members accept the dummy signature, it is converted
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into a real signature then the transaction process is able to
continue. The challenge is how to verify the dummy signature
is accurate. Because this research did not explain how the
dummy signature creates and verify.

Additionally, changes in assigned authorities can occur at
any time, any changes requiring agreement from other
authorities. Normally the changes occur if the nodes not
available because of network or configuration issues. Assigning
new authorities process introduces delays until the new
authorities are accepted, impacting the security, performance,
and transaction speed of AuRa_ori.

The election of a leader for each transaction process exposes
the algorithm to potential attacks [27] because the leader
needed to create the signature. The signature was used in
proposed block, voting committing transactions. If the leader
failed to sign a signature the new leader must assign and it
impacts the execution time, throughput, transaction speed and
epoch time. Additionally, the wvalidation process among
authorities before committing transactions to the blockchain
requires extra time to achieve agreement, affecting throughput
and potentially leading to forks.

A delayed verification can also leave AuRa_ori vulnerable
to cloning attacks (CA) [28]. This occurs due to the creation of
forks during delayed verification, allowing for the replication
of identities using the same private and public keys. Delay
verification occur if the leader failed to sign the signature or the
signature not valid. Then it needed to assign new leader and
new signature, then impact the execution time and potential the
attacks.

To address these challenges, this paper proposes the
implementation of a heartbeat-based approach to thwart cloning
attacks. This involves signing and sending the heartbeats to
other authorities, who then accept proposed blocks based on the
heartbeat signature.

I\VV. PROPOSED METHODOLOGY

Based on previous studies, AuRa_ori is tightly bound with
the transaction speed issues. These issues because of the
procedure in AuRa_ori needed to assign a new leader for every
transaction process and needed the verify phase before the
transaction was able to commit into the blockchain. This
research proposed a new algorithm called AuRa vl to
overcome these issues.

The new proposed algorithm named AuRa_v1 consists of 4
steps including preassigned new leader, transaction pending,
proposed block and voting. Numbering steps are the same with
the AuRa_ori, but it's needless to assign a new leader for every
transaction process. Each step in AuRa_v1 is enhanced from
the AuRa_ori.

A. Predefine Leader

Predefining a leader is a process to assign a new leader as
oppose to AuRa_ori where it requires the assignment of a new
leader at every transaction process. In contradiction, AuRa_v1
assigns a new leader only on condition the leader that was
assigned is not available, or the signature key by the previous
leader is not valid. Fig. 2 highlights the detail of predefined
leader procedure.

Vol. 15, No. 11, 2024

Algorithm 1

[1] While true do

(2] t, — TIMESTAMPDIFF (second,t - t )
(3] I « ((t,/D)mod n)

(4] sk — generate by I

[5] Transaction_Pending(sk,[,n)

[6] End Process

Fig. 2. AuRa_v1 predefined leader algorithm.

The new leader assignment in Fig. 2 will be made available
if and only if either the occurrence of the 2 conditions i.e., 1)
the previous assigned leader is not available, or 2) the signature
key owned by the previous assigned leader is not valid. Line 2
aims to get the difference value between current timestamp and
genesis timestamp. The difference value based on Eq. (4).

ta=t—t, (4)

Where value of t; is a difference value of current timestamp
t and genesis time, t,. However, this research proposes the
difference value was converted into a second based on
timestamp format using the function
TIMESTAMPDIFF (second) . We propose converting into
second because it is able to improve the transaction speed. Then
the value of t; was used to choose the new leader as line 3
based on Eq. (5),
tq
;modn (5)

Where [ is new leader that was assigned and D is the value
of step duration, D value can be any number in minutes or
second, normally value of D setup by developer including 5
until 10 seconds. Then n is a number of authorities that register
in blockchain setup.

A. Voting and Commit Transactions

Voting and commit process is the last process before the
transaction is stored into the blockchain. This process there is
no need to collect the agreement from the available authorities.
It just counts the number of available authorities. Fig. 3
illustrates the voting and commit procedure.

Algorithm 2

[1] voting(bp,sk,l, n)

[21] nt — datetime.now()

[3]1] 1I£((nt - t)<= D)then

[4] ca  count (aa)

[5] if ca >= 1 A ca <= n) then
[6] Commit

[71 else

[8] Failed

[9] else

[10] Failed

[11] £ (I 2 I)then

[12] transaction pending (sk,l)
[13] else

[14] pre_assigned_leader ()
[15] End

Fig. 3. Algorithm of voting and commit procedure.
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In Fig. 3 at line 2 to 3, ntrefer to new current timestamp.
This procedure needed to capture the new current
timestamp. Then the new timestamp minus t and the value
must be less or the same with step duration value D. Line 4 to
6, it counts the authorities available, if authorities available
more than 1, and numbers of available authorities less or the
same with the number of authorities the transaction process is
able to commit into the blockchain. Lastly line 7 until 14, refer
to failure completed the prerequisite, the procedure back
to transaction pending or pre assigned leader process.

V. IMPLEMENTATION

This studies aims to analyst the performance of AuRa_ori
and AuRa_v1. The analysis based on result of digital certificate
process. The certificate process implemented into two version
including AuRa ori and AuRa vl. To support the
implementation of AuRa_ori and AuRa_v1, the installation and
configuration of AuRa_v1 and AuRa_ori was executed. The
installation and configuration of AuRa_ori based on standard
AuRa_ori. Fig. 4 portrays the installation and configuration of
the AuRa_ori.

However the installation and configuration of AuRa_vl
based on proposed algorithm of AuRa_v1. Then the node file
was created for both of AuRa_ori and AuRa_v1. The number
of nodes file based on the number of node that is created on
AuRa_ori and AuRa_v1l engine. Fig. 5 depicts part of nodes
file.

Fig. 4. The installation and configuration of aura engine.

Codel: xxx.toml

[1] [parity]

[2] chain = "chain directory"

[3] base_path = "aura engine directory"

[4] [network]

[5] port = 30301

[6] [rpc]

[7] port = 8541

[8] apis=["web3","eth","net","personal","parity","parity_set",
[9] "traces", "rpc", "parity_accounts"]
[10][websockets]

[11]port = 8451

[12][ipc]

[13]disable = true

Fig. 5. Code of parity engine configuration
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Based on Fig. 5, the file xxx. toml used the parity engine
(line 1) and read the chain file (line2). Line 4 and 5 mention the
port network that is used is 3301. Line 6 and 7 mention the
Remote Procedure Call(RPC) port that used 8541. Line 8 and 9
are about dependencies that implement and line 10 - 11 is about
the web sockets port used is 8451.

Besides that, this study also require created the smart
contract file. Smart contract is a special element in Ethereum, it
consists of the business logic for executing the command of
user requirement. After the completed the smart contract, the
next step is to migrate the smart contract with the both AuRa_v1
and AuRa_ori engine. The migration process used the truffle
framework. The truffle engine is needed for installation and
configuration as denoted in Fig. 6 while the three sets of scroll
datasets are characterised as in Table I1.

C:\project\bc>nkdir exp
ject\be=cd exp

C:\project\bc\exp>truffle init

> Copying project files to C:\project\bc\exp

Init successful, sweet!

Try our scaffold commands to get started:

ct YourContractName # scaffold a contract
# scaffold a test

§ truffle create co
§ truffle create test YourTestName

http://trufflesuite.com/docs

Fig. 6. The truffle framework installation.

TABLE II. SET OF DATA
Set of Number of .
Data Data Size per Data Type of Data
Setl 1021 32.8KB - 33.01KB Scroll
Set 2 2435 32.2KB - 33.11KB Scroll
Set3 3422 32.5KB - 33.07KB Scroll

Referring to Table |1, Set 1 includes 1021 data, set 2, 2435
data and set 3 with 3422 data. These data consist information of
scroll student including name, program and final cumulative
grade. These 3 sets of data are being executed in transaction
process on both AuRa_ori and AuRa_v1.

Additionally, the research has also developed the frontend
interface to generate the digital certificate. The interface
connected with both AuRa_ori, and AuRa vl through the
Application Programmers Interface (API) and backend code as
depicted at Fig. 7.

The front-end consists of a few modules including the
dashboard, create certificate and verification. These function
able to access regarding the user access level. Fig. 8, Fig. 9 and
Fig. 10 show the development interfaces done during
experimentation. Regarding Fig. 8, the interface that is
developed consists of a few modules including the create
certificate and verified certificate. Then Fig. 9, is an interface
to create the digital certificate. Lastly at Fig. 10, is an interface
to process the digital certificate.
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Fig. 7. The framework of digital certificate process.
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Fig. 8. The dashboard and main interface.

Dashboard
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Fig. 9. The digital certificate generate interface.
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Fig. 10. The digital certificate generate process.
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VI. RESULT AND DISCUSSION

According these implementation, the TPS result were
captured to analysis the performance of AuRa vl and
AuRa_ori.

A. TPS Result of AuRa_ori

This result based on implementation the AuRa_ori used
three set of data. Regarding Fig. 11, the TPS result of set data 1
is 0.059. Set data 2 the TPS result is 0.032 and set data 3 is
0.069. According the TPS result, set data 2 more rapidly
compared set datal and set data 3. Set data 3 very slow
compared set data 1 and set data 3.

Original AuRA
0.088 0.069
0.07 0.059

0.053 0.032
0.035
0.018

0.

1 2 3

Fig. 11. TPS result of AuRa_ori.

B. TPS Result of AuRa_v1

This outcome based on execution the AuRa_v1 used three
set of data. Fig. 12 depicted the result of TPS that executed the
AuRa_v1. The result of Set data 1 is 0.041, set data 2 is 0.029
and set data 3 is 0.036. These TPS result showed that the set
data 2 is faster and set data 3 is slow compare three set of data.

AuRa_vl
0.07 0.063
0.053 0.041
0.035 0.029
0.018
0.
1 2 3

Fig. 12. TPS result based on aura_v1.

C. TPS AuRa_ori Versus AuRa_v1

This section aims to compare the result between the
AuRa_ori and AuRa_vl. Regarding Fig. 13 depicted that the
result of AuRa_ori (orange line) at set data 1 is 0.059, set data
215 0.032 and set data 3 is 0.069. Then TPS result of AuRa_v1
(blue line) , set data 1 is 0.041, set data 2 is 0.029 and set data
315 0.063.

According these result, set data 1, AuRa_v1 is able decrease
the transaction process compared AuRa_ori. Then set data 2
and set data3 also showed that AuRa_v1 prove decrease the
TPS result compared AuRa_ori.
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Original AuRa VS AuRa_v1

O(;)gj 0.059 88@%
ooss O 0623
0.035
0.018
0.
Setl Set 2 Set3

=== AUR_V]1  ==@==AuRa_Ori

Fig. 13. Comparison TPS result between AuRa_ori and aura_v1.

D. Percentage Decrease of TPS

This research aims to decrease the transaction speed process
into the blockchain using the AuRa_v1. Regarding the TPS
result, the percentage Decrease PD measured to obtain the PD
based on AuRa_v1. The measurement of PDthe based on Eq.

(6),
PD = (22) « 100 6)

In Eq. (6), PD refer to Percentage Decrease, then i, is
interval value for AuRa_ori value and f,, is the final value for
AuRa_v1 value. The PD result was measured and described in
Table I11.

TABLE Ill.  THE PERCENTAGE DECREASE OF TPS
Data Result
Set Data: 1 30%
Set Data: 2 9.375%
Set Data: 3 8.69%

The results show that the implementation of AuRa_v1 able
to decrease the TPS result. Set data 1, able to decrease the TPS
result by 30%, set data 2 by 9.375 % while set data 3 with
8.69%.

VI1. CONCLUSION

The optimal consensus algorithm hinges on the shortest
transaction execution time within the blockchain. Previous
research discussed earlier indicates that both assigning a new
leader and voting during the transaction process impact the
transaction speed and throughput of AuRa_ori and AuRa_vl1.
The heightened transaction speed presents risks such as
decreased throughput, cloning attacks, and the possibility of
assigning a malicious leader.

Nearly all previous studies underscore the limitations of the
AuRa_ori consensus algorithm regarding performance of TPS,
attributed to the necessity of assigning a new leader for every
transaction process. This results in a reduction in transaction
throughput. Additionally, the increased TPS of AuRa ori is
influenced by the requirement for a voting phase before
transactions can be committed to the blockchain. The future
plan is restructured prior to results obtained that aims to
measure the TGS and TPS use the same set of data. The
compare the result between AuRa ori and AuRa_v1. Also
calculate the PD and PI.
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