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Abstract—This systematic literature review examines
cybersecurity awareness in schools, focusing on effective practices,
challenges, and future directions. Following the Preferred
Reporting Items for Systematic Reviews and Meta-Analyses
(PRISMA) guidelines, peer-reviewed publications in English were
sourced from ACM Digital Library, IEEE Xplore, ScienceDirect,
SpringerLink, and Emerald, covering the period from 2019 to
2024. Studies were included if they focused on cybersecurity
awareness in primary and secondary educational settings,
excluding those unrelated to educational contexts or published
before 2019. A total of 816 records were identified, of which 220
were duplicates and removed. After screening and eligibility
assessments, 14 studies met the inclusion criteria. Risk of bias was
minimized by adhering to strict inclusion criteria, such as limiting
the review to high-quality, peer-reviewed studies, and ensuring
consistency in the data extraction process. The review highlights
effective practices such as using serious games, mobile apps, and
tailored programs to enhance cybersecurity awareness.
Challenges include inconsistent curricula, insufficient parental
involvement, and resource limitations. These results emphasize
integrating cybersecurity education across school curricula and
regularly updating content to reflect evolving threats. Limitations
include the exclusion of non-English and non-peer-reviewed
studies. Future research should consider broader contexts and
additional sources.
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I.  INTRODUCTION

In the digital age, educational institutions have progressively
embraced technology, integrating it extensively into classroom
instruction and administrative management. While this
integration offers numerous advantages, it also significantly
increases schools' exposure to cybersecurity risks, threatening
the integrity of educational delivery and the privacy of student
and teacher data [1,2]. The vulnerability of schools to cyber
threats is particularly exacerbated by limited resources, which
leave educational networks open to unauthorized access and
data theft [3]. Additionally, the swift transition to e-learning
platforms, particularly during the COVID-19 pandemic, has
expanded the attack surface, providing cybercriminals with

more opportunities to exploit outdated or unpatched systems
[1.4].

Historically, responses to cybersecurity threats within
educational settings have tended to be reactive rather than
proactive. There is now a critical and urgent need to enhance
cybersecurity awareness and improve practices across all
stakeholders, particularly as the Internet becomes an
indispensable part of educational infrastructure [5,6]. Effective
cybersecurity awareness programs must encompass a wide
audience, including students, who require adequate guidance
and supervision to navigate online risks safely [7]. The current
systematic literature review aims to meticulously examine the
state of cybersecurity awareness in schools, delineating effective
practices and identifying ongoing challenges. The review
addresses the growing complexity and scale of cyber threats and
underscores the necessity for comprehensive strategies that
integrate public education, technology updates, and community
involvement [8,9]. The outcomes of this review are designed to
inform educational policymakers, school IT administrators, and
educators, providing them with strategic insights to develop and
implement robust, effective cybersecurity education and
awareness programs.

Research Questions:

1) What are effective practices for improving cybersecurity
awareness in schools?

2) What are schools' current problems and challenges in
implementing cybersecurity awareness programs?

3) Who is the target audience for the current cybersecurity
awareness assessment?

By addressing these questions, the research aims to
contribute significantly to the body of knowledge on
cybersecurity in education, facilitating the development of
secure learning environments that effectively leverage digital
technologies.

Il. LITERATURE REVIEW

Cybersecurity awareness has become an essential aspect of
contemporary education systems, driven by the widespread
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integration of digital technologies in schools. As students,
educators, and administrators increasingly depend on digital
platforms, educational institutions face heightened exposure to
cyber threats. This literature review examines the practices,
challenges, and target audiences in fostering cybersecurity
awareness in school environments.

Yuliana (2022) underscores the importance of raising
cybersecurity awareness among children, particularly in the
context of online schooling, which increases their vulnerability
to cyberattacks and malware. The study demonstrates that digital
literacy training can significantly enhance children’s awareness
of cybersecurity. It advocates teaching children how to avoid
risky online behaviour, such as falling victim to phishing scams,
pornography, cyberbullying, identity theft, and privacy
breaches. Additionally, it stresses the importance of educating
children on password security and fostering caution when
engaging in online gaming [10].

Ondruskova and Pospisil (2023) argue that the increasing
use of the Internet necessitates adequate cybersecurity
awareness to mitigate the risks and dangers associated with the
online environment. Their findings reveal only a moderate level
of cybersecurity awareness during initial testing and show that
one-off training sessions have an insignificant impact on
improving online behavior. The study concludes that one-time
interventions are insufficient and recommends integrating
cybersecurity awareness education throughout the entire
educational process to effectively enhance online safety skills
[11].

Nehrar and Deepanshi (2023) highlight the critical role of
cybersecurity awareness and education programs in an era
characterized by pervasive digital connectivity and cyber
threats. They emphasize that such programs are effective in
enhancing knowledge, fostering behavioral changes, and
ensuring long-term impact on cybersecurity practices [12].

Primmer et al. (2024) emphasize the growing significance
of cybersecurity in mitigating financial losses, productivity
disruptions, and reputational damage caused by cyberattacks.
Their research highlights the pivotal role of end-user behavior in
achieving robust cybersecurity within organizational settings.
Comprehensive training programs are identified as an effective
means of improving cybersecurity behavior, with most studies
reporting positive outcomes regardless of the training method or
topic. Notably, game-based training methods are frequently
employed, demonstrating their effectiveness in engaging
participants and enhancing cybersecurity practices [13].

The integration of technology into education has brought
both opportunities and challenges, particularly in the realm of
cybersecurity. Buyu & Ogange (2021) notes that the rapid
adoption of digital tools in schools has introduced significant
cybersecurity risks, including malware, ransomware, phishing,
and denial-of-service attacks, which disrupt teaching,
compromise data security, delay assessments, and erode trust
between teachers and students. These challenges are
exacerbated in developing countries, where schools often lack
the funding, infrastructure, and expertise to effectively address
these threats. Moreover, teachers frequently lack the necessary
cybersecurity knowledge to protect themselves and their
students, while young learners remain particularly vulnerable
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due to limited awareness of online risks and poor adherence to
safe practices [14].

The transition to online education, particularly during the
COVID-19 pandemic, has further amplified these challenges.
Al-Fatlawi (2024) highlights how the rapid shift to digital
learning exposed vulnerabilities, as many educators lacked the
skills and resources to secure online environments. Students
with low cybersecurity awareness became frequent targets of
phishing, malware, and data breaches. The lack of structured
training for teachers has compounded these issues, preventing
them from adequately guiding students in safe online
behaviours. Additionally, disparities in motivations and levels
of understanding between different demographics, including
educators and students, complicate the development of
comprehensive and effective cybersecurity strategies [15].

Efforts to incorporate cybersecurity awareness into school
curriculums face significant hurdles. According to Triplett
(2023), while methods such as game-based learning show
promise in engaging students and raising awareness, they often
fall short of addressing the full range of skills and knowledge
required to tackle real-world cybersecurity threats. A shortage
of trained mentors and educators specializing in cybersecurity
further diminishes the effectiveness of these initiatives. This gap
underscores the need for sustained investment in teacher training
and the integration of cybersecurity education across all levels
of schooling [16].

The growing reliance on the Internet in education has also
led to an increase in cyber-related issues such as cyberbullying,
online fraud, racial abuse, pornography, and gambling, as noted
by Sareen and Jasaiwal (2021). These problems arise from a lack
of awareness among internet users and disproportionately affect
children, especially in the context of online education. Limited
teacher expertise, inadequate funding, and insufficient resources
hinder schools’ ability to implement robust cybersecurity
education programs. Addressing these challenges requires a
collaborative effort among educators, parents, policymakers,
and media platforms to cultivate a culture of cybersecurity
awareness from an early age [17].

The literature review underscores the critical need for robust
cybersecurity awareness initiatives in contemporary education
systems. As digital technologies become integral to learning,
schools face escalating cyber threats that compromise safety,
disrupt teaching, and erode trust. Studies highlight the
importance of integrating comprehensive and sustained
cybersecurity education across all levels of schooling to address
vulnerabilities among students and educators. Effective
approaches, such as digital literacy training and game-based
learning, show promise but require adequate resources, skilled
mentors, and long-term strategies to ensure meaningful impact.
Addressing these challenges necessitates collaboration among
educators, parents, policymakers, and media, fostering a culture
of cyber safety that empowers learners and mitigates the risks of
an increasingly connected educational landscape.

I1l. METHODOLOGY

To deliver an exhaustive review of cybersecurity awareness
within school and educational settings and to bridge identified
research gaps, this study is grounded in the PRISMA ("Preferred
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Reporting Items for Systematic Reviews and Meta-Analyses")
framework [18].

The Preferred Reporting Items for Systematic Reviews and
Meta-Analyses (PRISMA) 2020 statement is an authoritative
and updated guideline that enhances transparency in the
reporting of systematic reviews. It addresses the rationale,
methods, and outcomes of reviews [19]. The choice of the
PRISMA framework was driven by its standardization, which
ensures consistency and reliability in the systematic review
process; and its comprehensiveness [20], which is crucial to
addressing the multi-faceted issues of cybersecurity
comprehensively and practically in the education sector [21].
The review process was initiated using the PRISMA framework,
which consists of four phases: identification, screening,
eligibility, and inclusion. The flow diagram, providing detailed
information and statistics, is shown in Fig. 1. The four phases
are explained in detail below. Data collection was conducted by
a single reviewer to maintain consistency in the extraction
process. Four instructors provided guidance and oversight,
ensuring the integrity and accuracy of the data collection.

A. ldentification Phase

1) Selecting database: In the initial phase of the literature
review for a systematic review of cybersecurity awareness in
schools, a range of scholarly and normative databases were
carefully selected to ensure comprehensive coverage of the
relevant literature. Selected databases include ACM Digital
Library, IEEE Xplore, ScienceDirect; SpringerLink, and
Emerald .These platforms were strategically selected to access
diverse, high-quality academic resources essential for the
comprehensive exploration of current studies.

2) Selecting keywords: In the keyword selection phase of
the Systematic Literature Review (SLR) on cybersecurity
awareness in schools, specific research questions were identified
to guide the research process.

- To explore practices for improving cybersecurity
awareness in schools, (“cybersecurity” OR
“security” OR “cybersecurity”’) AND (“awareness”
OR “learning”) AND (“framework” OR “model”),
and Added Educational Context More detailed
(“Education Sector”, “Academy”, “School” or
“Educational Institution”) were used.

- Regarding the current problems and challenges that
schools face in implementing cybersecurity
awareness programs, the keywords (“challenges of
cybersecurity  education” OR  “barriers to
cybersecurity training” OR “cyber threats”) and
(“education sector””) were used.

- For the target audience in cybersecurity awareness
assessments, the keywords (“cybersecurity” OR
“security” OR “cybersecurity””) AND (“awareness”
OR  “learning”) AND  (“assessment” OR
“evaluation”) were used.

These keywords were carefully selected to ensure
comprehensive coverage and relevance to the study's specific
areas of investigation.
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3) Initial search :In the initial search stage of the systematic
literature review (SLR) following the PRISMA framework, a
comprehensive search was conducted across the selected
databases. This search, based on the keywords identified in the
previous stage, aimed to retrieve relevant scientific papers and
yielded a total of 816 records.

4) Inclusion/exclusion criteria: To maintain the integrity
and relevance of the systematic review, rigorous inclusion and
exclusion criteria have been applied focused on impurity
removal. The review is confined to studies published within the
past five years (from 2019 to 2024), ensuring the data’s freshness
and pertinence to current contexts. Sources have been restricted
to peer-reviewed articles which are critical for upholding high
research standards and credibility. Additionally, all studies
included in the review are published in English, setting a
necessary linguistic criterion that aids in uniform
comprehension and analysis. Furthermore, only studies
classified as Q1 or Q2 are included to ensure the inclusion of
high-quality research. On the exclusion front, any studies
published before 2019 are omitted to reinforce the recency of the
included research. Non-peer-reviewed materials are also
excluded to preserve the scientific integrity and quality of the
review. Studies not available in English or not meeting the
quality classification are systematically excluded.

5) Duplicate removal: All the duplicate records were
eliminated, which summed up to 220. It resulted in many
duplicate records. Finally, the total remaining articles after the
identification phase was .596

B. Screening Phase

Following the identification phase, the screening phase
involved a detailed review of the title and abstract of each
selected article 5 96articles met the criteria during this phase and
were advanced to the subsequent eligibility phase. The screening
was conducted using new inclusion and exclusion criteria
specifically tailored for this stage, as outlined below.

Inclusion and Exclusion Criteria: During this phase of the
PRISMA systematic review, criteria to refine the selection of
articles were applied. Only studies that specifically focused on
cybersecurity awareness within educational settings were
included, as articles that did not directly focus on cybersecurity
awareness within educational settings were excluded. For
example, the study by Renaud & Ophoff, which explored
cybersecurity implementation in SMEs rather than educational
institutions, was excluded [22]. Additional exclusions included
works such as those reported in Reference, Although it presents
a cybersecurity awareness framework based on the behaviour
change wheel, did not specifically target educational settings
[23]. When information was missing or unclear, assumptions
were made based on the available data. For instance, if a study
did not specify the age range of students but was conducted in
primary schools, it was assumed that the participants were aged
5-12 years, based on common educational structures. Similarly,
for studies with incomplete intervention details, those elements
were excluded from the analysis unless sufficient information
justified their inclusion. This criterion led to the exclusion of 252
records that solely addressed information security awareness,
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cybersecurity awareness, or other general security issues
without a direct educational context.

C. Eligibility Phase

A total of 344 articles that successfully passed the second
screening stage were chosen for in-depth full-text review during
the eligibility stage. All articles were accessed, and the
established filtering criteria were applied to evaluate each article
at this stage.

Inclusion and Exclusion Criteria: During the eligibility
phase of the PRISMA systematic review, stringent criteria were
applied to refine the selection of articles, focusing on studies
specifically within the context of schools to ensure alignment
with the research aim. For example, the framework proposed in
[24] for assessing cybersecurity maturity in higher education
institutes (HEIS) in the UK, despite its comprehensive approach
and use of recognized Capability Maturity Model (CMM)
methodology, was excluded due to its specific focus on higher
education. Rather than the specific educational context
(schools), this careful selection process resulted in a significant
reduction in eligible articles. This drastic decline stems from the
overwhelming number of studies focusing on cybersecurity in
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educational settings, particularly schools, highlighting the
challenge of finding research that focuses exclusively on the
educational context, especially in schools. A careful selection
and exclusion process ensures that the final set of articles
strongly represents the most relevant and up-to-date research
regarding cybersecurity awareness in schools, thus providing a
solid foundation for identifying effective strategies and
challenges specific to this educational context. In addition, a
group of articles was excluded due to a lack of access to the full
text, which will be illustrated in Fig. 1. Given that the studies
evaluated during the Q1-2 phases are peer-reviewed, validated
articles that have been thoroughly evaluated and reviewed by
referees, issues of bias due to missing data were not encountered.
This rigorous selection process ensures the reliability and
integrity of the systematic review findings, providing a solid
foundation for identifying effective strategies and challenges
specific to cybersecurity awareness in schools.

D. Included Phase

All articles that successfully passed the third eligibility stage
were carried forward into the final in-depth analysis of this
study. Consequently, 14 articles that met all the criteria of this
search were included for detailed examination.
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IV. RESULTS AND ANALYSIS

The results of this systematic review are presented based on
the research questions through the analysis of the included
studies (n = 14). Fig. 2 shows the distribution of the studied
articles over the years in which they were published, these
studies span from 2020 to 2024.

Articles distribution by publication years

o N OB~ O

2020 2021 2022 2023 2024
Fig. 2. Atrticles distribution by publication years.

While Fig. 3 shows the classification of the types of studied
articles:

Systematic
Literature
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Quantitative 1
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Systematic
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o Review (SLR)
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Study (Focus
Groups)

Fig. 3. The classification of the types of studied articles.

Addressing bias in systematic reviews

- Consultation with Experts: Collaboration with
experts in the field of cybersecurity education was
done to uncover any overlooked or insufficiently
reported elements of cybersecurity awareness
initiatives.

- The comprehensiveness of Reporting: Each study's
reporting thoroughness was meticulously evaluated.
Any discrepancies were looked for where expected
results or data were absent and unaccounted for in
the reports.

RQ1: what are effective practices to improve Cybersecurity
awareness in schools?

Digital comics, serious games, and mobile applications are

Vol. 15, No. 12, 2024

extensively used to foster engaging and interactive cybersecurity
education, enhancing learning experiences by employing real-
world scenarios and relevant challenges. This approach is
particularly effective in engaging children and enhancing their
understanding of cybersecurity concepts [25].Techniques such
as the use of a web-based Learning Content Management
System (LCMS) and mobile apps provide game-based
cybersecurity education that captivates students' interest through
interactive gameplay, which is crucial in maintaining student
engagement and reinforcing cybersecurity [26]. Additionally,
the gamified framework "Cyber-Hero" incorporates narrative
techniques with serious games to offer an immersive learning
experience that emphasizes critical cybersecurity skills, such as
creating robust passwords and understanding online threats [27].

Tailored educational programs and comprehensive
integration of cybersecurity into curricula are fundamental to
creating a robust educational foundation. Segmented
educational programs cater to specific demographic groups such
as students, teachers, and parents, ensuring that each group
receives relevant and effective cybersecurity knowledge [28].
Furthermore, the integration of cybersecurity topics throughout
all K-12 levels ensures that students develop a comprehensive
understanding from an early age, which is crucial for building a
solid cybersecurity foundation [29].

Comprehensive cybersecurity education also involves the
integration of national cybersecurity strategies into school
curricula to align educational efforts with broader national
security objectives [30]. Narrative-based learning techniques,
which use storytelling and problem-solving to enhance
engagement and understanding, are also highlighted as effective
methods in making cybersecurity education more relatable and
effective [11] [31].

Enhanced training programs for teachers and parents are
critical to equipping them with the necessary skills to effectively
impart cybersecurity knowledge and oversee children's online
activities. These training programs not only enhance teachers'
ability to teach cybersecurity effectively but also empower
parents to supervise their children's online interactions more
effectively [29]. Regular training sessions for both educators and
parents help to ensure that children are adequately supervised
and educated about the risks and safety measures associated with
cyber activities [31] [32]. Additionally, the development of E-
Safety frameworks that address ICT risks and the incorporation
of feedback mechanisms into cyber wellness programs help
monitor and control the effectiveness of cybersecurity
education, adapting to new challenges and ensuring the safety of
learners [33] [28]. Curriculum content that is framed around
broad categories and uses innovative teaching methods like
gamification not only enhances learning but also encourages
active participation from students, making the learning process
both enjoyable and educational [34]. Finally, the
recommendations for interactive and practical teaching methods
aim to engage students effectively and ensure that cybersecurity
education evolves in response to new cybersecurity challenges,
thus maintaining its relevance and effectiveness in educating
young learners [11]
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TABLE I. ANALYSIS OF PRACTICES OF CYBERSECURITY AWARENESS IN SCHOOL
Ref Authors & year stud_y Study type Practices
appraisal
The review highlights multiple approaches to raising cybersecurity awareness
Farzana Quayyum Systematic among children. These include digital comics, serious games, and mobile apps
[25] , Daniela S. Cruzes, Q1 Literature focused on cybersecurity education. It emphasizes engaging children through

Letizia Jaccheri (2021) Review interactive learning that covers internet fundamentals, privacy awareness, and risk
management strategies.

The research utilizes detailed surveys to identify specific gaps in cyber wellness
knowledge among students, teachers, and parents. Based on survey results, it
recommends tailored educational interventions that address these specific
knowledge gaps. Key practices include 1. Segmented Educational Programs:

Teurkera, Mihet and ) Developing age and role-specific educat_lonal matgrlals that ca.ter spemflca!ly to

Cross-sectional | students, teachers, or parents. 2. Interactive Learning Modules: Implementing
[28] C,akmakb, Ebru Kilic, | Q2 : . ! : > .
survey interactive and engaging learning modules that cover key topics like netiquette,

(2020) | ;9 v ; ah )
cyberbullying, and online privacy practices. 3. Awareness Campaigns: Running
targeted awareness campaigns that encourage safe and responsible internet use,
focusing on the risks of internet addiction and the importance of copyright laws. 4.
Feedback Mechanisms: Incorporating feedback mechanisms to continuously assess
and improve the effectiveness of cyber wellness programs.

The review suggests several targeted practices to enhance cybersecurity awareness:
1. Development of clear and consistent terminology across cybersecurity education

Ahmed Ibrahim, Svstematic to standardize teaching materials.

[29] Marnie McKee, Leslie o1 L%/terature 2. Incorporation of cybersecurity topics into curricula at all K-12 levels, ensuring a

F. Sikos, Nicola F. Review (SLR) comprehensive understanding from a young age.

Johnson (2022) 3. Enhanced teacher training programs to provide educators with the necessary
skills and knowledge to effectively teach cybersecurity. 4. Use of interactive and
practical learning modules to engage students and reinforce cybersecurity concepts
Inclusive Education Programs: Implement specialized cybersecurity education

. programs that account for the diverse needs of ASN students, emphasizing practical

Stephanie Bannon, litati - line risks. P d Teacher Trainina: Provide training f

Tracy McGlynn Qualitative strategies to manage online risks. Parent and Teacher Training: Provi e_tralnmg or

[32] S Q1 Study (Focus parents and teachers on how to support ASN students in navigating online spaces

Karen McKenze, G fely. Devel f Tailored Online Safety Rules: C hool policies th

Ethel Quayle (2024) roups) safely. Development of Tailored Online Safety Rules: Create school policies that
address the specific online safety needs of ASN students, ensuring that they are
comprehensible and enforceable.

Mohamed Ayyash, Integration of Cybersecurity in Curriculum: Implement comprehensive

Tarig Alsboi, Omar cybersecurity education in schools. Narrative-based Learning: Emphasize

[31] Alshaikh, Isa Inuwa- o1 Survev Stud storytelling, problem-solving, and video-based teaching methods to enhance

Dutse, Saad Khan, and Y y engagement and understanding. Parent and Teacher Workshops: Organize regular

Simon Parkinson training for parents and teachers to equip them with effective strategies to supervise

(2024) and educate children on cybersecurity.

Curriculum Improvement: Based on the study's findings, schools can enhance their

Ana Kovacevic, curriculum to include more comprehensive cybersecurity education, focusing on

[35] Nenad Putnik, Oliver Q1 Survey Study practical knowledge and secure behaviors. Educational Programs: Development of

Toskovi¢ (2020) targeted educational programs that address identified gaps in student knowledge and
behaviors.

Rahime Belen Saglam, Svstematic - Curriculum content framed around six broad categories

[34] Vincent Miller, o1 L%/terature -Innovative teaching methods like gamification for a 'hands-on' experience.

Virginia N. L. Review - Engaging students in curriculum design

Franqueira (2023) - Incorporating a 'bottom-up' approach listening to children’s views.

Abel Moyo, Theo

. - Development of an E-Safety framework to teach and safeguard learners from ICT-

Tsokota, Caroline - -

. Qualitative related risks.
[36] Ruvinga, Colletor T. Q1 h ion of ity knowl - hool icul
Chipfumbu Researc! - Integ_ratlon 0 cybe'rsecurlty_ now edge into school curricula.
- Continuous education, monitoring, and control of ICT use.

Kangara(2021)

- The study found that parents often discuss online security with their children at

Farzana Quayyum, home, using real-world incidents reported in the media as teachable moments.

Jonas Bueie, Daniela Qualitative - Schools in Norway enhance cybersecurity awareness by collaborating with

37 S. Cruzes, Letizia Q1 organizations like Barnevakten, Bruk Hue, and Medietilsynet. These organizations
Stud

Jaccheri, Juan Carlos Y assist in providing targeted cybersecurity training and lectures, not just for students

Torrado Vida (2021) but also for teachers and parents, fostering a comprehensive educational
environment.

- A new educational method is presented, the Gamification Framework (Cyber-
Hero), which utilizes a specially designed gamified framework to boost early
[27] Hani Qusa, Jumana o1 Research Study cybersecurity training in high schools.

Tarazi (2021)

- This framework incorporates narrative instruction into serious games, which are
strategically used to teach critical cybersecurity concepts, such as creating strong
passwords. This method aims to make learning both engaging and effective.
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- The framework emphasizes two main dimensions—motivation and deployment.
Motivational strategies include invoking emotions like fear to encourage proactive
learning behaviors, while deployment strategies involve periodic gameplay and
iterative learning, ensuring students can see their progress and are motivated to
improve.
Saleh AlDaajeha
, Heba Saleousa
, Saed Alrabaeea, - The study emphasizes the importance of integrating national cybersecurity
, Ezedin Barkaa Qualitative strategies (NCSP) into educational curricula.
[30] Q1 g
, Frank Breitingerb Analysis - It suggests developing and aligning cybersecurity educational practices to meet the
, Kim-Kwang strategic objectives laid out by national policies.
Raymond Chooc
(2022)
Filippos Giannakas, - Utilization of a web-based Learning Content Management System (LCMS) and
Andreas Papasalouros, mobile application to deliver engaging, game-based cybersecurity education.
- developmental L A - .
Georgios . - Application of the ARCS model of motivation to ensure the educational content is
[26] . Q2 and evaluative - .
Kambourakis, stud engaging and effective.
Stefanos Gritzalis, y - Flexible learning modes (standalone or client/server) to accommodate different
2023 learning environments and scenarios.
- Incorporate game-based training methods which were most frequently used and
shown to be effective.
Julia Primmer, Svstematic - Employ a variety of training approaches, including simulation and presentation-
Tommy van Steen, Y based, to cater to different learning preferences and enhance effectiveness.
[13] Q1 Literature
Bibi van den Berg Revi - Use multi-method training campaigns to cover a broader range of cybersecurity
eview : -
(2024) topics effectively.
- Ensure training includes interactive and engaging content to maintain participant
interest and improve learning outcomes.
Quasi-
experimental
research using - Recommends integrating cybersecurity education into the ongoing educational
Dana Ondrugkové time-series data | curriculum rather than relying on one-off interventions.
[11] Richard Pospizil i Q2 to evaluate the - Suggests using interactive and practical teaching methods to engage students
(2023) PIStL, impact of cyber | effectively.
security training | - Recommends ongoing assessments and adaptations of educational content to
on the online ensure it meets the evolving challenges of cybersecurity.
behavior of
school children.

[~

m Digital Tools for Engagement Tailored Educational Programs

Comprehensive Cybersecurity Education National Cybersecurity Strategies
= Narrative-Based Learning Techniques = Teacher and Parent Training Programs
m E-Safety Frameworks m Curriculum Content and Innovative Methods

® Interactive and Practical Teaching Methods

Fig. 4. Effective cybersecurity awareness practices in schools.

RQ2: What are the current issues and challenges that schools
face in implementing cybersecurity awareness programs?

e Comprehensive Curriculum and Effective Educational
Approaches:

The development of a comprehensive, consistent curriculum
is critical yet challenging, necessitating curricula that not only
cover a broad range of cybersecurity topics but are also
adaptable to various learning needs, including those of students
with Additional Support Needs (ASN). The challenge is
compounded by often inconsistent educational content across

different programs, which can lead to gaps in student knowledge
and preparedness. Furthermore, traditional training methods
have shown limitations in effectively engaging and educating
students, highlighting the need for innovative approaches that
cater effectively to today’s diverse student bodies [25] [34] [26].
Fig. 4 shows effective cybersecurity awareness practices in
schools.

o Parental Involvement and Supervision:

The role of parents in reinforcing cybersecurity education at
home is crucial, yet many parents lack adequate cybersecurity
awareness, which undermines their ability to support their
children's learning and enforce safe online practices. Schools
face the challenge of empowering parents with the necessary
tools and knowledge to better manage and monitor their
children's online activities. This includes providing parents with
training and regular updates on cybersecurity practices and
potential threats, thereby extending the learning environment
beyond the classroom and fostering a holistic approach to
cybersecurity education [31] [37]

e Knowledge and Awareness Gaps:

A major barrier to effective cybersecurity education is the
lack of clarity in cybersecurity terminology and the absence of
systematic teaching methods, particularly at the K-12 level.
These gaps not only affect students but also impact educators
and parents, complicating the task of achieving a comprehensive
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understanding of cybersecurity across all stakeholders. The
disparities in awareness based on demographic factors such as
gender, class, and daily internet usage necessitate tailored
educational efforts to ensure that all students, regardless of
background, receive adequate and effective cybersecurity
training [28] [29] [35].

¢ Human and Resource Limitations:

Human error is identified as a significant vulnerability in
cybersecurity, exacerbated by a shortage of trained specialists
within the educational sector. This shortage hampers the ability
of schools to develop and deliver effective cybersecurity
education, further strained by inadequate resources. Addressing
these limitations requires not only more specialized training for
educators but also sufficient funding to ensure that schools can
afford to implement robust cybersecurity programs [27] [30].

e Engagement and Methodology Effectiveness:

Keeping students engaged in cybersecurity learning is a
major challenge, particularly for younger audiences who may
find traditional methods unappealing. The effectiveness of
various training methodologies varies widely, and contradictory
findings in research on optimal training methods create
confusion about the best approaches to take. This situation calls
for continuous experimentation and adaptation of teaching
strategies to find what works best in different educational
contexts [26] [13]

¢ Monitoring and Control Difficulties:

Implementing effective digital monitoring in schools
involves navigating complex privacy issues and technical
challenges. Schools must balance the need to monitor students’
online activities to ensure their safety with the need to respect
privacy rights. Effective policies and tools are needed to
navigate these waters successfully, which requires ongoing
dialogue among educators, parents, and policymakers [33]

e Intervention and Training Impact:

The impact of cybersecurity interventions and training
programs varies widely, with some interventions showing
limited effects on long-term behavioural changes and awareness
among children. The success of these interventions often hinges
on their duration and intensity. Well-designed, sustained
programs that are integrated into the regular curriculum are more
likely to have a lasting impact, highlighting the need for
continuous evaluation and adaptation of these programs to meet
evolving educational needs [11].

TABLE Il.  ANALYSIS OF CHALLENGES OF CYBERSECURITY AWARENESS
IN SCHOOL
challenges No. references
ooy | s
Parental Involvement and Supervision [31] [37]
Knowledge and Awareness Gaps [28] [29] [35]
Human and Resource Limitations [27] [30]
Engagement and Methodology Effectiveness [26] [13]
Monitoring and Control Difficulties [36]
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‘ Intervention and Training Impact [11]
Intervention and Training Impact 1
Monitoring and Control.. ! 1
Engagement and Methodology.. ! 2
Human and Resource. . 2
Knowledge and Awareness Gaps 3
Parental Involvement and.. ) 2
Comprehensive Curriculum.. ! 3
0 1 2 3 4

Number of references

Fig. 5. Challenges of cybersecurity awareness.

RQ3: Who is the target audience in the current assessment
of cybersecurity awareness?

The current assessment of cybersecurity awareness (Fig. 5)
comprehensively addresses a diverse array of target audiences,
each identified as critical in the ongoing efforts to enhance
cybersecurity education. Primary school students are among the
youngest learners, and their engagement is facilitated through
digital tools such as comics, serious games, and mobile
applications. These tools are essential in introducing
foundational cybersecurity concepts in an age-appropriate and
engaging manner, fostering early awareness and safe online
behaviours [26] [25]. Secondary and high school students
represent a slightly older demographic that faces more complex
online risks, including cyberbullying, online privacy issues, and
password security. For these students, educational programs
often incorporate interactive and gamified learning experiences
designed to maintain their engagement while reinforcing critical
cybersecurity skills. These approaches are tailored to address the
developmental and cognitive abilities of this age group, ensuring
that the learning is both relevant and effective [28][33][27][30].
Teachers are a pivotal audience in this context, as they are the
primary facilitators of cybersecurity education within schools.
Training programs for teachers are therefore crucial, providing
them with the necessary knowledge and pedagogical tools to
effectively deliver cybersecurity education. Such programs also
emphasize the importance of continuous professional
development, enabling teachers to stay updated with the latest
cybersecurity trends and threats [28][31][33]. Meanwhile,
parents are recognized as the first line of defense in a child's
online life. However, many parents lack the requisite knowledge
and tools to effectively monitor and guide their children's online
activities. Studies recommend targeted training for parents to
improve their understanding of cybersecurity risks and how to
communicate these risks effectively to their children, thereby
extending cybersecurity education from the classroom to the
home environment [31][37]

Curriculum designers and policymakers play a strategic role
in shaping the educational landscape to include comprehensive
cybersecurity  education. Their responsibility involves
integrating cybersecurity topics into the broader educational
curriculum, ensuring that these efforts are aligned with nation