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Abstract—It was recently proposed to use quantum secure 

direct communication (QSDC), a branch of quantum 

cryptography, to secure data transfers from sender to receiver 

without relying on computational complexity. Despite the 

benefits of multiphoton, sending secret messages between several 

parties in a quantum channel still presents a challenge because 

the current multiphoton only considers two parties. When more 

parties are included, the scalability problem becomes apparent. 

Therefore, the scalable multiphoton approach is needed to allow 

secure sharing between the legal parties. The manipulation of 

level encoding provides new opportunities for more efficient 

quantum information processing and message sharing.  This 

research aims to propose a strategy that uses four-level encoding 

with the multiphoton approach to share secret messages between 

multi-party. From the analysis conducted, it has been shown that 

a high number of level encoding can shorten the time taken for 

photon transmission between parties and an attacker has a lower 

probability of chances to launch an attack, however, 

communication will be affected due to high sensitivity to noise. 

Keywords—Multiphoton approach; multi-party; level of 

encoding; scalability; error probability 

I. INTRODUCTION 

Quantum secure direct communication (QSDC) is derived 
from the quantum communication channel and can transfer 
secret messages without the use of a private key [1]. These are 
further supported by studies done by [2], [3], which found that 
no secret key is needed to transport a secret sharing message in 
QSDC. The fundamental principle of secret sharing is that the 
secret holder splits a section of complete secret information 
into many parts and distributes all of them to various 
participants for keeping [4]. A single individual can't acquire 
adequate secrets. Complete secret information can only be 
discovered when everyone cooperates. Decentralized handling 
of secret information is achieved by secret sharing, which also 
contributes to minimizing eavesdropping risks while 
embracing some attacks and mistakes [5]. Furthermore, major 
applications of the secret sharing protocol include key 
agreement, secure multi-party computing, and voting systems 
[6], [7]. In other words, secret message sharing is a method for 
dividing and distributing a secret message across numerous 
parties, whereas QSDC provides direct secure communication 
without a shared secret key. While both QSDC and secret 
message sharing provide distinct functions in certain 

circumstances, they can be combined to achieve secure and 
efficient cryptographic processes. 

In the QC field, a single photon transmission per laser pulse 
is the most fundamental technique. It is challenging to produce 
one photon per laser pulse. In the worst case, less than one 
photon will be produced in each time slot by the weak optical 
beam, and the slots will be mostly empty [8]. Many empty 
pulses will lower the transmission rate. It is only suitable for 
short-range communication since it is challenging to make sure 
that a single transmission photon stays stable throughout a 
long-distance channel [9]. This is the result of errors like 
channel loss and network disruption due to eavesdroppers. Due 
to their poor performance across long distances and their low 
data rates, single photons are also vulnerable to PNS attacks 
since they can unintentionally emit more than one photon per 
time slot. One advantage that multiphotons have over single 
photons is that they have faster transmission rates and longer 
photon travel distances [10]. In the multiphoton technique, 
information exchange is not limited to the presence of a single 
photon in a time slot. Multiphoton is analogous to sending the 
same message many times. Any unitary transformation will 
have the same effect on the photons regardless of how many 
photons the laser pulse generates as long as they are all in the 
same phase [10]. Despite the benefits of multiphoton, sending 
secret messages between several parties in a quantum channel 
still presents a challenge because the current multiphoton 
considers two parties. When more parties are included in the 
quantum network, the scalability problem becomes apparent. 

Levels of encoding have attracted attention recently 
because of their potential use in several branches of quantum 
information technology, including quantum computing, 
quantum communication, and quantum cryptography. It is 
feasible to encode and process more information, as well as 
carry out more difficult quantum processes, in systems with 
more dimensions. A qudit, which is a generalization of a qubit 
to a system with 𝑑 levels of encoding, is one illustration of a 
high-dimensional quantum state [11]. A qudit can have more 
dimensions than a qubit, whereas a qubit is a 2-dimensional 
quantum state (d = 2). The high number of level encoding can 
differ significantly from qubits in terms of their features and 
behavior, opening up new possibilities for quantum 
information processing. Using a high number of level encoding 
has several benefits. A high number of level encodings have 
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been found to be more resistant to quantum cloning than qubit 
operations [12]. 

In this paper, the HMBSS [13] protocol is considered as the 
main benchmark for the proposed message sharing among 
multi-party. HMBSS protocol implemented a multiphoton 
approach for sharing secret messages but only two-party 
participants. The existing multiphoton approach could not 
share information between more than two parties. Therefore, 
the scalable multiphoton approach is needed to allow multiple 
secure sharing between the legal parties with the idea of 
integrating a high dimensional quantum state. 

The remaining content of the paper is formatted as follows: 
Section II, a synopsis of related works. In Section II, a potential 
approach is analyzed. In Section IV, the simulation setup is 
examined. Evaluation of performance is covered in Section V. 
The result and conclusion are covered in Section VI. Finally, 
Section VII discusses the conclusions. 

II. RELATED WORK 

QSDC is a sort of quantum communication that transfers 
data securely through a quantum channel. The multiphoton 
approach is more sophisticated and offers benefits including 
high transmission rates and long photon travel distances 
compared to single photon [10]. The same quantum state can 
be transferred several times due to information sharing in a 
multiphoton approach. To increase the chance that the 
transmission will be successful, a multiphoton can be sent at 
once to represent a single bit of information. 

In 2019, a Hybrid Mary in Braided Single Stage (HMBSS) 
with a multiphoton approach has been proposed [13]. This 
protocol uses a compression strategy and a lossless data 
encoding foundation to reduce the amount of photons needed 
during the data transmission phase. In 2017, A. Sit et al 
proposed high-dimensional intracity quantum cryptography 
with structured photons [14]. The protocol encodes information 
using a single photon. The protocol has demonstrated that, 
despite a noisy channel, it is possible to increase the secure 
data transmission rate utilizing high-dimensional quantum 
states as compared to bidimensional states. In 2018, Y. Jo et al. 
proposed efficient high dimensional with hybrid encoding [15]. 
Efficient Information Reconciliation for High-Dimensional has 
been proposed by R. Mueller et al. in 2023. Both protocols 
demonstrate that the proposed viable approach has significantly 
improved the secret key rate over the 2-dimensional protocol. 
M. De Oliveira et al. conducted an experiment on high-
dimensional with spin-orbit-structured photons in 2020, 

demonstrating a protocol that is easily scalable in both 
dimensions and enables information sharing between 
participants [16]. In 2023, C. Sekga et al. proposed a high-
dimensional implementation with biphotons [17]. Information 
is encoded using biphotons in this protocol, and the biphotons 
are used as qutrits to increase error tolerance. A higher number 
of levels used for encoding provides high efficiency [16], [18], 
[19]. The efficiency of communication can be measured by 
mutual information between the parties involved. The mutual 
information between parties in quantum communication is an 
indicator of the shared information between their quantum 
states. From fidelity, mutual information between parties 
involved can be calculated. As a result, increasing the 
dimensionality of protocols certainly has an increased capacity 
for mutual information [18]. 

Nonetheless, a few protocols from the mentioned protocol 
above are just for one-to-one communication. Hence, they do 
not achieve scalability in terms of the number of parties 
involved in communication. Therefore, a scalable multiphoton 
approach is required to enable secure sharing between the legal 
parties. Other than that, the protocol that implemented a 2-level 
encoding that will detect the sequence of photons as “00”, 
“01”, “10” and “11”, will result in a low transmission rate. A 
low transmission key happens because a lot of photons are lost 
during the transmission [20]. Next, this protocol also 
implemented a single photon. Single photons have its 
limitations [8]. The number of photons that can pass through 
the quantum channel will be restricted by the laser source's 
single photon output per pulse. Additionally, it is quite difficult 
to create one photon for every laser pulse. Less than one 
photon will be produced by the weak optical beam for each 
time slot, and the worst-case scenario is that most of the time 
the slots are empty [8]. A high amount of empty pulses results 
in a low transmission rate. 

All in all, the protocols mentioned have their drawbacks. 
This paper suggests a Quantum Multiparty 4-level encoding 
Secret Message Sharing protocol (QM4SMS) with multiphoton 
to address the aforementioned issues. In this protocol, we 
provide a 4-level encoding schematic setup with a multiphoton 
approach to share a secret message between multiple parties 
over QSDC. We show that different numbers of levels used for 
encoding, where d is 2, 3, or 4 can fasten the photon 
transmission. Note that in this paper, d denotes the levels 
encoding or quantum state's dimension. We also analyzed the 
total time taken to transmit photons with different levels of d. 
Table I shows the comparison between the mentioned 
protocols.

TABLE I. COMPARISON AMONG SOME DIFFERENT LEVEL ENCODING 

Protocol d Multiparty Photons Source Benefit Limitation Performance Metric 

HMBSS [13] 2 No Multiphoton 

Utilize the Huffman 

compression technique to 
reduce memory usage and 

increase transmission rates by 

lowering transmission time 
while retaining message 

confidentiality. 

No authentication 

procedure is used while 

exchanging information to 
guarantee that the message 

is kept private between 

parties. 

 Total transmission 

time to encode 

photons. 

 Compression ratio. 

Intracity quantum 
cryptography with 

structured photons 

[14] 

4 No Single photon 
Extendable over greater 

distances. 

The absence of active 

wavefront correction and 
moderate turbulence. 

 Secret Key Rate 

(SKR) 
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 Quantum Bit Error 

Rate (QBER) 

Efficient Hybrid 

Encoding [15] 
2,3,4,5 No Single photon 

Protection from side channel 

assaults against detectors and 

practicality of the 
experiment. 

Less reliable than 
measuring device-

independent (MDI). 

 SKR 

 Transmission Loss 

 QBER 

Spin-orbit-
structured photon 

[16] 

2 & 3 Yes single photon High fidelity. 

The inaccuracies are 

caused by additional flaws 

in the half waveplates, 
which cause a minor 

misalignment in the setup 

and use of a weak coherent 
photon source. 

 Fidelity 

 Mutual Information 

 QBER 

Efficient 

Information 

Reconciliation [21] 

4 & 8 No Single photon 

Allows reconciliation with 

high efficiency and minimal 

interaction. 

With higher error rates, the 

time required for executing 
the correction increases 

significantly. 

 SKR 

 QBER 

DIQKD [17] 3 No Biphoton 
Utilized the biphotons as a 
qutrit to increase the error 

rate tolerance. 

Bell experiments without 

holes are necessary, 
making it impossible to 

realize using current 

technologies. 

 SKR 

 QBER 

III. PROPOSED PROTOCOL 

This paper suggests Quantum Multiparty 4-level encoding 
Secret Message Sharing protocol (QM4SMS) with 
multiphoton. In the proposed protocol, 2-d, 3-d and 4-d level 
encoding signals have been implemented with the Huffman 
encoding. The proposed protocol will employ Huffman 
encoding to compress the message's source at the sender [13]. 
The benefit of employing Huffman encoding because it is a 
lossless compression technique used to send unreadable 
messages more securely and effectively. Lossless refers to the 
ability to precisely retrieve the original message from a 
compressed message stream. QM4SMS will shorten the 
number of bits and encode it in an unknown format. The 
Huffman decompression algorithm will be used at the receiver 
to decode the compressed messages. The Huffman encoding 
procedure is straightforward. Where the Huffman compression 
method is used by the sender to protect the confidentiality of 
the transmitted message. In this study, the message is encoded 
using the ASCII coding system as bits of 1 or 0. By mapping a 
certain polarisation angle to the list of bits, encryption is 
accomplished. 

This protocol will take into account how multiparty 
quantum communication will be implemented. The context of 
multiparty in the proposed protocol is the number of parties 
involved in communication, and each of the parties has the 
same task during the communication. Some of the current 
protocol counts the third party as multiparty [15]–[17], [21]. 
Various issues will arise when third a party also known as 
Trent participates in communications. To fully benefit from 
multiparty encrypted communication, it is essential to ensure 
information equalization among the parties. The third party 
could be considered an eavesdropper. If one of the parties 
illegally works with the third party, there will be an 
information imbalance between the parties. It is crucial to rule 
out the possibility of information imbalance since information 
equity in multiparty cryptographic communication is so 
important. 

The message is transformed directly into the input quantum 
state by combining a classic encoder with a quantum encoder. 
Alice encoder transforms the input signal to the input quantum 
state, photon X. The quantum system then receives the photon 
X and transmits it. The detector will transform the output 
quantum state at Bob and Charlie as a result. 

Fig. 1 illustrates the QM4SMS approach's protocol. To 
decrease source redundancy, Alice first compresses the 
message with the Huffman encoding. Alice then used photon 
polarisation to encrypt the message's bits as 4 bits as we use 4-
d. This paper suggests 4-d because it is the most stable in terms 
of distance and considerable error rate [15]. An authentication 
mechanism is required in the initial step to verify Alice, Bob, 
and Charlie's communication. The Huffman decoding 
algorithm was then used by Bob and Charlie, the receiver, to 
decompress and retrieve the original delivered message. Table 
II shows the angle of encoding that mapped to the bit 
representation for 4-d. 

 

Fig. 1. QM4SMS protocol. 

A. Simulation Setup 

The proposed QM4SMS implementations were tested using 
a Python-based simulation. Python was used because it can 
represent quantum states mathematically. The proposed 
QM4SMS was evaluated in comparison to d-level encoding. 
The comparable multi-level encoding was reimplemented to 
achieve objectivity. 

In order for the protocols to function under a similar 
simulator, this method is carried out using the Python 
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programming language. The QM4SMS protocol was then 
tested and validated using the same setting of the comparable 
level encoding, d to show that the suggested approach works as 
intended. The tested bit size for the comparing multiphoton 
approaches was 10. For each of the analyzed protocols, the 
time to convey a small amount of information and the time it 
takes the half-wave plate to rotate from its initial position to its 
new position is taken from previous studies [22]. Every eight 
bits, the half wave plate's update angle or rotation is changed 
for authentication purposes. The level of security has been 
enhanced at each stage due to the rapid polarization changes, 
although it takes longer to send the information. The 
simulation parameters for this experiment setting are shown in 
Table III. 

TABLE II. ANGLE OF ENCODING AND BIT PRESENTATION 

Angle of Encoding, Ɵ Bits Presentation 

10⁰ 0000 

11⁰ 0001 

16⁰ 0010 

21⁰ 0011 

26⁰ 0100 

31⁰ 0101 

37⁰ 0110 

41⁰ 0111 

46⁰ 1000 

51⁰ 1001 

56⁰ 1010 

61⁰ 1011 

66⁰ 1100 

71⁰ 1101 

76⁰ 1110 

82⁰ 1111 

TABLE III. SIMULATION PARAMETER [13] 

Parameters Values 

Bit size 10 

d 2,3, and 4 

Half-wave plate rotation 20.7 sec 

Time to send a bit of information 4.5 sec 

Three steps are involved in the suggested approach which 
are the encoding, transformation and decoding stages. The 
suggested protocol has been discussed in detail based on an 
experiment conducted by Azahari et al. [22]: 

1) Encoding stage: Alice will use Huffman encoding to 

compress the message. According to the order of the bits, the 

polarising filter will encode the list of bits, described by a 

Mueller matrix [23]. 

𝑀𝑝𝑜𝑙 =

1

2
[

1 cos(2𝜃) sin(2𝜃) 0

cos(2𝜃) cos2(2𝜃) cos(2𝜃) sin(2𝜃) 0

sin(2𝜃) cos(2𝜃) sin(2𝜃) sin2(2𝜃) 0
0 0 0 0

] (1) 

The rotation of the polarizer is polarized using Eq. (1) with 
the angles of the polarizer as shown in Table II. 

2) Transformation stage: The photons that are polarized 

with the angles of the polarizer as shown in Table II are then 

passed through HWP using Eq. (2). The HWP operation's 

rotation is shown as [24]: 

𝑀𝐻𝑊𝑃 = [

1 0 0 0
0 cos(4𝜃) sin(4𝜃) 0

0 sin(4𝜃) −cos(4𝜃) 0
0 0 0 −1

]           (2) 

Following is an explanation of the photon transmission 
process: 

The protocol is used to share the 𝜃𝑖𝑛𝑖𝑡𝑖𝑎𝑙 . 

Alice generates her transformation using Eq. (3) [13], 

𝑈𝐴 = [

1 0 0 0
0 𝑐𝑜𝑠(4𝜃𝑖𝑛𝑖𝑡𝑖𝑎𝑙) 𝑠𝑖𝑛(4𝜃𝑖𝑛𝑖𝑡𝑖𝑎𝑙) 0
0 𝑠𝑖𝑛(4𝜃𝑖𝑛𝑖𝑡𝑖𝑎𝑙) −𝑐𝑜𝑠(4𝜃𝑖𝑛𝑖𝑡𝑖𝑎𝑙) 0
0 0 0 −1

]

 (3) 

The bits are transmitted by Alice using her transformation. 
Every 8 bits, the polarisation angles changed to generate 𝜃𝑛𝑒𝑥𝑡 . 

3) Decoding stage: The bits of information that Alice 

transmitted are retrieved by Bob and Charlie by applying 𝑈𝐴
𝑇  

to the photon they have just received.  The output beam's 

intensity will subsequently be used by the polarizer to detect 

the polarisation states. Eq. (4) provides the Malus' law, which 

allows for the calculation of the intensity's output as describe 

by [25]–[27], 

𝐼𝑂 =  𝐼𝐼 𝑐𝑜𝑠2(𝜃)   (4) 

where, 𝐼𝑂 is the output intensity 𝐼𝐼 , is the input intensity and 
𝜃 is the encoding or polarization angle for the specific bits. The 
Malus law is calculated from the top row of polarizers in Eq. 
(1), which is given by [13], 

S = 
1

2
× [1 𝑐𝑜𝑠(2𝜃) 𝑠𝑖𝑛(𝜃) 0] ×=  

1

2
 ×  [1 +  𝑐𝑜𝑠(2𝜃)]    (5) 

where, S is the input bit, Eq. (5) condensed form is obtained 
as [13]: 

1 + 𝑐𝑜𝑠(2𝜃)

2
 =  𝑐𝑜𝑠2 𝜃  (6) 

To analyze the amount of time required to encode the 
information, a multilevel signal encoding technique was 
carefully developed and put into use [28], [29]. This protocol 
uses a signal encoding approach that enables the transmission 
of many bits of information simultaneously. When numerous 
bits are conveyed simultaneously, the channel bandwidth can 
be used efficiently. It has been demonstrated that higher levels 
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of encoding carry more data bits in each transaction. A 
quantitative measure of the larger information capacity is given 
by the relation 𝑙𝑜𝑔2(𝑚) [30] , which returns the number of 
classical bits needed to encode the same amount of information 
[7], [31]. As illustrated in Table IV, the degree of signal 
encoding can be represented as up to 𝑙𝑜𝑔2(𝑚)  bits of 
information per symbol. 

The intensity ranges are utilized to map the output into its 
bit representation. These intensity ranges are split up such that 
there is an equal probability of detecting each of all levels [29]. 
As a result, the angles are selected so that the output will be in 
the middle of each value range. The increases in dimension or 
level encoding, the less probability for Eve to launch an attack. 
Table IV shows the level of encoding and its state 
representation. In a 4-level encoding, each state corresponds to 
2 bits of data. Each state in an 8-level encoding corresponds to 
three bits of data. Each state in a 16-level encoding 
corresponds to 4 bits of data. The advantage of multi-level 
encoding is that it increases the rate of data and channel 
efficiency by allowing each pulse to carry many bits of 
information. 

Table V and Fig. 2 show that four polarizer state 
representations, denoted by the numbers 00, 01, 10 and 11, 
were produced via the 2-d. Value 00 of the polarizer state 
representation corresponds to a 20° encoding angle, value 01 to 
a 38° encoding angle, value 10 to a 52° encoding angle and 

value 11 to a 70°. In 2-d, each angle has 
1

4
 probability for Eve 

to launch an attack. 

Table VI and Fig. 3 show that eight polarizer state 
representations, denoted by the numbers 000, 001, 010, 011, 
100, 101, 110, and 111, were produced via the 3-d. Value 000 
of the polarizer state representation corresponds to a 12° 
encoding angle, value 001 to a 23° encoding angle, value 010 
to a 34° encoding angle, value 011 to a 45° encoding angle, 
and value 100 to a 56° encoding angle, value 101 to a 67° 
encoding angle, value 110 to a 78° encoding angle, and value 

111 to an 89° encoding angle. In 3-d, each angle has 
1

8
  

probability for Eve to launch an attack. 

TABLE IV. LEVEL OF ENCODING AND STATE PRESENTATION 

Level 

encoding (m) 
𝒍𝒐𝒈𝟐(𝒎) 𝒅 Bit representation 

4-level 𝑙𝑜𝑔2(4) =  2 2 (00,01,10,11) 

8-level 𝑙𝑜𝑔2(8) =  3 3 
(000,001,010,011,100,101, 
110,111) 

16-level 𝑙𝑜𝑔2(16) =  4 4 

(0000, 0001, 0010, 0011, 0100, 

0101, 0110, 0111, 1000, 1001, 
1010, 1011, 1100, 1101, 1110, 

1111) 

TABLE V. OUTPUT INTENSITY FOR 2-D 

Angle of Encoding, Ɵ Intensity, I 
Bit 

Presentation 

20 0.88302 00 

38 0.62096 01 

52 0.37903 11 

70 0.11697 10 

 

Fig. 2. Output intensity in terms of angles used for 2-d. 

TABLE VI. OUTPUT INTENSITY FOR 3-D 

Angle of Encoding, Ɵ Intensity, I 
Bit 

Presentation 

12 0.95677 000 

23 0.84732 001 

34 0.68730 010 

45 0.50000 011 

56 0.31269 100 

67 0.15267 101 

78 0.04322 110 

89 0.00030 111 

 

Fig. 3. Output Intensity in Terms of Angles used for 3-d. 

The light beam will be received by the HWP at Bob and 
Charlie, and then the detector will identify the photon sequence 

as shown in Table VII and Fig. 4. In 4-d, each angle has 
1

16
  

probability for Eve to launch an attack. After receiving all the 
message bits, Bob and Charlie will use Huffman decoding to 
decode the compressed bits. The application of transformations 
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must be commutative, which means that only the parties 
applying them are aware of their existence. In this case, the 
only setup that has been considered is the HWP of Alice, 
𝑀𝐻𝑊𝑃  (𝐴𝜃). To perform the encryption, Alice will first apply 
her HWP, and then to reverse the effects of the initial 
transformation, she will use a similar rotational angle of HWP. 
The commutative transformation may prove demonstrated as 
[13]: 

𝑀𝐻𝑊𝑃  (𝐴𝜃). 𝑀𝐻𝑊𝑃  (𝐴𝜃)  =  𝐼  (7) 

where, 𝐼 is the identity matrix, 

𝐼 = [

1 0 0 0
0 1 0 0
0 0 1 0
0 0 0 1

]  (8) 

 
Fig. 4. Output intensity in terms of angles used for 4-d. 

TABLE VII. OUTPUT INTENSITY FOR 4-D 

Angle of Encoding, Ɵ Intensity, I Bits Presentation 

10 0.96984 0000 

11 0.96359 0001 

16 0.92402 0010 

21 0.87157 0011 

26 0.80783 0100 

31 0.73473 0101 

37 0.63781 0110 

41 0.56958 0111 

46 0.48255 1000 

51 0.39604 1001 

56 0.31269 1010 

61 0.23504 1011 

66 0.16543 1100 

71 0.10599 1101 

76 0.05852 1110 

82 0.01936 1111 

Algorithm 1 details the pseudo-code of the proposed 
QM4SMS approach. 

Algorithm 1: QM4SMS Approach 

1: Notation: 
2: Transmission Time = Ø 

3: theta ← HWP’s rotation angle 

4: time_taken ← Period of the photon transfer 

5:  

6: Initialization: 
7:  X = (0, 1) random string message with the given bit size = 10 

8: Alice compresses bit sequence X using Huffman: 

9: F ← Huffman tree 

10: B ← Bit sequence B 

11: EncodeHuffman(F, X) ← Huffman function to encode the String 

X  

12:  

13: Encoding stage: After passing through a linear polarizer, a 

photon produced represents a qubit: 

14:  pol()←is the polarization of linear polarizer using Eq. (1) 

15: B ← pol() 

16: for bit in B 

17: if bit == 0000 then 

18: pol_angle = 10◦ 

19: elif bit ==0001 then 

20: pol_angle = 11◦ 

21: elif bit ==0010 then 

22: pol_angle = 16◦ 

23: elif bit ==0011 then 

24: pol_angle = 21◦ 

25: elif bit ==0100 then 

26: pol_angle = 26◦ 

27: elif bit ==0101 then 

28: pol_angle = 31◦ 

29: elif bit ==0110 then 

30: pol_angle = 37◦ 

31: elif bit ==0111 then 

32: pol_angle = 41◦ 

33: elif bit == 1000 then 

34: pol_angle = 46◦ 

35: elif bit ==1001 then 

36: pol_angle = 51◦ 

37: elif bit ==1010 then 

38: pol_angle = 56◦ 

39: elif bit ==1011 then 

40: pol_angle =  61◦ 

41: elif bit ==1100 then 

42: pol_angle = 66◦ 

43: elif bit ==1101 then 

44: pol_angle = 71◦ 

45: elif bit ==1110 then 

46: pol_angle = 76◦ 

47: else bit ==1111 then 

48: pol_angle = 82◦ 

49: end if 

50: end for 

51: Photon distribution: 

52: for each (theta, time_taken) in f(B, theta, time_taken): 

53:  for j in range(len(B)): 

54: Transmission of photon 
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55: if i * len(B) + j >= len(B): 

56: break transmission 

57: end if 

58: end for 

59: Decoding stage: The polarizer will next use Eq. (4) to 

determine the polarisation states based on the intensity level: 

60: for each bit in B 

61: B ← pol() 

62: switch intensity_value 

63: case 0.96984 then 

64: bit == 0000 

65: case 0.96359 then 

66: bit ==0001 

67: case 0.92402 then 

68: bit ==0010 

69: case 0.87157then 

70: bit ==0011 

71: case 0.80783 then 

72: bit ==0100 

73: case 0.73473 then 

74: bit == 0101 

75: case 0.63781 then 

76: bit ==0110 

77: case 0.56958 then 

78: bit == 0111 

79: case 0.48255 then 

80: bit ==1000 

81: case 0.39604 then 

82: bit ==1001 

83: case 0.31269 then 

84: bit == 1010 

85: case 0.23504 then 

86: bit ==1011 

87: case 0.16543 then 

88: bit ==1100 

89: case 0.10599 then 

90: bit ==1101 

91: case 0.05852 then 

92: bit ==1110 

93: case 0.01936 then 

94: bit ==1111 

95: default: 

96: break 

97: end switch 

98: Bob and Charlie decompresses bit sequence B using 

Huffman: 

99: DecodeHuffman (F, B) ← Huffman function to decode the bit 

sequence B 

100: end function 
Calculate the total transmission time using Eq. (9). 

IV. SECURITY ANALYSIS 

Any quantum communication protocol that requires to be 
secured from eavesdropping attempts must pass a security 
analysis, which is a crucial part of the evaluation process. 
Security analysis is widely used by researchers to evaluate the 
security requirements of their protocols and ascertain whether 
an eavesdropper has a chance to be around [32]–[34]. The 
security analysis is explained in detail. 

A. Man-in-the-Middle Attack 

Eve poses as the person with authority to get the 
information during the MITM attack. The MITM attack is 
demonstrated in Fig. 5. 

 

Fig. 5. MITM attack. 

Because Eve is unsure of the values of  𝜃𝐴 and 𝛷, she tries 
to send a series of fake messages to the receivers. Both 𝜃𝐴 and 
𝛷 are secret transformational angles, thus the attacker needs to 
know both of their values. It is quite challenging for the 
attacker to determine the precise value because of the secured 
handshake method used to transmit the information between 
many parties. Even if Alice gives multiple photons with the 
same polarisation, Eve cannot get the useful information since 
a different value of the authentication key is established. Bob 
can easily decode information X if 𝜃𝐴 and 𝛷 are set to the right 
values. Eve cannot pretend to be an authorized party if she 
does not know the authentication key. As indicated in Fig. 5, 
an authorized party will compare the bits to determine whether 
an MITM attack has been carried out. For example, Eve might 
interfere with the communication by continuously interfering 
with the quantum channel, forcing the authorized parties to 
restart communication. 

B. Beam Splitting Attack 

In optical set up, polarizing beam splitters (PBS) are 
essential elements. As an example, BS are used to merge light 
beams from several sources into a single optical channel and to 
randomly pick photons in the detecting subsystems, which in 
turn determines the measurement basis [35]. PBS are almost 
always present in front of the detectors in the detection units to 
split light into its vertically and horizontally polarized 
components as shown in Fig. 6. 

Fig. 6 shows that the beam splitter positioned halfway 
between Alice, Bob and Charlie in this method, allowing Eve 
to secretly collect photons. However, Eve has little chance of 
selecting the appropriate photons to measure because the 
suggested approach is ineffective for this assault. Eve will have 
trouble determining the hidden polarisation angles because 
they will never be made public, even if she is able to collect 
some of the sent photons without alerting Bob or Charlie. To 
preserve the level of secrecy and establish unconditional 
security, the angles of polarisation will also be changed after 
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numerous photons have been employed with the mutually 
agreed-upon secret technique [10], [37]. Additionally, the 
newly updated keys will prevent information about the keys 
and communications from being sniffed out by eavesdroppers. 

 

Fig. 6. Beam splitter attack [36]. 

C. Intercept Resend (IR) Attack 

Eve extracts a number of photons that Alice sent and injects 
the same number of photons into the quantum channel, as seen 
in Fig. 7. 

 

Fig. 7. Intercept resend attack [38]. 

Fig. 7 illustrates that after Alice has encoded the photons, 
Eve will try to steal them and replace them with false photons 
that she has previously prepared. In the proposed E-SSAK 
protocol, Alice securely and only with Bob and Charlie shares 
the secret angles 𝜃𝐴 and 𝛷. Due to her lack of knowledge of the 
correct values for 𝜃𝐴  and 𝛷 , Eve is unable to measure the 
intercepted photons precisely. Because quantum states are 
conveyed in what are known as non-orthogonal states, Eve has 
limited access to any relevant data. The polarisation angles of 
photons and security codes create the non-orthogonal quantum 
states. Additionally, Eve's attempt to figure out the 
superposition states during the message transformation stage 
may result in any non-orthogonal states. As a result, no details 
regarding the polarisation angle are discovered. If Eve was 
successful in intercepting the sender's sent photons, she will 
send the photons back to the receiver after doing the 
measurement. But because Eve is unaware of the polarisation 
angles and authentication keys that the authorized parties have 

established, she is unable to breach the protocol. By way of 
illustration Alice uses the authentication key to encrypt a 
quantum state of 𝜓⟩ =  |0⟩, in 0⁰ of a HWP. Eve won't be able 
to get the |𝜓⟩ since she lacks both the secret polarisation angle 
and the authentication key. Eve must correctly identify two 
hidden angles in the suggested protocol. Eve can be recognized 
if her polarisation angle differs from Alice's and Bob's keys. 
Since this protocol employs bit-by-bit authentication, Eve 
cannot examine the statistics of the several photons she 
receives during her attack without running the risk of being 
discovered. Eve's attack can be revealed since Alice, Bob and 
Charlie's measurements on the fake bit differ from those on the 
actual one. 

V. PERFORMANCE EVALUATION 

More bits of information will be sent at once with a higher 
number of levels used for encoding. For example, 2-d encoding 
sends 2 bits at a time, 3-d encoding sends 3 bits at a time, 4-d 
encoding, sends 4 bits at a time. The performance of the 
following evaluation criteria will be used to gauge the success 
of the simulation experiment. 

A. Total Time Taken, T 

The QM4SMS protocol was carefully designed and 
implemented to analyze the time taken to encode the 
information. Faster transmission times result from increased bit 
capacity whenever the encoding level is raised. Therefore, it is 
believed that the transmission process as a whole will 
significantly improve [22]. Total transmission time includes 
the time required by HWP to change angles for the 
transmission of 8 bits of information, which is represented by 
𝑇𝐻𝑊𝑃 , as well as the time required for multiphoton 
transmission through a quantum communication channel, 
which is 𝑇𝑚𝑠𝑔 . The time is expressed in seconds. The 

calculation is made using Eq. (11) as determined by [24]. 

𝑇𝑟𝑎𝑛𝑠𝑚𝑖𝑠𝑠𝑖𝑜𝑛 𝑇𝑖𝑚𝑒 =  𝑇𝑚𝑠𝑔 + 𝑇𝐻𝑊𝑃    (9) 

A higher number of levels used for encoding will decrease 
the total HWP turning time required to complete each 
information transmission process. Therefore, it is believed that 
the HWP turning time will decrease and contribute to an 
efficient overall process [13]. 

B. Noise Tolerance 

Most protocol assume the quantum channels to be perfect. 
However, in a practical implementation, noises in the quantum 
channel will affect the particles. The security of the suggested 
protocol in the noisy quantum channel is examined. 

Assume that Eve is able to communicate with any party on 
an ideal channel. Eve performs the intercept-and-resend attack 
on the qubits being sent from Alice's side to Bob's side in order 
to obtain Bob's shadow key. She then transmits the intercepted 
qubits to Bob's side via an ideal channel she has created. Eve 
may be able to blend her attacks into the quantum channels' 
background noise by using this strategy [39]. 

Nevertheless, raising the level of encoding to enhance 
computing resource comes at a price of increased sensitivity to 
noise [40]. 
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VI. RESULT AND DISCUSSION 

The simulation aimed to investigate the impact of different 
number of level encoding on total time taken to transmit 
photon and total received photon with noise. 

 

Fig. 8. Total time taken to transmit photon. 

Fig. 8 shows the total time taken to transmit photons with 
different numbers of levels used for encoding, d = 2, 3 and 4. 
The bar chart above shows a decrease in the time taken to 
transmit photons when the number of levels used for encoding 
increases. The 4-d, which transfers 4 quantum bits at once, has 
the fastest photon transmission rate, 206.1 seconds. This is 
followed by the 3-d, which transfers 3 qubits at once, 262.8 
seconds, and the 2-d, which transfers only 2 qubits at once, has 
the slowest photon transmission rate, 471.6 seconds. It has 
been demonstrated that higher levels of encoding can carry 
more information during each transaction which can speed up 
the time taken to transmit photons, as stated in [39]. 

 

Fig. 9. Total received photon with noise. 

Fig. 9 shows the total received photon under the error 
probability of noisy channels with different levels of encoding. 
The line graph above shows a decrease in received photons in 
noisy channels when the size of the level of encoding 

increases. As can be shown, 4-d is beneficial when the error 
probability of noise is smaller than 0.04. In 0.10, 2- d received 
a higher number of photons than 4-d. This is because 4-d holds 
and also loses four quantum bits at once. Compare to 2- d 
which only holds two quantum bits at once and loses 2 
quantum bits. It has been demonstrated that the high number of 
levels used for encoding can carry more information and also 
lose more information at once, as stated in [29], [40]. 

In this paper, our benchmark protocol is HBMSS. This is 
because HMBSS implemented a multiphoton approach in 
secret message sharing over QSDC and the use of optical 
devices such as half-wave plates [13]. The other mentioned 
protocol in Table I was not used as a benchmark because they 
did not implement optical devices. Nonetheless, this protocol is 
just for one-to-one communication. Hence, HMBSS does not 
achieve scalability in terms of the number of parties involved 
in communication. Therefore, a scalable multiphoton approach 
is required to enable secure sharing between the legal parties. 
Other than that, the HMBSS protocol implemented 2-d. Which 
resulted in a low transmission rate. Table VIII shows a 
comparison of benchmark protocol. 

TABLE VIII. COMPARISON OF BENCHMARK PROTOCOL  

Characteristic HBMSS [13] Proposed Approach 

Number of levels used 

for encoding, 𝑑 
2 4 

Quantum Cryptography QSDC QSDC 

Multiparty No Yes 

Total time taken (sec) 471 206 

Photons Multiphoton Multiphoton 

VII. CONCLUSION 

In conclusion, we presented a new arbitrary protocol that 
analyzes the performance of the four-level encoding protocol 
based on sharing the secret message between multiparty by 
integrating the applications of multiphoton as the information 
carrier with the QSDC. Information can be exchanged 
effectively across quantum channels directly using quantum 
secure direct communications (QSDC). With faster 
transmission rates and longer photon travel distances, the 
multiphoton technique is an improved version of the single-
photon strategy. Eve has a smaller chance probability to launch 
an attack when the number of levels used for encoding is 
increased. High levels of encoding are used in the setup to 
increase the efficiency of communication since they are more 
resilient against eavesdropping and could hold more 
information. We also analyzed the proposed protocol and 
showed the total time taken to transmit photons when using a 
high-level encoding. This is because the higher the level of 
encoding, the more it can transfer or carry quantum bits at once 
which can speed up the time taken to transmit photons. This 
paper proves that increasing the level of encoding will provide 
higher mutual information between the parties involved. 
Unfortunately, because high-level encoding can hold a lot of 
information, it also means that a lot of information will be lost 
under the error probability of a noisy channel. In conclusion, a 
high number of levels used for encoding brings advantages to 
quantum cryptography and have its limitation. We believe that 
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high-level encoding and multiphoton approach among 
multiparty will play an important role in the next quantum 
technological leap and overcome the noise as future work. 
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