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Abstract—In the past decade, Electronic Health Records 

(EHRs) based on clouds have become popular in empowering 

remote patient monitoring. The rise of Health 4.0, which includes 

using system elements and cloud services to access health records 

remotely, has gained highest attention of the experts. Healthcare 

4.0 requires the consistent collection, combination, transmission, 

exchange, and storage of medical information related to the 

patients. Because patient information is a private data, it might be 

challenging to keep hackers out of the reach. As a result, secure 

cloud storage, access, and exchange of patient medical information 

is critical in ensuring that the information is not exposed in any 

unauthorized manner. Security mechanisms that employ 

Blockchain technology have become popular in recent years since 

they can provide robust data sharing amongst large number of 

users and provide storage protection with low computing costs. 

Researchers have now shifted their focus to using Blockchain to 

protect healthcare information administration. This work 

presents an architecture to investigate the scalability of the 

Healthcare 4.0 systems that use Blockchain. The investigations are 

carried out under different test scenarios and are evaluated under 

numerous circumstances, including varying user and data 

volumes, while also considering the presence of cyber threats. The 

results demonstrate interesting findings related to the efficiency 

and effectiveness of deploying Healthcare 4.0 and Blockchain in 

EHRs. 
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I. INTRODUCTION 

Business and engineering sectors, such as computing, 
automotive, electronics, aerospace, and military, have been 
significantly impacted by the latest innovations like Machine 
Learning (ML), the Internet of Things (IoT), the Artificial 
Intelligence (AI) and Blockchain etc. Similarly, healthcare 
providers such as hospitals and health practitioners have also 
adopted healthcare systems that utilize these technologies. They 
have become more robust and more practical over time [1]. 

Healthcare facilities and practitioners utilize a variety of 
systems that make them more robust and more helpful over 
time. Modern systems have also improved their capacity to deal 
with vast amounts of information instantly, and allowing earlier 
disease diagnosis, treatment, and automatic treatment solutions. 
Current healthcare systems have substantially changed the 
well-being of medical professionals and patients. These 
healthcare platforms are equipped with several applications 
installed on consumer devices to gather patient physiological 

data and provide automated sensing and monitoring of patients’ 
vitals [2]. 

For instance, smartwatches can display unique pulse 
patterns, and cell phones can monitor work and sleeping cycles. 
The glucose sensors can regulate sugar levels by injecting 
insulin into patients automatically. The advancements in the 
healthcare sector can potentially enhance and save lives by 
keeping EHRs, prescribing medications, monitoring health 
conditions, and providing telemedicine services even remotely 
and across borders. Patients are becoming more dependent on 
mobile applications for managing their shared health and 
treatment information, and these applications are linked to the 
Internet of Medical Things (IoMT) through telehealth and 
telemedicine. These technological innovations are some of the 
examples of how innovations in the healthcare sector can 
improve the lives of individuals [3]. Similarly, the IoMT 
devices plays a crucial role in collecting and transmitting health 
information, however, IoMT is vulnerable to numerous cyber-
attacks, including denial of service attack, information leakage, 
sensor attacks, and different malware threats and attacks [4]. 

A. Emergence of Healthcare 4.0 

Several developments have occurred in the healthcare 
sector from Generation 1.0 to Generation 4.0. In the initial 
stages (Generation 1.0), the health sector was primarily focused 
on doctors and professionals maintaining written records of the 
patient's medical information. Similarly, under healthcare 2.0, 
written documents began to be replaced with digital ones. 
Wearable devices were introduced in Healthcare 3.0 to collect 
and monitor patient medical information instantaneously [5]. 
Subsequently, an EHR framework was established, enabling 
the electronic storage of patient data in an archive that is 
globally accessible. 

Additionally, in the current era, maintaining security of the 
patient data is essential in guaranteeing data credibility. This is 
the reason, the concept of Industry 4.0 has emerged which 
emphasizes the use of high-tech, high-touch systems. These 
modern solutions have given birth to a more advanced and 
sophisticated version of the healthcare systems i.e., Healthcare 
4.0 which combines AI, IoT, robotics, and cloud computing 
with numerous healthcare services. Recently, Blockchains are 
used along with Healthcare 4.0 to ensure secure, credible and 
easy accessible patients' healthcare information to the 
practitioners and health service providers [6]. Another goal of 
these advancements in the field of healthcare is to improve 
virtualization, which will allow for real-time, personalized 
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medical treatment. Today, there is a need to focus on 
convergence, coherence, and collaboration of EHR in 
conjunction with the advancement of healthcare 4.0. The 
benefits of using Healthcare 4.0 and other modern solutions are 
numerous but the big challenge to address is that the data is 
being updated continuously and is being made accessible across 
various healthcare databases and platforms. The capacity of 
healthcare systems to scale in line with Healthcare 4.0 has 
become crucial for broad system adoption while preserving 
efficacy and efficiency. 

The graphical representation in Fig. 1 illustrates various 
aspects of Healthcare 4.0, emphasizing its foundation in 
intelligent and digital technology. These characteristics are 
essential to support healthcare institutions effectively. The 
approach primarily involves the utilization of cloud computing 
and data-driven engineering concepts, leading to improved 
patient care by seamlessly integrating traditional and modern 
components of Healthcare 4.0. Incorporating fundamental 
concepts and intelligent artificial intelligence analysis further 
enhances the healthcare 4.0 culture, ensuring comprehensive 
patient care. The effectiveness of healthcare 4.0 technology is 
further elevated by integrating Internet of Things elements [53, 
54], resulting in focused and meaningful outcomes for patients 
and healthcare organizations. 

One of the most important and rapidly expanding areas in 
the global economy is Healthcare 4.0. This firm has met 
significant social challenges in various countries during the last 
decade. Numerous researchers have examined how Blockchain 
technology influences [7] Industry 4.0 in the healthcare sector. 
[8–10] have focused on how Blockchain technology has 
dramatically enhanced data communication, anonymity, and 
privacy. 

 
Fig. 1. Some prominent characteristics of Healthcare 4.0. 

B. Blockchain in Healthcare 

The healthcare sector can benefit from adopting Blockchain 
as a viable solution for EHR and data transfer, considering its 
capacity to provide a secure and decentralized infrastructure 
supporting regulated patient data transmission. It is a 
distributed platform with consecutive linkages connecting each 
block [11]. Different healthcare sector stakeholders, including 
physicians, patients, and insurance agents, might collaborate to 
support specific Blockchain-based healthcare systems. An EHR 
contains a patient's medical and operational outcomes from 
interactions with a provider (i.e., a physician, a nurse, or a 
mobile emergency nurse) for treatment. The most crucial 
factors in healthcare are scalability, privacy, and security [12]. 

As Blockchain enables individuals' complete control over 
information and security without a single point of control, it is 
a particularly cost-effective and efficient way to design 
applications for transmitting EHR data. Healthcare systems are 
changing in the digital age due to the advent of new 
advancements [13]. As health information grows exponentially, 
it is imperative to ensure that EHR systems are scalable. Here, 
the concepts of "Healthcare 4.0" and Blockchain technology are 
applied to solve scalability issues. 

C. Healthcare Based on Cloud 

Blockchain and cloud-based healthcare solutions are 
revolutionizing the exchange, storage, and access of medical 
data. Compared to traditional paper-based systems, these 
innovations improve interoperability, productivity, and safety 
in healthcare environments. The idea of substituting paper-
based medical information with digital ones has been around 
for a long. Early use of EHRs was prompted by the need for 
more efficient data storage and retrieval [14]. However, the 
initial systems needed help with security, compatibility, and 
data fragmentation. As technology evolved, cloud computing 
emerged as a novel EHR solution. Cloud computing enhances 
data sharing among different participating entities but also 
raises security requirements [15]. 

Fig. 2 illustrates the storage and retrieval of medical data in 
cloud-based EHRs. These systems utilize the internet and 
distant servers, allowing healthcare practitioners to access 
patient information anytime and from any location. Cloud 
storage's scalability, flexibility, and cost-effectiveness 
eliminate the need for regional infrastructure, facilitating 
informed collaboration among healthcare professionals. 

Cloud-based healthcare systems employ remote servers and 
the Internet for keeping and retrieving medical data [16]. 
Healthcare professionals may access patient information from 
anywhere anytime because of the cloud's scalability, flexibility, 
and affordability. As a result, regional infrastructure is 
unnecessary, and healthcare professionals can easily 
collaborate. Some of the benefits of uploading the medical data 
on the cloud are ease of access of the data to both the patient 
and the doctors. Ultimately, this helps in better decision-making 
and better patient care [17]. Moreover, cloud offers access to 
different services such as use of AI, data mining etc. which 
makes the cloud a better choice and a secure option. These 
services allow organizations to utilize the latest innovations 
without significant investments in their infrastructure or 
employees [18]. Application programming interfaces (APIs) 
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and integration tools are also included in cloud platforms, 
allowing companies to easily connect their currently deployed 
systems and apps with cloud services. 

 

Fig. 2. Cloud based healthcare systems. 

The healthcare industry can benefit from integrating 
Blockchain technology and the cloud. Healthcare organizations 
employ cloud platforms to handle computational requirements 
for Blockchain-based networks, including cryptography and 
consensus schemes. Because computational tasks are delegated 
to the cloud, Blockchain networks may concentrate on handling 
information and verification, increasing overall system 
scalability [19]. Blockchain-based healthcare systems' storage 
capacity is further increased via cloud computing. The 
Healthcare sector can utilize cloud storage services to store 
data, ensuring efficient and affordable data management. Cloud 
computing allows several healthcare organizations to interact 
and exchange data. Cloud-based EHR solutions provide rapid, 
secure access and sharing of patient data across medical 
practitioners, labs, pharmacies, and other stakeholders, 
enhancing collaboration and elevating the standard of 
treatment. 

D. Research Problem 

Regarding EHRs in Healthcare 4.0, the scalability is crucial 
challenge to address. The reason is that the healthcare sector 
creates and analyzes tremendous amounts of patient data, only 
the scalable EHR systems can manage rapidly expanding 
volumes of data, facilitate seamless integration, provide real-
time analytics, and enhance patient care. With its built-in 
scalability, Blockchain technology can help EHR systems 
overcome their scaling issues by offering a decentralized, safe, 
and scalable architecture. 

Different solutions for securing EHRs using Blockchain and 
Healthcare 4.0 have been proposed, however, the approaches 
proposed are insufficient to deal with the demands of large-
scale deployments without compromising the usability of the 

system. There is a need to propose a system that can investigate 
the impact of implementing EHRs using Blockchain and 
Healthcare 4.0 at a large scale to measure efficiency and 
effectiveness. 

The rest of the paper is prepared as follows: Related Works 
are presented in Section II. The system model and the proposed 
methodology are described in Section III. Section IV 
demonstrates the simulation results of our proposed scheme. 
Finally, this work's findings and future directions are presented 
in Section V. 

II. RELATED WORK 

We focused mainly on the scalability of the healthcare 
sector that leverages Blockchain and Industry 4.0 concepts 
while maintaining efficiency and protecting against illegitimate 
access and data breaches. The most recent Blockchain-based 
healthcare systems are discussed in this section. 

The growing number of internet-connected devices and the 
massive amount of data generated and gathered online make 
security and scalability the two most essential concerns for 
Industry 4.0 [22-23]. A Blockchain is an innovative approach 
that is a potential way to overcome the restrictions of current 
networks by preserving and transmitting data in a protected, 
tamper-proof manner [24-28]. 

The potential of Blockchain technology in healthcare was 
investigated in [29] from 2020 and was published in the 
International Journal of Medical Informatics. In recent years, 
Blockchain has proven to be a wise option that offers multiple 
features to the medical data at the same time. For example, it 
offers security, privacy and integrity of the data. The only 
limitation in adopting the Blockchain technology in the field of 
medical and healthcare is that the regulatory requirements are 
yet to be formulated. 

The privacy of the medical records on cloud servers have 
been recently investigated in study [30]. In this paper, the 
authors have devised a mechanism that uses Blockchain 
technology for the health-related data. The authors claim that 
with their proposed mechanism, any tempering to the data can 
be easily spotted and the data remains accurate and verified. 
Moreover, the Ethereum Blockchain enhances the security of 
the data on the cloud servers. 

In another paper [31], the authors have proposed a Personal 
Health Record (PHR) system which also uses Blockchain. Any 
unauthorized modification to the data will be observed by their 
proposed system. 

A Blockchain based framework called as MedSBA has been 
proposed in [32]. This research aims to provide security, 
privacy and transparency to the patients’ data and to the 
healthcare systems.  A Blockchain based IoT system is 
proposed in [33] which handle the multimedia information such 
as x-ray images etc. The proposed system is evaluated for 
efficient data processing and resource usage. 

The confidentiality and integrity of the medical data while 
exchanging it amongst medical professionals have been 
investigated in [36]. This research uses distributed ledger 
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network and investigates security of data related to both the 
patients and the medical professionals. 

Along with prominent developments in the healthcare 
system, a strategy needs to catch up when it comes to 
scalability. "MedChain" is a Blockchain-based medical 
information exchange solution proposed in [34]. The 
architecture addresses the healthcare sector's security, privacy, 
and data interoperability. Smart contracts are implemented with 
the proposed data fragmentation and exchange approach to 
improve productivity and offer a controlled and secure way to 
access medical information. As far as limitations are concerned, 
the proposed system is complex and needs to be more stable. 

Similar research for securing electronic medical records 
(EMRs) has been proposed in [35]. This research uses three 
different technologies i.e., Blockchain, smart contracts and 
modern cryptographic algorithms and provides three different 
features i.e., data security, anonymity, and access control in any 
healthcare ssystem. Because the study does not particularly 
present results from experiments or performance assessments, 
the proposed architecture and its potential applications in 
securing EHR systems are explained in detail. 

Alhayani et al. [37] suggested and evaluated a Blockchain-
based framework to secure medical data stored on cloud 
servers. Their suggested approach used Blockchain for easily 
accessible encryption of EHRs. Through complex logic 
expressions stored in the Blockchain, users could search EHR 
information using index searches. Utilizing Blockchain ensures 
traceability, integrity, and protection against tampering with 
stored information. To evaluate its effectiveness, document IDs 
from Ethereum were compared with innovative contract 
transactions derived from EHRs. In 2020, Al-Hayani et al. [38] 
proposed a novel approach addressing scalability and security 
in health data. They emphasized four critical phases in the 
suggested approach, leveraging Blockchain technology to 
facilitate the exchange of medical information. At first, they 
explored the requirements for information technology in 
healthcare and how Blockchain-based frameworks can assist in 
meeting those demands. Secondly, they developed an FHIR 
Chain approach intended to meet these requirements. Finally, 
they demonstrated how to verify the FHIR Chain using health 
data identifiers. In conclusion, they provided an overview of a 
case study that facilitated their methodology. Alhayani et al. 
[39] suggested a Blockchain-enabled approach for healthcare 
systems. They discussed the opportunities, risks, and potential 
outcomes of employing the geospatial Blockchain in healthcare 
systems and the way forward. Blockchain is a decentralized, 
tamper-proof, trustless, transparent, and immutable append-
only database that is now one of the critical instruments of 
Industry 4.0 [40- 43]. 

Yahya et al. [44] developed a solution to address the 
challenges associated with controlling access to sensitive 
medical information in cloud storage, using inherent features of 
Blockchain technology such as the ability of Blockchain ledger 
to remain unchanged and built-in independence. Also, the 
authors utilized advanced cryptographic techniques to ensure 
efficient access control for shared data pools by implementing 
a permission Blockchain. Additionally, they built a framework 
for Blockchain-based sharing data, which enables data users to 

get electronic medical reports from a centralized repository 
relying on user identities and authorized cryptographic keys. 

Although Cloud based Health 4.0 are relatively new 
concepts, little work that utilizes both Cloud based and 
Healthcare 4.0 has been proposed in [20,21] to improve the 
security and privacy of cloud-based Healthcare solutions. 

The authors in [20] suggest a framework that integrates fog 
computing, the Internet of Things (IoT), and Blockchain in the 
context of Health 4.0 to enhance health care services. The 
system is intended to handle both critical and non-critical 
patient data, using a clustered fog layer. Critical patients receive 
a rapid response, while Blockchain secures the health records 
of non-critical patients, ensuring privacy. The approach 
demonstrates improved performance in terms of privacy 
protection, reduced response time and cost savings compared to 
benchmarks. However, challenges related to scalability and 
resource limitations require further consideration. 

The authors in study [21] also uses Blockchain in EHR 
system to secure healthcare data and also considers the 
standards of the Healthcare 4.0. In summary, it can inferred that 
the security and the privacy of the medical data using 
Blockchain has been extensively investigated in the research, 
however, the impact of the scalability by using Blockchain for 
medical records and EHR is an area which needs further 
investigations and research. 

The authors in study [45] delved into utilizing Blockchain 
to share securely and store EMRs. With the progression of 
healthcare data digitization, ensuring the security and privacy 
of patient information becomes increasingly critical. Due to its 
decentralized and immutable nature, Blockchain offers 
potential solutions to these challenges. The focus is developing 
and implementing a Blockchain-powered system specifically 
designed to store and exchange EMRs. Additionally, they 
propose a distributed framework harnessing Blockchain 
technology's security and transparency features. Access control 
measures are implemented through a permissioned Blockchain 
to restrict access and modifications to EMR data, ensuring only 
authorized users can interact. 

Hossein et al. endorse that all involved entities in 
healthcare, i.e., patients, doctors, etc., must adhere to 
standardized EHR protocols when recording healthcare 
information. They also propose using cloud databases to store 
extensive EHR information, reserve Blockchain storage for 
identity information, and ensure the integrity of data stored in 
the cloud [57]. 

Table I summarizes and simplifies information regarding 
other relevant works for quick access and comprehension. 
Table II shows a comparison of the most recent existing 
research with the proposed system. 

As observed, the existing EHR approaches are mainly 
focused on either Blockchain, cryptographic solutions and 
cloud based secure solutions, however these approaches have 
limited or no discussion about the emerging issues of large-
scale implementations, so there is a need to introduce a scalable 
and efficient solution which integrates the benefits of 
Blockchain and Health 4.0 and address the issue of scalability 
while maintaining its own efficiency and effectiveness. 



(IJACSA) International Journal of Advanced Computer Science and Applications, 

Vol. 15, No. 5, 2024 

487 | P a g e  

www.ijacsa.thesai.org 

TABLE I.  COMPARATIVE ANALYSIS OF RELATED WORK 

Prominent Features Results Evaluation Limitations 

[20] A Fog-enabled Blockchain based architecture to 

enhance healthcare services in the context of 
Healthcare 4.0 . 

Response time, drop rate, throughput, and 

utilization of fog and cloud resources 

Simulation using 

Proteus, Packet Tracer, 
and LabVIEW. 

Interoperability and 

Scalability 

[21] Blockchain enabled e-Healthcare system aimed at 

healthcare 4.0, which address the problems of data 

safety, privacy. 

Average latency and 

throughput with 

transaction rate. 

Simulation using 

Hyperledger 

caliper. 

Challenges with the adoption 
due to complexity. 

[45] A permissioned Blockchain to maintain and 
distribute electronic medical records securely, also 

address the issues of security, privacy. 

Statical analysis 
Simulation using 

web application. 

Significant technical 

expertise 

and resources required to 
develop and maintain. 

[46] BSF-EHR: Blockchain based Security 

Framework aimed at e-Health Records that address the 

problems of security, privacy. 

Access time of Health 

Records in Blockchain 

and centralized storage. 

Simulation using Java. 
The proposed framework is 
technically complex. 

[47] TP-EHR Temper Proof E-Health Record, a 

Blockchain and cloud based secure E-Health system. 

Communication overhead with number of 

patients/doctors 

and computation overhead 
with no. of patients 

Simulation based on C 

language. 

No discussion on the 

scalability 

[48] A secure Blockchain enabled architecture for 
storing and distributing e-health records. 

Computation time with 
number of verifiers 

Simulation based on 
PyCrypto. 

Scalability and 

performance 

limitations. 

[49] Blockchain with cloud-based framework for 

securely maintaining and distributing medical data. 
Statical analysis. 

Statical analysis is 

used 

No discussion 

on scalability 

[50] A consortium Blockchain and cloud-enabled 

framework for securing and sharing EHRs, with 
conditional proxy re-encryption and keyword 

searchable encryption. 

Communication and 
Computation overhead. 

Simulation based on 
JavaScript 

Trust issues may arise. 

[51] A Blockchain enabled secure architecture for 
healthcare-data Sharing. 

Performance analysis on 
configuration and throughput. 

Simulation on node.js Limited analysis 

[52] Health Block: A Blockchain enabled framework 

for secure and efficient management of healthcare 
data. 

Transaction latency, 

transaction, throughput. 

Simulation based on 

Hyperledger Caliper 

Complex to 

implement. 

[53] LB4HC: A light weight secure Blockchain 

enabled framework for low 

computational and storage requirements. 

Number of blocks with amount of data. 
Simulation 
based on NS3. 

Security risks due 

lightweight 

Blockchain 

TABLE II.  COMPARISON OF EXISTING RESEARCH WITH PROPOSED ARCHITECTURE 

Author Health 4.0 Blockchain Scalable 

Adeel et al. [20] ✓ ✓ x 

Tanwar et al. [21] ✓ x x 

Abunadi et al. [47] x ✓ x 

Sheng et al. [48] x ✓ x 

Proposed ✓ ✓ ✓ 
 

III. SYSTEM MODEL AND PROPOSED METHODOLOGY 

This section thoroughly explores the framework's various 
entities. i.e., patients, healthcare professionals, and Blockchain 
databases are examples of these entities. Each entity in the 
ecosystem serves a distinct purpose, adding to the overall 
functionality and advantages of the suggested framework. 

Healthcare organizations should be aware of scalability 
concerns and possible Blockchain bottlenecks in healthcare 
systems. This paper allows these organizations to understand 
how efficiently the proposed system can handle varying 
volumes of data and user interactions while ensuring sufficient 
performance and security. This information may be helpful in 
decision-making, guiding infrastructures and system design 
choices, and ultimately facilitating the successful 
implementation of scalable Healthcare 4.0 solutions using 
Blockchain technology. Our proposed methodology is divided 

into three sections. These sections and entities are graphically 
depicted in Fig. 3 and elaborated in this section. 

 
Fig. 3. Proposed system model. 
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A. Participating Entities 

1) Patients and healthcare professionals: In the proposed 

design, the patient generates his/her medical information, and 

the owner of the generated health data. The distributed storage 

constantly receives copies of the patient's health information to 

facilitate resource sharing. At the same time, healthcare 

professionals can perform necessary operations on patient data 

by pre-defined permissions. After that, this information can be 

uploaded to a cloud-based EHR system. To facilitate patients 

and the ability to keep track of their health information and 

make well-informed treatment decisions, patients may also 

access and analyze their data at any time. Along with having 

access to all platform functions, which includes reviewing  

health information, healthcare professionals can register with 

the system. This ensures detailed diagnosis and treatment 

strategies by providing them an accurate representation of the 

patients past health and present state. 

Patients and healthcare professionals required to register 
with the system to access the relevant information. Upon 
registration, both can access all platform features, including 
reviewing health information as per the permission defined. 
Additionally, Healthcare providers have access to and can 
examine the relevant patient health data. The EHR system 
based on Health 4.0 can include medical records, test results, 
treatment plans, and other pertinent data. 

2) Blockchain database: The purpose of this architecture is 

to keep patient medical information on a secure, decentralized 

Blockchain. In this case, the data integrity and secrecy is 

guaranteed. Another important feature of Blockchain Database 

is that the patients have complete control on their data. In 

addition to improving data security and transparency, this 

system allows patients to manage their health information, 

which helps healthcare providers make better decisions and 

provide better treatment. 

B. Components of the Proposed Model 

1) Edge layer: A Secure Healthcare Information Gateway: 

The suggested architecture prioritizes the Edge layer, a starting 

point of contact, and a layer where information enters the 

proposed system. This layer deals with wearable sensors, end 

users, and medical providers, gathering and securing their data 

before sending it to the Fog layer, which is the layer next to it. 

Edge layer operations involve the following: 

 Information gathering: Acts as the gateway, data 
gathering from a variety of sources (i.e., body sensors) 
within the scope of healthcare. 

 Data protection: Encrypts sensitive data during 
transmission to avoid unauthorized access and 
modification. 

 Data cleaning minimizes the quantity of redundant 
details sent to higher levels by evaluating and reducing 
information at the edge. 

 Reduced latency allows for quicker analysis and 
processing by just sending secure, pertinent data. 

The Edge Layer offers several advantages, few of which are 
mentioned below: 

 Improved Protection: It protects the data against 
unauthorized access and modifications.  

 Improved Efficiency: It removes data redundancy and 
offers fast processing and filteration of the information 
on the edge. 

2) Fog layer: Orchestrating Healthcare Information: This 

layer serves as a bridge between the Edge layer and Cloud 

Service Provider (CSP) layer. In this layer, information 

collected from edge nodes undergoes verification and indexing. 

The layer is also responsible creation of logs and metadata 

Some advantages of this layer are: 

 Information verification: The information gathered by 
the edge nodes is verified 

 Data indexing: The data is indexed for processing and 
retrieval. 

 Metadata Generation: Meta data is used for better 
analysis. 

 Information orchestration:  The data is better organized 
between the edge nodes and the CSP. 

 Information orchestration makes sure effective data 
organization by coordinating data flow between the Edge 
and CSP levels. 

3) CSP layer: The Healthcare Data Secure Vault: This 

layer is responsible for data storage, availability and 

accessibility of the data. It uses some indexing for efficient data 

management. Some of the salient features of this layer are: 

 Use Data storage: Stores huge amount of data safely and 
securely. 

 Data indexing: Indexes the data for better management 
and retrieval. 

 Access Management: Monitors and controls the data 
access. 

 Blockchain Integration: Uses distributed private 
Blockchain. 

The Inter-planetary File System (IPFS), and Amazon S3 
[56] uses the Blockchain technology for distributed data 
storage. Following are some of the advantages of this approach: 

 Improved Security: The data is scattered in a 
decentralized fashion which provides better security.  

 Enhanced Availability: Data replication is used which 
ensures continuous availability. 

 Added Trust: The users are granted direct control to their 
data which enhances the trust. 

The distributed private Blockchain offers an extra layer of 
security, making it resilient against security threats to the stored 
medical information. 
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C. Core Transations in the Proposed System 

The proposed framework relies on two essential 
transactions to deliver a secure and transparent medical record 
service. 

1) Inserting an EHR: In the proposed framework a 

particular EHR is generated after a patient visits the medical 

facility. This record contains information related to 

medications, treatment schedules, and other important data. 

This record also serves as a patient’s digital account with 

healthcare system every time the patient visits. Access logs and 

other metadata are also maintained for achieving the security of 

the HER. Moreover, the EHR is added with a unique hash value 

for verification to provide data integrity. 

2) Retrieving an EHR: In the proposed framework, 

Blockchain and IPFS technologies are used to secure and 

efficiently manage patient EHRs. When an EHR is requested to 

be retrieved, the system checks the Blockchain for the 

corresponding transaction and retrieves the hash value of the 

desired EHR. 

D. Evaluation Measures 

In this proposed work, we have evaluated the scalability 
with efficiency of using Blockchain in EHR. Firstly, we 
evaluated the scalability by taking into account the number of 
edge nodes and the latency alongside the number of 
transactions. We have considered multiple scenarios such as 
one healthcare professional accessing data of one patient; 
and/or multiple healthcare professionals accessing data of one 
patient; and/or multiple healthcare professionals accessing data 
of multiple patients. 

To evaluate the effectiveness of the proposed model, we 
have considered the number of transactions, the CPU usage and 
the average latency against the number of transactions per 
minute. The proposed system takes patient datasets as input and 
executes all Healthcare 4.0 functions and also integrates the 
Blockchain on these datasets. As the size of patients’ datasets 
gradually increases, the system will analyze and assess its 
performance. Lastly, we have investigated the performance of 
the proposed system on centralized storage. 

IV. SIMULATION RESULTS AND DISCUSSIONS 

In this section, we provide the details of the simulations that 
have been carried out to show the efficiency and effectiveness 
of our proposed system. For our experiments, we have 
considered data size, efficiency with different numbers of edge 
nodes, and potential cyber risks. The experimental results show 
that the proposed system is scalable and maintains the security 
of the data. 

We have also compared the performance of the proposed 
system with existing approaches. The comparative results show 
that our system is effective and the problem of the lack of 
scalability. The proposed system offers the security, privacy 
and scalability and is very suitable to be used in healthcare 
industry. We can increase its resistance and ensure data 
protection by implementing security measures and testing the 
system under various cyberattack scenarios. This study also 

plays a crucial role in mitigating potential risks, thereby 
fostering user trust in the system's overall security. 

A. Enviorment Setup 

To simulate a Blockchain network, we used Python as a 
programming language with Flask Framework, Visual Studio 
Code as a compiler, and Postman application to make requests 
to interact with our assumed Blockchain. A Computer System 
with a sufficient amount of storage is utilized during simulation. 
The Python code used in simulations along with its complete 
guide is accessible at the following link: 
https://github.com/ahmfz/Health4.0 (Accessed on 18th March 
2024). Our assumed Blockchain network gets two patient 
attributes to store those details on the network. After that, the 
owner can verify the legitimacy of the stored data, and the 
Authenticity of the network can be determined by using some 
mechanisms. As we are concerned with the proposed 
framework's efficiency and effectiveness, we simulate this in 
terms of varying data sizes with latency and the number of users 
with latency. 

B. For Efficiency 

We prioritize attaining scalability while maintaining 
efficiency, as previously explained. To address this, we 
examined how access times were affected by the number of 
users, especially patients. The visual representation of the delay 
encountered by varying user counts is presented in Fig. 4. We 
evaluate the system performance at different user volumes and 
identify the best scaling techniques by examining this data. It is 
possible to create strategies that optimize the effectiveness of 
the suggested framework and support a growing user base by 
comprehending the connection between latency and the number 
of concurrent users. The goal is to strike a healthy balance 
between efficiency and scalability so each user can have a 
flawless experience. 

 

Fig. 4. Latency with varying number of users. 

Table III shows the detailed statics of the varying number 
of users and latency. 
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TABLE III.  LATENCY WITH VARING NUMBER OF USERS 

Number of Users Latency in ms 

20 0.36 

50 0.62 

100 0.53 

150 0.79 

200 0.89 

The intricate link between user count and system latency, 
measured in milliseconds, is depicted in Table III. With an 
increasing user count, latency varies without a clear upward or 
decreasing trend. This shows that several variables influence 
latency, including network congestion and resource 
availability. An easy user experience and performance 
optimization are achieved by analyzing these metrics. 

Along with the factors discussed above, we also consider 
several transitions under various scenarios, including when one 
healthcare professional accesses one patient's data 
simultaneously. Two healthcare professional access one 
patient's data, two patients' data, and so on; Fig. 5 depicts the 
number of transitions concerning time. 

 
Fig. 5. Number of transitions under various scenarios. 

Fig. 5 shows the total amount of transactions recorded 
across various periods for three scenarios: one doctor and one 
patient, two doctors and two patients, and two doctors and two 
patients. The statistics show a positive relationship between 
time and the number of transactions, with a linear growth in 
each scenario. Table IV depicts a detailed, relevant overview. 

TABLE IV.  NUMBER OF TRANSACTIONS WITH VARYING SCENARIOS 

Time in Sec 
One Doc with one 

Patient 

Two Doc with 

one Patient 

Two Doc with 

Two Patients 

20 10 8 5 

40 18 15 9 

60 26 22 14 

80 34 29 19 

120 43 36 24 

C. For Effectiveness 

The initial problem description states that attaining 
scalability while preserving effectiveness is our core objective. 
To alleviate this concern, we have considered a scenario with 
varying numbers of transactions and their corresponding CPU 
utilization. 

By analyzing the impact of different transaction numbers on 
CPU use Fig. 6, we expect to understand our system's 
scalability potential. Scalability is the capacity of an 
infrastructure to accommodate growing demands and 
alterations in demands. As the number of transactions rises, we 
are especially curious about how the system performs in this 
scenario. 

 
Fig. 6. CPU usage with varying number of transactions. 

When we analyze this information, we see that as 
transaction volume increases, so does CPU utilization. This 
data helps analyze system scalability, detect possible 
performance bottlenecks, and optimize resource allocation to 
ensure efficient and effective system transaction processing. 

The data size and latency trends are shown in Table V. 
Larger volumes and more significant latencies (particularly in 
the last row) may lead to apparent delays. They impact the 
overall efficiency, even if the system manages data effectively 
despite delays. Computational needs, distance, and network 
congestion probably cause these variances. 
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TABLE V.  CPU USAGE WITH VARYING NUMBER OF TRANSACTIONS 

CPU Usage Number of Transactions 

5.1 20 

7.4 50 

8.6 100 

13 150 

15 200 

Average transactional latency is determined by 
continuously varying the transaction send rate to the outsourced 
EHRs from 50 to 300 transactions per minute. Fig. 7 shows the 
typical transaction delay of the suggested EHR storage 
Blockchain technology. 

 
Fig. 7. The suggested algorithms average transaction latency. 

Based on the statistics, average latency and the number of 
transactions delivered tend to rise. For instance, the average 
latency is 800 ms whenever 50 transactions are delivered. The 
average latency rises to 1080 ms when the number of 
transactions in-creases to 100. This trend persists as the number 
of transactions transmitted rises to 150, 200, 250, and 300, with 
average latencies of 1100, 1180, 1200, and 1300 ms, 
respectively. 

D. Comparison with other Schemes 

In this section, we compare the time it takes to obtain EHRs 
to a centralized storage system to assess how well the suggested 
Healthcare 4.0 architecture performs. Fig. 8 illustrates this 
evaluation. 

The ease of handling various-sized EHRs using the 
suggested framework and centralized storage is compared in 
Fig. 8. With increasing EHR size, processing times improve, 
and the suggested design routinely beats centralized storage. 
That is 50% quicker for an EHR of 200 KB, enhancing 
scalability and offering advantages to patients and healthcare 

providers. Performance factors are essential when selecting an 
EHR storage strategy, and the suggested architecture stands out 
as a viable option. Table VI depicts these details. 

 
Fig. 8. Comparison with the centralized storage. 

TABLE VI.  LATENCY WITH VARING NUMBER OF USERS 

Data Size 

in KB 
Time for Centralize storage 

Time for proposed 

Architecture 

50 1.4 0.8 

100 2.2 1.3 

150 2.9 1.7 

200 3.4 2.3 

250 3.9 2.6 

300 4.4 3.1 

V. CONCLUSION AND FUTURE WORK 

Many healthcare organizations today fail to protect patient 
information from unauthorized access, making it challenging to 
scale patient privacy requirements. It is crucial to solve security 
and scalability challenges in medical data processing in light of 
the advent of Healthcare 4.0. The field has witnessed the 
popularity of big data, cloud computing, Internet of Things 
(IoT), and Blockchain technologies. Although systems based 
on centralized cryptography have been developed to protect 
medical records, they typically offer a partial solution. This 
paper suggests a framework that merges Blockchain technology 
with cloud services to overcome the challenges arising from the 
increasing volume of health information. We demonstrate how 
the suggested framework can adapt while maintaining its 
efficiency and effectiveness. 

We also highlight the adaptability of the proposed system 
by leveraging the advantages of both technologies; this hybrid 
solution overcomes some of the limitations associated with 
traditional EHR systems. The framework is designed to offer 
an effective and efficient solution for healthcare information 
management, capitalizing on the security and transparency of 
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Blockchain and the scalability of cloud computing. The paper 
also explains how the framework addresses scalability and 
security challenges in Healthcare 4.0—providing a reliable and 
scalable platform for storing, maintaining, and transferring 
EHRs. With a flexible and efficient system capable of meeting 
the evolving needs of the healthcare industry, it ensures the 
safety of patient information from unauthorized access. 

A. Future Work 

The future roadmap should prioritize enhancing Healthcare 
4.0 architecture, adopting a smart city approach, i.e., SmartCity 
4.0. A key aspect involves integrating a quantum-aware 
Blockchain that addresses challenges related to efficient 
keyword searches in smart healthcare scenarios [55]. This 
involves utilizing advanced post-quantum cryptography 
algorithms for decryption, search requests, and commitments. 
The efficient storage, retrieval, and analysis of vast amounts of 
patient data generated by healthcare systems become 
challenging. Incorporating Blockchain technology has proven 
instrumental in overcoming some of the healthcare system's 
scalability, security, and interoperability challenges. 

Another approach that can be considered as future work is 
Sharding. It involves breaking down the Blockchain into 
smaller units known as shards, enabling it to handle transactions 
concurrently. Implementing Sharding can enhance healthcare 
information systems' scalability and transaction processing 
capacity. Additionally, side chains can offload specific 
operations from the primary Blockchain, i.e., data storage or 
complex computations, to enhance scalability further. This 
approach supports streamlining processes and managing the 
load on the main Blockchain, contributing to improved 
scalability in healthcare or smart city structures. 
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