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Abstract—Data provenance, in an end-to-end supply chain
context, refers to the tracking of the origin and history of every
raw material, process, packaging and distribution involved in a
manufacturing network. The traditional client-server architecture
utilised in centralised systems, stores data in a single location,
making it vulnerable to single points of failure, data tampering,
and unauthorised access. As a result, a lack of data provenance
and standardisation for products in a manufacturing supply
chain. This leads to a lack of traceability and transparency. There-
fore, this article presents a hypothesis that these challenges can be
overcome by incorporating data provenance into blockchain-
based smart contracts for traceability and transparency. This ar-
ticle is structured such that it firstly discusses data provenance
traceability with a focus on the cloud-based storage system archi-
tecture domains for data provenance traceability across end-to-
end supply chains. Secondly, this article sheds more light on the
design of an experimental setup for blockchain-based data prove-
nance traceability in a manufacturing supply chain using a case
study of a water bottling plant. Finally, it showcases and discusses
the results of the experiments for this purpose.
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. INTRODUCTION

Provenance, also known as lineage [1] or pedigree, refers to
the historical record of data and its origins, showing how the
data is utilised, processed, represented, stored, and dissemi-
nated, by whom and for what purpose [2]. It involves tracking
the origins of data and the modifications made to it. It involves
tracking the source of information and changes performed on it.

Subsequently, traceability ensures the ability to track the
history and origins of product processes [3]. The management
of provenance received extensive attention in database systems.
The taxonomy of provenance is divided into five divisions as
application of provenance, provenance subject, provenance rep-
resentation, provenance storing and provenance dissemination.

Provenance is crucial in applications such as forensic anal-
ysis, as presented by Abiodun et al. [4], as it provides a digital
proof for investigation. However, due to the enormous devel-
opment in data, finding the origin can be a difficult task, leading
to emerging studies in various applications such as Scientific
Workflow Management Systems (SWfMS) [5], Database Man-
agement Systems (DBMS) [6], Hospital Information Systems
[7], and supply chain.

This research focuses on the design of an experimental
setup public blockchains to track data provenance in a water
bottling plant. The smart manufacturing plant produces bottled
water on a Make-to Order (MTOQ) basis. Presently, end-users
lack a method to ascertain the water's source, composition, bot-
tling location, and delivery progress. This is as results of limited
research on combating the centralisation of manufacturing of
bottled water and none when it comes to cost effective public
blockchain platform.

This article is structured such that it firstly discusses data
provenance traceability with a focus on the cloud-based storage
system architecture domains for data provenance traceability
across end-to-end supply chains. Secondly, this article sheds
more light on the design of an experimental setup for block-
chain-based data provenance traceability in a manufacturing
supply chain using a case study of a water bottling plant. Fi-
nally, showcases and discusses the results of the experiments
for this purpose.

Il. CLOUD-BASED STORAGE DATA PROVENANCE
TRACEABILITY ACROSS END-TO-END SuPPLY CHAINS

The traditional client-server architecture utilised in central-
ised systems stores data in a single location, making it vulnera-
ble to single points of failure, data tampering, and unauthorised
access. As a result, a lack of data provenance and standardisa-
tion for products in a manufacturing supply chain can occur,
leading to a lack of traceability and transparency.

The problem of ensuring data provenance traceability
across end-to-end supply chains for traceability and transpar-
ency is a critical issue. It becomes even more challenging when
end-users do not have access to centralised storage, making it
difficult for them to verify critical data provenance. This was
evident during the 2017 listeriosis outbreak in South Africa [8]
led to 216 fatalities because contaminated meat products could
not be traced back to their origin in time to effect a product re-
call. Data provenance traceability problems can be classified
based on the system architecture as centralised or decentralised,
by Kamble et al. [9].

Zafar et al. [10], proposes a general overview of provenance
and expanded the technologies of traditional supply chains into
sub-domains. These are technologies utilised to log product
data provenance associated with product composition and pro-
duction process data parameters in the supply chain for tracea-
bility. The technologies are classified as centralised, including
Wireless Sensor Network (WSN), Internet of Things (loT),
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cloud-based storage, and decentralised based storage, such as
blockchain.

The establishment of an end-to-end traceability framework,
especially in food-sensitive sectors [11] necessitates, a stand-
ardised approach handled by the Electronic Product Code In-
formation Service (EPCIS) developed by GS1 [12]. The GS1
global traceability standard sets a minimum set of requirements
for traceability in business processes, ensuring an end-to-end
traceability framework irrespective of the underlying technol-

ogy.

The services of GS1 global traceability standard are split
into three categories as identity, capture and share. GS1°s cap-
ture standards are sub-divided into two categories as follows
Barcodes and Electronic Product Code (EPC)/Radio Frequency
Identification (RFID). One of the major drawbacks of barcodes
and RFIDs is that they are linked to a local database. This means
that end-users without access to the local database are unable to
verify product provenance.

The problem of ensuring data provenance traceability
across end-to-end supply chains for traceability and transpar-
ency is a critical issue. It becomes even more challenging when
end-users do not have access to centralised storage, making it
difficult for them to verify critical data provenance. To address
these challenges, a decentralised distributed storage is needed,
such as a blockchain-based smart contract, which can offer so-
lutions to centralisation by minimising risks with ensuring
provenance, traceability, immutability and trust.

Il. BLOCKCHAIN-BASED STORAGE DATA PROVENANCE
TRACEABILITY IN A MANUFACTURING SUPPLY CHAIN
This section describes blockchain technology and discusses
the different types of blockchain platforms.
A. Blockchain Technology

The concept of integrating blockchain technology was ini-
tially presented in the Bitcoin whitepaper authored by Satoshi
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Nakamoto in 2008 [12]. The aim of blockchain platforms is to
establish a decentralised distributed ledger for time-stamped
transactions among various computers in a peer-to-peer net-
work [13], which eliminates the necessity for cloud-based stor-
age that is vulnerable to single point of failure.

Blockchain technology is a write-only decentralised digital
ledger, meaning that transactions or data are trackable and irre-
versible and can only be added but not edited or removed [14].
Every transaction is stored on the blockchain and grouped to-
gether in blocks. From a database perspective, the blockchain
can be viewed as a blockchain-structured database, where data
is packaged into blocks and connected utilising a chain struc-
ture.

Blockchain platform block transactions are initiated from a
wallet like MetaMask [15]. The first block in the chain is known
as the genesis block, which has no parent block. These blocks
are connected utilising cryptographic principles, providing a se-
cure and tamper-proof ledger for storing data provenance. The
newly generated block has the SHA256 algorithm applied to it.
The block of the blockchain platform comprises a header and
body. The header contains important fields including the
timestamp, the hash code of the previous blockchain platform
block, transaction hash, and the root of a Merkle tree root [16]
(see Fig. 1).

To construct a Merkle tree, the dataset Data;, Datay, Datas
and Datay are subjected to cryptographic hashing utilising func-
tion, such as SHA-256. As depicted in Fig. 1 each parent node
in a Merkle tree derives its hash value from its children’s nodes
Data,. The resulting hashes of node Hash; and Hash; are con-
catenated to create a new parent node Hashyi,2;. Similarly, the
resulting hashes of nodes Hash3 and Hash4 are concatenated to
create a parent node Hashps 41. Finally, the resulting hashes of
nodes Hashp. 21 and Hashpz 47 are concatenated to create the root
hash value node Hashpi 4, which is linked to every value in the
tree.

Hashr1 4] =(Hashr1 27 || Hashy3 4))

Hashry 2]
Hashr1 2= (Hash1 || Hash2)

/\

\

Hashr3 41
Hash3 47 = (Hash3 || Hashg)

Hash1 Hash?
Hash1 = SHA256(Data 1) Hashp = SHA256(Datas)

1 f

Hash3 Hashyg
Hashz = SHA256(Dataz) Hashg4 = SHA256(Datay)

1 f

Datat ‘ Datag ‘

Datag

‘ ‘ Datag ‘

Fig. 1. An illustration of a “balanced” Merkle tree [17].
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B. Types of Blockchain Platforms
The three types of blockchain platforms are as follows;

1) Public blockchain: These are permission less [18] net-
work platforms that are accessible to all internet users to inter-
act and view the history of transactions. There is no central au-
thority [19] and all peers can take part in the consensus mecha-
nism to improve data security, integrity, and trust. Public block-
chain platforms include and are not limited to Bitcoin,
Ethereum, Tron and Polygon. However, the efficiency of per-
missionless public blockchain platforms is low, which affects
adoption cost and is their main drawback [20].

2) Private blockchain: These are permissioned [18] net-
work platforms that are centrally managed by a single organi-
zation [21]. Private blockchain platforms include and are not
limited to Multichain [22]. However, since permissioned [18]
private blockchain platforms are centralised [23], the decentral-
ised concept is therefore compromised [20] and this is their
main drawback.

3) Consortium blockchain: These network platforms have
permissioned or permissionless access authority for end-users
and can be public or private. They are considered partially de-
centralised [24] since only organisations parts of the network
platform have access permission authority. Consortium block-
chain network platforms include and not limited to Hy-
perledger, Corda and Quorum. However, because permissioned
consortium blockchain platforms are centralised, the decentral-
ised concept is compromised, and this is their main drawback.

Table | compares public, private, and consortium block-
chain platform types [25] [26] such as Ethereum (legacy),
Ethereum 2, Polygon, and Tron.
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TABLE I. THE COMPARISON BETWEEN BLOCKCHAIN TYPES BY TORKY
AND HASSANEIN 2020
Blockchain Public Private Consortium
type
Centralisation No Yes Partial
iAt;cess author- Permissionless Permissioned Permissioned
Efficiency Low High High
Trust All peers Sln_gle organt- Selected peers
sation

V. METHODOLOGY

The aim of this article is to design an experimental setup for
data provenance tracking using a public blockchain. In this re-
search study, the water bottling plant located at the Bloemfon-
tein campus of the Central University of Technology (CUT)
[27] was chosen as the case study (see Fig. 2).

The proposed solution for data provenance collection in-
volves the utilisation of Near Field Communication (NFC) tags.
NFC antennas are mounted at designated points A, B, C, and D.
The NFC antennas are mounted at the start and end of each
Smart Manufacturing Unit (SMU), designated for water filling,
capping, and packaging activities. Each SMU activity triggers
a Critical Tracking Event (CTE), which is then incorporated
into a blockchain-based smart contract to ensure data security,
immutability, and traceability.

In order to facilitate the design process, the experimental
setup of the water bottling plant (see Fig. 2) is split into three
subsystems. It is important to note that certain functions of the
water bottling plant, such as capping, labeling, and packaging
have been omitted from the experimental setup for convenience
(see Fig. 3).

Water filler

Capper

Packager

Fig. 2. The schematic outline of a water bottling plant at CUT.
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Fig. 3. The block diagram of the experimental setup.

V. RESULTS

This section describes the results of the methodology dis-
cussed in Section 1V. Firstly, the type of collected data prove-
nance is described. Next, the analysis focuses on the results of
data provenance stored. Finally, the results of the data prove-
nance tracking are shared.

A. Data Provenance Collection

The data collected is written on the Near Field Communica-
tion (NFC) tag in a JavaScript Object Notation (JSON) markup
format and shared as object of Data, (Data N), where N is an
index set starting from zero. The NTAG21x [28] series are uti-
lised, which are compatible with most NFC-enabled devices.
Each role player data is collated through an NFC tag with its
Unique Identifier (UID).

These input sources include the end-user’s new order, water
supplier and empty bottle supplier. The end-user provides order
requirements, followed by the water sourced from a specific
supplier, and the empty bottles and caps from other suppliers.
The Fig. 4 describes a JSON markup format array new_order,
the first entry object of DataO. If additional role players need to
be added, provisions can be made.

B. Data Provenance Storage

A study that was done into the factors that influences the
selection of a blockchain platform [26] resulted in this input.
The efficiency of permissionless public blockchain platforms is
low, which can increase adoption costs. Therefore, the Inter-
Planetary File System (IPFS) is utilised to store large-sized data
provenance by generating content-addressed hash with a fixed
length. The role player sources are stored in the IPFS as node
Hasho (see Fig. 5).

uID number of 500ml bottles + number of 750ml
bottles + date and time required

| end-user order

end-user requirements

new_order

J/

Fig. 4. End-user’s new order data provenance collection.

JSON string

new order + water supplier + bottle supplier

tag data

concatenate data

IPFS hash

Fig. 5. The role player’s sources storing in the IPFS.
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The concept of Merkle tree Directed Acyclic Graph (DAG)
is utilised in IPFS. LineageChain, the study in [29] is a fine-
grained data provenance traceability solution for blockchains
platforms to achieve efficient tracking and querying of semantic
information. The authors captured verifiable semantic infor-
mation during the execution of blockchain-based smart con-
tracts and stored it in a Merkle tree, which was converted into a
Directed Acyclic Graph (DAG).

Therefore, the principles of the IPFS Merkle tree DAG are
implemented with Smart Manufacturing Unit (SMU), tasked
with filling the water bottles. IPFS Merkle hash tree DAG node
is created by utilising Python IPFS Application Programming
Interface (API) which accepts data provenance as a JSON
markup format that is stored with the function IPFS DAG PUT
to obtain a unique content-addressed transaction hash.

Once the blockchain-based smart contract is deployed, its
generated content-addressed transaction hash is written on the
NFC tag as a Uniform Resource Locator (URL) link. This data
provenance was stored off-chain in the IPFS Merkle tree DAG
and its root hash incorporated into the blockchain-based smart
contract.

C. Data Provenance Tracking

The ability to track and query the IPFS Merkle tree DAG,
facilitates end-to-end supply chain tracking, enabling verifica-
tion of product history and origin to ensure the integrity of data
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provenance. The end-user can read data provenance by tapping
a Near Field Communication (NFC) tag attached to the bottled
water, which contains a content-addressed transaction hash
Uniform Resource Locator (URL) link. A URL link directs the
end-user to the deployed blockchain-based smart contract trans-
action hash on the Polygon public blockchain platform.

This is to retrieve the root InterPlanetary File System (IPFS)
Merkle tree Directed Acyclic Graph (DAG) node which repre-
sents a Critical Tracking Event (CTE) for water filling which is
immutable. A top-down data provenance tracking approach is
achieved by the ability to traverse the IPFS Merkle tree DAG
with node Hashyy 3 (see Fig. 6).

Firstly, the links from the parent node Hashp. 3 are then ver-
ified, with two children links. The one pointing to node Hashyi 2
of the measured water pH level in the tank. The other as a node
Hashs of the counted water bottles. Follow the link to node
Hashy1,2; and retrieve its content utilising its IPFS Merkle tree
DAG hash, which has two children links pointing to node Hash;
and Hash,. The content corresponding to the new_order is re-
trieved by following the link to node Hash;. Similarly, the con-
tent corresponding to the water_supply is retrieved by follow-
ing the link to node Hash,. Once the contents of node Hash; and
node Hash, have been retrieved, navigate back to node Hashya 3
and follow its links to node Hashs, which includes the content
corresponding to the empty bottle_supply.

WATER FILLING

Hashygq 37
Hashy; 37 =(Hashy o7 || Hashyz)

Haskis o1 = (Hashy || Hashz)

\

Hash; Hashy
Hash; = SHA256(Datag) Hash, = SHA256(Datag)
new_order water_supply

WATER SUPPLIER

Fig. 6. IPFS Merkle tree DAG inversion method for data provenance tracking.

VI. DiscussION AND CONCLUSION

This article investigated the broader problem of data prove-
nance traceability with a focus on the cloud-based storage sys-
tem architecture domains for data provenance traceability
across end-to-end supply chains. It then identified the chal-
lenges described and established the limitations that this re-
search study aims to fill. There is a limited or lack research on
combating the centralisation of manufacturing of bottled water
and none when it comes to cost effective public blockchain plat-
form. The proposed experimental setup ensures that data prov-
enance pertaining to the end-user order, raw materials used, and
timestamp at each stage of production is incorporated into a

blockchain smart contract to make it immutable and traceable.
This will allow the end-user to “read” data provenance, through
a tag attached on the bottled water for traceability and transpar-
ency. The results of this study can also be seen as an addition
to the knowledge base of the broader studies on data prove-
nance traceability which can reduce the size of a recall from
millions to just a few hundred units, highlighting the im-
portance of this research study.
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