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Abstract—In terms of communication media, computer
network technology has advanced significantly as a way of
communication between devices. An Internet protocol called
Border Gateway Protocol (BGP) is used to route traffic and share
data between AS. But as of right now, BGP version 5 (BGP-5) has
a fairly prevalent problem that degrades the performance of
modern IP networks: ""high convergence delay”™ when making
routing changes. Since their formation at the start of the twenty-
first century, satellite-terrestrial networks (STN) have drawn
attention. Particularly in data centers and enterprise networks,
this technology has greatly improved traffic control,
administration, and monitoring. When adopting the STN
paradigm, difficulties were discovered with providing
administrative control, security, administration, and monitoring
across domain borders. BGP-5 is used in a multi-domain STN to
route traffic and communicate data across many domains or
autonomous systems. Through fewer advertisement pathways,
BGP-5 shields terrestrial networks from the high dynamics of
satellites. Furthermore, a genuine network environment is
constructed for authentic testing. According to the findings, BGP-
5 can lower CPU consumption by 8.23% to 9.56% and bandwidth
resource occupancy of the terrestrial network by 32.12% to
73.26%.

Keywords—Internet of Things; satellite-terrestrial networks;
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. INTRODUCTION

The Internet is comprised of billions of interconnected
network devices. It utilizes protocols that employ access and
routing information to assist the flow of traffic [1, 2, 3]. Carrier
and enterprise networks are referred to as autonomous systems
(AS) which establish distinct domains within the Internet.
Border Gateway Protocol version 5 (BGP-5) is a structured
protocol used to route internet traffic and transmit access
information between Autonomous Systems (ASs) [4, 5, 6].
Initially, the satellite network and the terrestrial network
operated as distinct systems. Due to incompatibility, terrestrial
routing protocols are not suitable for satellite networks [7].
Therefore, researchers primarily develop specialized routing
systems for satellite networks. The study in [8] suggested a
method for implementing IP routing within the satellite
constellation network to enhance the dissemination of IP
routing. Previous studies have suggested the implementation of
routing strategies based on snapshots [9], [10]. The combined
satellite-terrestrial networks primarily consist of the space
network and the terrestrial network. The ground network
consists of AS that are equipped with ground stations [11]. The
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network topology exhibits a high degree of stability and
undergoes minimal changes during a specific timeframe.
Satellite constellations largely dominate the space network
[12]. The correlation between space and terrestrial networks
will undergo a rapid transformation as satellites continue to
migrate [13], [14]. The integrated satellite-terrestrial networks
encounter a range of issues due to frequent changes in network
structure [15]. Nevertheless, these systems treat the space
network as a separate and self-contained system, distinct from
the terrestrial network. Consequently, the space network lacks
the routing information of the terrestrial network. When the
ground station establishes communication with the satellite, it
is necessary to enclose extra data packets, which leads to a
significant increase in bandwidth usage [16]. BGP-5 is a
decentralized protocol designed to facilitate the sharing and
transfer of routing information between AS. BGP-5 utilizes the
shortest path vector protocol [17]. Ongoing research is being
conducted to address many challenges associated with BGP-5,
such as enhancing performance, increasing robustness,
improving security, and reducing routing update convergence
delay [19], [20], [21]. The literature emphasizes the
significance of BGP-5 in the operation of the Internet, as well
as the challenges posed by the global nature of the Internet and
the numerous legacy systems in place [22]. Efforts to modify or
substitute BGP-5 have been hindered by these factors.

Researchers are currently exploring the application of the
STN paradigm to rethink network architecture. Specifically,
they are studying how this paradigm might enhance the
management of inter-domain traffic flows [23]. STN enables
the creation of the data plane by utilizing affordable "white
label" boxes that serve as data transmission devices. The
control plane is handed over to a novel category of network
devices, referred to as controllers, which can oversee one or
many data plane devices [24]. Fig. 1 shows the communication
between the sensor and the web client through intermediaries
for two sections a and b.

By embracing the STN paradigm, the process of
implementing a network becomes more streamlined as the
control logic may be modified to align with the initial network
application and device specifications [25]. The STN
architecture consists of three distinct layers: control,
application, and infrastructure. Operational activities can be
facilitated through the implementation of application
programming interfaces (APIs). The APIs consist of the East,
West, North, and South options. Researchers have emphasized
the advantages of STN in multiple areas such as cloud
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computing, the Internet of Things (10T), and wireless networks.
The writers in [26] have examined the difficulties and issues
that can be addressed by the utilization of STN in wireless
networks. The authors emphasize the benefits of the
conventional OpenFlow protocol. STN can address difficulties
related to traffic management, efficient load balancing, and
optimal bandwidth use [27].

In networks that do not use STN, conventional networking
methods employ intricate techniques due to the fact that the
control plane and transmission plane are housed within a single
device, allowing for manual updates to the device
configuration. BGP-5 offers numerous benefits. Nevertheless,
there are unresolved problems from the past. BGP-5 has
undergone updates to address certain issues, and ongoing
research is being conducted. In their study, the authors in study
[28] proposed principles that attempt to reduce the occurrence
of loops when utilizing BGP-5 and IGP. STN also offers
dynamic programmability, which allows for the immediate
deployment and updating of overlapping applications and
services.

The primary objective of this paper is to investigate the
impact of frequent alterations to links on the performance of

terrestrial networks. Hence, a BGP-5, which is a lightweight
REST

Vol. 15, No. 6, 2024

version of the inter-domain routing protocol BGP, is suggested.
BGP-5 introduces a backup route feature that utilizes BGP to
enhance the route advertisement process and enhance the
performance of the terrestrial network. The primary research
contributions can be succinctly described as follows:

e Presently, STN technology lacks a universally accepted
method for communication between controllers in a
multi-domain network based on STN.

e The primary constraint of BGP-5 is the significant
latency in achieving convergence.

e BGP-5 is designed to transmit routing and reachability
information efficiently, but it has constraints that impact
service delivery and the timely updating of routing
tables.

The subsequent sections of the article are structured in the
following manner. Section Il provides an overview of prior
research. The proposed approach is introduced in Section I11.
Section IV provide a description of the analysis, evaluation, and
simulation. Section V, on the other hand, presents the
conclusions and future activities.

Internet

Payload Payload
MQTT BGP
TCP uDpP
1P IP
Ethernet link Constrained link

Constrained environments

Fig. 1. (a) The sensor and web client communicate using the M.QTT to BGP converter, allowing bidirectional data delivery. (b) The M.QTT protocol stack is
located to the left of the proxy.

Il.  RELATED WORK

Browsing is a prevalent example of Internet applications, in
which users make requests for services offered by servers
located on the Internet. In order to offer the service, data needs
to be transmitted between the user's system and the server. The
local network routing for the user is unable to establish a
comprehensive data path [29]. Within the fundamental structure
of the Internet, there exists a segment of the network that is
under the jurisdiction of a single administrative authority. This
segment, known as an autonomous system (AS), serves the
purpose of offering local network assistance. Trade A
comprehensive data route is built through the exchange of BGP
routes. The absence of a centralized administration point and
the existence of various Autonomous Systems (ASs) with
intricate peer policies make security at this level of the Internet
particularly difficult [30]. The article examines current methods
for enhancing the security of the Border Gateway Protocol
(BGP). The security techniques are classified into the following
categories: The topics covered in the text are as follows: 1)

encryption and authentication, 2) database management, 3)
overlapping and clustering protocols, 4) penalty, and 5) data
page testing. The strategies are evaluated comprehensively in
an instructional fashion, and the limitations of the techniques
are also succinctly presented. The coverage of specific
published works is deliberately limited to ensure that the reader
can easily understand the techniques. This survey serves as a
foundation for assessing methods to comprehend the extent of
published works and identifying the most effective paths for
further investigation [31].

The advancement of computer network technology has
greatly improved communication between devices through
various communication methods. The BGP routing protocol
uses a distinct method from the bandwidth to determine the
ideal QoS value, as seen in study [32]. The test simulation
findings indicate that employing bandwidths of 64 Kbps, 128
Kbps, and 256 Kbps, the QoS values for delay, jitter, packet
handshake, and throughput in VoIP are consistently better than
the average results obtained.
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Network security is a crucial concept that encompasses
internet applications, devices, and technologies. A confidential
and secure network application is created by utilizing a mix of
rules and parameters. Network security encompasses several
concepts such as terms and conditions, rules, measures to
prevent unwanted access, and protection against denial of
service attacks. An effective network security system can
enhance the protection of IT and banking applications, thereby
mitigating the risk of theft by hackers. Under congested
network conditions, numerous stability issues arise. Hence, it is
imperative to employ sophisticated network security techniques
in order to address the aforementioned constraints. A concise
examination of different network security concerns and
protocols was conducted in the study [33]. This article
recommends articles on network security research in Internet
applications. Furthermore, a comprehensive analysis is
conducted on the benchmarks, and an evaluation of network
security techniques from previous contributions is also
undertaken. This survey specifically addresses different
research issues and vulnerabilities that can assist researchers in
implementing contemporary network security approaches on
the Internet.

Recent research asserts that employing the Shortest-Path
Tree Network (STN) methodology will be advantageous in
resolving some Border Gateway Protocol (BGP) issues. STN
can effectively administer BGP-based networks with minimal
expense and complexity. Nevertheless, numerous scientific and
operational challenges persist in this area of research. The
primary objective of the research [34] is to ascertain the
obstacles that BGP encounters in relation to the implementation
of STN. The data indicate that the majority of researchers have
prioritized enhancing the speed at which convergence occurs
while overlooking crucial aspects like scalability and privacy.

Border Gateway Protocol (BGP) serves as the primary
routing protocol for the Internet, acting as the cohesive force
that links the several networks comprising the Internet. A
border gateway protocol relay is created in [35] to receive
border gateway protocol routing tables and updates from ISP
core routers. Routers can utilize it to consistently exchange
Border Gateway Protocol messages with adjacent routers.
Furthermore, it has the capability to simulate reverting back to
the identical routing table configuration at a preset interval
when the routing tables are swapped. Therefore, it significantly
enhances research on routing habits.

Vol. 15, No. 6, 2024

In order to ensure efficient and secure Internet access, it is
crucial for the Border Gateway Protocol (BGP) to have the
capability to promptly identify and prevent abnormal
concurrency [36]. Although there has been an increase in the
number of research conducted in the past decade to identify
abnormalities in BGP, it remains necessary due to the
emergence of novel and unusual behaviors exhibited by
attackers and network misconfigurations. A novel BGP
anomaly detection model consists of the following two primary
components: The two main steps involved in this process are
feature extraction and anomaly detection. Additional
functionalities, such as "Statistical Features," "Higher Order
Statistical Features,” and "Improved." The Holo-entropy
characteristics and "correlation features" are utilized to enhance
the accuracy and dependability of recognition. Subsequently,
the suggested DBN is implemented to identify the existence or
nonexistence of an anomaly. Furthermore, a hybrid RHMFO
optimization technique is employed to precisely adjust the DBN
weights with the aim of enhancing the classification accuracy.
The DBN result provides information regarding the presence or
absence of network anomalies [37].

Studies have primarily investigated aggressive actions
carried out by groups that specifically target AS. Border
Gateway Protocol (BGP) hijacking has been responsible for
numerous instances of interruptions and extensive
eavesdropping. The researchers assessed potential attack
strategies and put forth an attack strategy targeting AS
connections through BGP hijacking. Their computer
simulations provide a localized map of the AS (Autonomous
System) topology using publicly available log data. By utilizing
a topology map, it assesses the impact of the opposing group's
actions.

I1l.  SUGGESTED METHOD

The details of a suggested method called STN are provided
in this section. A network administrator commonly carries out
the control functions of an AS on behalf of other organizations.
An ISP is a prime example of an AS. Every AS must be
allocated a distinct Autonomous System Number (ASN) which
aids in the routing procedure when utilizing BGP-5. Normal
circumstances prevent BGP-5 from being utilized as
recommended.
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Fig. 2. Critical information scheduling in BGP-5 messages.

718 |Page

www.ijacsa.thesai.org



(IJACSA) International Journal of Advanced Computer Science and Applications,

When someone is idle, they are waiting for a specific event
to happen and for the information about that event to be
communicated. Going forward, the term "sending" will be used
instead of the forward technique. Here is the reasoning behind
the node's change in status. When the status is set to 1, it
signifies that the node is prepared to receive packets; the
processing event generates the packets for transmission. The
MAC layer acknowledges the receipt of the packet upon a status
change of the network has effectively performed the duties
described in the current document. a) BGP-5 facilitates the
transmission of routing and reachability data through the use of
Network Layer Reachability Information (NLRI) [3]. It is a
resilient routing technology that is attributed to the
advancement of Software-Defined Networks (SDNSs). Like
ForCes [23], BGP-5 offers network programmability support,
enabling the application of encoded policies for network
filtering and forwarding. SDN controllers have the capability to
utilize BGP-5 protocol to transmit TCP packets. Essentially,
BGP-5 serves as a facilitator of SDN by receiving routing
instructions from the SDN controller and executing them across
the centralized network [14]. b) The control of the reception
process on sensor nodes is responsible for managing the timing
and aggregation of messages, ensuring that each message
adheres to its maximum allowable delay. The collected
messages are then placed in the specified location. Furthermore,
the utilization of the terms "packet™ or “suitable size™ in the
context of aggregation signifies that the condition specified in
Eqg. (1) has been fulfilled.

G(p)<CVR_MAX P.LD SXL(OB) 1)

The prioritization of Border Gateway Protocol (BGP-5)
Control Management Protocol (CAP.MP) messages is divided
into four distinct levels, as outlined in study [2].

0< CAP.MP (S) <3 @)

The priority level of three is the lowest, while zero is the
highest. In order to ensure completeness, BGP-5 messages must
have the storage location of the value as well. Peering refers to
the establishment of a BGP-5 session between neighboring
routers or gateways, when BGP-5 messages are exchanged
across a Transmission Control Protocol (TCP) connection. The
TCP connection creates the illusion of a transmission channel
that consistently delivers a sequential stream of data, hence
removing the need for BGP-5 to handle error repair or
retransmission. The peering process entails a sequence of
processes that necessitate the transmission of messages
between peers in order to establish a BGP-5 peering session.
Fig. 2 depicts the establishment of BGP-5 peering between two
AS [27]. When two routers within the same Autonomous
System (AS) establish a connection, it is known as internal
BGP-5 or iBGP. In the same way, the process of peering can
occur between peers situated in separate Autonomous Systems
(ASs), which is known as external Border Gateway Protocol
version 5 (eBGP5) in such cases. Peering can take place
between edge or border routers, which are referred to as eBGP5
routers. iBGP peering is established by connecting intermediate
routers. The primary distinctions between eBGP5 and iBGP
arise during the path by Eq. (3).

minimizeZnigN\ER- |P1{LL |+Zni€N\ER |P1(1) i (3)
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The STN technique reduces the number of packets that are
received by the nodes when they get information from the
router's edge. This reduction includes the sum of the absolute
values of Zmim\” |Szl, ;7 Nodes. The maximum allowable time

interval between receiving a packet (p) and sending it to node
[ni is defined as [18]. The value representing time will be
positive as specified by Eq. (4).

ws . <0 (4)

mj —

If the message is of the RST type, the maximum duration
for which the node can retain the message is zero.
Wy ;=0 V,€S}, VY, €S, ;:type(p) =RST (5)
The size of packets containing BGP-5 messages in the
network layer (6LOWPAN) falls within the interval specified in
Eqg. (6), in accordance with the packet size limitations.
Additionally, this layer has little packet overhead [26].

Vo€ PY, VpEPL  Vp, € Py (6)

Every stage of the design process will consider the
restrictions indicated earlier. Specifically, the significance of
W, ; will be elucidated in relation to generated by the proposed
technique is displayed below, accompanied by the
corresponding pseudo-codes.

If the condition stated in criteria in Eq. (7) is satisfied,
meaning that the receiving node takes a decision. The current
package has not been given sufficient time to meet expectations
[36]. Hence, the packet will be transmitted to the subsequent
node with minimal anticipation on the part of that node.

bs? ; = 1/Dstx(p)#n;an(CMP(P) = Ov ©)

As stated in reference [16], the advocates of STN leveraged
the utilization of OpenFlow to segregate the data and control
layers inside a network. Network operators have embraced the
STN design, in part, because of its additional advantages such
as programmability and operational agility.

bsy ; = 1/Dstx (p)#n;A(CMP(P) = 1v (8)

A. Routing from Satellites to Earth: a Stability Issue

Our study is inspired by the spatial-terrestrial network
architecture shown in Fig. 3. Each satellite and ground station
in the Autonomous System (AS) 2000 and AS 4000,
respectively, has an IPv6 accessible network assigned to it. By
using BGP and along with routing updates, they can advertise
route prefix information over the link.

L s $2

4=
G2
AS4000

(a)Before Gi discinmecis from S

L
G2 )
AS4000 e
v G1'and S2°éiablivh a new link

Fig. 3. The design of networks that combine satellite and ground service.
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This process is illustrated in Fig. 3(a). When S1 flies lower
than G1, the BGP peer connection breaks down, and the two no
longer exchange routing data (Fig. 3(b)). The S2 satellite is now
circling the Earth, directly over the G1 base station. Something
new happens when G1 and S2 become neighbors. The routing
domain routes of both G1 and S2 are advertised to each other.

Step two involves repositioning satellite S1 to the location
shown in Fig. 3(a). The inter-domain neighbor relationship is
restored and routing information is exchanged between S1 and
G1. Nevertheless, the majority of the routing details being
promoted at the moment have previously been promoted in past
messages. Both ends of the connection are drained of precious
bandwidth resources by a flood of route ads. Hence, it is
important to think about ways to decrease bandwidth
consumption by reducing the number of route ads when the
BGP neighbor connection is re-established.

BGP S-peer-index
Index NextTlop Tocal Peer Remote Peer  Attribute
1 4000::1 S1 G1 aterl

"BGPS-prefix " '

|
[Todex | = X

1 - 1 Z000::T T GT attrl |
- F000::1 T [ !
] = I

l

Fig. 4. The redundant S1 satellite routing data.

B. Design Information of the BGP-5

Border routers using BGP-5 do not re-advertise route
prefixes to each other after re-establishing a neighbor
connection, in contrast to ordinary BGP that does so at every
neighbor relationship establishment. When backup routing
information is enabled, both communication parties will be
notified of any updates to the routing.

1) Collect contingency routing data: Both the BGP PEER
RUB and the BGP PEER INDEX tables are maintained by
BGP-5 to ensure the safety of routing information. Its purpose
is to capture the real-time routing data that this router receives
and transmits from other border routers in the autonomous
system. Consider satellite S1 (Fig. 4) for the sake of simplicity
of explanation. As S1 keeps moving, it connects with ground
stations G1 and G2, forming neighbor associations. Fig. 4
illustrates the process of updating the inter-domain topology
routing table when satellite node S1 receives routing messages
from several ground stations and records the prefix and peer
information.

During the waiting period, the following tasks are
performed: The minimum value between the current WT and 9
is utilized.

WTe min {WT,W? } 9)

This indicates that the message received is composed of
many sub-packets, with each sub-packet serving as a message
for the UDP/BGP-5 layer.

If bs), ;=1 then V sub] €S if Dst(sub})=n;

,Dis_join(sub? S) (10)
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Therefore, the lack of transmission, as seen in the status
diagram of Fig. 5, is of minimal importance. The importance of
the packet generated by the node for this purpose is considered
negligible.

(MDW-CanWait(CUL-Max-PDU(P,)-Lx(Q.B)-A,W", )=0)
(11)

Algorithm 1 provides a clear description of the procedure
for moving from stages 7 to 8.

Algorithm 1: Pseudo-code and the current segmentation
situation

Algorithm Dis_join

Input: Packet s

Output: Void

Note: The Dis_join method extracts sub-packets from the input and
calculates the next state.

if (bs) , =0) then

for each sub? in S do

p;= Extract(sub},) /I Extract sub-packet subjp from S
if Dst(sy) =nk and nk #n_i then
/I Next hop grouping and joining for sj and sk

Next hop grouping and joining (s, sx)

else if Dst(sy) = n_i then

/I Call the Receive function for s_j

call Receive(sy)

state «— Receive // Update state end if end for

// Call the Forward function for s, call Forward(s;)
state «— Forward

I/l Update state

end if

return

(] Network

View Zoom

(=[O %]

Fe90::204:4:4:4

Fe90::201:1:1:1

Fe90::202:2:2:2

Fig. 5. Aggregated information transfer that has undergone numerous steps
of consolidation.

IV. DISCUSSION AND EVALUATION

In this section, we construct a miniature operational
network environment to conduct practical tests and assess the
efficiency of BGP-5. Fig. 6 displays the configuration of the
test platform. The platform consists of several routers equipped
with Quagga routing software. The router nodes are
interconnected using a 3000 Mb Ethernet connection, and the
time it takes for data to travel between the nodes is set at 50 ms.
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In order to replicate the changes in the network structure of the
space-earth fusion network.

Both networks utilize the CTP protocol [3] for packet
transmission and forwarding on each node. We derive the
whole routing topology for data collecting and calculate the
average ETX value of each link using C1 and C2 packet types.
With default parameters for ZigBee transmissions. These
settings include a sleep interval of 600 ms, a radio-on window
of 11 ms, and a packet retransmission threshold of M = 4. The
power levels of sensor nodes are configured as follows: the
transmit power level (Ptx) is set to 40 milliwatts, the receive
power level (Prx) is set to 10 milliwatts, and the idle power level
(Pidle) is set to 0.007 milliwatts. Each test had a period of one
hour, and the topology was modified four times. Different
amounts of routing information are sent from the ground station
to the satellite nodes in each transmission. To capture the
simulation results, you need to install the tcpd.ump software on
the G1 device. After that, you can use the iftop command to
measure the amount of traffic transmitted across the interface.

A. The Success Rate in Decreasing Outgoing Packets (PS2)

This article employs four primary metrics to assess the
effectiveness of BGP-5 versus regular BGP: Network traffic
consumption refers to the total amount of data transmitted by
the ground network in the form of packets throughout the test
time. The term "message overhead” pertains to the overall
quantity of routing messages that were publicized by the
terrestrial network throughout the duration of the test time.

m_GM
PS; —Y—MXZOO an

The calculation of G¥ is done by referring to Eq. (18). The
numerical value is also represented by the notation Y. From
the beginning of the network until its evaluation at the current
moment, the total number of packets received or created using
the BGP approach for all sensor rounds (excluding the edge
router) is 19 (inclusive).

Mév = ZmiEN\RE |P111 il+ ZmiEN\RE (18)
X = Yomemre IPSH+Emenre [PSE] (19)

B. Degree to which Traffic is Reduced Differs According

It is necessary to calculate these metrics for every procedure
executed by the gateway in order to obtain the duration of
transmission and the dependability of the combined data
packets. Two main causes of traffic jams are application
consumption and performance. Table | shows the physical layer
packet structure.

TABLE I. PHYSICAL LAYER PACKET STRUCTURE OF EEE802.16.5
VERSION 2012
PUDP arrangement
PDUS Footer of PUDP

packet drop ratio queue for forwarding, the mean waiting time

inside 128_bytes 5 bytes to 2 byte
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We have documented the network lifetime under different
packet generation rates to investigate the effect of traffic
dynamics on the performance of the gateway deployment. The
majority of the time, our gateway implementation can deliver
satisfactory performance. To no one's surprise, a higher packet
creation rate per node will reduce the network lifetime. It may
go against our previous results, but we also observe that the
lifetime under a large K is less than the lifetime under a small k
when the packet generation rate is relatively high. Our
investigation of the effect of k on network performance aims to
shed light on the rationale underlying this phenomena.

TRSL{V:M?]X Mév byte (20)

Among the packets received by vi, only MY are selected for
placement in the forwarding queue, while the rest are discarded.
This is represented by TRSY . After each packet in the preceding
queue has been delivered, the newly received packet is
transmitted in the first-in, first-out (FIFO) forwarding queue.
The average amount of time a packet spends waiting in the
forwarding queue in Eq. (21).

TRS;'=N;"x- N;"* by (21)

When the forwarding queue reaches its maximum capacity,
the gateway will discard any additional packets. To simplify,
we will focus on the performance following the overflow of the
forwarding queue. The reliability N;”i at the BN-IoT side,
which represents the chance of gateway vi successfully
forwarding an incoming packet to BS, may be expressed as Eq.
(22):

M
N _TRS¢

TRS]_ = by'tE/S (22)

C. Amount of Reduction in Energy Consumption According to
Energy Consumption ( TRS,,” )

Sensor nodes deplete energy through the activities of
communication, sensing, storage, and data processing. To
ascertain the energy consumption linked to the transmission of
a solitary byte inside a network. Table Il shows the recently
received packets MAC layer. Out of all these operations,
communication is usually the primary consumer of energy.
Each sensor node has three distinct modes: 1) transmission
mode, 2) reception mode, and 3) idle mode.

TABLE Il THE RECENTLY RECEIVED PACKET'S MAC LAYER
AUTHENTICATION, IEEE802.16.5: 2012 EDITION

packet loss rate of acknowledge

complete dependability | field for gateway waiting | control of the
Verify the housing times for sequence numbers | frame

3 byte 2 byte 3 byte

The energy consumption rate Enl,,, of a sensor node Es
can be expressed as in Eq. (23):

El:Eslend + EI%eceive (23)

Every gateway has a First-In-First-Out (FIFO) forwarding
queue for all outgoing packets. This queue stores both the
packets created by the gateway itself and the packets received
from other nodes. The energy required to transmit one byte
from node i to a nearby node in a single step is represented as
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Enl,,q , while the energy needed for node j to receive the same
byte is represented as Enl,.;, .To ensure efficient forwarding
of incoming packets to the base station (BS), we utilize the data
aggregation algorithm [9] for the gateways. In this paradigm,
the gateway only carries out data transfer when the number of
combined packets reaches a specified aggregation number, Ki.
Prior to data transmission, gateways may need to perform
preliminary operations to calculate the transporting by Eq. (24),
which quantifies the degree of decrease in energy.

TRS=( E'x H'/ xRTR™) —(¢ x M™ 24
m; n; t t

The variable ps,| reflects The likelihood of a successful
unicast transmission across a network a certain link I, which is
dependent on the MAC protocol. The symbol TRSEli denotes
the rate at which the number of sent bytes by the node decreases
up to time t. N/ represents the distance between node
m; to m;, and 3 signifies the average computational capacity.
By employing Eq. (24), it is possible to calculate the amount of
energy saved over the entire network, as the User Equipment
(UE) does not need to listen to the paging messages. The User
Equipment (UE) will initiate the Random Access (RA)
operation just when it requires transmitting a packet to the Base
Station (BS).

RTR,’ = 0/24 x H,/xRTR}" (25)

Therefore, the computational burden is ignored due to the
effectiveness of the algorithms used in the proposed method.
Therefore, Eqg. (25) can be simplified. It is possible to
accurately calculate the amount of energy saved when
transmitting a single bit. The architecture of the intended
network’s multi-step network may be observed in Fig. 6, where
nodes 9, 10, and 11 are not operational. Furthermore, it is
important to highlight that nodes 6 and 4 have a vital function
in enabling the transfer of packets between node 32 and the
edge router.

The events linked to these grams have a byte value that falls
between the range of 4 to 12. Table Il displays a
comprehensive summary of the main characteristics. The
simulated network, together with the characteristics associated
with the suggested methodology.
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10 20 30 40 50 60 70 80
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the number of outgoing packets of the node

Fig. 6. The number of output packets generated by the second node within a
600-second timeframe distinguishes the BGP method from the suggested
methodology.
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TABLE Ill.  SIMULATION PARAMETERS
Measure Amount
The size of the application layer packets that are 18 to 26 bytes
created
Packet size at the network layer in LOWPANSG. 43 to 56 bytes
Package size in the Mac layer refers to the size
of the data packets that are transmitted and 69 to 81 bytes

received at the Media Access Control (MAC)
layer of a network protocol.

The aggregate number of packets generated
across all nodes during the experiment.

216 packages

The time it takes for the node to create a packet 526 to 5124 years
Duration of the simulation 500 seconds

- 4 (Notes  with
Packet priority (CMP) standard priority)
The Maximum Allowed Time (MAD) 5 seconds
Public-Private Partnership for Vaccines and 0.89

Immunization

We may ensure high performance without compromising
transmission reliabilities and latencies. The aggregate humber
k for all deployed gateways is set to 3. Fig. 6 presents the
optimization findings, where "G = 1" represents the initial
performance with an 802.16.5 sink node. Our analysis reveals
that our gateway implementation significantly enhances the
longevity of the network. implementing a single gateway
extends the lifetime of the network by 39.1% to 82.4%, while
implementing six gateways extends it by 535.02% to 703.8%.
Fig. 7 illustrates the results achieved by implementing the
results compared to the BGP method, while keeping the settings
the same. The given information displays a data diagram that
shows the transfer of packets starting at node 3, as shown in
Fig. 7. The red figure represents the normal operation.

45

—#— Proposed method
BGP ]

N
o
T

w
[$)]
T

w
o
T

N
(6]

N
o
T

traffic in bytes per second
>

-
o
T
L

)]
T
!

10 20 30 40 50 60 70 80
elapsed time in seconds

Fig. 7. The deviation, calculated over a duration of 500 seconds, between
the BGP technique and the proposed method for the outgoing traffic of node
number 3.

V. CONCLUSION

This strategy is an innovative initiative designed to reduce
the negative effects of message transmission, particularly in
terms of traffic congestion and energy consumption. Using
Border Gateway Protocols (BGP) has been proposed for multi-
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time networks that depend on the Wireless Personal Area
Network (WPAN) protocol stack. The protocol stack being
discussed is known for its complex and extensive features and
functionalities across multiple tiers. When it comes to
monitoring, the focus is on the lower tiers of the network layer,
particularly in regards to decision-making about waiting, as
controlled by the decision-making aspect of waiting (DMW).

Additional research and analysis have the potential to
reduce the significant computational load caused by the User
Datagram Protocol (UDP) layer. Since the UDP packets are
intended to include CoAP messages within the router layer, it
is possible to remove the destination port segment and header
field when aggregating network traffic. This elimination might
take place within the network layer of the receiving node before
transferring the packet to the upper layer protocol (UDP) for
reconstruction. Additionally, considering the different levels of
importance of client requests and the ability to hide and set time
limits for answer messages in the BGP protocol, it is feasible to
create a more appropriate categorization and management
layer. One way to achieve this is by incorporating a request
priority queue into the router. This queue helps in the creation
and handling of requests. This concerns the handling of requests
received by the Low-Rate Wireless Personal Area Network
(LR-WPAN) using the BGP protocol stack, and the consequent
creation of answers. Moreover, through the recognition of
patterns in network references, it is possible to obtain the
required information before receiving the request by using the
models. The person analyzed time series data and applied
network concepts using the WAPN protocol stack in the fields
of health and security.
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