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Abstract—Now-a-days, the vast majority of birth certificate
registration systems are paper-based and managed independently
by administrative communities. This means that birth information
only exists at the place where the birth is registered, which
facilitates the counterfeiting or falsification of such identity
documents. Therefore, the implementation of a system for the
issuance, traceability, and authentication of birth certificates is
imperative. Blockchain, characterized by transparency,
immutability, protection, privacy, and autonomy, makes this
technology the ideal solution for implementing a birth certificate
registration, traceability, and authentication system. This article
presents a decentralized system for the registration, traceability,
and authentication of birth certificates based on Hyperledger
Fabric private blockchain deployed in a Virtual Private Network
- Multi-Protocol Label Switching (VPN-MPLS) network. This
birth certificate is characterized on one hand by the attributes of
its owner and on the other hand by a Quick Response (QR) code
containing the digital signature of its signer and the unique
identifier of the birth certificate. Within the network, the unique
identifier of the generated document is hashed and stored using
the Secure Hash Algorithm-256 (SHA-256) hash function to
optimize storage space and enhance security. Furthermore, the
proposed platform includes an application designed using Docker
Compose, Apache CouchDB, NodeJS, Go, and Hyperledger
Explorer. The designed model is a birth certificate registration
platform that ensures enhanced security and transparency.

Keywords—Birth certificates; blockchain; security; traceability;
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l. INTRODUCTION

For many decades, centralized architectures have been used
in the deployment of network infrastructures. These
architectures are characterized by a main server responsible for
establishing a direct trust relationship among all network
participants [1]. However, this type of architecture has
limitations in that the failure of the central server leads to the
paralysis of the entire network, and the malfunction of a node
causes a break in the communication chain without prior
notification to the system's participants [2, 3].

Distributed networks, on the other hand, do not require a
single trusted authority. Each node in the network acts as both
a client and a server, dynamically discovering and connecting
with each other while relaying requests from terminal to
terminal. This architecture is robust but requires significant
traffic, as searching for a file takes more time. Each request is
sent to all connected users, who do the same, which can lead to
a long wait for a response to a request if thousands of users are
connected [4]. This horizontal chain of trust model is the
foundation of blockchain technology. Blockchain is a storage

and transmission technology that operates transparently
without a central control body [5, 6].

Document storage techniques are generally carried out
within centralized systems. When a modification, deletion, or
update is made in this centralized database, it affects the entire
system. However, when it comes to a fraudulent act, the entire
network is compromised [7, 8]. Considering the advantages of
the decentralized model, where any modification, deletion, or
update of information requires the approval of at least 51% of
the network nodes.

In this article, a decentralized platform based on the
Hyperledger Fabric private blockchain for the production,
traceability, and authentication of birth certificates is proposed.
The smart contract generates a Unique Identification Number
(UIN) that identifies the birth certificate. This UIN, along with
the identifiers and the digital signature of the civil registrar, is
contained in a QR code that is affixed to the birth certificate. To
optimize storage space and ensure security, this UIN is hashed
using the SHA-256 hashing function. To verify the authenticity
of a birth certificate, the hash of the UIN scanned via the QR
code is compared with the one stored in the blockchain
database; if they match, authenticity is guaranteed; otherwise,
it is compromised.

The remainder of the document is organized as follows:
Section Il focuses on general knowledge. In Section I1lI, the
related work is presented. Section IV deals with the research
method. Section V presents the results and discussions. Finally,
conclusions and future work are addressed.

Il.  BACKGROUND

This section presents general knowledge on the main
concepts addressed in this article. The primary objective of this
section is to facilitate the understanding of the key concepts
used. The following outlines represent the subsections:

A. Blockchain

1) Definition of blockchain: A blockchain is a secure and
decentralized distributed ledger technology. It is best known for
its role in cryptocurrency systems to maintain a secure and
decentralized record of transactions, but it also has many other
potential applications. It is a chain of blocks, where each block
contains a timestamp, transaction data, and a cryptographic
hash of the previous block. This hash is a unique digital
fingerprint that links the blocks together and makes it very
difficult to tamper with the data. When a new transaction is
made, it is broadcast to the network of computers that manage
the blockchain. These computers verify the transaction and add
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it to a new block. Once the new block is created, it is added to
the end of the chain. This process is continuously repeated,
creating an ever-growing chain of blocks that is constantly
verified and updated. Thus, the blockchain is a very secure and
tamper-proof record of transactions [9-13].

2) Blockchain characteristics: Blockchain technology has
several key features that make it unique and valuable for
various applications. [14]:

a) Immutability: Once data is recorded on a blockchain,
it cannot be altered or deleted. This ensures a permanent and
tamper-proof record of transactions.

b) Decentralization: A blockchain operates on a
decentralized network of nodes, eliminating the need for a
central authority. This enhances security and reduces the risk of
single points of failure.

¢) Transparency: All participants in the network have
access to the same data, promoting transparency and trust.

Every transaction is visible to all nodes, ensuring
accountability.
d) Security:  Blockchain  employs  cryptographic

techniques to secure data. Each block is linked to the previous
one by a cryptographic hash, making it extremely difficult to
modify data without detection.

e) Consensus mechanisms:  Blockchains rely on
consensus algorithms, such as Proof of Work (PoW), Proof of
Stake (PoS), Delegated Proof of Stake (DPoS), and Proof of
Authority (PoA), to validate transactions and maintain the
integrity of the ledger.

f) Distributed ledger: The ledger is distributed across all
nodes in the network, ensuring that all participants have an up-
to-date copy of the data. This distribution enhances reliability
and reduces the risk of data loss.

g) Smart contracts: These are self-executing contracts
with the terms of the agreement directly written into lines of
code. They automatically execute the agreement when
predetermined conditions are met, reducing the need for
intermediaries.

3) Blockchain Applications: Blockchain technology has a
wide range of applications across various industries. Here are a
few examples:

a) Finance:  Blockchain  enhances the  security,
transparency, and efficiency of financial transactions. It is used
for cross-border payments, smart contracts, and decentralized
finance (DeFi) applications [15].

b) Healthcare: Blockchain can securely store patient
records, ensuring data integrity and confidentiality. It also
facilitates the sharing of medical data among various healthcare
providers [16, 17].

c) Supply chain management: Blockchain ensures the
transparency and traceability of supply chains, helping to track
the origin and journey of products, which is crucial for quality
control and fraud prevention [18, 19].

d) Real estate: Blockchain can streamline real estate
transactions by reducing paperwork and enabling secure,
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transparent, and tamper-proof records of property ownership
and history [20].

e) Voting systems: Blockchain can be used to create
secure and transparent voting systems, reducing the risk of
fraud and ensuring the integrity of election results [21].

f) Digital identity: Blockchain can provide secure and
verifiable digital identities that can be used for various
purposes, including online authentication and Know Your
Customer (K'Y C) processes [22].

) Intellectual property: Blockchain can protect
intellectual property rights by providing a secure and
immutable record of ownership and creation [23].

h) Internet of Things (1oT): Blockchain can improve the
security and efficiency of 10T [24].

i) Blockchain technology offers numerous advantages
across various sectors. Some of the key benefits include:

j) Enhanced security: Blockchain uses advanced
cryptographic techniques to secure data. Each transaction is
encrypted and linked to the previous one, making it extremely
difficult for unauthorized parties to modify data [25, 26].

k) Greater transparency: As blockchain operates on a
decentralized network, all participants have access to the same
data. This transparency ensures that all transactions are visible
and verifiable by all network members.

1) Improved traceability: Blockchain creates an
immutable record of transactions, which is particularly useful
in supply chains. It allows for tracking products from their
origin to their final destination, reducing the risk of fraud and
ensuring authenticity.

m)Increased efficiency and speed: By eliminating
intermediaries and automating processes through smart
contracts, blockchain can significantly speed up transactions
and reduce the time required for various operations.

n) Reduced costs: Blockchain can reduce costs by
eliminating the need for third-party intermediaries and reducing
the amount of paperwork and administrative tasks required.

0) Decentralization: The decentralized nature of
blockchain means there is no single point of failure. This
enhances the system's resilience and reduces the risk of data
loss or corruption.

p) Improved privacy: Blockchain can enhance privacy by
allowing users to control their account data.

4) Blockchain typology: There are three main types of
blockchain:

a) Public blockchain: A public blockchain allows
transactions to be recorded and validated by the entire network.
This type of blockchain can be compared to a tamper-proof
ledger maintained by all its participants. A public blockchain is
a decentralized network that operates on a peer-to-peer basis.
Peer-to-peer means exchanging between two actors without an
intermediary through a relationship of trust.

b) Private blockchain: In contrast to a public blockchain,
a blockchain is considered private if the consensus principle is
verified by a limited and predefined number of participants. The
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ability to participate in transactions is defined by an
organization, as is the verification work [27].

c¢) Consortium blockchain: A consortium blockchain
brings together several private actors who have an interest in
working together. Decisions (block validations) are made by
the majority of the most important members and not by the
entire network as in a public blockchain. Only the decision-
makers can verify the validity of the blocks [28].

5) Hyperledger fabric: Hyperledger Fabric is an open-
source private blockchain platform developed by the Linux
Foundation and IBM. Unlike Bitcoin and Ethereum, it does not
require a virtual currency, the consensus is open, and smart
contracts can be written in multiple programming languages
including Go, Java, Python, etc., with tokenization through
smart contracts [29]. The particularity of this technology lies
mainly in the fact that, depending on the information,
transactions can be viewed by everyone (public) or restricted to
a group of organizations (confidential). It allows for the
deployment of blockchain applications.

A Hyperledger Fabric blockchain network is composed of
several nodes or peers, which host the blockchain and execute
smart contracts, or chaincode. These smart contracts are
executed by the peers of the network specific to a group of
organizations and are inaccessible to members who are not part
of that organization. Thanks to channels in Fabric, all smart
contracts and data are only accessible to members who are part
of the channel.

In addition to the network peers, a Fabric network can
include an ordering service/ordered that performs the total
ordering of transactions accepted by the Fabric network.

As for smart contracts, they are executed in a Docker
container, in order to isolate them from the Fabric code and
other smart contracts running on the same machine. Each smart
contract has a persistent state called a key-value store [30].

Smart contracts manipulate key-value pairs using the put
and get methods, which allow reading from the key-value store.
These key-values are stored internally in a Level DB database
on the same node, and CouchDB is used for the implementation
of the database. This database allows storing key-value pairs
[31-34].

In Hyperledger Fabric, a transaction goes through the
following steps:

e Client proposes the transaction: This transaction is a
request to invoke a smart contract. The request is signed
by the client and sent to the channel where the chaincode
is deployed. The number of endorsements it expects to
receive is in accordance with the chaincodes
endorsement policy.

e Endorsing peers verify the signature and execute the
transaction: Peers verify the authenticity, form, replay
protection, and client authorization.

e The client collects endorsements and sends them to the
ordering service: The client examines and compares all
endorsements and verifies that they meet the criteria
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defined in the smart contract. If the request is a read-
only type, no request is sent to the ordering service. If
the request is a smart contract invocation or write
request, the endorsements are gathered into a transaction
and sent to the ordering service which, in turn, includes
it in the blockchain. The transaction is validated and
recorded: The transactions ordered in the blocks are
transmitted to all peers on the organization's channel via
the ordering service. Peers perform a verification of the
transaction and apply the endorsement policy by the
endorsing peers. If all verifications are successful, the
endorsing peers add the block to the distributed ledger.

6) Birth certificate: A birth certificate is a legal document
that proves a person's civil status. Indeed, a birth certificate
contains the name, first name(s), date, time, and place of birth,
etc. A birth certificate is used to prove one's identity and family
status.

However, the procedure for obtaining one is governed by a
law that varies from country to country. For many years, birth
certificates were produced manually by the responsible parties.
The complexity, the burden, and the falsification or fraud in the
establishment process have motivated the migration towards
the digitalization of birth certificates. The completed birth
certificate form is then recorded in a central or non-central
database. One of the limitations of the vertical trust chain is that
the central node can be compromised. Moreover, the
administrations in charge of certification do not have a means
of authenticating certificates produced at the time of their
certification.

I1l.  LITERATURE REVIEW

The secure production of birth certificates is paramount for
both individuals and the organizations that interact with them.
There is a risk of fraudulent activities within these databases,
and the authorities responsible for authenticating birth
certificates may not be able to verify in real-time the identity of
the person who produced a given document. Falsification can
involve altering the date of birth to appear younger or older,
changing the names of the parents, the place of birth, etc. Table
I refers to the most recent literature review.

In [35], the authors study the cumbersome procedures
caused by the manual registration of births and deaths, and they
propose a decentralized, simplified, and transparent application
based on the Ethereum blockchain, guaranteeing immutability
and providing the true and irrefutable origin of records.
However, a problem arises with the consensus algorithm due to
the slowness of the transaction verification system,
compromising availability, and high energy consumption,
leading to economic and environmental issues. Furthermore,
less developed chains are highly susceptible to 51% attacks.

In [36], the authors propose a traceable online will system
based on the Ethereum blockchain and smart contract
technology to address the issues of complexity, falsification,
slowness, and high cost in the establishment of wills. To this
end, they propose a traceable online will system integrating an
arbitration strategy in case of disputes based on blockchain
technology. The main problems lie in the flaw in the consensus
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algorithm used, which is proof of work, and the solution is

energy-intensive.
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TABLE I. SYSTEMATIC LITERATURE REVIEW
Authors o .
+
(Year) Model+Applications Advantages Disadvantages
Ethereum-based, Slow system,
Shah et al.,, | simplified and Accelerated susceptible to
(2020) transparent registration 51% attacks,
[35] application for birth processes energy-
and death registration intensive
Traceability of | System
wills, complexity,
Ethereum-based accelerated slow system,
Chen et al., . . . .
(2021)[36] online will creation processes, susceptible to
and storage system simplified 51% attacks,
procedures, energy-
reduced costs intensive
Centralized .
Okoth et architecture-based Data - Failure of the
. . confidentiality | central node
al.,(2023) security policy for
o : : and access paralyzes the
[37] civil registration .
control entire system
systems
Danquah Ethereum-based A_ccelerated Lack of
etal., . birth .
platform for birth . . experimental
(2022) . . registration
registration data
[38] process
Monetization of
generated
Ethereum and Simplified tsrasrizfr(:tmns’
Sharma et blockcerts-based birth c};m lexit
al., (2020) | application for certificate plexity,
e . o slow system,
[39] issuing birth acquisition bl
certificates process susceptivle to
51% attacks,
energy-
intensive
Simplified
Bennett et Ethereum and Corda- | birth Incompatibility
based application for | registration . .
al., (2022) . . . . with existing
birth registration and and certificate
[40] . . . systems
certificate issuance issuance
process

The author in [37] presents the security vulnerabilities faced
by civil registration systems, compromising the integrity and
confidentiality of information. Moreover, the digitalization of
civil records is accompanied by multiple threats related to cyber
threats, and malicious actors can compromise the security of the
database to manipulate or steal civil records. Cybersecurity
measures such as encryption, firewalls, intrusion detection
systems, and regular security audits can protect data and ensure
the continuity of civil registration operations. The limitation of
this approach is the use of a centralized architecture.

The author in [38] presents a statistic that approximately
one-third of births are not registered. The proposal of a model
aims to improve the birth registration process. The platform is
based on Ethereum technology, which uses an energy-intensive
consensus. Additionally, an experimental study could be
conducted to confirm the validity of the processes described in
the study.

Another author in [39] mentions that half of the world's
population faces a problem with the complexity of the
procedure for obtaining a birth certificate, and the
authentication of these certificates is tedious. The Ethereum

Vol. 15, No. 9, 2024

blockchain coupled with blockcerts is used to issue and verify
a transaction. A major difficulty in using blockcert technology
lies in the monetization of generated transactions. Other authors
mention that civil registry data mostly exists in paper form,
which can differ from one place to another without any form of
interoperability within the same country, consequently
increasing the falsification of birth certificates since
information about births only exists where the birth is
registered. A system for registering births and issuing
certificates, storing a digital copy of the certificate, and
verifying the validity of the certificate is proposed using the
private blockchain Corda. The major difficulty of this
blockchain lies in its difficulty of integration into existing
information systems, and the lack of documentation on the
technology is an obstacle to the development of the Corda
community [40].

IV.  METHODOLOGY

The primary objective of the literature review is to identify,
evaluate, and analyze existing research related to the production
of birth certificates. In this section, the research question, the
research methods aimed at reducing fraud in the birth certificate
issuance process, and the gap observed in the authentication
process of these certificates by the responsible organizations are
presented.

Initially, an algorithmic method is used to write smart
contracts that are subject to prior verification by certain peer
approvers within the network. The cryptographic method,
which relies on asymmetric cryptography, such as RSA
encryption and electronic signatures, is also employed. Finally,
a virtual simulation method based on containerization (Docker)
is used to create network nodes, define the protocol, and the
consensus algorithm.

A. Valuable Research Questions

This article aims to develop a blockchain-based system for
issuing, tracking, and authenticating birth certificates, ensuring
traceability between products from the operational birth
certificate from the production facility and the actors involved
in their creation without compromising confidentiality due to
transparency.

B. Research Methods

1) Network architecture: The agglomerations are
interconnected via VPN/MPLS links over an operator network
whose backbone is based on MPLS technology. The specificity
of MPLS lies in label switching along the path that packets must
take to reach the destination network. Since the path is
predetermined, routers only need to read the label and do not
need to check the packet's IP address. This allows for faster and
more efficient routing. Additionally, to enhance VPN security,
the IPSec protocol is a complement, as it is widely deployed to
restrict access or selectively apply security operations in VPN
implementations.

As illustrated in Fig. 1, the edge routers of each
agglomeration have interfaces addressed on the operator side
with public addresses and on the side of internal local networks
with private addresses. In the firewalls, access control lists are
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configured to filter incoming and outgoing packets to the
different networks. The interfaces of the switch connected to
the firewall are in different VLANs from the local network
VLANs for added security. In each internal network,
workstations of decentralized territorial authorities (town halls,
civil registry offices, prefectures, sub-prefectures) are
connected. The operator network is represented by a cloud due
to the security policy.

Fig. 1 presents the network architecture interconnecting 10
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Fig. 1. Physical network architecture of the proposed solution.

2) Smart contract specifications: In this section, the
technical specifications of the smart contract for document
registration and verification, ensuring immutability and
transparency are presented. Developed in Golang due to its
simplicity, performance, compatibility with the Hyperledger
Fabric blockchain platform, and extensibility, the smart
contract offers high performance and efficient concurrent
management, making birth certificate management reliable and
secure. These specifications cover registration and verification,
node transaction approval, transparency and traceability,
security, compatibility and extensibility, architecture, and data
structure.

C. Registration and Verification
The smart contract incorporates several technical features to

ensure optimal and secure management of birth certificate
documents:

1) JSON serialization: Documents are serialized into JSON
format for easy storage and manipulation on the blockchain.

2) Authenticity: When a birth certificate is submitted to the
network, the smart contract verifies its authenticity. A digital
fingerprint of the document is then generated and recorded on
the blockchain, ensuring data integrity and immutability.
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D. Transaction Approval

The smart contract is deployed across multiple nodes in the
blockchain network. This decentralized approach ensures an
equitable distribution of responsibilities and enhances system
security. Additionally, transaction validation is contingent upon
approval from all validating nodes in the network.

E. Transparency and Traceability

Every interaction with the smart contract is time-stamped
and recorded on the blockchain, creating an immutable audit
trail. This enables full traceability of document lifecycle events,
from creation to deletion, and facilitates compliance with
regulatory requirements.

1) Action logging: Each interaction with the smart contract,
including the creation, update, and deletion of documents, is
recorded on the blockchain. This comprehensive audit trail
ensures full transparency and accountability.

F. Security

The smart contract is deployed across multiple nodes of the
blockchain network. This decentralized approach ensures an
equitable distribution of responsibilities and enhances system
security. Additionally, transaction validation requires the
approval of all validating nodes within the network.

G. Cryptographic Method

RSA asymmetric cryptography is used to generate public
and private key pairs, as well as digital signatures to ensure the
authenticity and integrity of transactions. The public key must
be shared with others to receive birth certificate data. The
private key is used to sign the transactions within the platform.
The key generation process is as follows: [41]

e Choose two distinct, large prime numbers p and g;

e Calculate their product n = p X g which is called the
encryption modulus.;

e Calculate @(n) = (p —1)(q —1) which is Euler's
totient function;

e Choose an encryption exponent e such that the greatest
common divisor (GCD) of (e, @(n)) = 11i.e., they are
coprime;

e Calculate the multiplicative inverse d of e modulo ¢(n)
using the extended Euclidean algorithm

o dXxe=1modulo @(n);

The public key is the pair (n, e), and the private key is d,
which must be kept confidential.
H. Data Security

Blockchain data is immutable and resistant to unauthorized
modification or disclosure.
I.  The System Architecture

The smart contract architecture is designed to maximize
efficiency, security, and transparency in managing birth
certificate documents. The key components of this architecture
are:
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1) Imported packages:

e FEncoding/json: Used for JSON data manipulation,
allowing for easy serialization and deserialization of
documents;

e Fmt: Used for input and output formatting, facilitating
debugging and maintenance.

e Time: Used for date and time management, crucial for
time-stamped records;

o github.com/hyperledger/fabric/core/chaincode/shim:
Used for interactions with the Hyperledger Fabric
framework, allowing the smart contract to communicate
with the blockchain;

o github.com/hyperledger/fabric/protos/peer: Used for
protocol definitions, ensuring compatibility with
Hyperledger Fabric blockchain standards.

2) Data Structures: The smart contract's data structures are
designed to provide a granular representation of birth
certificates. The following outlines the data structure for birth
registration and the resulting birth certificate.

e BirthRegistration: a data structure defining the
attributes of a birth registration, such as child's
information, parental details, and registration metadata.

BirthRegistration struct type {

Number string “json:"N°""

Type string ‘json:" Document type"
Registration string “json:" Registration designation""
The string ‘json:"Registration date""

At string “json:"Registration place"

Hour string “json:"Registration hour""

Surname: string “json:"Child's surname (s)"

Name string “json:" Child's name (s)""
Sex string “json:"Child's sex""
0Of0 string “json:"Father's name""

Sur0 string “json:"Father's surname""

BornOn0  string “json:"Father's date of birth"
BornAt string ‘json:"Father's place of birth""
Job string “json:"Father's job""

IdCartP  string ‘json:"Father's Id cart"

Ofl string “json:"Mother's name""

Prel string “json:"Mother's surname""

BornOnl string ‘json:"Mother's date of birth""
BornAt string “json:"Mother's place of birth"
Job2 string ‘json:" Mother's job "

Dom string “json:"Parents' residences""

SM string “json:"Marital status of the parents""

IdCartP string ‘json:"Mother's ID card"

City string  “json:"City where the declaration was
made"”

Tem string  “json:"Witnesses""

DECDate string ‘json:"Date of the declaration""
Signature of the declarant string ‘json:"Signature"’

Signatory string json:"Signatory of the declaration""
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NumCNIDEC string ‘json:"Declarant's national identity
card number™

ProfDEC string “json:"Declarant’s job"
DateENREG time.Time ‘json:"Date of definitive
registration"”

H

e Birth certificate: A legal document detailing the birth of
a child, including the child's name, date and place of
birth, gender, as well as the parents' names, dates and
places of birth, nationalities, addresses, and
occupations, and any associated declarations.

Type of birth certificate struct {

Number string “json:"N°"

Type string “json:"Type of document""
PROVINCE string “json:"PROVINCE™
DEPARTMENT  string ‘json:"DEPARTMENT™
BOROUGH string ‘json:" BOROUGH "

At string ‘json:"De""

Child's surname (s)"" string ‘json:"Child's surname (s)""
Child's name (s)"" string ‘json:"Child's name (s)""

Was born  string “json:"Birthplace™
The string “json:"Date of birth""
Sex string “json:" Child sex "

At0 string “json:"Nom du pére"

NeLeO  string 'json:"Father's date of birth""
NeA string “json:"Father's place of birth""
Natio0 string ‘json:"Father's Nationality"

Residences A string “json:"Parents' residences"”
Job string “json:"Father's job™
Atl string “json:"Mother's name""

Thel string “json:"Mother's date of birth™
Bornin  string ‘json:"Mother's place of birth""
Natiol  string 'json:"Mother's nationality""

Residences string ‘json:"Mother’s residences"

Job2 string “json:"Profession de la mére"”

Declaration of ~ string “json:"On the declaration of"

By us string  “json:"By us""

Center string  “json:"Registering officer of "

Assisted by string  ‘json:"Assisted by""

Civil registrar's signaturestring ‘json:" Civil registrar's
signature"’

DEC Number string  “json:"Original birth certificate
number"’
Dated time.Time “json:"Dated""

3) Main Functions:

o [nitialization Function (Init): Initializes the smart
contract. It requires no input parameters and returns a
success response if the initialization is successful.

o Invocation Function (Invoke): Routes the request to the
appropriate function based on the invoked method's
name. It requires the parameters stub, function, args as
input and returns the response of the invoked method as
output Fig. 1.
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4) Functions of a Birth Certificate:

e Create Birth Certificate: Creates a new birth certificate.
As input, it requires an array of 29 strings representing
the details of the birth certificate and returns a success
response if the birth certificate is successfully created.

e Retrieve Birth Certificate: Retrieves a birth certificate
by its unique number. As input, it takes an array with one
string (the unique number) and returns the details of the
birth certificate if found.

o Consult All Birth Certificates: Retrieves all birth
certificates. As input,

5) Functions of a birth certificate

e CreateBirthCertificate: Creates a new birth certificate.
As input, it takes an array of strings representing the
birth details (name, date of birth, place of birth, parents'
names, etc.) and returns the unique identifier of the
newly created certificate.

e RetrieveBirthCertificate: Retrieves a birth certificate
based on its unique identifier. As input, it takes a string
representing the unique identifier and returns an array of
strings containing the birth certificate details.

e ListAllBirthCertificates: Lists all birth certificates. It
doesn't require any input parameters and returns a list of
all birth certificates in JSON format.

Functions available
createBirthAct
Recover BirthAct
consultBirthAct

7y

Y

. —_——

- ~
< INIT function \ ( INVOKE function
(entry point) / )
— -~

~ (call point)
~ -—

I
I

BirthDeclarationStructure

Functions available
Create declaration

Recoverdeclaration
consultNAISSDeclarations

Fig. 2. Components of a smart contract.

V. RESULTS AND DISCUSSION

In this part, the effectiveness of the methodology outlined
in the preceding section is demonstrated. Through a series of
tests, the performance of birth certificate registration,
authentication processes, and the generation of birth declaration
statistics are evaluated. To accomplish this, the capabilities of
the Hyperledger Fabric private blockchain platform are
leverage. Fig. 3 showcases the user interface of the government
portal specifically designed for civil registry and authentication.
This portal facilitates the creation, verification, and statistical
analysis of civil status records, providing granular data at
weekly, monthly, and annual levels, segmented by region.
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Welcome to Digital Documents

¥ " Digital Documents

e’

0 0 0 0 0
° 1 1] H
0 0 0 0 0
En
Our Services

Administrative documents

Authentification

7
Proceed 1 the dedarsticn s

Proceed with theverfication s

Fig. 3. Government portal homepage.

To enhance traceability and accountability, we recommend
the following roles:

Healthcare professional: Verifies births and submits
declarations to approving nodes.

Civil registrar: Creates and digitally signs birth certificates.

After a healthcare professional's profile is created, they
submit a birth declaration for approval (Fig. 4). The declaration
includes a QR code with a unique identifier, the signatory's
name, and ID number. It contains details such as...

Establishment name: This is the name of the hospital that
issued the birth certificate;

Child's name and surname: This is the first name and last
name of the infant;

Date of birth: This refers to the date the baby was born;
Place of birth: This is the location where the baby was born;
Gender: This refers to the sex, in this case, male.

Subsequent to the infant's details, we have the following
parental information:

Name and surname of father: Father's full name;
Father's occupation: Father's profession;

Father's date of birth: Father's date of birth;

Father's place of birth: Father's place of birth;

Father's Id card number: Father's national 1D number;
Mother's full name: Mother's full name;

Mother's occupation: Mother's profession;

Mother's date of birth: Mother's date of birth;

Mother's place of birth: Mother's place of birth;
Mother's ID card number: Mother's national 1D number;
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Parent’s address: Parents' address;

Marital status: Marital status. In this case, the parents are
married.

Subsequent to the parental data, the registrar's information is
provided:
Name and surname of the declarant: Dota Paul;

Profession: Healthcare professionals;
ID card number;

Place and date of the declaration: [Location], on [Date] at
[Time];
Birth declaration

Mame of the establishment __ Central hopital_____
Mame and sumame of chid __ TANKOU KENGME Yoan kyfian____
Date of birth _ 2020-02-27 3 1445
Place of birth : _ Dousla_
Gender __ masculin
Information about the parents :
Mame and sumame of father : __ TANKOU_EDDY____

Father's occupation : Computer sciences

Father's date of birth _ leodm@-22
Father's place of birth _ DauaLa

Father's CNI number ___ 1002475688
Mather's full name : _ Hengne steva_

Mother's cccupation : Computer ScENces

Mother's date of birth 1898-08-22
Mother's place of birth Douala
Mother's CMI number 1145238
Signature of declarant :
Parents address _ yaounde, Douala_
Marital status : Marés

Information about the declarant :
Mame and sumame of the declardbita Paul

Declarant's profession : mégdecin

CHI number : 102042758
Done at : Yaounde
On: _22-07-2024_4 1354

Fig. 4. Birth certificate.

Finally, there is the QR code, which is a type of two-
dimensional barcode typically composed of square modules
arranged in a square on a white background. It contains the
unique identification number (UIN), the hame of the document
signer, and their national identity card number. Additionally,
this QR code generated on the form bears the signature of the
civil registrar, allowing for verification of the signer and the
document's author. This signature incorporates the SHA-256
cryptographic hash function, which generates a unique 64-
character hexadecimal hash for each block of transactional data.
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The security of the forms primarily relies on a UIN (unique
identification number) designed using a pseudorandom number
generator. At the end of the declaration form completion
process, a UIN issued by the aforementioned function serves as
a unique identifier for each document.

This cryptographic hash function dates back to 2001 and
originated from the NSA (National Security Agency). It is
increasingly used in blockchain technology today due to its
high level of security. Furthermore, its algorithm is undeniably
complex, as the generation of a SHA-256 hash requires a highly
sophisticated binary calculation, utilizing several compression
functions (addition, substitution, and rotations). Ultimately, it
relies on the Merkle tree to provide a reliable guarantee of the
integrity of the manipulated data.

Once the birth declaration is established, a user account is
created for the civil registrar to finalize the birth certificate
issuance process. The civil registrar profile is authorized to
issue civil status acts. Additionally, the national identity card
number entered during account creation uniquely identifies the
civil registrar within the platform. Once the user account is
created, it is hashed using the SHA-256-bit hash function and
stored in the distributed node database for strong
authentication. Thus, during account authentication, the
account hash is compared to the hash stored in the database; if
there is a match, the authenticity of the account owner is
guaranteed.

The civil registrar logs into the platform using these created
user account parameters and finalizes the birth certificate
issuance process. Fig. 5 illustrates this process.

Creation Process Conclusion Form
Declaration of birthDD8379173725218346
Finalization of the birth certificate
Province Department
CENTER MFOUNDI

District From

Pl

Under reporting

Center Assisted by

CENTER4 MAMA ROSE

Deea st Voourde
Linked birth declaration
on 074 1

DDE379173725,

Generate the birth certificate

Dashbeard

218346

Fig. 5. Birth certificate finalization form.

When the finalization form is opened, the civil registrar
completes the missing fields and generates the final act. They
perform the final checks on the document and submit the
transaction via the API (Application Programming Interface) to
the network for consensus. All nodes with a copy of the smart
contract execute the transaction, approve it, and return the result
to the API. In turn, the API sends it to the scheduling service,
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which hashes the transaction and generates the block. Having
only one transaction per block in the Hyperledger Fabric
platform makes it faster compared to the Ethereum blockchain.
Fig. 6 shows the generated birth certificate.

The left figure represents the previously established birth
declaration, and the right figure represents the birth certificate
finalization form corresponding to the previously established
birth declaration. On this right-hand form, there are the
following information: Province: the province where the birth
certificate is issued; Department: the department where the
certificate is issued; District: the district where the certificate is
issued, as well as the district number, which is 4; Sub-
declaration: the name of the person who establishes the act; By
us: it represents the name of the civil registrar who signs the
birth certificate, in the locality of the center and the district of
Yaoundé 4; Assisted by: represents the civil registrar's secretary
who assisted the civil registrar in this process; Linked birth
declaration: is the UIN generated on the previously established
birth declaration, this number links the birth declaration to a
birth certificate and is not modifiable.

The civil registrar finally generates the birth certificate
transaction and redirects us to the interface allowing us to view
the transaction identifiers of the birth declaration and the
corresponding birth certificate issuance in the blockchain. A
SHA-256-bit hash function is finally generated and stored in the
distributed node database for strong authentication. Thus,
during document authentication, the document hash is
compared to the hash stored in the database; if there is a match,
the authenticity is guaranteed.

In a blockchain context, each actor who wants to interact
with the network needs an identity. In this context, one or more
certification authorities can be used to define the members of
an organization from a digital perspective. It is the certification
authority that provides the basis for actors in an organization to
have a verifiable identity.

Hyperledger Fabric provides a built-in certification
authority component to enable the creation of certification
authorities in formed blockchain networks. This component,
called Fabric CA, is a private root certification authority
provider capable of managing the digital identities of Fabric
participants in the form of X.509 certificates.

In the operational platform for producing birth certificate
forms, an X node acts as the root certification authority
(Fabric_CA), and the intermediate certification authorities are
the local servers with respective users (Fabric client) being
hospitals and community users.

Certificates are generated offline by the root certification
authority (X). Once these certificates are created, they are
securely distributed to the intermediate certification authorities,
which in turn issue certificates to the platform users, namely
hospitals, health centers, and communities.

To evaluate the performance of the root certification
authority, the SCP protocol via SSH (Secure Copy Protocol)
allows us to develop a bash script that runs intermittently to
ensure high data availability in case of failure of the main
root_CA for each organization. This SCP protocol allows the
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copying of information from a root_ CAL to a root_CA2 every
three seconds (3s) through a bash script [42].

The civil registrar profile is authorized to establish birth
certificates. Furthermore, the national identity card number
provided during account creation uniquely identifies the civil
registrar within the platform.

Once the user account is created, it is hashed using the SHA-
256-hit hashing function and stored in the distributed database
of nodes for strong authentication purposes. Thus, during
account authentication, the hash of the account is compared to
the hash stored in the database; if there is a match, the
authenticity of the account holder is guaranteed.

On this birth certificate (Fig. 7), there are the following
information:

Birth certificate number: A unique identifier characterized
by the initials of the locality that issued the certificate.

Province: The province where the birth certificate was
issued.

Department: The department where the certificate was
issued.

District: The district where the certificate was issued,
specifically District number 4.

Name and surname of child: The given name(s) and
surname of the newborn.

Place of birth: The location where the newborn was born.
Date of birth: The date and time of the newborn's birth.
Gender: The sex of the child, in this case, male.

Of: The given name and surname of the newborn's father.
Born on: The date of birth of the newborn's father.

At: The place of birth of the newborn's father.
Nationality: The nationality of the newborn's father.
Resident at: The residence of the newborn's father.
Occupation: The profession of the newborn's father.

By us: The name of the civil registrar who issued the
certificate.

Under declaration of: The person who assisted the civil
registrar in this process.

Office: The district of the locality and the number
associated with that district in that locality.

Assisted by: The name of the civil registrar's secretary who
assisted in the issuance of the birth certificate.

The QR code contains a unique identification number
(NIU), the name of the document signer, and their national
identity card number. This QR code is a type of two-
dimensional barcode typically composed of black square
modules arranged in a square on a white background, encoding
the unique identification number (NIU), the name of the
document signer, and their national identity card number.
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Additionally, the QR code generated on the form bears the
signature of the civil registrar, allowing for verification of the
signer and the document's author. This signature incorporates
the SHA-256 cryptographic hash function, which generates a
unique 64-character hexadecimal hash for each block of
transactional data.

The security of the forms initially relies on a NIU (unique
identification number generated using a pseudo-random
number generator). At the end of the declaration form
completion process, a NIU issued by the aforementioned
function serves as a unique identifier for each document. This
cryptographic hash function dates back to 2001 and originated
from the National Security Agency (NSA). It is now
increasingly used in blockchain technology due to its high level
of security. Furthermore, its algorithm is undeniably complex
as the generation of a SHA-256 hash requires a sophisticated
binary calculation, employing various compression functions
(addition, substitution, and rotations). Ultimately, it relies on
the Merkle tree to provide a reliable guarantee of the integrity
of the manipulated data.

All data contained in the act is hashed using the SHA-256
hash function. The resulting hash is signed by the civil registrar
using their private key. The obtained signature is finally
recorded in the QR code.

On the generated birth certificate, all contained data is
hashed using the SHA-256 hash function. The resulting hash is
signed by the civil registrar using their private key. The
obtained signature is finally recorded in the QR code. Fig. 8
illustrates this solution.

The details of the block containing the transaction are
shown in Fig. 6.

Fig. 8 provides an experimental history of the number of
blocks generated per hour. The figure visualizes the hourly and
minutely block count over time. In terms of scalability,
measured by the number of transactions processed per unit of
time, this work demonstrates approximately 3500 transactions
per second on the Hyperledger Fabric blockchain, compared to
38 transactions per second on the Ethereum platform referenced
in the literature. This exponential increase in transaction
processing speed makes the proposed platform a suitable
solution for the digitalization of birth certificates in localities
with multiple civil registry centers, including secondary centers
and affiliated civil registry offices.

A. Comparison of Works with those of Other Authors

Table Il compares the proposed scheme with those of
previous studies to identify both areas of convergence and the
unique contributions of this research.

@ Block Details

Channel name: canaladministration

Block Number 5

Created at 2024-07-22714:32:24.6227

Number of Transactions 1

Block Hash 6274¢70f346bc417c3d4233742¢82d4¢2129a8bef8daf0f71e63c565ch231289 [a)

Data Hash face743927dfc9a87ab76f0731caadbeobs27a0d9742f3bcbd22779dagd3befo

&

Prehash 090916e483ff51890c364d5d50081180d03a08e70f0192ccc132931113145b1e [a)

Fig. 6. Details of the transaction block.
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Birth certificate
e _ DO2627025445030384
Province : __ CENTER___
Depariment __MFOUNDI__
Amondissement : __ Yaounde
From : _ 4
Chid's full name __ TAMKOU KENGME Yoan kyfian__
Bom in _ Douala
On: _ a0z
(ender : _ masculin_
Of: __ TANKOUEDDY
Bom on : _ tep4e-22_
at: _ DOUALA_
Mationality _ cameroon_
Resident at : _ yaounde_
Occupation : _ Computersciences____
And of : _ Kengne steva__
Bom on: _ leep-Dg-z2_ Sapature of cfcer
at: _ Douala_
Mationality _ (Camerpon__
Resident at: _ Dowsla_
Oecupation : __ COMputer sciences_
Byus _MAMABELLO
Under declaration of : _ PITTER JOHW__
Office _CENTER4__
Assisted by MAMA ROSE

Fig. 7. Birth certificate.

BLOCKS/HOUR  BLOCKS/MIN  TX/HOUR  TX/MIN

i :
TOOPM  10:00PM  1:00AM  400AM  700AM  10:00AM  TOOPM  400PM  7.00PM

Fig. 8. Hourly blockchain statistics.
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TABLE II. COMPARISON OF WORKS WITH RECENT LITERATURE
Authors Shah. et al Thamrin, et Shi |
ah, et al. i, et al.
Proposals ’ Mthethwa, et al. [44] ’
[14] al. [43] [38]
Criteria
Energy consumption _— +++ _— +++ +++
Blockchain type Private Public Public Public Public
Blockchain
Technology used Hyperledger fabric | Ethereum Ethereum Ethereum Ethereum
Unique ID for civil status
o 3] 3] 3] &3]
documents
QR code on a civil registry | = | = =
form
Transaction ID o} o} 3] o} M
Security features Digital signature on civil ™ ™ = ™ ™
status documents
SHA-256 M E3] E3] E3] E3]
Consensus Open Closed [x] Closed Closed
Distributed data storage M | [x] |
Data privacy in channels o} 3] 3] 3] ]
Birth certificate o} o} 3] [ M
Death certificate o} o} 3] 3] 4|
Marriage banns publication o} 3] 3] 3] ]
Functionality
Birth record establishment o} 3] 3] [ £5]
Death record establishment o} 3] 3] 3] ]
Marriage record establishment | M [x] [x] [x] £3]
38 Berné [45] 38 Berné [45]
Scalability (Transactions per second) 3500 38 [45, 46] o}
[46] [46]
Mining [x] ™ [x] ™
Evolvability o4} [ ™ [x]
Distributed architecture o4} o} [ ™ ™
License (open source) | [l [l [x] [x]
From a demographic standpoint o4} [ [ [ [

This section benchmarks the results obtained against
existing literature to elucidate both shared insights and the
original contributions to the field.

Legend: The symbol " indicates the presence of criterion
"[X]", while its absence signifies the lack of this criterion. The
sign "==" means "less than" and the sign "+++" means "more
than" compared to the negation.

Until 2021, the Ethereum platform used the Proof of Work
(PoW) consensus mechanism. This mechanism had the major
drawback of being very energy-intensive and susceptible to
51% attacks [123]. In contrast, the consensus used in this work,
which is based on the Hyperledger platform, is open and
consumes less energy, making it an ideal solution for countries

with significant energy deficits. In other words, developers can
define their own consensus rules or choose between PoW, PoS,
PoA, etc.

From a security standpoint, the results obtained in this work
are varied. Forms are equipped with a unique identification
number obtained after the generation of the act form, thus
characterizing the uniqueness of a document in the distributed
database. The QR code printed on this form allows verification
of the signatory author of a document as well as the associated
key pair (public key and private key). The transaction identifier
recorded in the blockchain database guarantees the tamper-
proof nature of documents, not to mention the SHA-256
cryptographic hash for document signing. Hyperledger Fabric
has a particular characteristic in that the created channels can be
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accessible or visible to a category of actors in the private
blockchain, thus guaranteeing confidentiality in transactions;
unlike the public blockchain used by Ethereum where channels
are visible to all network members, and anyone can create and
read blockchain transactions [47].

Based on the offered functionalities, this work proposes a
complete system for managing civil status acts, including
declarations (birth declaration, death declaration, marriage ban
publication) and the establishment of civil status acts
themselves (birth certificate, death certificate, marriage
certificate), unlike the works of [14, 38, 44] which focused
solely on the security of the form by QR code on the one hand,
and on birth and death certificates on the other.

In terms of scalability, which represents the number of
transactions processed per unit of time, this paper presents
statistics of the order of 3500 transactions per second for the
Hyperledger Fabric blockchain compared to 38 transactions per
second for the Ethereum platform used in the works [14, 38,
44]. This exponential speed in transaction processing makes the
platform a suitable solution for the digitalization of civil status
in regions of the territory that have several civil status centers,
secondary centers, and affiliated centers.

Mining, on the other hand, is a process of creating a block
of transactions and adding it to the Ethereum blockchain.
However, since it is computers that execute instructions, they
are rewarded at the end of the transaction. For a government
platform for the digitization of civil status acts, this solution is
inefficient in that it will be necessary to reward the authors of
transactions each time, unlike the Hyperledger platform which
does not require mining for transaction validation. Finally, the
evolutionary factor allows a government authority to consider a
possible extension without making major changes. To add an
organization, simply create the organization's channel, and its
members have access to this channel according to their level of
accreditation. The open-source nature of the proposed solution
allows developers to make modifications to the source code as
they see fit, which is not the case with the Ethereum technology
used by [35, 48].

VI. FUTURE WORK

In remote regions lacking administrative infrastructure and
electrical grids, establishing birth certificates is often
challenging or even impossible. The use of embedded devices
like the Raspberry Pi, which are inexpensive and energy-
efficient nano computers capable of operating on alternative
power sources such as batteries and solar panels, enables the
creation of autonomous systems. Equipped with blockchain
software, these systems can record birth data locally without
requiring a permanent internet connection. When an internet
connection becomes available, this data can be synchronized
with a secure blockchain, ensuring data integrity [49, 50]. This
innovative solution offers numerous advantages, including
reliability (data is secure and immutable), accessibility (the
solution is suitable for rural areas), equity (all individuals, even
in the most remote areas, have access to an official birth
certificate), and sovereignty (local communities have greater
control over their data). As a result, it contributes to digital
inclusion and improves the living conditions of the most
vulnerable populations.
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Based on the relevance of the research findings, this section
outlines future directions for the design of other identity
documents and official certificates to reduce document fraud.
These include: Marriage certificates, which are issued by a civil
registrar and serve as legal proof of marital status; death
certificates, which are official administrative documents
attesting to a person's death and issued by the civil registrar of
the municipality where the death occurred; land titles, which are
official certifications of real estate ownership and are
considered irrevocable and inalienable; and diplomas, which
are official documents conferring a degree or qualification.

VIlI. CONCLUSION

The birth certificate is a legal and vital document that proves
an individual’s civil status. The fact that it certifies an
individual’s identity and family situation makes it a major
element generally required in administrative procedures such as
national identity cards, passports, diplomas, bank transactions,
etc. While blockchain technology is inherently secure, it
remains vulnerable to side-channel attacks that exploit indirect
information to compromise security[51, 52]. These attacks can
leverage variations in execution time to extract cryptographic
keys, potentially leading to the alteration of transactions. To
mitigate these threats, techniques such as obfuscation, which
aims to make code difficult to understand, analyze, or modify,
are crucial. As a result, continuous vigilance is necessary to
safeguard blockchain systems against such vulnerabilities. This
article aims to contribute to the development of a system for
issuing, tracking, and authenticating birth certificates based on
Hyperledger Fabric blockchain technology. To achieve this, the
network architecture model is proposed, it based on
VPN/MPLS on one hand, and on the other hand, the design of
the smart contract characterized by the creation, registration,
and verification of birth certificates, the approval of transactions
by approving nodes, the transparency and traceability of the
various processes, the security throughout the network, and the
architecture composed of imported packages, Data Structures,
main Functions, Birth Declaration Functions, and Birth
Certificate Functions. The proposed platform is an application
for creating, registering, and verifying the authenticity of birth
certificates, ensuring robust and efficient security-and
transparency. This platform is particularly important for
organizations responsible for producing birth certificates,
diplomatic representations, judicial and administrative
authorities, etc.
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