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Abstract—Data security in cloud storage is a pressing concern
as organizations increasingly rely on cloud computing services.
Transitioning to cloud-based solutions underscores the need to
safeguard sensitive information against data breaches and
unauthorized access. Traditional cryptography algorithms are
vulnerable to brute-force attacks and mathematical
breakthroughs, necessitating large key sizes for security.
Moreover, they lack resilience against emerging quantum
computing threats, posing a significant risk to encryption. To
tackle these issues, this study presents a novel lightweight
cryptography algorithm named as PSR which is aimed at
encryption so as to improve data security before storage in cloud
systems. The proposed system converts 128 bit plaintext to cipher
by employing techniques such as substitution, ASCII and
hexadecimal conversions, block-wise transformations including
Rail Fence, Grey Code, and XOR operations with random prime
numbers. Notably, the proposed algorithm demonstrates superior
performance with minimal runtime and memory usage, satisfying
the avalanche effect criterion with a noteworthy efficacy in all
executions and resistant to brute force attack.
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. INTRODUCTION

Cloud computing plays a vital role in modern businesses by
offering flexible and scalable solutions for storing and accessing
data, facilitating innovation, and enhancing collaboration while
reducing infrastructure costs and improving efficiency [1].
Ensuring data security in cloud computing is paramount,
safeguarding sensitive information from unauthorized access
and cyber threats. It fosters trust among users, promotes
compliance with data privacy regulations, and mitigates the risks
associated with data breaches. Robust security measures uphold
the integrity and confidentiality of data, bolstering the reliability
and credibility of cloud-based systems [2]. Traditional
cryptography and lightweight cryptography represent two
distinct approaches to securing data, each tailored to different
needs and constraints. Traditional cryptography typically
involves complex algorithms and protocols designed to provide
high levels of security but may require significant computational
resources and power consumption, making them less suitable for
resource-constrained environments [3]. On the other hand,
Lightweight cryptography is essential in cloud computing to
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optimize performance and resource usage, ensuring efficient
data processing and secure communication across distributed
networks while minimizing computational overhead [4]. In
cloud computing, although current lightweight cryptographic
algorithms provide efficiency, the ongoing development of new
ones is crucial. Continuous development of new lightweight
cryptographic algorithms in cloud computing ensures staying
proactive against emerging threats and optimizing performance
as environments evolve, supporting stronger, more resilient
systems [5].

Encrypting data before storing it in the cloud enhances
security by ensuring that only authorized parties with the
decryption key can access the data, thus protecting against
unauthorized access and data breaches. Additionally, encryption
helps organizations meet regulatory compliance requirements
and safeguards data integrity during transmission and storage [6].
In this research, the authors made progress in developing a novel
cryptographic algorithm named as PSR, with the objective of
encrypting data prior to its storage in cloud systems.

The subsequent sections of this paper are structured as
follows: Section Il outlines fundamental security requirements
in cloud computing and explore research on lightweight
cryptographic systems. Section 111 provides a brief overview of
the proposed algorithm. Section IV presents the performance
and security analysis of the proposed algorithm. Lastly, Section
V offers conclusions and outlines future prospects.

Il.  RELATED WORK

This section includes essential security needs in cloud
computing along with research on lightweight cryptographic
systems.

A. Security Requirements of Cloud Computing

Key security requirements in cloud computing, as outlined
by NIST [7], include confidentiality, availability, integrity,
authorization, authentication, accountability, and privacy.

Confidentiality involves restricting access to customer
information to authorized individuals. Integrity ensures that
information remains unaltered during processing or
transmission, and that only authorized individuals can modify or
delete it. Authentication verifies the identity of users accessing
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data, typically through account security measures. Availability
ensures that customer data and services are consistently
accessible. Authorization controls access to data, allowing only
authorized individuals to retrieve it [8-9].

B. Cloud Computing Security

Recent studies explore cloud computing security, focusing
on cryptography. They analyze encryption algorithms like AES,
IDEA, and DES, comparing symmetric and asymmetric
methods. Parameters such as Block Size, Key Length, and
Execution Time are evaluated for efficiency, especially in the
cloud environment [10]. [11] conducted a study on major cloud
service providers like Google (Google Drive) and Microsoft
(Azure and OneDrive). They examined cryptographic
algorithms commonly utilized in cloud computing, including
modern cryptography, searchable encryption, homomorphic
encryption, and attribute-based encryption (e.g., DES, 3DES,
AES, RC6, and BLOWFISH). By combining multiple
cryptographic techniques, they introduced a hybrid encryption
approach to enhance cloud data security. Additionally, [12]
compared IDAs, SHA-512, 3DES, and AES-256, focusing on
on-premise data encryption and decryption.

C. Study of Lightweight Cryptography Systems

M. Usman et al., [13] examined the Stable loT (SIT)
lightweight encryption algorithm, which utilizes a 64-bit block
cipher and mandates data encryption with a 64-bit address. This
approach incorporates elements of both the Feistel structure and
a uniform substitution-permutation network. In study [14], a
novel symmetric stream cipher, Ultramodern Encryption
Standard (UES), is introduced for secure data transmission,
utilizing prolic series numbers for key generation and
binary/gray code operations for encryption and decryption.
Sriram C P et al. introduced the Modular Encryption Algorithm
(MEA) [15], a novel symmetric block cipher utilizing a tri-
modular matrix for key generation and employing matrix
operations, permutations, and substitutions for encryption and
decryption processes. Authors in study [16] present a new
symmetric stream cipher called the "Random Prime Key (RPK)"
Algorithm, with an evaluation of its resilience against
differential cryptanalysis and other pertinent factors, aiming for
equilibrium between simplicity and security. In study [17], the
"RECTANGLE" cryptosystem is outlined, designed for a 64-bit
block size with key lengths of either 80 or 128 bits, and it
executes 25 rounds. In study [18], the paper discusses a
lightweight encryption algorithm for 10T devices, featuring a 64-
bit block cipher and an 80-bit key for data encryption. In study
[19], a lightweight cryptosystem features a 64-bit block size and
128-bit key, executed over 32 rounds with XOR operations and
rotations. Its goal is hardware deployment in ubiquitous devices
like wireless sensors and RFID tags, aiming for AES-level chip
size but with faster performance.

I1l.  THE PROPOSED ALGORITHM

To enhance data security within cloud computing, the
authors introduced a new lightweight cryptography algorithm
named as PSR, aimed at encrypting data prior to storage in cloud
systems. PSR encrypts 128-bit binary blocks using a 128-bit key
through 10 encryption rounds, relying on mathematical
functions for diffusion and confusion in each round. The system
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employs techniques like substitution, ASCII and hexadecimal
conversions, block-wise transformations including Rail Fence
and Grey Code, and XOR operations with random prime
numbers. Additionally, it assesses the avalanche effect by
comparing differing bits between the original plaintext and
resulting cipher text.

A. Encryption Process

To safeguard sensitive data, the proposed algorithm PSR
employs an encryption process that involves a sequence of
cryptographic techniques. This process converts plain text into
cipher-text while ensuring confidentiality and integrity. Here's a
summary of the steps involved in one round of encryption
process:

Input: Plain text message

Substitution Box Transformation:
Define substitution_box mapping characters to substitutes
substituted_text =""
for each character in input_text:
substitute = substitution_box[character]
append substitute to substituted_text
ASCII Conversion:
ascii_values =]
for each character in substituted_text:
ascii_value = convert character to ASCII value
append ascii_value to ascii_values
Hexadecimal Conversion:
hexadecimal_values = []
for each ascii_value in ascii_values:
hexadecimal_value = convert ascii_value to hexadecimal
append hexadecimal_value to hexadecimal_values
Hexadecimal to Binary Conversion:
binary_values =[]
for each hexadecimal_value in hexadecimal_values:
binary_value = convert hexadecimal_value to 8-bit binary
append binary_value to binary_values
Block-wise Transformation:
cipher_text =""
for each block in binary_values:
rail_fence_1=""
rail_fence_2 =""
for each bit in block:
if position_of _bit is even:
append bit to rail_fence_1
else:
append bit to rail_fence_2
grey_code = generate_grey_code(block)
left_shifted = left_shift(grey_code, 2)
not_operation_result = apply_not_operation(left_shifted)
new_substitution_box_result =
apply_new_substitution_box(not_operation_result)
prime_number = generate_random_prime(min,max)
prime_binary = convert prime_number to binary
xor_result = perform_xor(new_substitution_box_result,
prime_binary)
hexadecimal_result = convert xor_result to hexadecimal
ascii_result = convert hexadecimal_result to ASCII
character_result = convert ascii_result to character
append character_result to cipher_text

Output: cipher_text
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Fig. 1. PSR-Encryption process-flowchart.
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Transformation

The encryption process outlined in Fig. 1 begins by
substituting characters in the plain text with predefined
substitutes using a Substitution Box Transformation. ASCII
Conversion converts substituted characters into ASCII values,
followed by Hexadecimal Conversion for easier handling.
Hexadecimal to Binary Conversion prepares data for block-wise
transformation, where Rail Fence, Grey Code, Left Shift, and
NOT operations are applied successively. Subsequent steps
include a new Substitution Box Transformation, XOR operation
with a key i.e., random prime number, and conversion back to
cipher-text.

B. Key Exchange

The random prime keys used during the encryption process
need to be exchanged with receiver so as to make use of them in
decryption process. For safer exchange of keys between server
and client, hybrid model that combines Diffie—-Hellman (DH)
and New-Hope (NH) is adopted [20].

C. Decryption Process

The decryption process that takes the cipher text as input and
reverses the transformation steps to obtain the original plaintext
message.
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reverse_apply_new_substitution_box(not_operation_result)
xor_result = perform_xor(new_substitution_box_result,
prime_binary)
reconstructed_binary_values.append(xor_result)
Binary to ASCII Conversion:
decrypted_ascii_values =[]
for each binary_value in reconstructed_binary_values:
decrypted_ascii_value = convert binary _value to ASCII
append decrypted_ascii_value to decrypted_ascii_values
ASCII to Character Conversion:
original_text =""
for each ascii_value in decrypted_ascii_values:
character_result = convert ascii_value to character
append character_result to original_text

Output: original_text

Input: Cipher text message

Character to ASCII Conversion:
ascii_values =[]
for each character in cipher_text:
ascii_value = convert character to ASCII value
append ascii_value to ascii_values
Binary to Hexadecimal Conversion:
hexadecimal_values =[]
for each 8-bit binary_value in ascii_values:
hexadecimal_value = convert binary_value to hexadecimal
append hexadecimal_value to hexadecimal_values
Block-wise Transformation:
original_binary_values =[]
for each hexadecimal_value in hexadecimal_values:
binary_value = convert hexadecimal_value to binary
append binary_value to original_binary_values
Rail Fence and Grey Code Reconstruction:
reconstructed_binary_values =[]
for each block in original_binary_values:
not_operation_result = apply_not_operation(block)
new_substitution_box_result =

IVV.  RESULTS AND DISCUSSION

To validate the proposed algorithm, comparative analysis
and a series of security experiments were conducted to gauge the
effectiveness of the coding scheme, focusing on evaluation
metrics including processing time, confusion and diffusion,
avalanche effect.

A. Comparative Analysis of Proposed Encryption Algorithm

A comparison between the proposed method and current
encryption technigues mentioned in Table | which reveals
notable differences. While existing methods like DES, AES,
Blowfish, and LED utilize various structures and operations, the
proposed technique introduces a distinct approach. Unlike
DES's limited block and key sizes or AES's variable
configurations, the proposed technique offers a fixed 128-bit
block and key size. Notably, PSR introduces unique
mathematical operations like Rail-fence and Grey code
conversions, enhancing its security. With a focus on security,
PSR demonstrates a highly secure approach, surpassing the
proven inadequacies of DES while matching or exceeding the
security levels of AES, Blowfish, and LED as shown in Table I.

B. Processing Time

In cryptography, "processing time" is crucial, determining
how long it takes to perform cryptographic tasks, impacting the
speed of secure communication. Less processing time in
cryptography algorithms is important for ensuring efficient and
timely secure communication. The data presented in Table Il
represents the average encryption time obtained from five
consecutive experimental runs. Fig. 2 illustrates that the
proposed PSR algorithm consistently outperforms or matches
the processing times of established algorithms like DES, AES,
Blowfish, and LED across different file sizes. This underscores
the superior efficiency and competitive advantage of the PSR
algorithm in cryptographic operations.

C. Security Analysis

The proposed algorithm enhances the security of data before
it gets stored onto the cloud by bolstering confidentiality and
integrity while ensuring accessibility when needed. In terms of
security, the PSR cryptographic algorithm can withstand well-
known threats like weak key attacks, symmetric properties,
related-key attacks, and differential and linear cryptanalysis [25,
26].
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TABLE I. COMPARATIVE ANALYSIS OF PROPOSED ENCRYPTION ALGORITHM WITH EXISTING TECHNIQUES
Algorithm DES[21] AES[22] Blowfish[23] LED[24] Proposed Algorithm-PSR
Structure Feistel Substitution-Permutation Feistel Feistel + SP Feistel + SP

Block Size (bits) 64 128 64 64 or 128 128
éei%’s)s'ze 56 128,192, 256 32448 64 or 128 128
No. of Rounds 16 10,12, 14 16 Variable 10
Key Space 256 2128, 2192, or 2256 232 -2448 264 , 2128 2128

. Permutation, XOR, | XOR, Mixing, Substitution, | XOR, Mixing, | XOR, rotations, 2n Substitution, - Rail-fence, Bl_nary
Mathematical Shifti Shifti Multinlicati Substituti d dditi and Grey code conversions,
Operations ifting, ifting, ultiplication, ubstitution, mod addition, Shifting, NOT, XOR with Prime

Substitution Addition Shifting substitution ' '
Number

S-P Structure 8 S-Box 1 S-Box 4 S-Boxes 4 S-Boxes 2 S-Boxes
Security Rate Proven inadequate Secure Secure Secure Highly Secure

TABLE I1. COMPARATIVE ANALYSIS OF PROPOSED ALGORITHM’S PROCESSING TIME AND EXISTING CRYPTOGRAPHY ALGORITHMS
Algorithm DES[21] AES[22] Blowfish[23] LED[24] Proposed Algorithm-PSR
File Size (KB) Processing time (seconds)
28 0.0011 0.0014 0.0012 0.019 0.013
29 0.017 0.016 0.015 0.029 0.0152
210 0.028 0.029 0.031 0.0548 0.0352
213 0.29 0.29 0.24 0.62 0.45
214 0.945 0.805 1.06 1.45 0.789
215 1.91 1.74 2.01 2.53 1.65
Algorithm Processing Time Comparison
mmm DES
2.5 AES
mmm Blowfish
mmm LED
mm Proposed Algorithm-PSR
2.0
2
=
S
B 154
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'_
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i
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Fig. 2. Processing times of proposed algorithmm PSR cryptography algorithm and existing techniques.

Percentage of Avalanche Ef fect

D. Impact of Avalanche Effect-SPAC and SKAC
The algorithm must adhere to the Strict Plaintext Avalanche

_ (Number of bits flipped in the cipher text)
~ \Number of bits present in the cipher text

www.ijacsa.thesai.org

Criterion (SPAC), which implies that even a minor alteration in
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the plaintext, while keeping the key constant, should lead to
substantial changes in the resulting cipher text. Similarly, it
should also meet the Strict Key Avalanche Criterion (SKAC),
meaning that with the plaintext fixed, any slight modification in
the key should produce significant variations in the generated
cipher text [27]. The effectiveness of the PSR cryptography
algorithm's security was assessed using SPAC and SKAC. Table
111 presents the outcomes of this assessment for a fixed plaintext
("Cryptography") across varying keys.

TABLE Ill.  (A) SKAC ANALYSIS OF PSR CRYPTOGRAPHY ALGORITHM
Fixed Plaintext
I;Ss: Cipher-text (128 bits) Nurgﬁ:;g:dBits Avalarzg/t:)e effect
1 0A;@bQDp"S / 69 53.9
2 °s4 AROpiEge 74 57.59
3 i"WhU Fp*t 71 55.41
4 7hAB;&ndD;, 78 60.62
5 bEOU»Db®y 80 62.64
6 420> A D2ge 86 67.56
7 Ed¢@€ 00 a>Ps 109 85.83
8 NFENGENE 64 50.09
9 OJE\OCNi= 92 72.54
10 7°0&: A" @®3 99 77.91
Average SKAC 64.40
(B): SPAC ANALYSIS OF PSR CRYPTOGRAPHY ALGORITHM
Fixed key
Plaintext Cipher-text (128 bits) NunB]?tir o g‘f\_/fz:;rg;)e
Changed
Algorithm D3_®p¥:0®s 70 51.66
Percentage &®A|AL 71 52.58
Avalanche n*éEdx(| 77 57.22
Cloud Security | =oX+E#A20©&, 92 69.10
Computing QokabT¥ 86 64.44
i{f;gk Force | 1 Apezer=alpAn'=2 | 83 62.08
Diffusion ghlAtOjp 79 58.98
Confidentiality | 468A=p&Y,b7Av; 92 68.99
Integrity V@ét#a|>5 95 71.66
Light weight @9*#pOGC8v 86 64.56
Average SPAC 62.12

The results from the Tables 111 (A) and 111 (B) reveal that the
percentages for SKAC (Strict Key Avalanche Criterion) and
SPAC (Strict Plaintext Avalanche Criterion) are 64.40% and
62.12%, respectively. These thresholds demonstrate the
algorithm's effectiveness in achieving a notable avalanche effect,
which is critical for ensuring strong diffusion and enhanced
security. Among the various test cases evaluated, the PSR
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algorithm stands out for delivering the highest avalanche
percentages, showcasing its superior performance. This makes
it particularly well-suited for encrypting the texts before storing
them onto cloud systems, where data confidentiality, integrity,
and resilience against brute force attacks are well maintained.
With its ability to ensure high levels of diffusion, the PSR
algorithm is an excellent choice for protecting sensitive data
with respect to cloud-based environments.

E. Confusion and Diffusion

Confusion and diffusion, concepts initially explored by
Shannon [28], are fundamental to encryption, aiming to
complicate the relationship between encrypted text and keys.
Proposed encryption technique employs operations such as
substitution, ASCII and hexadecimal conversions, block-wise
transformations including Rail Fence and Grey Code, and XOR
operations with random prime numbers. Altering a single letter
in the original text impacts numerous sections of the encrypted
text, while each encryption of identical text generates a varied
outcome, enhancing both complexity and security.
Consequently, our approach seamlessly integrates the
fundamental concepts of confusion and diffusion.

F. Resistant to Brute Force Attack

A brute force attack exhaustively tests all potential
combinations to compromise encryption keys. The PSR
cryptography algorithm employs a 128-bit binary key, leading
to 2128 possible key combinations, guaranteeing unique keys for
each encryption process.

V. CONCLUSION AND FUTURE SCOPE

Ensuring data security prior to its storage in the cloud has
become increasingly crucial. Despite the existence of numerous
cryptography algorithms aimed at bolstering data protection,
there remains a significant demand for innovative approaches.
This paper presents a novel cryptography algorithm, denoted as
PSR, which operates on 128-bit plaintext using a 128-bit key to
produce 128-bit cipher text. It draws inspiration from the
architectural models of Fiestal and SP. The encryption method
under consideration utilizes various operations, including
substitution, ASCII and hexadecimal conversions, block-level
transformations such as Rail Fence and Grey Code, as well as
XOR operations involving random prime numbers. Despite
boundaries like fixed key length and computational overhead,
the PSR algorithm ensures high security with innovative
techniques such as prime-based XOR, Rail Fence, and Grey
Code. The experimental findings presented in Table | clearly
indicate that the PSR algorithm, as proposed, offers a high level
of security. Furthermore, Table Il illustrates shorter processing
times compared to current algorithms, affirming its applicability
even in resource-limited environments. Table Il data shows
PSR cryptography excels in SKAC and SPAC, averaging 64.40%
and 62.12%. The PSR algorithm's responsiveness to input
variations increases output randomness, a desirable trait in
cryptographic algorithms, thwarting attackers' predictions.
Future work can focus on benchmarking PSR in real-world
scenarios to evaluate its scalability and seamless integration with
diverse cloud systems.
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