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Abstract—Objectives: This study aims to evaluate the degree
of cybersecurity knowledge and awareness among university
students in Peru, Mexico, and Colombia, and to determine how
these factors contribute to protection against social cybercrime.
This cross-regional analysis represents a novel contribution by
comparing cybersecurity preparedness across three Latin
American countries, an underrepresented region in cybersecurity
education research. Methods: A cross-sectional study was
conducted using a 97-question survey that assessed both
cybersecurity knowledge and practices. The study invelved 809
university students from Peru, Mexico, and Colombia.
Correlation analysis was performed to examine the relationship
between cybersecurity knowledge and cybercrime prevention
practices. Results: The analysis revealed a positive but low
correlation (r=0.252) between cybersecurity knowledge and
cybercrime prevention practices. Only 10.71% of preventive
practices could be explained by acquired knowledge. Greater
efficacy was observed in cyberstalking prevention compared to
other forms of cybercrime. A significant gap was found between
theoretical knowledge and practical application of cybersecurity,
with only 44.6% of students receiving occasional information on
the subject. Conclusions: This study highlights the urgent need to
improve cybersecurity education in Latin American universities.
The findings underscore the importance of integrating applied
practices into cybersecurity curricula to strengthen students'
ability to effectively counter cyber threats. Future educational
initiatives should focus on bridging the gap between theoretical
knowledge and practical application to enhance students'
resilience against social cybercrime.
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L INTRODUCTION

Technological advancement has transformed the way daily
activities are conducted, especially since the Covid-19
pandemic, when dependence on internet access became crucial
[1]. Although these advances have proven effective and
beneficial in many aspects, it is essential to question whether
the associated risks are being adequately considered.
International organizations have expressed concern about the
increased reliance on applications, online courses, banking
services, and other digital resources. They emphasize the need
for governments to implement effective strategies to combat
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cyber threats [2]. Most online vulnerabilities stem from
insufficient cybersecurity knowledge among users [3]. For
university students, the use of online technology is ubiquitous;
however, they often lack awareness about the importance of
cybersecurity and risky online behavior due to limited
understanding of cyber security. Cybercrime is constantly
evolving; for example, an emerging crime is "social
cybercrime," which relates to online social interactions and
represents the transposition of traditional conflicts to a digital
environment [4]. First-world countries have implemented
various mechanisms to prevent user vulnerability, such as
raising awareness among high school and university students
[5]; however, in Latin America, the same attention has not
been paid to this problem. This research addresses a critical
gap by conducting a comparative analysis across three Latin
American countries—Peru, Mexico, and Colombia—to
understand regional patterns in cybersecurity awareness and
preparedness. Unlike previous single-country studies, this
multi-national approach provides insights into shared
vulnerabilities and educational needs across the region,
contributing to the development of context-specific prevention
strategies for social cybercrime in Latin American higher
education institutions. Therefore, the question arises: What is
the degree of knowledge and awareness about cybersecurity
among university students in Peru, Mexico, and Colombia as
protective measures against social cybercrime? The remainder
of this paper is organized as follows: Section Il reviews related
work on cybersecurity awareness and social cybercrime;
Section III describes the methodology employed in this study;
Section IV presents the results of our analysis; Section V
discusses the findings and their implications; and Section VI
concludes with recommendations for future research and
practice.

II. RELATED WORK

A systematic literature review was conducted examining
studies published between 2018 and 2023. This review
revealed that it is necessary to reinforce the knowledge,
attitude, and behavior of university students in cybersecurity,
as few countries implement preventive measures in this group
[6]. Another descriptive, correlational, and cross-sectional
study with 48 female high school students, focused on social
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cybercrime, showed that cybersecurity is effective in
preventing cyberharassment and cyberbullying [7]. Also,
Abdukadir Ahmed and colleagues [8] evaluated cybersecurity
awareness in 250 undergraduate and graduate students from
five universities. They found that virus and phishing attacks are
the most common problems, therefore, they recommended
continuous education and supervision in cybersecurity.

The constant evolution of cyber threats, such as
ransomware attacks, highlights the growing importance of
cybersecurity [9]. This has become essential to prevent data
breaches, inactivity, and intellectual property theft [10]. Recent
research highlights the growing dependence of individuals,
organizations, and countries on digital tools and networks.
However, this trend has intensified cybercriminal activities,
which in turn highlights the need to continuously improve
cybersecurity measures in the face of emerging threats [11]. In
a related study, Almansoori and others [12] discovered that the
Protection Motivation Theory (PMT) is predominant in most
studies on cybersecurity behavior, noting that, of 39 articles
analyzed, 56% focused on the organizational level, while
research at the individual level is still in an initial stage.

Cybersecurity, crucial for protecting systems, networks,
and data against digital attacks and ensuring the confidentiality,
integrity, and availability of information, requires a
comprehensive understanding of its environment, resources,
and guidelines [13, 14, 15]. Currently, organizations must
establish adequate levels of access and security gateways to
handle information securely. The complexity of cybersecurity
suggests a holistic approach, evidenced in the analysis of the
legal implications of technologies such as blockchain [16].

Moreover, the theory of planned behavior [17] highlights
the influence of perceived control and subjective norms on
personal actions, relevant to information management and risks
in cyberspace. The protection motivation theory [18, 19]
complements this approach by predicting the intention to
engage in protective practices, integrating risk perception and
evaluation of the effectiveness of protective measures.

In the university context, it is vital to develop educational
strategies that integrate technical knowledge, understanding of
student motivations and behaviors in the face of digital threats,
and promote effective security practices. This holistic approach
contributes to training professionals capable of navigating
cyberspace safely, thus strengthening the digital resilience of
society.

There are various models designed to measure and improve
cybersecurity knowledge. One of them is the "citizen-centered
cybersecurity model" developed by Mahlangu et al. [20]. This
model focuses on assessing citizen awareness, threat
evaluation, coping mechanisms, attitudes, and behavioral
intentions. The purpose is to promote safe behaviors in the
digital realm, emphasizing that adequate knowledge is
fundamental to understanding and effectively responding to
cyber threats. This model integrates concepts from the
Protection Motivation Theory (PMT).

On the other hand, the Qualification Level Awareness
Measurement Model, proposed by Erol and Sagiroglu [21],
offers a framework to direct attention to crucial aspects of a
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situation, integrate perceived information, and project future
system states. This model emphasizes the importance of
situational awareness, mental models, and information
processing, essential aspects for understanding and improving
cybersecurity practices. Applying these principles allows
individuals to evaluate cyber threats more effectively,
understand system vulnerabilities, and make informed
decisions to mitigate risks.

Furthermore, Tirumala et al. [22] propose a tiered structure
through the Qualification Level Awareness Measurement
Model, arguing that situational awareness or the situation
model reflects the current state of the mental model. This
model captures not only system parameters but also their
interrelationships, facilitating a meaningful understanding of
the system's state and its impact on future events. By
employing principles of the goal-driven processing model,
cybersecurity professionals can make more effective decisions
when responding to security incidents or implementing
preventive measures, improving cybersecurity posture and risk
management.

For the development of social cybercrime, the theory
proposed by Miréd Linares [4] is taken as a foundation.
According to him, the complexity of characterizing the authors
of social cybercrimes is due to the diversity of motivations and
actions they encompass. This category includes crimes with
different purposes, from sexual motivations to verbal
aggression on social networks and forums. He points out that
minors can not only be victims but also perpetrators of these
crimes, actively participating in activities such as sexting,
insults, slander, and cyberbullying. It is mentioned that the
profiles of social cybercrime perpetrators are as varied as the
types of crimes themselves, and that their characteristics may
be similar to those who commit similar crimes in physical
space. However, cyberspace modifies the risk environment
and, therefore, can alter the profile of offenders. As can be
noted, there is a need for a deeper analysis of how cyberspace
changes the profile of perpetrators of crimes such as
cybergrooming, cyberstalking, and cyberbullying.

Cyberbullying is a phenomenon that merges technology
and school bullying, using platforms such as social networks
and instant messaging to repeatedly harass individuals, causing
significant psychological damage to young people and
university students [23, 24, 25]. Information and
Communication  Technologies (ICT) facilitate  both
communication and amplified forms of bullying [26, 27], also
affecting university students, who require adjusted prevention
strategies [28]. Cyberbullying is recognized by the European
Union as one of the main online risks, driving measures to
protect young people [29], while research such as that of
Faucheretal. [30] suggests that impacts may vary by gender.

Cyberstalking, an evolution of traditional stalking, involves
the use of technology to pursue and threaten, characterized by
persistence and methods such as threatening messages and
identity theft [31, 32]. This phenomenon is debated among
experts on whether it constitutes an extension of conventional
harassment or a distinct problem [33]. Research indicates that
characteristics such as low self-control and bad social
influences predispose to cyberstalking [34], and studies in Italy
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reveal that victims can experience severe psychological
consequences, especially those exposed to multiple forms of
harassment [35].

Sexting, the exchange of erotic images through electronic
devices, is common among university students, especially
under pandemic circumstances [36, 37]. Although generally
consensual, it can lead to risky practices such as non-
consensual content publication, highlighting the importance of
cybersecurity education to prevent abuse and blackmail [38,
39].

Online grooming is another severe form of online abuse
where adults seek to manipulate minors to sexually abuse
them, differing from sexting in its intentions and consequences
[40, 41]. A study revealed that a significant proportion of
Spanish university students has been affected by this
phenomenon, with a notable impact on women and non-binary
individuals [42]. Research also points to the influence of
pornography consumption on vulnerability to grooming [43].

This analysis underscores the urgent need to implement
robust educational and protection measures in academic
settings to combat cybercrime and ensure a safe environment
for students. Therefore, the objective of this study is to evaluate
the degree of knowledge and awareness about cybersecurity
among university students in Peru, Mexico, and Colombia, and
determine how these factors contribute to protection against
social cybercrime.

III. METHODOLOGY

A basic research of descriptive nature with a quantitative
approach was conducted; of non-experimental cross-sectional
design and correlational explanatory level, with the purpose of
establishing the relationship between variable "X" representing
the Level of Knowledge in Cybersecurity and variable "Y",
representing the Degree of Prevention in Cybercrime.

For data collection, a questionnaire composed of 66
questions related to variable "X" and 31 questions for variable
"Y" was used. The dimensions evaluated for each variable
included the Level of Knowledge in aspects such as Online
grooming, Cyberstalking, Cyberbullying, and Sexting for
variable "X", and for variable "Y", the Degree of Prevention
and exposure. To validate and ensure the reliability of the
instrument, a pilot test was conducted, and the Cronbach's
Alpha coefficient was calculated.

TABLE L. RELIABILITY STATISTICS OF THE INSTRUMENT

Cronbach's Alpha N of elements

0.962 98

Table I shows the reliability of the applied instrument,
amounting to 0962, which indicates that the applied
instrument is highly reliable.

The analysis theory for the cybersecurity variable was
based on KAB model [6], for the social cybercrime variable it
was based on the typology of cybercrime proposed by Mird
Linares.
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The population consisted of university students from three
Latin American universities (Mexico, Colombia, and Peru).
The study was conducted with a sample of 809 students, who
voluntarily responded to the questionnaire through a Google
form.

The data exported to Excel were processed in the SPSS
statistical package version 28. To identify the characteristics of
students according to origin, age, study cycle; bivariate
statistical analysis of association was applied, data normality
analysis was performed, and considering the nature of the
variables, Spearman's Rho statistical test was used to measure
the correlation between them and their dimensions.

IV. RESULTS

The processed data correspond mostly (57%) to students in
cycles I, IV, VI, and VII (Fig. 1)
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Fig. 1. Study cycle of students.

Fig. 2 shows that the largest age range of participating
students is between 15 and 25 years old with 71%, and only
29% corresponds to students between 26 to 64 years old.
Dispersion measures show that the mean age is 25 years with a
standard deviation of 8.733 years.
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Fig.2. Age range of participating students.

As shown in Fig. 3, 58% of the surveyed students come
from the Universidad Privada del Norte Lima campus, 15%
from UAQ Mexico, 13% from the Universidad Tecnologica
del Pert, and the remaining 14% from UCC Colombia, UNIFE
Lima, UPC Lima. This distribution reflects the multi-
institutional and cross-national character of the study sample.
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Table II shows that 44.6% of students occasionally receive
or have had knowledge about Cybersecurity, with UPN-Lima
having the highest level on the subject (27.6%); likewise,
40.3% of students indicate that they have rarely evidenced or
put into practice prevention in cybercrime offenses, with UPN-
Lima again having the highest percentage with 24.6%.

The data normality analysis for the variables and their
dimensions indicates a significance p-value = 0.000 < 0.001, so

: > it ;
UAQ MEXICO ’ it is concluded that the behavior of the data does not follow a
0% 10%  20%  30%  40%  50%  60% normal distribution, therefore, it is necessary to apply non-
parametric tests for the validation of assumptions (Table III).
Fig.3. Universities of origin.
TABLEI. CROSS-TABULATION ON LEVEL OF KNOWLEDGE IN CYBERSECURITY AND DEGREE OF PREVENTION IN CYBERCRIME BY UNIVERSITY
University
UNIFE Total
UAQ México UCC Colombia Li UPC Lima Peru | UPN Lima Peru UTP Lima Peru
ima Peru
Never 0.5% 0.5% 0.2% 1.7% 1.5% 4.4%
X: Level of | Rarely 6.8% 22% 0.2% 2.8% 20.1% 6.7% 38.9%
E“OWledge Ocassionally 6.9% 3.3% 0.7% 2.5% 27.6% 3.6% 44.6%
Cybersecurity | Frequent 0.7% 0.7% 0.1% 0.6% 7.4% 0.6% 103%
Very Common 0.2% 1.2% 0.2% 1.7%
Never 6.7% 2.2% 0.2% 1.6% 19.5% 7.0% 37.3%
Rarely 53% 3.1% 0.2% 3.2% 24.6% 3.8% 40.3%
Y: Degree of
prevention in | Ocassionally 2.3% 1.1% 0.5% 1.0% 10.4% 1.4% 16.7%
cybercrime
Frequent 0.4% 0.5% 0.1% 0.2% 2.7% 0.4% 4.3%
Very Common 0.2% 0.1% 0.1% 0.9% 1.4%
Total 15.0% 7.0% 1.1% 6.2% 58.1% 12.6% 100.0%
TABLEIII. DATA NORMALITY ANALYSIS D3Y_ GROOMING Victimization 0.208 809 0.000
- D4Y_CYBERSTALKING Exhibition 0237 809 0.000
Kolmogorov-Smirnov?®
— - D5Y_Victimization CYBERBULLYING 0.247 809 0.000
Statistical gl Sig.
D6Y_CYBERBULLYING Victimizati 0.203 809 0.000
DIX: Leaming 0213 809 0.000 E rchmization
D7Y_SEXTING Exhibition 0.383 809 0.000
D2X: Knowledge 0.223 809 0.000
X: Level of ity knowl 2 :
D3X: Practice 0242 209 0.000 evel of cybersecurity knowledge 0.233 809 0.000
- - - Y: Degree of prevention of cybercrime 0.242 809 0.000
D4XLearning_ Online Grooming 0.224 809 0.000
D5X: Knowledge_Arrangement Online 0218 809 0.000 TABLEIV.  ANALYSIS OF CORRELATIONS BETWEEN THE STUDY
D6X: Practice_Online Arrangement 0.265 809 0.000 VARIABLES
D7X: Leaming_Cyberstalking 0.204 809 0.000 Y: Degree of prevention of
cybercrime
D8X: Knowledge Cyberbullyin 0.205 809 0.000 [
gy e X: Level of Spea;mfms ffici Rho 252%*
D9X: Practice_Cyberstalking 0.228 809 0.000 cybersecurity [—2omeration coefticient 500
DI0X: Leaming Cyberbullying 0213 809 | 0.000 knowledge | Sig. (bilateral) (p-valor<0.01)
DI1X: Knowledge_Cyberbullying 0223 809 0.000 Table IV shows the existing correlation between variable
D12X: Practice_Cyberbullying 0.249 809 0.000 X: Level of knowledge in cybersecurity and variable Y: Degree
DI13X: Leaming_Sexting 0.201 209 0.000 of prevention in cybercrime, evidencing the existence of a
- correlation (p-value = 0.000 < 0.01), positive low equal to the
D14X: Knowledge_Sexting 0.192 809 0.000 Spearman's Rho coefficient 0.252. This statement is
DI15X: Practice__Sexting 0.245 809 0.000 corroborated by Fig. 4 where the correlation points between
DIY Victimization 0224 509 0.000 both yarlgbles . are shov.vn,. where the coefﬁglent of
— determination R? = 0.1071 indicates that only 10.71% of the
D2Y_ GROOMING Exhibition 0360 809 0.000 degree of prevention in criminality is given by the level of

knowledge in cybersecurity.
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Fig. 4. Scatter plot of correlation between the level of knowledge in
cybersecurity and the degree of prevention in cybercrime.
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Table V shows the existing correlations between the
dimensions of variables X and Y:

There is a low positive correlation (r=0.134) between
Cybersecurity Leaming and  Victimization in
Cybercrime.

There is a low positive correlation (r=0.239) between
Cybersecurity ~ Practice and  Victimization in
Cybercrime.

Regarding Grooming, it is evident that its Learning has a
low positive correlation (r=0.095) with its Victimization;
Knowledge and Practice have a low positive correlation with
its Exposure (r=0.133, r=0.159) respectively, likewise they
have a low positive correlation with its Victimization (r=0.114,
r=0.223) respectively.

TABLEV.  ANALYSIS OF CORRELATIONS BETWEEN THE STUDY VARIABLES
Y
D1Y D2Y . . D3Y ) D4Y ) D5Y . D6Y ) D7.Y
Victimization Groomin | Victimization | Cyberstalking | Cyberstalking [ Cyberbulluing Sexting
Exhibition Grooming Exhibition Victimization | Victimization | Exhibition
DIX: Correlation coefficient ,134%* ,069* J11%* ,194%* ,143%* ,132%* 0.059
Leaming Sig. (bilateral) 0.000 0.050 0.002 0.000 0.000 0.000 0.096
D2X: Correlation coefficient 0.065 071* 0.044 L1 73%* ,080* 0.053 0.017
Knowledge Sig. (bilateral) 0.063 0.042 0.215 0.000 0.024 0.135 0.627
. Correlation coefficient 239%* ,155%* ,L165%* 233%* 210%* L156%* L158%*
D3X: Practice - -
Sig. (bilateral) 0.000 0.000 0.000 0.000 0.000 0.000 0.000
D4X: Online | Correlation coefficient ,184%* 0.024 L095%* ,193%* 31%* ,123%* 0.060
S;anr?n“;g Sig. (bilateral) 0.000 0.489 0.007 0.000 0.000 0.000 0.088
D5X: Online | Correlation coefficient L157%* ,133%* ,114%* ,L190%* ,157%* ,120%* ,084%*
Grooming - -
Knowledge Sig. (bilateral) 0.000 0.000 0.001 0.000 0.000 0.001 0.017
D6X: Online | Correlation coefficient 344%* ,159%* 223%* 277** ,280%* 207%* ,178%*
Grooming - -
Practice Sig. (bilateral) 0.000 0.000 0.000 0.000 0.000 0.000 0.000
D7X: Correlation coefficient L118%* ,074* ,082* 220%* ,103%* ,L108** 0.040
fZ: ;r;fag“(mg Sig. (bilateral) 0.001 0.036 0.019 0.000 0.003 0.002 0251
D8X: Correlation coefficient 11 0.038 ,076* L173%* ,097%* ,095%* 0.005
X %E:;f;gg{emg Sig. (bilateral) 0.002 0278 0.030 0.000 0.006 0.007 0.896
D9X: Correlation coefficient A24%% ,166%* 263%* 287 345%% L252%% 202%%*
grf;fiff“(mg Sig. (bilateral) 0.000 0.000 0.000 0.000 0.000 0.000 0.000
D10X: Correlation coefficient ,134%* ,069* J11%* ,194%* ,143%* ,132%* 0.059
Learning . .
Cyberbullying Sig. (bilateral) 0.000 0.050 0.002 0.000 0.000 0.000 0.096
DI11X: Correlation coefficient 0.065 071% 0.044 ,173%%* ,080* 0.053 0.017
Cyberbullying ; -
Knowledge Sig. (bilateral) 0.063 0.042 0215 0.000 0.024 0.135 0.627
DI12X: Correlation coefficient 344%* L167%* 220%* 235%* ,283%* 213%* L175%*
Cyberbullying ; )
Practice Sig. (bilateral) 0.000 0.000 0.000 0.000 0.000 0.000 0.000
D13X: Correlation coefficient ,305%* A71%* 216%* J12%* ,305%* 232%* L161%*
éﬁi{;‘gg Sig. (bilateral) 0.000 0.000 0.000 0.000 0.000 0.000 0.000
D14X: Correlation coefficient ,154%* ,090* ,088%* 212%* ,148%* ,13%* 0.050
Is(il)i)t\]??lidge Sig. (bilateral) 0.000 0011 0.013 0.000 0.000 0.001 0.156
| | DIsX: Correlation coefficient A22%% ,198%* 301 %% 301 %% 337 ,L262%% 221
?f;‘cti?cge Sig. (bilateral) 0.000 0.000 0.000 0.000 0.000 0.000 0.000
Correlation coefficient 285%* ,148%** ,174%* 267%* ,249%* ,189%* L1471%*
X Sig. (bilateral) 0.000 0.000 0.000 0.000 0.000 0.000 0.000
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Regarding Cyberstalking, it is evident that its Learning has
a low positive correlation with its Exposure and Victimization
(r=0.220, r=0.103) respectively; Knowledge about this crime
has a low positive correlation with Exposure and Victimization
(r=1.73, =0.097) respectively, finally its Practice has a low
positive correlation with Exposure and Victimization (1=0.287,
r=0.345) respectively. Regarding Cyberbullying, it is evident
that Practice in its knowledge has a low positive correlation
(r=0.213) with the Victimization of this crime.

Regarding Sexting, it is evident that Learning and Practice
in the recognition of this crime have a low positive correlation
(r=0.161,r=0.221) with its Exposure, respectively.

Finally, variable X (Level of knowledge in cybersecurity)
has a low positive correlation with Exposure and Victimization
of the crimes: Grooming, Cyberstalking, Cyberbullying, and
Sexting, which leads to the need to improve the mechanisms
and procedures of knowledge about cybersecurity, which
improve this correlation and thus avoid exposure and
victimization of these crimes.

V. DISCUSSIONS

This study on the knowledge and awareness of
cybersecurity of social cybercrime among university students
from Mexico, Colombia, and Peru reveals significant findings
that indicate the need to improve cybersecurity education for
this demographic group.

It is observed that the studied university population
presents a diversity in terms of experience and exposure to
knowledge about cybersecurity. Although the average age is 25
years, with a standard deviation of 8.733 years, it is important
to note that 71% of the participants are in the range of 15 to 25
years, while only 29% corresponds to students between 26 to
64 years. This distribution suggests that a significant
proportion of students are younger than average.

Although it could be expected that this population has had
time to be exposed to knowledge about cybersecurity, the data
indicates that only 44.6% of students occasionally receive or
have had knowledge on the subject. Furthermore, the low
elevation (r=0252) between the level of knowledge in
cybersecurity and the degree of prevention of cybercrime
suggests that age and exposure time do not necessarily translate
into greater awareness or effective practice in relation to social
cybercrime in its various manifestations.

A. Gap Between Theoretical Knowledge and Practical
Application of Cybersecurity

The data obtained in this study reveal a concerning gap
between theoretical knowledge of cybersecurity and its
practical application by university students. Despite having a
relatively high level of theoretical awareness about cyber
threats, many students do not effectively apply this knowledge
to protect themselves. This is reflected in the modest
correlations between the level of knowledge and the degree of
prevention of cybercrime, indicating that knowledge alone is
not sufficient to guarantee safe online behaviors [44, 45]. The
KAB model [6] suggest that cybersecurity education must go
beyond the simple transfer of information and focus on the
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formation of practical skills and motivation to effectively apply
this knowledge.

B. Variability in Awareness and Prevention of Different
Types of Cybercrime

The study also shows significant variability in awareness
and prevention among different types of cybercrimes. For
example, awareness about cyberbullying seems to be higher
than about online grooming, which may be influenced by the
frequency and visibility of prevention campaigns focused on
school bullying. However, the lack of awareness and effective
prevention in less discussed crimes, such as cyberstalking and
sexting, suggests the need for more inclusive and diversified
educational approaches that address all forms of cybercrime [4,
42], ensuring that students are equipped to recognize and
respond to a wider range of threats.

C. International Collaboration and Multidisciplinary
Approach

International collaboration and a multidisciplinary approach
are crucial aspects for effectively combating cybercrime. This
study, which encompasses universities from Peru, Mexico, and
Colombia, underscores the importance of this perspective. The
variability in legislation and security practices between
different countries demands greater cooperation and
coordination between governmental entities, educational
institutions, and private sectors at a global level. Furthermore,
integrating approaches from multiple disciplines, such as
psychology, law, and information technology, can offer more
comprehensive perspectives and more effective solutions to
cybersecurity challenges, especially in academic and youth
environments [17, 18].

VI. CONCLUSION

This study provides empirical evidence of the cybersecurity
knowledge and preventive practices among 809 university
students across Peru, Mexico, and Colombia. The findings
reveal a positive but weak correlation (r=0.252, p<0.01)
between cybersecurity knowledge and cybercrime prevention
practices, with only 10.71% of variance in preventive
behaviors explained by knowledge levels (R>=0.1071). These
quantitative results indicate that 44.6% of students receive only
occasional cybersecurity training, and 40.3% rarely implement
preventive measures against social cybercrime. Among the
four types of social cybercrime examined, cyberstalking
prevention demonstrated the highest correlation with
knowledge (r=0.287 for practice-exposure and r=0.345 for
practice-victimization), while grooming showed the weakest
associations.

A. Theoretical and Practical Implications

This research contributes to cybersecurity education theory
by empirically validating the gap between theoretical
knowledge and behavioral application in the Latin American
context, extending the Protection Motivation Theory (PMT)
and the Knowledge-Attitude-Behavior (KAB) model to the
domain of social cybercrime prevention. The multi-national
comparative approach reveals that cybersecurity challenges are
regionally consistent across Mexico, Colombia, and Peru,
suggesting that coordinated educational interventions could be
effective across Latin America.
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From a practical standpoint, these findings have direct
implications for higher education institutions. Universities
should redesign cybersecurity curricula to emphasize hands-on
training, simulation-based learning, and real-world case studies
rather than solely theoretical instruction. Educational programs
must specifically address the four dimensions of social
cybercrime—grooming, cyberstalking, cyberbullying, and
sexting—with particular attention to grooming prevention,
which showed the weakest knowledge-practice correlation.
Furthermore, institutions should implement mandatory,
continuous cybersecurity awareness programs integrated
throughout the academic curriculum rather than optional or
occasional workshops. Policymakers in Latin American
countries should consider establishing regional cybersecurity
education standards and sharing best practices to strengthen
collective digital resilience.

B. Research Limitations

This study presents several limitations that should be
acknowledged. First, the cross-sectional design captures only a
snapshot of cybersecurity knowledge and practices, preventing
causal inferences or the examination of temporal changes in
behavior. Second, the convenience sampling method, while
yielding a substantial sample size (n=809), may not fully
represent the diversity of university students across all Latin
American countries, as the study focused on three specific
nations. Third, self-reported measures are susceptible to social
desirability bias, potentially leading participants to
overestimate their cybersecurity knowledge or underreport
risky online behaviors. Fourth, the study did not account for
potential confounding variables such as socioeconomic status,
prior technology education, or individual differences in digital
literacy that may moderate the knowledge-practice
relationship. Finally, the instrument, while demonstrating high
reliability (0=0.962), was not validated across different cultural
contexts, which may affect its applicability to other regions or
populations.

C. Future Research Directions

Based on these findings and limitations, we propose three
specific directions for future research. First, longitudinal
studies should be conducted to track changes in cybersecurity
knowledge and preventive behaviors over time, particularly
following targeted educational interventions. Such studies
could employ pre-test/post-test experimental designs to
establish causal relationships between specific teaching
methodologies and behavioral outcomes. Second, future
research should expand geographically to include other Latin
American countries and develop cross-cultural comparisons
with other global regions to identify universal versus culture-
specific factors influencing cybersecurity behaviors. This
expansion would enable the development of globally informed
yet locally adapted prevention strategies. Third, researchers
should investigate the psychological and social factors that
mediate or moderate the knowledge-practice gap, such as risk
perception, self-efficacy, peer influence, and institutional
support. Mixed-methods approaches combining quantitative
surveys with qualitative interviews could provide deeper
insights into the barriers preventing students from translating
knowledge into protective action. Additionally, future studies
should explore the effectiveness of innovative pedagogical
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approaches, such as gamification, virtual reality simulations,
and peer-to-peer learning, in enhancing practical cybersecurity
skills among university students.
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