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Abstract—Digital transformation has created new 

opportunities for organizations, but it has also intensified 

cybersecurity risk. In emerging economies, where institutional 

support and digital literacy remain limited, cybersecurity 

awareness plays a crucial role in strengthening digital resilience 

and fostering a sustainable digital culture. This study introduces 

the CSR-Integrated Cybersecurity Awareness (CICA) 

Framework, which conceptualizes Corporate Social 

Responsibility (CSR) as a key driver of cybersecurity awareness, 

reinforced by the adoption of artificial intelligence (AI) and 

blockchain technologies. Data were collected from companies in 

Central Java, Indonesia, that implement CSR-based digital 

initiatives, with responses gathered from managers, CSR officers, 

and IT staff. Using Structural Equation Modeling (SEM), the 

findings show that CSR significantly enhances cybersecurity 

awareness, AI adoption strengthens proactive security measures, 

and blockchain increases trust and transparency. The results also 

reveal that CSR mediates the relationship between digital 

technology adoption and sustainable digital culture. This study 

contributes by integrating CSR and cybersecurity through 

emerging technologies, offering theoretical insights and practical 

implications for organizations in developing regions. 
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I. INTRODUCTION 

The 21st century is marked by the phenomenon of digital 
transformation, which is fundamentally changing how 
organizations thrive and survive in the global marketplace. 
Digital transformation contributes greatly to business success 
and resilience. Digital transformation provides opportunities and 
challenges, so that organizations are encouraged to implement 
strategies to be more competitive and increase market share [1]. 
Success in the digital era requires more than adopting advanced 
technologies; it demands fundamental transformation in 
organizational operations, innovation, and value-creation 
strategies [2]. 

In terms of significant enhancements in efficiency, 
innovation, and business growth, digitization has a significant 
impact. However, on the other hand, it also causes the risk of 
cyber-attacks and digital vulnerabilities. The availability of 
artificial intelligence (AI), big data, cloud computing, and 
blockchain technologies accelerates the direction of digital 
transformation, but also brings cyber risks and threatens 
businesses [3] (Saeed et al., 2023). The World Economic Forum, 
through its Global Cybersecurity Outlook 2025 report, 
highlights the increasingly complex global cyber ecosystem, 
which has broad implications for countries and organizations. 

These driving factors include rapid technological developments, 
geopolitical uncertainty, evolving threats, complex regulations, 
supply chain vulnerabilities, and a shortage of cyber [4]. This 
has a sharp impact on widening the cyber gap. At a broader level, 
this could widen the gap between developing and developed 
countries, between sectors, and between large and small 
organizations. This has a significant impact on widening the 
cyber gap. At a broader level, this could widen the gap between 
developing and developed countries, between sectors, and 
between large and small organizations. 

A study by Catal found that executive awareness of cyber 
risks is quite high, but their management varies across 
industries. Therefore, cybersecurity must be integrated into the 
entire digital transformation process [5]. Therefore, 
cybersecurity awareness is not solely the responsibility of IT 
professionals but is the responsibility of every individual. Both 
everyday internet users and professionals need to understand 
how to recognize and anticipate digital threats. Increasing 
cybersecurity literacy is a strategic step to protect personal data 
while maintaining a secure digital ecosystem for all. 

In developing countries, the urgency of cybersecurity is 
increasingly apparent. Southeast Asia suffers an estimated USD 
1.7 billion in losses annually due to cyberattacks [6], with 
Indonesia being a primary target. Despite the rapid adoption of 
digital developments across various sectors, Kaspersky reported 
the detection and interception of over 13 million web threats 
aimed at businesses in Southeast Asia (SEA) throughout 2023, 
with Indonesia reaching 4,968,729 threats in 2023 [7]. This 
paradox demonstrates that digitalization not only drives growth 
but also increases vulnerability to cyberthreats. 

At the same time, Corporate Social Responsibility (CSR) has 
expanded beyond traditional domains such as environment, 
education, and health to include digital responsibility. Digital 
transformation impacts internal and external CSR, particularly 
on shareholder value and employee responsibility through 
business model innovation [8]. Forward-thinking companies are 
beginning to view CSR not only as philanthropy but also as a 
strategic path to increase stakeholder trust and digital resilience. 

Visionary companies now view CSR not simply as a 
philanthropic activity, but as a strategy to build stakeholder trust 
and strengthen digital resilience [9].  Although the Corporate 
Social Responsibility (CSR) literature is replete with discussion 
on CSR as a standard element, there exists limited research that 
systematically links it to cybersecurity awareness in fostering 
maintenance of sustainable digital culture. Previous studies have 
explored different factors that influence CSR from the 
individual [10], organizational level to industry [11], and 
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institutional levels scale in a developing country context [12]. 
Corporate social responsibility is being demanded or required 
along with digital transformation to be increasingly considered 
in the light of ethical, sociopolitical, and security aspects that we 
see nowadays. There are several studies which also confirm that 
a CSR strategically aligned approach can increase the 
employees' understanding, organization learning, and promotion 
of other sustainable behavioral performance [13], [14], [15]. 

In [16], the authors state that CSR creates positive external 
legitimacy, while [17] and [18] found that CSR increases 
internal resilience by increasing safe internet behavior among 
employees. On the other hand, [19] states that issues related to 
corporate responsibility, such as data security, are 
interconnected and must be considered holistically within the 
framework of Corporate Digital Responsibility. 

New prospects for enhancing digital security advancements 
are driven by the emergence of Artificial Intelligence (AI)-based 
blockchain technology. AI helps drive early threat detection 
with computerized responses, and blockchain is currently being 
used for transparency and immutability [20], [21], integrity, and 
trust within digital frameworks  [22]. Integrating this technology 
with CSR-based awareness programs will result in the 
[Cybersecurity Integrated CSR Awareness] (CICA) model 
framework—an innovation for creating cybersecurity awareness 
among organizational members. For example, Yao's research 
shows a significant increase in social responsibility as 
innovative companies use AI in technology-based innovations 
[23]. 

This research is based on complementary theories: the 
Technology–Organization–Environment (TOE) framework and 
Institutional Theory. The Technology–Organization–
Environment (TOE) framework examines how technological, 
organizational, and environmental factors shape the adoption of 
artificial intelligence (AI) and blockchain. Institutional Theory 
explains the pressures of norms, culture, and rules that drive 
CSR-based digital practices. Furthermore, the Resource-Based 
View (RBV) theory supports this study as a guideline for how 
CSR can be considered a strategic resource that strengthens 
resilience and competitive advantage. 

The novelty of this study lies in the explicit integration of 
CSR with cybersecurity awareness, a relatively unexplored 
dimension within Corporate Digital Responsibility (CDR), and 
the conceptualization of AI and blockchain as not only enablers 
but also moderators that strengthen the relationship between 
CSR and cybersecurity. By focusing on emerging economies, 
particularly Indonesia, this research also addresses the 
geographic imbalance in CSR–cybersecurity research, which 
has been dominated by developed countries. The proposed CSR 
Integrated Cybersecurity Awareness (CICA) Framework further 
enriches the theoretical discourse by linking TOE, Institutional 
Theory, and RBV to explain how CSR can foster a sustainable 
digital culture. 

II. LITERATURE REVIEW 

A. Corporate Social Responsibility and Cybersecurity 

Awareness 

Corporate Social Responsibility (CSR) describes how 
companies allocate available resources, both financial and 

human, in order to support long-term sustainable economic 
growth and appreciate the full scope of related social, cultural 
and environmental implications. The core principles of CSR 
show businesses must not merely seek short-term profit, but 
long-term sustainability. CSR embodies the need for a company 
to understand its role in society, and that it must balance its 
commercial activities with human and environmental interests. 

The concept of Corporate Social Responsibility (CSR) is 
evolving alongside the conversation about sustainability. 
Nowadays, organizations are expected to step up as drivers of 
social and environmental change [24]. Modern CSR is seen as a 
comprehensive approach to business, where companies are 
responsible not only for making profits but also for the well-
being of people and the planet. Moreover, the rise of 
digitalization has brought new challenges to CSR, particularly 
in areas like data protection, privacy, digital skills, and access to 
technology. Companies are now tasked with not just fulfilling 
traditional social responsibilities but also creating a safe and 
inclusive digital landscape. When CSR initiatives align with 
business objectives, they can spark innovation, enhance 
competitive advantage, and ensure sustainable growth over time  
[25]. 

In today's digital age, Corporate Social Responsibility (CSR) 
has shifted towards digital accountability, encompassing aspects 
like technology inclusion, ethical practices, data protection, and 
cybersecurity awareness  [26]. Empirical studies suggest that 
CSR has a positive influence on employees’ awareness and 
responsible behaviors. For example, CSR programs were 
significantly associated with improved awareness and 
compliance in information security contexts [27], [28], [29]. 
Similarly, research on CDR highlights that when organizations 
publicly commit to digital responsibility, employees are more 
likely to internalize safe practices as part of their professional 
and ethical duties [30]. 

In addition, CSR contributes to the development of a 
sustainable digital environment that is in line with the idea of 
Corporate Digital Responsibility (CDR), which focuses on the 
ethical, safe, and sustainable management of data, artificial 
intelligence, and technology [31]. CSR is considered a 
component of strategic planning and managerial decision-
making [32]. As a result, CSR can be seen as a key driver of 
digital trust. By integrating cybersecurity-focused initiatives 
into CSR efforts, organizations not only enhance their external 
credibility but also strengthen their internal resilience. As a 
foundation for building a secure, ethical, and resilient digital 
organization, the framework proposed in this study is: 

H1: CSR initiatives positively affect cybersecurity 

   awareness. 

H2: CSR initiatives positively influence the development  

   of a sustainable digital culture. 

B. Sustainable Digital Culture 

Rapid technological developments have transformed global 
society, with digital literacy rapidly increasing. These changes 
not only impact the use of digital devices and platforms but also 
our interactions, communications, and the expression of our 
cultural values. Digital culture is the starting point for the 
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sustainable development of businesses run by a company or 
organization. Consequently, digital culture has emerged as a 
crucial topic deserving attention. 

Sustainable digital culture involves incorporating long-term 
digital ethics, accountability, and security into the practice of an 
organization  [33], [34]. Awareness driven by corporate social 
responsibility (CSR) and the adoption of technology play vital 
roles in fostering this culture. The culture within an organization 
is marked by an ongoing necessity to adjust to an ever-evolving 
technological environment and to shift values in order to address 
or foresee future environmental needs [35]. 

Sustainable digital culture describes an organizational 
setting where digital technologies are woven into values, norms, 
and practices that emphasize both innovation and long-term 
security. Unlike digital practices that are reactionary or solely 
focused on compliance, a sustainable digital culture 
encompasses digital responsibility, ethical use of technology, 
and resilience as fundamental aspects of organizational behavior 
[36]. 

The significance of a sustainable digital culture has gained 
increasing acknowledgment in global discussions. According to 
the World Economic Forum, resilient organizations are those 
that integrate cybersecurity and digital responsibility into their 
corporate ethos, allowing them to endure challenges such as 
major data breaches or widespread cyberattacks [37]. Research 
indicates that organizations with robust digital cultures 
demonstrate greater flexibility during crises, such as the 
COVID-19 pandemic, by effectively utilizing digital tools in a 
secure and sustainable manner [38], [39]. 

Corporate Social Responsibility (CSR) is crucial in 
influencing sustainable digital culture. By incorporating 
cybersecurity awareness initiatives into CSR efforts, businesses 
foster values of accountability and shared responsibility. This 
supports the notion that CSR not only bolsters external 
legitimacy but also promotes internal resilience, thereby 
contributing to a secure and sustainable digital landscape. 

C. Cybersecurity Awareness 

Vulnerability to various threats is rapidly increasing due to 
our high dependence on technology for communication, 
financial transactions, and personal data management. As cyber 
threats become more sophisticated, organizations are 
responsible for equipping their employees with the knowledge 
and skills necessary to identify and prevent them. Human factors 
are often the weak link in cybersecurity [40], [41].. 
Cybersecurity awareness must be implemented with care [42]. 
Cybersecurity awareness is essential for reducing the risk of 
phishing, social engineering, and insider threats. 

In fact, integrating cybersecurity awareness into CSR 
initiatives can be an ethical and socially responsible way to 
promote safe digital behavior. Cybersecurity awareness 
encompasses the ability of individuals within an organization to 
understand, recognize, and respond appropriately to cyber 
threats. It includes the knowledge, attitudes, and behaviors that 
contribute to the protection of digital assets and the reduction of 
vulnerabilities [43]. 

Increasing cybersecurity awareness does not only involve 
implementing training programs; it also involves fostering a 
deeper comprehension among individuals within the 
organization and providing them with the skills to respond to 
threats effectively [44]. A comprehensive strategy should 
incorporate organizational elements, operational processes, and 
human resources [45]. By deploying awareness and training 
initiatives, employees acquire insights into the organization's 
security needs, policies, and procedures for securing sensitive 
data, while also enhancing their capabilities in addressing 
cybersecurity threats [46]. 

Raising cybersecurity awareness goes beyond simply 
offering training programs; it also entails fostering a deeper 
understanding among individuals in the organization and 
providing them with the skills to effectively react to threats [44]. 
A holistic strategy must encompass organizational elements, 
operational processes, and human capital [45]. By implementing 
awareness and training initiatives, employees gain insight into 
the organization's security needs, policies, and procedures to 
safeguard sensitive data and enhance the handling of 
cybersecurity challenges [46]. 

The human aspect of information security has been designed 
to conceptualize cybersecurity awareness. The Human Aspects 
of Information Security Questionnaire (HAIS-Q) has identified 
several dimensions of awareness, including password 
management, email usage, social networking, information 
handling, and incident monitoring [47]. These dimensions 
reflect the idea that awareness is not only about mastering 
knowledge, but also about applying that knowledge into 
consistent and secure digital practices. 

Scientific evidence confirms the importance of cybersecurity 
awareness. Training has been shown to reduce the risk of 
phishing and malware attacks  [47], while a work culture that 
emphasizes accountability encourages compliance and follow-
up on threats [48]. Therefore, awareness must be the foundation 
of an organization's cybersecurity strategy. 

In the context of the CSR framework, cybersecurity 
awareness can be developed through digital literacy programs, 
training in the ethical use of technology, and community 
campaigns. This awareness plays a role in creating a sustainable 
digital culture, where CSR provides legitimacy and resources, 
while individuals apply these values to their daily practices, 
which can strengthen the organization's digital responsibility. 

H3: Cybersecurity awareness positively contributes to the 

   enhancement of a sustainable digital culture. 

H4: Cybersecurity awareness mediates the relationship 

    between Corporate Social Responsibility (CSR) and 

    sustainable digital culture. 

D. Artificial Intelligence Adoption 

AI has revolutionized cybersecurity with its real-time threat 
detection and predictive analysis capabilities, increasing 
efficiency and resilience to attacks [49]. Unlike rule-based 
systems, AI can analyze big data, recognize abnormal patterns, 
and prevent risks before they develop. 
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Within the Technology–Organization–Environment (TOE) 
and Technology Acceptance Model (TAM) frameworks, AI 
adoption is influenced by technological factors, organizational 
readiness, and external pressures [50]. In developing countries, 
AI is adopted not only for operational efficiency but also to 
strengthen security and compliance [51]. 

In relation to CSR and cybersecurity, AI plays a role as an 
amplifier for awareness programs. Without technological 
support, CSR initiatives tend to be limited. AI tools such as 
intelligent firewalls, phishing detection, and behavioral 
analytics increase the effectiveness of training by reducing 
reliance on humans [52], [53]. 

Strategically, the integration of AI in CSR reflects a 
company's commitment to technological responsibility, not only 
for profit, but also to protect stakeholders and build public trust. 

H5a: The adoption of Artificial Intelligence (AI) moderates 

   the relationship between Corporate Social 

   Responsibility (CSR) and cybersecurity awareness. 

E. Blockchain Adoption 

The adoption of blockchain is driven by technological, 
organizational, and environmental (TOE) factors, as well as 
perceived benefits, infrastructural readiness, and external 
pressures such as regulatory requirements and competition  [54]. 
Blockchain offers secure, transparent, and immutable data 
management, making it relevant for cybersecurity governance 
and CSR reporting [55]. This technology is not only connected 
to cryptocurrency but also has vast promise for constructing 
reliable digital infrastructure through decentralization, 
transparency, and consensus mechanisms [21], [56]..In an 
organizational context, blockchain provides a verified and 
immutable transaction record, reducing the risk of fraud and 
increasing resilience to cyberattacks [57]. While adoption in 
emerging economies has likely been incremental, blockchain 
applications in supply chain, healthcare, and digital identity are 
steadily increasing [58]. 

In the CSR-cybersecurity framework, blockchain has a role 
as a moderator by ensuring transparency and accountability. 
Through blockchain-based reporting systems, CSR initiatives 
regarding data security and digital literacy can be instated with 
more credibility, strengthening the effectiveness of 
cybersecurity awareness programs driven by CSR. 

H5b: The adoption of Blockchain moderates the relationship 

   between Corporate Social Responsibility (CSR) and 

   cybersecurity awareness. 

The reviewed literature shows that CSR and cybersecurity 
are often examined separately, with limited studies linking CSR 
to cybersecurity awareness. Existing models also tend to focus 
on individual behavior or technology adoption without 
considering CSR as a strategic driver of security practices. 
Additionally, the roles of AI and blockchain in supporting CSR-
based security outcomes remain understudied, particularly in 
emerging economies. 

To address these gaps, this study proposes the CICA 
Framework, which integrates CSR, cybersecurity awareness, 

and emerging technologies. By testing this framework 
empirically in an emerging-economy context, the study provides 
new evidence on how CSR, AI, and blockchain contribute to 
strengthen sustainable digital culture. Fig. 1 presents the 
research framework. 

 

Fig. 1. Research framework. 

III. METHODS 

This research uses a quantitative design with a survey 
approach combined with Structural Equation Modelling (SEM) 
analysis. The research population includes companies and 
institutions in Central Java that have applied CSR programming 
and digital awareness practices or security-related programs. A 
purposive sampling technique was applied to select relevant 
respondents, including the CSR manager, IT or security 
personnel, academic officers involved in digital programs, and 
those actively involved in CSR-based awareness campaigns. 

A total of 220 valid responses were collected, fulfilling the 
recommended minimum for SEM, which is 5 to 10 times the 
number of latent constructs or the maximum number of 
structural paths, rather than the number of indicators. The 
research questionnaire was structured and developed based on 
previous literature. The CSR indicators were modified from 
[59], cybersecurity awareness was adapted from [29], AI 
adoption was based on [49], blockchain adoption was derived 
from [55], and sustainable digital culture was adapted from  [60]. 
All items were measured using a five-point Likert scale ranging 
from “strongly” to “strongly agree”. Data analysis consisted of 
assessing reliability and validity through Cronbach’s Alpha, 
Composite Reliability, and Confirmatory Factor Analysis 
(CFA). Structural relationships were examined using SEM–
Partial Least Squares (SEM-PLS). Mediation analysis was 
further conducted to evaluate the role of cybersecurity 
awareness in mediating the influence of CSR on sustainable 
digital culture. Additionally, the correlation was tested using 
SEM-Partial Least Squares (SEM-PLS) [64]. Mediation 
analysis was also performed to examine the role of CSR in 
influencing sustainable digital culture through cybersecurity 
awareness. 

IV. RESULTS 

A. Respondent Characteristic 

This research collected responses of 220 participants 
representing organizations in Central Java, Indonesia, that have 
implemented CSR and digital initiatives. The majority of 
respondents are female (61.4%), with the remaining 38.6%  
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male. In term of age distribution, the largest group are between 
31 and 40 years old (38.6%), followed by over 40 years old 
(35.9%) and 21 – 30 years old (25%), with only 0.5% aged 
below 20. 

In terms of educational qualification, 48.2% of respondents 
hold a diploma, 47.3% a bachelor’s degree, and 4.5% a master’s 
degree. Regarding professional occupation, 36.80% are 
IT/Security officers, 28.2% are CSR Managers, and then 
academic personal involved in digital programs are 13.6%.  The 
respondent’s work experience also varies, with 36.4% having 
worked for 4-6 years, and 30.9% for more than 6 years. 26.8% 
for 1-3 years, and only 5.9% for less than one year. The result of 
the respondent characteristic is displayed in Table I. 

TABLE I.  RESPONDENT CHARACTERISTIC 

 Frequency 
Per 

cent 

Valid Per 

cent 

Cumulative 

Per cent 

Gender     

Valid 

Male 85 38.6 38.6 38.6 

Female 135 61.4 61.4 100.0 

Total 220 100.0 100.0  

Age 

Valid <20 1 .5 .5 .5 

 21-30 55 25.0 25.0 25.5 

 31-40 85 38.6 38.6 64.1 

 >40 79 35.9 35.9 100.0 

 Total 220 100.0 100.0  

Education 

Valid Diploma 106 48.2 48.2 48.2 

 Bachelor 104 47.3 47.3 95.5 

 Master 10 4.5 4.5 100.0 

 Total 220 100.0 100.0  

Occupation 

Valid Employee 62 28.2 28.2 28.2 

 
Academic 

Staff 
30 13.6 13.6 41.8 

 
Security 

Officer 
81 36.8 36.8 78.6 

 
CSR 

Manager 
47 21.4 21.4 100.0 

 Total 220 100.0 100.0  

Years of Experience 

Valid 1 13 5.9 5.9 5.9 

 1-3 59 26.8 26.8 32.7 

 4-6 80 36.4 36.4 69.1 

 >6 68 30.9 30.9 100.0 

 Total 220 100.0 100.0  

Source: Data processing results, 2025 

B. Measurement Model (Outer Model) 

The outer loading analysis confirms that the majority of 
items load adequately onto their intended constructs, supporting 
the convergent validity of the measurement model. 

1) Validity and reliability test: Table II shows the results of 

the reliability and validity test. Cronbach’s alpha ranged from 

0.686 to 0.814, which means that all were above the 0.70 

threshold or close to acceptable levels for exploratory studies 

[61]. Composite Reliability (CR) values ranged between 0.784 

and 0.877, exceeding the minimum requirement of 0.70. it 

confirms internal consistency reliability. Average Variance 

Extracted (AVE) values were above 0.50 for all constructs 

(0.529-0.641), demonstrating satisfactory convergent validity. 

These results confirm that all constructs meet the requirements 

for reliability and validity in the measurement model [62]. 

TABLE II.  CONSTRUCT RELIABILITY AND VALIDITY 

 
Cronbach's 

Alpha 
rho_A 

Composite 
Reliability 

Average Variance 
Extracted (AVE) 

AI 0.712 0.727 0.817 0.529 

BA 0.814 0.824 0.877 0.641 

CA 0.686 0.686 0.784 0.613 

CSR 0.737 0.737 0.820 0.532 

SDC 0.794 0.805 0.847 0.582 

Source: Data processing results, 2025 

2) R-Square test (R2): Table III explains the explanatory 

power of the structural model. The R2 value for Cybersecurity 

Awareness (CA) is 0.616, indicating that CSR, AI, and 

Blockchain explain 61.6% of its variance. Meanwhile, 

Sustainable Digital Culture (SDC) shows an R2 of 0.346, 

suggesting that CSR and CA togethers explain 34.6% of its 

variance. These values indicate substantial explanatory power 

for CA and moderate explanatory power of SDC. 

TABLE III.  R-SQUARE 

 R-Square R-Square Adjusted 

CA 0.616 0.611 

SDC 0.346 0.340 

Source: Data processing results, 2025 

3) Model fit test: The goodness-of-fit indices for the 

measurement and structural model are presented in Table IV. 

The Standardized Root Mean Square Residual (SRMR) values 

of 0.085 (saturated model) and 0.089 (estimated model) fall 

below the recommended threshold of 0.10, indicating an 

acceptable model fit. The d_ULS and d_G values also fall 

within acceptable ranges for PLS-SEM exploratory models. 

The Chi-square values for both models (803.085 and 816.569) 

show consistency between the saturated and estimated 

structures. Additionally, the Normed Fit Index (NFI) values of 

0.912 and 0.905 exceed the recommended cut-off of 0.90, 

demonstrating strong model fit and confirming the adequacy of 

the proposed structural relationships. Then, the model fit 

statistics confirm that the measurement and structural models 

are appropriate. 

TABLE IV.  MODEL FIT 

 Saturated Model Estimated Model 

SRMR 0.085 0.089 

d_ULS 2.915 3.213 

d_G 0.688 0.700 

Chi-Square 803.085 816.569 

NFI 0.912 0.905 

Source: Data processing results, 2025 
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4) Model selection criteria: The result of the model 

selection criteria is displayed in Table V. Based on the table, all 

indices (AIC, BIC, and HQ) values provide additional 

robustness checks for comparing alternatives model 

specifications. Negative AIC and BIC values for CA and SDC 

suggest good model parsimony. Corrected criteria (AICc, 

HQCc) [63] also support the stability of the estimated model. 

While all these values are supplementary, they reinforce the 

appropriateness of the selected framework. 

TABLE V.  MODEL SELECTION CRITERIA 

 

AIC 

(Akaike

's 

Informa

tion 

Criterio

n) 

AICu 

(Unbiased 

Akaike’s 

Informatio

n 

Criterion 

AICc 

(Corrected 

Akaike’s 

Informatio

n 

Criterion) 

BIC 

(Bayesi

an 

Informa

tion 

Criteria

) 

HQ 

(Hann

an 

Quinn 

Criteri

on) 

HQc 

(Correct

ed 

Hannan-

Quinn 

Criterion

) 

C

A 

-

203.498 
-199.462 18.782 

-

189.924 

-

198.0

17 

-197.639 

S

D

C 

-88.396 -85.375 133.790 -78.215 

-

84.28

5 

-84.050 

Source: Data processing results, 2025 

 

Fig. 2. Outer model or measurement model. 

Source: Data processing results, 2025 

Annotation: 

AI: AI Adoption 

BA: Blockchain Adoption 

CA: Cybersecurity Awareness 

CSR: Corporate Social Responsibility 

SDC: Sustainable Digital Culture 

Fig. 2 illustrates the outer model and the standardized factor 
loadings for all constructs. The measurement model 
demonstrates that each indicator loads strongly on its intended 
latent construct. All loading values exceed the recommended 
threshold of 0.60, indicating acceptable convergent validity. The 
CSR construct shows loading values ranging from 0.640 to 
0.683, while AI adoption indicators load between 0.714 and 
0.762. Blockchain adoption indicators demonstrate strong 
loadings ranging from 0.775 to 0.841. 

Cybersecurity awareness (CA) indicators also perform 
satisfactorily, with loadings between 0.528 and 0.582, which are 
acceptable for exploratory PLS-SEM studies. The sustainable 
digital culture (SDC) construct shows consistently high 
indicator loadings between 0.674 and 0.749, demonstrating 
strong reflective measurement reliability. 

Furthermore, the coefficient of determination (R²) indicates 
that the model has good explanatory power. CSR, AI, and 
blockchain collectively explain 61.6% of the variance in 
cybersecurity awareness (CA), while CSR and CA explain 
34.6% of the variance in sustainable digital culture (SDC). 
These values demonstrate that the model has meaningful 
predictive capability. 

Overall, the outer model satisfies the key reliability and 
validity criteria, confirming that each construct is measured 
accurately and consistently. The indicators are therefore suitable 
for inclusion in the structural model assessment. 

C. Structural Inner Model and Hypothesis Test 

Table VI reveals the results of the path coefficients used to 
test the hypothesized relationships in the structural model. The 
results indicate several significant relationships. CSR → 
Cybersecurity Awareness (CSA). CSR has a strong and positive 
influence on CSA (β = 0.699, t = 17.363, p < 0.001). This 
indicates that CSR initiatives significantly increase 
cybersecurity awareness among organizational members. CSR 
→ Sustainable Digital Culture (CSA). CSR also directly 
influences CSA (β = 0.224, t = 2.462, p = 0.014). Although the 
effect is smaller than CSA, these results indicate that CSR 
contributes to building a sustainable digital culture. 
Cybersecurity Awareness (CSA) → Sustainable Digital Culture 
(CSA). CSA exhibits a significant positive impact on CSA (β = 
0.404, t = 4.338, p < 0.001). This suggests that increased 
awareness of cybersecurity practices fosters stronger digital 
sustainability within organizations. AI → CA. AI adoption 
significantly increases CA (β = 0.177, t = 3.850, p < 0.001). This 
confirms AI's role in increasing awareness by enabling 
predictive threat detection and intelligent digital monitoring. 
Blockchain Adoption (BA) → CA. Blockchain adoption 
positively impacts CA (β = 0.220, t = 3.515, p < 0.001). This 
suggests that blockchain's transparency and security features 
contribute to increased cybersecurity awareness within 
organizations. 

TABLE VI.  PATH COEFFICIENT 

 
Original 

Sample (O) 

Sample 

Mean (M) 

Standard 

Deviation 

(STDEV) 

T Statistics 

(|O/STDE) 

P 

Values 

AI -> 

CA 
0.177 0.185 0.046 3.850 0.000 

BA -> 

CA 
0.220 0.217 0.063 3.515 0.000 

CA -> 

SDC 
0.404 0.408 0.093 4.338 0.000 

CSR -

> CA 
0.699 0.697 0.040 17.363 0.000 

CSR -

> SDC 
0.224 0.231 0.091 2.462 0.014 

Source: Data processing results, 2025 

These results provide strong empirical support for the CSR-
Integrated Cybersecurity Awareness Framework (CICA). CSR 
has both direct and indirect impacts on sustainable digital 
culture, with cybersecurity awareness as a key mediating 
construct. Furthermore, the adoption of AI and blockchain 
technologies strengthens cybersecurity awareness, in line with 
their theoretical role as moderators in the conceptual framework. 
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D. Mediation Analysis 

1) Indirect effects: Table VII reports the results of the 

indirect effect analysis to probe the mediating role of 

Cybersecurity Awareness (CSA) in the relationship between 

CSR, AI, blockchain adoption, and Sustainable Digital Culture 

(SDC). Based on the analysis results, it was revealed that AI → 

CSA through CSA: AI has a significant indirect effect on CSA 

through CSA (β = 0.071, t = 2.742, p = 0.006). This indicates 

that AI contributes to sustainable digital culture, primarily by 

strengthening cybersecurity awareness. Additionally, 

Blockchain Adoption (AP) → CSA through CSA: AP also has 

a significant indirect effect on CSA through CSA (β = 0.089, t 

= 2.454, p = 0.014), indicating that blockchain adoption 

promotes digital sustainability when combined with increased 

cybersecurity awareness. Finally, CSR → SDC through CA: 

CSR has strong and significant indirect effects on SDC 

mediated by CA (β = 0.283, t = 4.289, p < 0.001). This 

underlines the essential role of cybersecurity awareness as an 

intervention mechanism through which CSR initiatives 

improve sustainable digital culture. 

TABLE VII.  INDIRECT EFFECTS 

 

Original 

Sample 

(O) 

Sample 

Mean 

(M) 

Standard 

Deviation 

(STDEV) 

T Statistics 

(|O/STDEV|

) 

P 

Val

ues 

AI -> 

CA 
          

AI -> 

SDC 
0.071 0.075 0.026 2.742 

0.00

6 

BA -> 

CA 
          

BA -> 

SDC 
0.089 0.090 0.036 2.454 

0.01

4 

CA -> 

SDC 
          

CSR -

> CA 
          

CSR -

> 

SDC 

0.283 0.284 0.066 4.289 
0.00

0 

Source: Data processing results, 2025 

These results simultaneously support H4, establishing CA as 
a key mediator that directs the influence of CSR, AI, and 
blockchain adoption into the development of a sustainable 
digital culture. These findings strengthened the theoretical 
proposition of the CSR Integrated Cybersecurity Awareness 
Framework (CICA), in which cybersecurity awareness serves as 
a foundation that connects organizational responsibility and 
technology adoption with long-term digital sustainability. 

2) Specific indirect effects: Table VIII presents specific 

indirect effects confirming that KSI significantly mediates the 

relationship between CSR, AI, blockchain adoption, and 

sustainable digital culture (SDC). AI → KSI → SDC: The 

indirect effect is significant (β = 0.071, t = 2.742, p = 0.006), 

indicating that AI adoption enhances sustainable digital culture 

primarily through its positive influence on cybersecurity 

awareness. BA → KSI → SDC: The indirect path is also 

significant (β = 0.089, t = 2.454, p = 0.014), indicating that 

blockchain adoption enhances digital sustainability when it 

increases cybersecurity awareness. CSR → CA → SDC: The 

strongest mediation effect occurs in the CSR path (β = 0.283, t 

= 4.289, p < 0.001), indicating that CSR initiatives significantly 

strengthen sustainable digital culture by first increasing 

cybersecurity awareness. 

These results provide strong support for H4, which confirms 
CA as a central mediating mechanism. This means that CSR and 
emerging technologies do not directly transform digital culture 
separately; their effects are significantly strengthened when both 
first increase cybersecurity awareness within the organization. 

TABLE VIII.  SPECIFIC INDIRECT EFFECTS 

 

Original 

Sample 

(O) 

Sample 

Mean 

(M) 

Standard 

Deviation 

(STDEV) 

T Statistics 

(|O/STDE|

) 

P 

Val

ues 

AI -> CA 

-> SDC 
0.071 0.075 0.026 2.742 

0.0

06 

BA -> 

CA -> 

SDC 

0.089 0.090 0.036 2.454 
0.0

14 

CSR -> 

CA -> 

SDC 

0.283 0.284 0.066 4.289 
0.0

00 

Source: Data processing results, 2025 

TABLE IX.  TOTAL EFFECTS 

 

Original 

Sample 

(O) 

Sample 

Mean 

(M) 

Standard 

Deviation 

(STDEV) 

T Statistics 

(|O/STDEV|

) 

P 

Val

ues 

AI -> 

CA 
0.177 0.185 0.046 3.850 

0.00

0 

AI -> 

SDC 
0.071 0.075 0.026 2.742 

0.00

6 

BA -> 

CA 
0.220 0.217 0.063 3.515 

0.00

0 

BA -> 

SDC 
0.089 0.090 0.036 2.454 

0.01

4 

CA -> 

SDC 
0.404 0.408 0.093 4.338 

0.00

0 

CSR -

> CA 
0.699 0.697 0.040 17.363 

0.00

0 

CSR -

> 

SDC 

0.507 0.515 0.044 11.527 
0.00

0 

Source: Data processing results, 2025 

Table IX provides a comprehensive understanding of the 
direct and indirect relationships between variables. CSR → 
SDC: CSR shows the strongest total effect on SDC (β = 0.507, t 
= 11.527, p < 0.001), which illustrates that CSR initiatives play 
an important role in shaping a sustainable digital culture. This 
total effect combines the direct path (CSR → SDC) and the 
indirect path mediated by CA (CSR → CA → SDC). CA → 
SDC: Cybersecurity awareness significantly influences 
sustainable digital culture (β = 0.404, t = 4.338, p < 0.001), 
reaffirming its important role in achieving digital sustainability 
outcomes. AI and BA → SDC: Both AI (β = 0.071, p = 0.006) 
and blockchain adoption (β = 0.089, p = 0.014) have a 
significant total effect on SDC, although their main influence 
occurs indirectly through CA. 

These findings confirm the central role of CSR as a key 
driver of cybersecurity awareness and digital sustainability. 
Furthermore, the integration of new technologies—AI and 
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blockchain—further strengthens this relationship by enhancing 
cybersecurity readiness, which in turn fosters a resilient and 
sustainable digital culture. 

3) Bootstrapping results: Fig. 3 demonstrates the 

bootstrapping results for the internal model of the CSR 

Integrated Cybersecurity Awareness Framework (CICA). 

Bootstrapping analysis with 5,000 subsamples validates the 

stability and significance of the path coefficients obtained in the 

structural model. 

 

Fig. 3. Inner model (bootstrapping). 

Source: Data processing results, 2025 

The results show that all hypothesized relationships are 
statistically significant, as indicated by T-statistic values above 
the minimum threshold of 1.96: CSR → CA (t = 17.363, p < 
0.001), confirming the strong role of CSR in enhancing 
cybersecurity awareness. CSR → SDC (t = 2.462, p = 0.014), 
indicating that CSR directly supports a sustainable digital 
culture. CA → SDC (t = 4.338, p < 0.001), indicating that 
cybersecurity awareness significantly contributes to digital 
sustainability. AI → CA (t = 3.850, p < 0.001) and BA → CA (t 
= 3.515, p < 0.001), confirming that new technologies strengthen 
cybersecurity awareness. In addition, the external loadings also 
exhibited strong significance, with most indicators indicating t 
values above 7.0, supporting the reliability of the measurement 
model. Overall, the bootstrapping results validate all direct 
hypotheses (H1–H3, H5a, H5b) and reinforce the mediating role 
of CA in the influence of CSR on sustainable digital culture 
(H4). 

E. Moderating Effect 

Fig. 4 describes the moderating effect of Artificial 
Intelligence (AI) and Blockchain (BA) adoption on the 
relationship between Corporate Social Responsibility (CSR) and 
Cybersecurity Awareness (CA). Bootstrapping analysis 
confirms that Blockchain (BA) adoption significantly moderates 
the CSR–CA relationship (t = 2.426, p < 0.05). This indicates 
that CSR initiatives are more effective in enhancing 
cybersecurity awareness when accompanied by blockchain 
adoption, which strengthens digital transparency and trust. On 
the other hand, the moderating effect of AI adoption is not 
significant (t = 0.132, p > 0.05). This indicates that although AI 
directly strengthens CA (as shown in Fig. 2), its role as a 
moderator in the CSR–CA path is not supported in this study. 
Overall, these findings partially support H5a and H5b. 
Specifically, H5b (Blockchain adoption as a moderator) is 
supported, while H5a (AI as a moderator) is not supported. 

 

Fig. 4. Moderating effect analysis of AI and BA on the relationship between 

CSR and CA. 

Source: Data processing results, 2025 

F. Path Analysis 

Table X displays the results of the final path analysis, with 
the following findings: 

TABLE X.  PATH ANALYSIS 

 

Original 

Sample 

(O) 

Sample 

Mean 

(M) 

Standard 

Deviation 

(STDEV) 

T Statistics 

(|O/STDE

V|) 

P 

Val

ues 

AI -> CA 0.195 0.200 0.045 4.374 
0.0

00 

BA -> CA 0.232 0.233 0.061 3.800 
0.0

00 

CA -> SDC 0.404 0.410 0.091 4.447 
0.0

00 

CSR -> CA 0.681 0.679 0.044 15.329 
0.0

00 

CSR -> SDC 0.224 0.229 0.092 2.428 
0.0

16 

Moderating 

Effect AI -> 

CA 

0.006 0.006 0.045 0.132 
0.8

95 

Moderating 

Effect BA -> 

CA 

0.126 0.124 0.052 2.426 
0.0

16 

Source: Data processing results, 2025 

H1: (CSR → CA): Supported. CSR has a strong and 
significant effect on cybersecurity awareness (β = 0.681, t = 
15.329, p < 0.001). 

H2: (CSR → SDC): Supported. CSR has a positive effect on 
sustainable digital culture (β = 0.224, t = 2.428, p = 0.016). 

H3: (CA → SDC): Supported. Cybersecurity awareness 
contributes strongly to sustainable digital culture (β = 0.404, t = 
4.447, p < 0.001). 

H5a: (AI → CA): Supported as a direct effect. AI adoption 
significantly increases CA (β = 0.195, t = 4.374, p < 0.001). 
However, the moderating effect of AI was not significant (β = 
0.006, t = 0.132, p = 0.895), indicating that AI does not 
strengthen the CSR–CA relationship. 

H5b: (BA → CA): Supported. Blockchain adoption has a 
direct positive impact on CA (β = 0.232, t = 3.800, p < 0.001). 
Furthermore, the moderating effect was significant (β = 0.126, t 
= 2.426, p = 0.016), confirming that blockchain adoption 
strengthens the influence of CSR on cybersecurity awareness. 
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Overall, these results suggest that CSR plays a central role 
in shaping cybersecurity awareness and a sustainable digital 
culture, with CA acting as a key mediator (H4). AI and 
blockchain adoption directly strengthen cybersecurity 
awareness, but only blockchain shows a significant moderating 
effect on the CSR–CA pathway. 

V. DISCUSSION 

This study aims to design and test the CSR-Integrated 
Cybersecurity Awareness Framework (CICA), which links 
corporate social responsibility (CSR) initiatives, cybersecurity 
awareness, a sustainable digital culture, and the moderating role 
of artificial intelligence (AI) and blockchain adoption. The 
findings provide strong empirical support for theoretical 
propositions and contribute to the growing discussion on CSR 
and digital sustainability. 

The results of this study indicate that CSR has a significant 
influence on cybersecurity awareness (H1) and also has a direct 
effect on sustainable digital culture (H2). This finding aligns 
with previous research, which revealed that CSR initiatives not 
only focus on external legitimacy but also strengthen internal 
organizational resilience  [30]. 

By integrating cybersecurity-related programs into their 
corporate social responsibility (CSR) initiatives, organizations 
help employees understand digital threats, ethical data 
management, and safe internet browsing. The dual function of 
CSR—both for the external community and within the 
organization—demonstrates that CSR continues to adapt to 
meet the challenges of digital change. 

Raising cybersecurity awareness significantly contributes to 
the formation of a sustainable digital culture, and further 
analysis indicates that this awareness serves as a key mediator 
in the relationship between CSR and a sustainable digital 
culture. This suggests that CSR initiatives indirectly support 
digital sustainability by increasing employee understanding of 
cybersecurity threats and practices. These results align with 
organizational culture theory, which emphasizes the importance 
of awareness and shared values as determinants of long-term 
resilience [65]. The mediating role of CA emphasizes the 
importance for organizations to incorporate cybersecurity 
education into CSR programs to ensure innovative and secure 
digital transformation. 

The adoption of emerging technologies has a significant 
impact on improving the understanding of cybersecurity. Both 
artificial intelligence (direct effect H5a) and blockchain (direct 
effect H5b) substantially improve CA. Artificial intelligence 
assists through predictive analytics and intelligent monitoring 
[49], while blockchain adds transparency, integrity, and trust to 
online transactions [56]. 

The findings of this study, based on moderation analysis, 
show mixed results. Blockchain used significantly strengthens 
the relationship between CSR and CA, confirming H5b, while 
AI used does not show a significant moderating effect (H5a). 
This suggests that blockchain provides structural support to CSR 
programs by building trust and accountability in digital 
practices, while AI's role is more focused on technical and 
operational aspects. This finding reiterates the argument that 
blockchain implementation is often linked to governance and 

compliance frameworks, making it more directly relevant to 
CSR initiatives, while the impact of AI depends on its maturity 
and alignment with organizational strategy. 

VI. CONCLUSION 

This study develops and empirically validates the CSR-
Integrated Cybersecurity Awareness (CICA) Framework, 
highlighting how CSR initiatives, supported by AI and 
blockchain adoption, contribute to increased cybersecurity 
awareness and a sustainable digital culture. 

CSR as a key enabler – CSR significantly increases 
cybersecurity awareness and directly drives a sustainable digital 
culture, underscoring its dual role in external legitimacy and 
internal resilience. Cybersecurity awareness as a mediator – 
CSR mediates the relationship between CSR and SDC, 
affirming its central position in translating CSR initiatives into 
sustainable digital practices. Emerging technologies as enablers 
– Both AI and blockchain adoption directly strengthen 
cybersecurity awareness, with blockchain further moderating 
the CSR–CICA relationship. However, AI does not exhibit a 
significant moderating effect, indicating differences in the 
maturity and integration of these technologies. Overall, these 
results validate the CICA framework as a novel theoretical 
contribution, extending the CSR discourse into digital 
transformation and resilience. 

A. Implications 

Theoretically, the study advances the CSR literature by 
linking it to digital resilience and sustainability. It extends CSR 
discourse beyond environmental and social domains into the 
realm of cybersecurity and digital ethics, areas that are 
increasingly critical in the Fourth Industrial Revolution. The 
CICA framework offers a novel lens to understand how CSR 
can be operationalized in digital contexts. 

Practically, the findings suggest that organizations—
particularly universities and enterprises in emerging markets—
should: 

 Integrate cybersecurity education and training into CSR 
programs. 

 Leverage blockchain technologies as strategic tools to 
enhance trust and amplify the effectiveness of CSR 
initiatives. 

 Consider AI adoption as a direct enabler of awareness but 
ensure strategic alignment for it to play a stronger 
organizational role. 

B. Future Research 

The CICA Framework demonstrates that integrating CSR, 
cybersecurity awareness, and emerging technologies can 
strengthen digital resilience. Future studies should examine this 
model across different industries and regions to enhance 
generalizability. Additional moderating factors—such as 
organizational culture or leadership style—may also offer 
deeper insights into the CSR–cybersecurity relationship. 
Longitudinal approaches are recommended to capture changes 
in CSR, cybersecurity behavior, and technology adoption over 
time. 
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This study has several limitations. Its cross-sectional design 
restricts causal interpretation, and reliance on self-reported data 
may introduce bias. The sample is limited to organizations in 
Central Java, which may affect broader applicability. 
Furthermore, the model focuses on AI and blockchain, while 
other emerging technologies, such as IoT-based security or edge 
computing, were not examined. Future research should consider 
wider samples, mixed-method approaches, multi-level analyses, 
and additional technological or organizational factors to further 
refine and extend the CICA Framework. 
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